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The hope:
Too many probes = significant near-field distortion?

7

Summary of the core idea:

1) Introduce coil in or around the circuit

2) When the coil is probed, detect probing by measuring field 
distortions

3) If little distortion, either no eavesdropper, or not enough probes

Missing piece of the puzzle: what circuit would detect field distortions?

“Information Friction” and Minimum Power Consumed  
in Data Center and Big Data Networks
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Energy consumed in communication & computing 
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- 8% of electricity in 2011
- Projection: 15% by 2020

In the worldIn the body

- 20% of total energy
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Moore’s law, 
and the difficulty of reducing computation power

Moore’s law is saturating
Higher frequencies cost more power

But this is the era of  
BigData!
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Solution to Moore’s law saturation: Parallelize!

Use communication to compute
Communication has become a bottleneck

“We need a “Moore’s Law” technology for networking” [Byrant, Katz, Lazowska ’08]
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How much power must communication consume?

A soft-spoken teacher’s dilemma
Speak slower? louder? Neither!

“Shannon’s solution”

Have a lot to say; “Mix” your information
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How can we reduce communication power?
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We are already at the theoretical minimum transmit power
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Shannon limit is already achieved
[Turbo Codes ’93]        [LDPC codes ’98]        [Polar Codes ’08]
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Communication systems: then and now
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The problem has changed
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We now want to minimize total (transmit + circuit) power 
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What could fundamental limits on total power look like?
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Circuit-simulation-based modeling of decoding power 
[Ganesan, Grover, Rabaey SiPS’11][Ganesan, Wen, Grover, Rabaey’12]
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“Information-friction” energy model
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E
friction

= µ w d

w

d

wweight

Coefficient of 
informational friction

E
info�friction

= µ B d

B bits

d

“Info-friction” model of energy 
consumed in circuit-links:

Circuit implementation model:
Computational nodes that can  
talk to one another over circuit links 

= �Min distance between nodes

Example applications:
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(6,32) - “RS-LDPC” 
length 2048

Why does this matter?
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Code-choice must  
depend on distance

41
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Figure 3.1: FER (dotted lines) and BER (solid lines) performance of the Q4.2 sum-product
decoder of the (2048,1723) RS-LDPC code using different number of decoding iterations.

3.1 Characterization of Error Events

Hardware emulations reveal that the errors dominating the error floors do not

resemble the errors occur in the waterfall region of the BER-SNR curve. Errors in the

waterfall region are mostly random-like errors with bit error count greater than the minimum

distance of the code. At higher SNR levels where the error floors occur, random-like errors

are very rare, and instead the dominant errors exhibit rather pronounced characteristics,

either oscillatory or absorbing. Both these types of errors appear to start with a small

number of bits that are received incorrectly. An oscillation error is illustrated in Fig. 3.2

showing the soft decisions after each decoding iteration. The horizontal axis is for each of

the 2048 bits in the code block, and the vertical axis is the soft decision each bit assumes

after an iteration of decoding. For simplicity of illustration, it is assumed that all-zeros
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New codes that adapt and minimize total power [Mahzoon, Yang, Grover in prep]
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Towards fundamental limits on energy of 
computing networks
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Can noisy or approximate computing help?
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Nevertheless, noisy computing could help,  
. . . but don’t expect Shannon waterfall’s “magic”

 [Grover, ISIT ’14 Sub.]Theorem

for any implementation 
with Gaussian noise 
in circuit elements

E
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The Shannon waterfall has inspired a study of noisy computing

… i.e., the “Shannon-capacity” of noisy computing is zero! 
[Grover, ISIT’14 Sub.]

[von Neumann’56] 
 [Pippenger’88] 

[Hajek, Weller’91] 
[Evans, Schulman’99] 

… [Shanbhag, Kumar, Jones’10]
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Summary
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Extra slides
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How much power must communication consume?

!19

zero!

may be incorrect.. Even if the components 
act exactly as intended, there are still resid- 
ual errors. For example, tunneling may oc- 
cur unintentionally through the higher bar- 
rier. Another problem arises from the sup- 
posed cancellation of wave functions in re- 
alizing a 0 or 1 state (Fig. 4A). The two 
superposed eigenstates (Fig. 4B) have 
slightly different energies. Their exact wave 
functions within a pocket are slightly dif- 
ferent; they cannot cancel exactly and can- 
not leave a totally unoccupied pocket. This 
difficulty can be minimized by using very 
narrow potential pockets, in which the next 
higher state within the pocket, having a 
node for the wave function within that 
pocket, is at a much higher energy. In the 
extreme limit, the behavior approaches that 
of a true two-level system, such as an elec- 
tron spin, where no details beyond the spin- 
up and spin-down states exist. 

Errors matter in two ways. First, an in- 
correct bit can be transmitted. This is not a 
serious problem, if the probability of error is 
small: a small error rate requires only a small 
amount of redundancy to regain error free 
transmission (3). The decoding that restores 
the original message is not dissipationless; 
after all, we are throwing away information 
about the error (4). However, the minimal 
required dissipation is proportional to the 
error rate. Additionally, if errors arise, then 
the slow accumulation of erroneous bits in 
the return link (Fig. 5) of the transport 
machinery must be prevented. The supposed 
0-state bits returning to the loading stage 
(Fig. 5) may have become l's. We can oc- 
casionally reset these bits on their return to 
the intended 0 state. One possible way to do 
this takes its clue from Lloyd's proposal (25) 
for error correction in quantum computa- 
tion. The bit is biased so as to favor the 0 
state, and then the barrier is slowly reduced. 
Eventually, a radiative decay from the meta- 
stable 1 state to the lower lying 0 state 
occurs. It can be assisted by coupling to 
o$cillators (for example, a resonant cavity) 
at the emission frequency. The decay is a 
dissipative event, but once again, the dissi- 
pation is proportional to the error rate and 
can be far less than indicated in Eq. 3. 

Incidentally, the methods of Figs. 6 through 
8 can be adapted to carry out computer logic 
in arrangements where tunneling is con- 
trolled by more than one input well. 

Overview. The two proposals discussed 
above use active channels with machinery 
all along the length of the channel. Such a 
setup makes these schemes unappealing as 
serious technological candidates. The most 
obvious alternative to an active link, for the 
classical case, is the use of particles with 
sufficiently well-defined speed and direc- 
tion, as in the well-known colliding billiard 
ball computer (29). This scheme assumes 
that friction and noise can be completely 
eliminated. Furthermore, the chaotic nature 
of billiard ball collisions makes it extremely 
sensitive to flaws in the machinery. Using 
billiard ball motion for a communications 
link is most easily done within a framework 
where the net rate of billiard ball transfer 
does not depend on the information content 
of the link. For example, 0 is denoted by a 
ball followed by an empty slot, and a 1 is 
represented by an empty slot followed by a 
ball. This scheme permits use of a return 
link (Fig. 5). Alternatively, if we are opti- 
mistic about the lifetime of a photon, then 
conceivably there are possible inventions 
that make use of the polarization or timing 
of single photons. Or perhaps there could be 
nonlinear optical links. 

Even if the limits discussed here are 
practically unachievable, it is still impor- 
tant to understand such limits. For exam- 
ple, I do not believe that a genuinely 
useful form of quantum parallelism (24) 
will be achieved; nevertheless, computer 
scientists concerned with the minimal 
number of steps required in the execution 
of an algorithm must take its possibility 
into account. 
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Noise The engineer [Shannon ’48]

themselves. The fact that pili often are 
virulence and colonization factors in 
Gram-negative organisms supports our 
conclusion that many DNA transfer 
events mediated by filamentous phages 
may occur on host mucosal surfaces. 

Our results also emphasize the co-evolu- 
tion of genetic elements mediating the trans- 
fer of virulence genes with the pathogenic 
bacterial species they infect. Thus, a viru- 
lence factor (TCP) is the receptor for a 
bacteriophage encoding another virulence 
factor (CT), both of which are coordinately 
regulated by the same virulence regulatory 
gene (toxR). In this case, the natural habitat 
of both phage and pathogen is the gastroin- 
testinal tract. It is apparent that this host 
compartment provides the necessary envi- 
ronmental signals required for the expression 
of essential gene products mediating interac- 
tions between all three participants, namely, 
bacterium, phage, and mammalian host. 
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Minimal Energy Requirements 
in Communication 

Rolf Landauer 

The literature describing the energy needs for a communications channel has been 
dominated by analyses of linear electromagnetic transmission, often without awareness 
that this is a special case. This case leads to the conclusion that an amount of energy 
equal to kTln 2, where kT is the thermal noise per unit bandwidth, is needed to transmit 
a bit, and more if quantized channels are used with photon energies hv > kT. Alternative 
communication methods are proposed to show that there is no unavoidable minimal 
energy requirement per transmitted bit. These methods are invoked as part of an analysis 
of ultimate limits and not as practical procedures. 

Information is inevitably tied to a physical 
representation, such as a mark on a paper, a 
hole in a punched card, an electron spin 
pointing up or down, or a charge present or 
absent on a capacitor. This representation 
leads us to ask whether the laws of physics 
restrict the handling of information and in 
particular whether there are minimal ener- 
gy dissipation requirements associated with 
information handling. The subject has 
three distinct but interrelated branches 
dealing, respectively, with the measurement 
process, the communications channel, and 
computation. Concern with the measure- 
ment process can be dated back to Max- 
well's demon (1). In the development of 
that subject, the notion that information is 
physical was introduced by Szilard (2), al- 
though it was not widely accepted for many 
decades. Concern with the communications 
channel became a subject of intense con- 
cern after Shannon's work (3); It is the 
newest of the three branches, computation, 
that has caused us to reexamine the per- 
ceived wisdom in the two earlier areas (1, 
4-8). It was pointed out long ago (9) that 
the steps in the computational process that 
inevitably demand an energy consumption 

The author is with the IBM Thomas J. Watson Research 
Center, Yorktown Heights, NY 10598, USA. 

with a known and specifiable lower bound 
are those that discard information. It was 
also understood long ago (9) that opera- 
tions that do throw away information, such 
as the logical AND and the logical OR, can 
be imbedded in larger operations that per- 
form a logical 1:1 mapping and do not 
discard information. Nevertheless, a real 
understanding of what is now called revers- 
ible computation came from the work of 
Bennett (10, 11 ), who showed that compu- 
tation can always be conducted through a 
series of logical 1:1 mappings. Bennett fur- 
thermore showed that physical implemen- 
tations exist that allow this mapping to be 
utilized to perform computation with arbi- 
trarily little dissipation per step, if done 
sufficiently slowly. Bennett's discussion 
envisioned classical machinery with vis- 
cous frictional forces proportional to the 
velocity of motion. It is these forces that 
can be made as small as desired, through 
slow computation. 

The notion of logically reversible opera- 
tions, which do not discard information, 
provides the unifying thread between the 
three fields of measurement, communica- 
tions, and computation. In the measurement 
process, transfer of information from the 
system to be measured to the meter does not 
require any minimal and unavoidable dissi- 

1914 SCIENCE * VOL. 272 * 28 JUNE 1996 

This content downloaded  on Sun, 27 Jan 2013 14:32:01 PM
All use subject to JSTOR Terms and Conditions

[1996]



/15

0.05 0.10.025 0.0750
−20

−15

−10

−5

P
total

Regular LDPCs 
(3,4) (3,6) (4,8) (5,10)

Total power: Hints from experiments

!20

P ⇤
T

R = 7 Gbps 
W = 7 GHz 
path-loss coefft = 3  
d = 3 meters 
fc = 60 GHz 
STM CMOS 90 nm 
Cadence Encnter (Layout) 
Synopsys HSPICE (post-lyt)

l
o
g

1
0
(
P
e
)

Power (Watts)

Circuit-simulation-based modeling of decoding power 
[Ganesan, Grover, Rabaey SiPS’11][Ganesan, Wen, Grover, Rabaey’12]



/15

Decoding complexity/power: 
Fundamental limits
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*[Grover, Woyach, Sahai ISIT ’08, JSAC ’11]Theorem

* precise result for any     and any gap appears in [Grover, Woyach, Sahai ’11]Pe

# of clock-cycles,

. . . for any code and any decoding algorithm.
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Moving information: 
a model of implementation
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Output nodes           
Input nodes           
Helper nodes            

1) Asynchronous

2) No connectivity 
limitations

3) No constraints 
on interconnect 
material

4) but fixed schedule

[Grover ’13]
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Looking forward: 
Neuronal and neuro-morphic processing
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Nodes of Ranvier

(provides insulation)

friction + noise in computing?


