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Google	  AdSense

• Website	  owner	  (Publisher)	  wants	  to	  earn	  
money	  

• Registers	  website	  with	  Google	  AdSense
• Google	  runs	  word	  analysis	  on	  website	  and	  
figures	  out	  keywords	  related	  to	  page
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gif:	  Google	  video	  on	  AdSense



Google	  AdWords
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gif:	  Google	  video	  on	  AdWords



Ad	  Targeting
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Google’s	  Privacy	  Policy

When	  showing	  you	  tailored	  ads,	  we	  will	  not	  
associate	  a	  cookie	  or	  anonymous	  identifier	  with	  
sensitive	  categories,	  such	  as	  those	  based	  on	  
race,	  religion,	  sexual	  orientation	  or	  health.	  
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AdFisher

• Emulates	  users	  with	  fresh	  browser	  instances
• Randomized	  assignment
• Statistical	  analysis	  to	  find	  causal	  relations	  
• Open	  source:	  github.com/tadatitam/info-flow-experiments
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Discrimination
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Web 
browsing Advertisements

Ad settings

Ad ecosystem

Set the gender bit to 
female or male

Browse websites 
related finding a 
new job 

Significant 
difference ads on 
news website
(p < 0.000006)



Discrimination	  Explanation
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Female Group Male Group

Jobs (Hiring Now)
www.jobsinyourarea.co
45 vs. 8

$200k+ Jobs - Execs Only
careerchange.com
311 vs. 1816

4Runner Parts  Service
www.westernpatoyotaservice.com
36 vs. 5

Find Next $200k+ Job
careerchange.com
7 vs. 36

Criminal Justice Program
www3.mc3.edu/Criminal+Justice
29 vs. 1

Become a Youth Counselor
www.youthcounseling.degreeleap.com
0 vs. 310



Discrimination	  Explanation
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Fails	  the	  80%	  rule	  for	  
disparate	  impact



Findings	  and	  Non-‐Findings

• An instance of discrimination

• Policy Violations
– No claims that Google or anyone else violated any policies

• Generalization
– These results might not generalize to other settings

• Blame
– We do not assign blame
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Websites
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Transparency
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Web 
browsing Advertisements

Ad settings

Ad ecosystem

No effect on ad settings

Visit top 100 
substance abuse 
sites

Significant causal 
effect on ads 
(p < 0.000006)



Transparency	  Explanations

24

Substance Abuse Visitors Control Group

The Watershed Rehab
www.thewatershed.com/Help
2276 vs. 0

Alluria Alert
www.bestbeautybrand.com
0 vs. 9

Watershed Rehab
www.thewatershed.com/Rehab
362 vs. 0

Best Dividend Stocks
dividends.wyattresearch.com
24 vs. 54

The Watershed Rehab
(none)
771 vs. 0

10 Stocks to Hold Forever
www.streetauthority.com
76 vs. 118
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Additional	  Notice	  on	  Ad	  Settings
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Before 

After



Additional	  Notice	  on	  Ad	  Settings
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Choice

28

Web 
browsing Advertisements

Ad settings

Ad ecosystem

Visits websites 
related to 
online dating

Removes interests 
related to online dating

Causes significant 
reduction in 
dating ads
(p < 0.008)



Choice	  Explanation
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Keeping Dating Interest Removing Dating Interest

Are You Single?
www.zoosk.com/Dating
2433 vs. 78

Car Loans w/ Bad Credit
www.car.com/Bad-Credit-Car-Loan
8 vs. 37

Top 5 Online Dating Sites
www.consumer-rankings.com/Dating
408 vs. 13

Individual Health Plans
www.individualhealthquotes.com
21 vs. 46

Why can't I find a date?
www.gk2gk.com
51 vs. 5

Crazy New Obama Tax
www.endofamerica.com
22 vs. 51



Control	  Group

Experimental	  Design
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Experimental	  Group

Treatment	  1	  (Drug)

Treatment	  2	  (Placebo)



Control	  Group

Experimental	  Design

31

Experimental	  Group

Treatment	  1	  (Drug)

Treatment	  2	  (Placebo)



Group	  2

Information	  Flow	  Experiment
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Group	  1

Treatment	  1

Treatment	  2

Responses

Responses



Experimental	  Design
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Treatment	  2
Treatment	  1

Response	  1	  for	  1
Response	  1	  for	  2

Information	  Flow	  Experiment
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Treatment	  1

Response	  2	  for	  1

Treatment	  2

Response	  2	  for	  2

Treatment	  1

Response	  3	  for	  1

Treatment	  2

Response	  3	  for	  2



Cross-‐Unit	  Effects
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Information	  Flow	  Experiments
Natural	  Sciences Information	  Flow

Natural	  process System	  in	  question

Population	  of	  units Subset	  of	  interactions

Treatments Inputs

Responses Outputs

… …

Causation Information flow
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Number	  of	  Unique	  Ads
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Prior	  Work	  on	  Behavioral	  Marketing
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• No	  statistical	  test
• Guha+	  10
• Balebako+	  12
• Wills	  &	  Tatar	  12
• Liu+	  13	   AdReveal

• Assumptions	  about	  ads
• Barford+	  14	   AdScape
• Lecuyer+	  14	   XRay
• Englehardt+	  14	   OpenWPM



Lives	  under	  
Placebo

Dies	  under	  
Placebo

Lives	  under
Drug

Dies under	  
Drug
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Control	  Group
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0110 ABBA
Test	  statistic
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Permutation	  Test	  over	  Keywords
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Permutation	  Test	  over	  Keywords
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Permutation	  Test	  over	  Keywords
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Permutation	  Test	  over	  Keywords
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Look	  at	  all	  permutations
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And	  so	  forth…



Randomized Controlled Trials
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Experimental group Control group

Measurements 

Experimental treatment Control treatment

Ad 
Ecosystem
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Test statistic
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Our Methodology
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Significance Testing
Measurements

p-value

Ad Ecosystem

Ad Ecosystem

Ad 
Ecosystem

Ad 
Ecosystem

block 1

block n

Ad Ecosystem

Ad Ecosystem

Training 
Data

Machine Learning

ClassifierExplanations

Contribution:	  The	  rigor	  of	  
experimental	  science
• Causal	  effects
• Statistical	  significance
• Automation
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Low	  inputs:	  L

Interference

High	  inputs:	  H1
Low	  outputs:	  O1

System	  has	  interference from	  High	  inputs	  to	  Low	  outputs	  iff
there	  exists	  H1,	  H2,	  O1,	  O2,	  and	  L	  such	  that	  O1 ≠	  O2 and:

and

Low	  inputs:	  L

High	  inputs:	  H2
Low	  outputs:	  O2

Ad ecosystem

Ad ecosystem

≠



Definition	  of	  Interference

High	  has	  probabilistic	   interference with	  Low
iff
there	  exists	  H1,	  H2,	  and	  L	  such	  that	  
the	  distribution	  of	  Low’s	  outputs	  in	  

Q(H1,	  L)	  
equals	  not	  the	  distribution	  of	  Low’s	  outputs	  in	  

Q(H2,	  L)
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Information	  Flow	  Problems

Analyst Adversary Protects

Confidentiality Has program Low user High input

Taint analysis Has	  program Low user High	  output

Information	  
usage

Outside
access

System High	  input
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Analysis

White	  box Black	  box

Experimenting MonitoringTesting

Access	  to	  program?

Yes No

Total Partial None

Control	  over	  inputs?
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Impossibility	  Results

• No	  sound	  experiments	  for	  interference
• No	  sound	  experiments	  for	  noninterference
(except	  degenerate	  ones)
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Structural	  Equation	  Models

Let	  M	  be	  a	  Structural	  Equation	  Model	  defined	  by
• State0 :=	  s0
• Input1 :=	  i1
• State1 :=	  transition_function(State0,	   Input1)
• Output1 :=	  output_function(State0, Input1)
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Structural	  Equation	  Models

Let	  M	  be	  a	  Structural	  Equation	  Model	  defined	  by
• State0 :=	  s0
• Input1 :=	  i1
• State1 :=	  transition_function(State0,	   Input1)
• Output1 :=	  output_function(State0, Input1)

M[Input1 :=	  i’]	  is	  M	  except	  with
• Input1 :=	  i’
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Definition	  of	  Effect

The	  factor	  X	  has	  an	  effect on	  Y	  given	  Z:=z	  
iff
there	  exists	  x1 and	  x2 such	  that	  
the	  distribution	  of	  Y	  in	  

M[X:=x1][Z:=z]	  
equals	  not	  the	  distribution	  of	  Y	  in	  

M[X:=x2][Z:=z]
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Theorem

• Let	  MQ be	  an	  SEM	  representation	  of	  an	  
automation	  Q

• Q	  has	  probabilistic	  interference	  iff
there	  exists	  a	  value	  li	  for	  low	  inputs	  such	  that	  

High_inputs have	  an	  effect	  on	  low_outputs
given	  Low_inputs :=	  li	  in	  MQ
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Ad ecosystem

Input

Output

Other users
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Cross-‐Unit	  Effects	  with	  Environment
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Drug

Placebo



Rigorous	  Information	  Flow	  Experiments

1. Problem:	  blackbox information	  flow	  analysis
2. Interference	  =	  	  Pearl’s	  causation
3. Experimental	  design	  and	  statistical	  analysis	  

for	  adversarial	  setting	  based	  on	  permutation	  
testing

4. Experimental	  results	  showing	  uses	  of	  
information	  by	  Google
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Future	  Work
• Effect	  size
• Generalization
• Assigning	  blame
• Finding	  noninterference
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Multiple	  Treatments
Visit	  jobs	  website

Yes No

Visit cooking	  
website

Yes Group Y,	  Y Group	  Y, N

No Group	  N, Y Group	  N,	  N
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XRay
• Reduces	  number	  of	  needed	  tests	  by	  assuming	  
–Monotonicity:	  visiting	  more	  websites	  only	  
increases	  the	  number	  of	  ads	  targeted	  to	  you

– Identically	  distributed	  ads
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AdFisher
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More	  Information
• M.C.	  Tschantz,	  A.	  Datta,	  A.	  Datta,	  and	  J.M.	  Wing.	  

A	  methodology	  for	  information	  flow	  experiments.	  
CSF	  2015.

• A.	  Datta,	  M.C.	  Tschantz,	  and	  A.	  Datta.
Automated	  Experiments	  on	  Ad	  Privacy	  Settings:
A	  Tale	  of	  Opacity,	  Choice,	  and	  Discrimination.
PETS	  2015

• http://www.cs.cmu.edu/~mtschant/ife/
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