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CyLab wins big during DefCon weekend

By Daniel Tkacik

Carnegie Mellon University's CyLab Security and Privacy
Institute is celebrating winning big in Vegas, as home

of the champions of two major hacking competitions
last year.

Computers vs. Computers: Cyber Grand Challenge

ForAllSecure, a Carnegie Mellon spinoff startup, took
home the $2 million prize as the winners of the DARPA
Cyber Grand Challenge (CGCQ), a first-of-its-kind hacking
contest in which all participants are autonomous
computer systems. ForAllSecure was one of seven
finalist teams in the contest, which took place in

Las Vegas, Nevada.

“Our vision is to check the world's software for exploitable
bugs so they can be fixed before attackers use them to
hack computers,” says David Brumley, who wears several
hats as CEO of ForAllSecure, director of CyLab, and
professor of Electrical and Computer Engineering. “We
believe our technology can make the world's computers
safe and secure.”

ForAllSecure’s system, dubbed “"MAYHEM" by the team,
scans software for bugs, generates exploits, and fixes
vulnerabilities. The system performs every task completely
autonomously.

“This is a shining moment for a startup born at Carnegie
Mellon,” says Jim Garrett, dean of CMU's College of
Engineering. “We couldn’t be more proud of ForAllSecure
for applying its vision to the development of cutting-edge
technology that addresses the global issue of security.”

DARPA launched the CGC in response to the recent
increase in software bugs, due in large part to the
explosion of the Internet of Things—billions of connected
devices like smart thermostats or fitness trackers that
are built with little regard to cybersecurity. The challenge
aimed to identify state-of-the-art technology to find these
bugs quickly, and at scale.

Humans vs. Humans and Computers: DefCon Capture
the Flag

Not to be outdone, Carnegie Mellon's competitive computer
security team, The Plaid Parliament of Pwning (PPP), won

its third title in four years at the DefCon Capture the Flag
competition.

The DefCon Capture the Flag competition, widely considered
the “World Series of Hacking,” also took place in Las Vegas.

Brumley is the faculty advisor to PPP. “Our team has put
in thousands of hours of practice, and it is rewarding to
see them win amongst the best hackers in the world,” said
Brumley. “Every year this competition becomes harder and

harder to win.”

Capture the Flag (CTF) is one of the most popular
competitive hacking games in the world, with hundreds of

smaller CTFs being held annually. During these competitions,
teams try to break into competitors’ servers while protecting
their own. After achieving a successful breach, teams catch

virtual “flags” and earn points.

While thousands of CTF teams exist worldwide, only 15
teams representing at least 10 countries qualified for this
year's DefCon CTF.

“The consistency of our team'’s performance over the last
four years demonstrates CMU's strength in cybersecurity
education and research,” says Dean Garrett. “These students
will clearly help drive the next level of cybersecurity.”

Carnegie Mellon's win comes at a time that the computer
security field is struggling to find suitable hires to join the
workforce. These contests give people a place to practice
and hone their computer security skills.

“These contests are critically important to developing a
skilled cybersecurity workforce,” says Brumley.
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Photograph by Lauren Demby

By Leah Pileggi

ECE administrative coordinator, Lauren Demby, has a side
gig: she's a professional photographer. You can see her
expertise in the ECE staff portraits that she took for the
website. But it was one of her spontaneous photos that
recently ended up in newspapers, magazines, and TV news
reports around the world. Considering the fact that she
never intended her career path to lead her to photography,
Lauren is still stunned by the impact of that one photo.

Lauren earned a bachelor of arts degree in architecture
from the University of Pittsburgh in 2011, with a minor in
studio arts. But it was an Intro to Digital Photography class
at Pittsburgh Filmmakers during her last semester of college
that sparked her passion for photography.

“I needed the class to graduate, but then | started taking
pictures of my family. People around the neighborhood
started to notice and ask for family portraits.”

Since then, she has been self-taught by reading articles and
blogs, taking workshops, and assisting other photographers,
and she now has her own business, Lauren Renee Designs
(www.laurenreneedesigns.com).

“I'm always learning. That's what | love about photography.
There's always something you can improve on.”

In late 2015, Lauren was contacted about taking photos for

a wedding, a typical request. But this would not be a typical

wedding. The bride would be given away by a man she had
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yet to meet, a man who was alive
because he had received the
bride’s father's heart.

Bride-to-be, Jeni Stepien, and

her fiancé, Paul Maenner, would

be married in the Swissvale
neighborhood of Pittsburgh, the

same neighborhood where Jeni's father
was shot and killed during an armed robbery in 2006. His
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family donated his organs through the Center for Organ
Recovery & Education (CORE), an organization that will
help donor families and transplant recipients contact one
another.

The recipient of her father's heart, Arthur Thomas, lived
in New Jersey. He had written a thank you to Jeni's family,
and a long-distance relationship was established. When
Jeni became engaged, she wondered if Mr. Thomas might
consider walking her down the aisle. With her fiancé’s
support, Jeni wrote to Mr. Thomas and asked him. After
checking with his daughter, he said yes.

“Jeni and Mr. Thomas met the day before the wedding

at the rehearsal,” explained Lauren. “On the day of the
wedding, the bride and groom chose not to see each other
before the service and they had just met this man the day
before. It was a crazy emotional day for everyone involved.
Everyone was in tears as she was coming down the aisle,
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including myself. I was thinking in my head ‘Pull it together,
you need to get these shots!" As Jeni placed her hand on Mr.
Thomas's heart, | captured that moment as she was being
given away. Those amazing moments are what continue to
drive my love for photographing weddings.”

Local new reporters were also at the wedding. “They were
mostly getting in the way,” said Lauren. And it turned out that
it was that one amazing photograph anyway that ended up on
ABC and NBC news broadcasts, and in The New York Times,
the Washington Post, and Glamour Magazine. Lauren was
even contacted by the BBC and NPR. She said, “I had no idea
that photo was going to explode like it did.”

But to Lauren, the wedding was so much more than that one
photograph. “Jeni was so welcoming, so genuine. | like to work
with brides who don't feel like this is the only day in the rest of
her life but the beginning of great things to come.”

Jeni Stepien loved working with Lauren, too. “l cannot

say enough good things about having Lauren as our
photographer. From the first time | spoke with her on the
phone, months before we met for the first time in person, and
before she took the photographs that took the world's breath
away, | felt like I could trust her. Trust her to capture the
biggest day of my life and preserve it in a way that would bring
the memories of that day flooding back in a stunning way.”

Jeni went on to say, “Nobody could have predicted the
attention that the wedding gathered. | was just trying to get
married, bring closure to a chapter of tragedy in my life,

and | wanted Lauren there to take her signature beautiful
shots of it all. When | saw the picture that she captured that
accompanied so many stories about my special day, | cried.”

After a crazy couple of days, life returned to normal for
Lauren who says, "I love working at CMU.” She will continue
photographing weddings, but she'll never forget the day she
took the photo that brought everyone to tears.

“I'm always learning. That's what |
love about photography. There's
always something you can
improve on.”

Lauren Demby, ECE administrative coordinator
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Meet the new staff members

ECE welcomes the following staff members who
started within this past year.

&

Dante Boni
Nanofabrication Technician

Kelley Conley
Research Administrator

Donna Frost
International Scholar Coordinator

Diana Leathers
Administrative Coordinator
Silicon Valley campus

Michelle Mahouski
Academic Services Coordinator

Jillian McCarthy
M.S. Academic Program Advisor

Bari Morchower
Student Organizations & Activities Advisor

Kimmy Nguyen
Event and Project Coordinator

Angela Racko
Finance and Business Associate

Brittany Reyes
Academic Services & Student Organizations Coordinator
Silicon Valley campus

| Mason Risley

Process Engineer - Nanofabrication Facility

Holly Skovira
Administrative Coordinator
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Two ECE faculty awarded the 2016 Dean'’s Early
Career Fellowships

Sekar wins multiple awards

Vyas Sekar has won multiple awards, including the
NSF Faculty Early Career Development (CAREER)
Award to pave the way towards reliable network
security assurances, a Facebook Faculty Award for

AR

Hakan Erdogmus and Soummya Kar were awarded the 2016 Dean’s Early
Career Fellowships for groundbreaking work in their fields. They have been
granted these fellowships to provide funding to further their outstanding
research.

Information theory, energy-efficient
communication and computing, and
neural sensing

If we could reduce wireless brain sensors’ energy consumption, we
could increase capabilities, get higher resolution neural data, and better
diagnose brain diseases such as epilepsy. Pulkit Grover is researching the
world-changing benefits of energy-efficient devices.

his research in networking, security, and systems, and

SIGCOMM's 2016 Rising Star Award, which recognizes a

young researcher - no older than 35 - who has made outstanding
research contributions to the field of communication networks during this
early part of his or her career.
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Brain computer interfaces helping people
with disabilities

What if real-life telekinesis isn't that far off? By developing
the appropriate statistical and machine learning methods for
analyzing the activity of large populations of neurons, Byron Yu
and his research team can give paralyzed patients the power to
move robotic limbs with their minds.

3D scanning technology that detects
light interaction

Aswin Sankaranarayanan and his research team are

developing a 3D scanning technology that can capture

not just the 3D shape of an object but also how each
surface element on the object interacts with light.

The vents in your office aren't just pumping out air

We rely on our HVAC systems to keep us cool when it's hot and warm when it's
cold—but that's not all they're doing. Current systems waste huge amounts of energy
and hemorrhage money as a result. It's estimated that buildings consume more than
40% of our country's energy, and of that energy, nearly one third is wasted due to
outdated, inefficient systems like heating and cooling. Professors Mario Berges of Carnegie
Mellon University's Department of Civil and Environmental Engineering and ECE's Anthony
Rowe have come up with a way to combat these inefficiencies.

° Learn more about ECE faculty research on our YouTube channel: youtube.com/c/cmuece
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Software Engineering
students build their
interviewing muscles at
the Coding Gym

By Adam Dove

In the competitive field of software engineering, it's rare to
see potential applicants helping each other prepare for job
interviews—or at least, that's what Software Engineering
master’s student Vincent Su thought. But when one day he
saw a group of students on CMU's Silicon Valley campus
doing just that, it inspired him to create a place where
students could meet in that same spirit of collaboration on
a regular basis. That place is the Coding Gym Club.

The idea was born out of a very familiar feeling—a fear of
the future.

“Same as most students in my program, | was preparing for
coding interviews and getting pretty anxious about it,” Su
explains. “One day, | passed by a group of second year MS
students who were sitting together and solving one coding
problem. They analyzed it together, bounced their ideas
and solutions off each other, and grew together as a group.
I thought, ‘Why not make that a regular thing?”

All it took was a quick post to the CMU-SV Facebook page
for the interest to start pouring in. In particular, Hill Ma,
who was at the time in the last semester of his Software
Engineering master's program, thought Su’s idea was
brilliant. As a big fan of competitive coding himself, Ma
partnered with Su to spearhead the club, hosting algorithm
workshops and whiteboard coding practice.

Every Tuesday since the club's inception in fall of 2015,
the group has gathered to hone its members’ coding and
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interviewing skills. Software Engineering interview questions
vary from company to company, but most consist primarily
of algorithm and data structure questions.

“We aim to mimic an interview scenario,” Su adds. “A
problem is presented, we discuss and communicate our
ideas, draw and write things down on the white board to
help explain our ideas better, identify how to improve our
current solutions, come to an agreement, and implement it
ourselves, either on our computers or on the whiteboard.”

According to Su, algorithms and data structures are
particularly important for software engineers, and a sound
understanding of them is essential throughout a software
engineer's career—not just during the interview process.
But even more than practice, the Coding Gym Club is about
accountability.

“| like to use the analogy of a gym,” Su says. “Everyone
knows working out is good for them, but very few people
actually go the gym regularly. It's a commitment. The goal
here is much more than just getting better at interviewing.
It is helping students lay a solid foundation in problem
solving.”

Ma graduated in December of 2015, leaving Su fully in
charge of the group's six regular attendees. While it may be
small, Su sees the group becoming a resource for anyone
at the Silicon Valley campus who may need it.

“Whether people come to the sessions or not,” Su says. ‘I
want to make sure everyone knows the benefit they can
get out of the Coding Gym. Peer advisor programs, mock
interviews, workshops—we're here to expand the idea of
‘students helping students' style career development.”




CMUjoins Mastercard Foundation/to dducate next
generation of African
tech leaders

By Sherry Stokes

Carnegie Mellon University's commitment to educating
Africa’'s next generation of technology leaders and
entrepreneurs received a boost with a $10.8 million
commitment from The MasterCard Foundation. This
new partnership, which will be established at Carnegie
Mellon University's College of Engineering program in
Kigali, Rwanda, will benefit 125 academically talented but
economically disadvantaged students from Sub-Saharan
Africa as part of The MasterCard Foundation Scholars
Program. Carnegie Mellon University will join a global
network of 23 Scholars Program partners, comprising
educational institutions that are committed to developing
Africa's young leaders.

Since 2011, Carnegie Mellon University in Rwanda has
contributed to enhancing the quality of the engineering
workforce in Africa. This effort has addressed the critical
shortage of information and communication technology
(ICT) skills required for Africa to compete in the Fourth
Industrial Revolution where physical, cyber, and biological
systems converge through information, computing and
communication technologies to transform the lives and
livelihoods of citizens around the world in unprecedented
ways. The talented graduates of Carnegie Mellon in Rwanda
play a strategic role in Africa’s trajectory, leveraging ICT

to digitally leapfrog socio-economic development across
the continent. With transformative support from The
MasterCard Foundation, Carnegie Mellon will be able to
multiply its impact on higher education and the ICT sector
in Africa, as part of the Rwanda Government's vision to
create a Regional Center of Excellence in ICT and to serve
as a technological hub for the region.

“We are excited to partner with Carnegie Mellon University
in Rwanda, an exceptional institution committed to training
the next generation of African engineers, innovators,

and entrepreneurs to meet pressing global challenges,”

said Reeta Roy, president and CEO of The MasterCard
Foundation. “Investment in STEM education is pivotal to

Africa’s future and will ensure that African nations have
the opportunity to identify, develop and deploy their
wealth of talent.”

The MasterCard Foundation Scholars Program at Carnegie
Mellon University in Rwanda will attract a diverse mix of
Scholars from Rwanda and the rest of Sub-Saharan Africa,
with a priority on increasing the enrollment of women.

The Program will start in fall 2016 and conclude in 2023,
underscoring the importance of establishing long-term
education programs in Africa. Research underway at
Carnegie Mellon in Rwanda also takes a long-term
approach. The faculty understand that to address Africa’s
technology needs, students require time to analyze

and solve problems in the context in which they occur.
Research at Carnegie Mellon explores critical topics
relevant to Africa: wireless networking, mobile applications,
energy systems, cyber security, agriculture, financial
services, and telecommunications.

The partnership announcement was made last

summer during Carnegie Mellon University's graduation
ceremony, when 24 students received master's degrees
in Information Technology and Electrical and Computer
Engineering. CMU President Suresh, and Dr. Jendayi
Frazer, a member of the Board of Directors of The
MasterCard Foundation, attended the graduation
ceremony. To date, the program has graduated 70
students hailing from Rwanda, Kenya, Uganda, and the
United States. The vast majority of these graduates are
working in their home countries, making an impact in the
private sector, government and academia, and the rest
are pursuing the creation of startup companies as well as
doctoral programs.
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Give where your heart is
ECE funding opportunities

Giving to the Department of Electrical and Computer Engineering offers you the
opportunity to make an impact on the innovative, interdisciplinary education and
research taking place here. Strategic funding priorities that help the college achieve its
goals include funding fellowships, faculty, and facilities projects for the college.

For more information, visit www.ece.cmu.edu/giving.

Department of Electrical and Computer Engineering

We are able to provide an engaging, enriching, and encouraging environment because
of the support of our donors. Giving to ECE is a vote of confidence in our program, and
helps to keep us at a competitive level with other world-class programs.

We need and appreciate gifts at all levels. In particular, undergraduate alumni
participation rates also impact our national rankings in publications such as U.S. News &
World Report.

Global Connectivity Incubator

The Department of Electrical and Computer Engineering has a global presence around
the world through its educational programs and research collaborations. To continue as
a leader, it is paramount that our global campus communications be seamless. The new
Global Connectivity Incubator, planned for the 1200 wing of Hamerschlag Hall, will allow
students and faculty to connect and work with the ECE global community. We intend to
rehaul 3,300 square feet into two distance learning classrooms and collaboration space
for our growing department.

Hamerschlag Hall MakerWing

Hamerschlag Hall, the iconic flagship building of the university, is ready for a
transformation. We seek to reenergize 40,000 square feet into integrated maker spaces,
clustered research environments and open workspaces.

This unique wing will lower barriers to multidisciplinary collaboration while cultivating
creative problem solving and “learning by doing.” Students across the college will be
able to pursue pragmatic designs and functional applications for coursework and
independent projects, like Design Il capstone design projects and Build18, a freestyle
product creation competition.
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Dates to remember

MARCH 13-17: Spring break
APRIL 21-22: Spring Carnival
MAY 5: Last day of classes and ECE Day

MAY 21: Commencement Weekend

Advanced Collaboration.

There are 195 countries on earth.
People from 136 have come to us
for a world-class engineering education.

Carnegie Mellon University
College of Engineering

www.engineering.cmu.edu



Carnegie Mellon University
Electrical & Computer Engineering

Carnegie Mellon University
5000 Forbes Avenue
Pittsburgh, PA 15213
www.ece.cmu.edu

Semester snapshot

Judith Resnik
Year of Women in ECE
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HKN inducted new members



