Browser Enhancements Against Phishing Attacks

Rohin Dabas Adrian Perrig Gaurav Sinha
rdabas@andrew.cmu.edu adrian@ece.cmu.edu gsinha@andrew.cmu.edu
Dawn Song Chieh-Hao Yang Ting-Fang Yen
dawnsong@cmu.edu chiehhao@andrew.cmu.edu tyen@andrew.cmu.edu

Carnegie Mellon University
Pittsburgh, PA 15213

ABSTRACT ' E Ed
| . iou are going on htkp:f fwww, xn--pypal-4ve, comy but the url
@, appears ta be http: /v, paypal.com). Do wou wish to
| continue?
Keywords

1. INTRODUCTION

2. DESIGN

2.1 IDN URL Identi cation



2.2 URL-Certi cate Match
2.3 Hash Visualization



3.3 Security Status Listener

3.4 Generating Random Art
3. IMPLEMENTATION

3.1 Mozilla Firefox Developers' Interface

3.5 Software Packaging

4. EVALUATION

3.2 Overlay Functions



5. RELATED WORK



6. CONCLUSION

7. REFERENCES



