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Over the past several years, we have researched how passwords are created, how
they resist cracking, and how usable they are. In this article, we focus on recent
work in which we tested various techniques that may encourage better password
choices. What we found may surprise you.

Despite a litany of proposed password replacements, text-based passwords are

not going to disappear anytime soon [4]. Passwords have a number of advantages
over other authentication mechanisms. They are simple to implement, relatively
straightforward to revoke or change, easy for users to understand, and allow for
quick authentication; however, passwords also have a number of drawbacks. Fore-
most among these drawbacks is that it is difficult for users to create and remember
passwords that are hard for an attacker to guess. Our research group at Carnegie
Mellon University has been investigating strategies to guide users to create pass-
words that are both secure and memorable.

In particular, we have focused on techniques such as password-composition
policies and password-strength meters—two of the most ubiquitous strate-

gies employed by system administrators to help users create secure passwords.
Although these strategies are commonly used, their effects had not been well
understood. Through a series of online studies, we have aimed to understand how
password-composition policies and meters affect password security, memorability,
and user sentiment.

The first step in evaluating the security of a password is to understand the threat
model. For instance, one can argue that a password that is hard to guess within the
first three or five tries is secure, since an attacker would quickly be locked out. All
but the most obvious passwords tend to resist this type of online attack. Passwords
have been under attack in other ways due to a spate of password-database compro-
mises in recent years, including at sites like Gawker and LinkedIn [3]. In posses-
sion of such a database, in which passwords are usually salted and hashed, rather
than stored in plaintext, an adversary can still “crack” passwords by hashing
potential passwords and checking whether these hashes appear in the database.
This type of attack, known as an offline attack, is particularly pernicious since
many users reuse a single password, or closely related passwords, across several
sites to avoid remembering dozens of passwords [2]. Thus, an offline attack that
successfully guesses a password on one site may let the attacker access a cornuco-
pia of other accounts.
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In this article, we first introduce the methodology for our recent work on pass-
word-composition policies [5, 6] and password meters [8], and define the metrics
we used to measure the security and usability of passwords. We then highlight key
results from these studies, paying particular attention to the lessons they hold for
guiding real-world password creation.

Methodology and Metrics

Both our password-composition-policy study and our password-meter study took
place online in two separate parts. We recruited participants using Amazon’s
Mechanical Turk crowdsourcing service. Our password-composition-policy
study involved more than 12,000 participants, while our study of password meters
included more than 3,000 participants.

In the first part of each study, we asked participants to imagine that their main
email provider had changed its password requirements, and that they needed to
create a new password. In the study of password-composition policies, each par-
ticipant created a password conforming to one of seven different composition poli-
cies, detailed later in this article. In the study of password meters, all participants
created passwords under the same policy, but saw one of 14 different password
meters, described later in this article, or no meter. Participants then completed a
survey about the password-creation experience and were asked to re-enter their
passwords. Two days later, participants received an email inviting them to return,
log in again with their password, and to take another survey about how they
handled their password.

Traditionally, password strength for a set of passwords has been measured by
entropy. In contrast, recent research advocates “guessability,” the number of guesses
it would take an adversary to guess a password, as a more appropriate metric for
evaluating the real-world security of passwords against password-cracking attacks
[1]. In our work, we calculated guessability by simulating a state-of-the-art pass-
word cracking algorithm [9] and determining how many attempts that algorithm
would make to find a particular password, based on a particular set of training data.

To measure the usability of a password, we employed several metrics. First, we
considered the memorability of the password. As a proxy for memorability, we
examined the rate at which participants were able to log in successfully using their
password about five minutes after password creation and when they returned for
the second part of the study two or more days later. We also examined the rate at
which participants returned for the second part of the study, hypothesizing that
participants who created unmemorable passwords might not return. We further
considered the proportion of participants who indicated in our surveys that they
wrote their password down or stored it electronically, or who used their browser
or a password manager to fill in their password automatically. Additionally, we
presented participants with sentiment statements, to which they indicated levels
of'agreement or disagreement on a five-point Likert scale.

Password-Composition Policies

In our study of password-composition policies, we examined five main types

of policies. Each participant was assigned round-robin to a single policy. As a
baseline, the first policy, which we termed “basic8,” required only that the pass-
word contain at least eight characters. To observe the impact of requiring longer
passwords, we tested a “basicl16” policy, which required only that the password
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contain at least 16 characters. We then tested a condition, “dictionary8,” in which
the password was stripped of non-alphabetic characters and checked against the
free Openwall cracking dictionary. To test passwords that had to include several
character classes, our “comprehensive8” condition mandated an eight-character
password containing a lowercase letter, an uppercase letter, a digit, and a symbol.
The password also needed to pass the same dictionary check as in dictionary8. We
also tested three variants of a blacklist policy, which allowed all passwords con-
taining at least eight characters other than passwords on blacklists, which were
sourced from dictionaries ranging in size from hundreds of thousands to billions of
potential passwords.

As shown in Figure 1, for weaker adversaries—those that would make around

one billion guesses—the comprehensive8 and largest blacklist conditions were
particularly resistant to a guessing attack, with the basic16 condition performing
slightly worse. As the number of guesses increased, basicl6 began to outperform
the other conditions in guessing resistance. For instance, with one trillion guesses,
only around half as many basic16 passwords were cracked as in comprehensive8
and the largest blacklist condition, which in turn were significantly more resistant
to guessing than any other condition.

We also found usability advantages for the basic16 policy, which required long
passwords with no further restrictions. Many popular Web sites’ password policies
are similar to our comprehensive8 condition, mandating passwords containing
several character classes and passing a dictionary check; however, compared to
participants who needed to comply with the comprehensive8 policy, those who
needed to comply with basicl16 needed fewer attempts to create their password and
reused existing passwords at alower rate [6]. Furthermore, basicl6 participants
expressed less frustration in our sentiment questions than those who needed to
enter a password that does not appear in a dictionary or blacklist.
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Figure 1. Percentage of passwords cracked by our password guesser for passwords collected
under several password policies
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Password-Strength Meters

In our study of password meters, participants were assigned round-robin to one
of'15 conditions. In our control condition, participants were asked to create a
password with no meter present. In each of the other 14 conditions, participants
saw some variant of a password meter as they created their password. The design
of' one condition, which we termed a baseline meter, was informed by a survey we
performed of password meter use on highly popular Web sites. Like the meters
observed in the wild, our baseline meter computed the strength of the password
using heuristics, such as the length of a password and the character classes it con-
tained. To fill the bar completely, a participant’s password could contain 16 or more
characters, with no further restrictions. Alternatively, it could contain eight or
more characters, including alowercase letter, uppercase letter, digit, and symbol,
as well as pass a dictionary check. As the bar became filled, it changed color from
red to yellow to green; meanwhile, a single word of textual feedback changed in
several steps from “bad” to “excellent.” We also provided a suggestion for improve-
ment, such as “Consider adding a digit or making your password longer.”

Our other conditions, shown in Figure 2, tested meters with various visual elements
and with different scoring strategies. To test the effect of the visual elements, we
created seven meters that differed from the baseline meter only in their visual
display. These conditions included a meter with a segmented, rather than continu-
ous, bar; a meter that was always green; a tiny meter; a huge meter; a meter that
didn’t give suggestions for improving the password; and a meter that had only text,
without a visual bar. We also created a meter that replaced the visual bar with an
animated bunny. The stronger the participant’s password, the faster the bunny
danced.

To test the effect of changing how the meters scored passwords, we created four
meters that scored passwords stringently, as well as two meters that nudged
participants toward a particular password policy. Two of the four stringent meters
had the same visual appearance as the baseline meter, yet always gave passwords
halfthe score or one-third of the score that the baseline meter would have given.
The two other stringent meters always gave half the score of the baseline meter,
yet were text-only, lacking a visual bar. One text-only meter had standard-weight
text, while the other had boldface text. One of the two meters nudging participants
toward a particular policy only scored a password on its length, while the other
policy more heavily weighted the inclusion of multiple character classes.

We found that all meters we tested led to passwords with different properties than
those created without a meter. Passwords created with any type of meter were
longer, on average, than those created with no meter. Furthermore, passwords cre-
ated with stringent meters were the longest. For instance, passwords created with
the half-score meter had a mean length that was 4.5 characters greater than those
created with no meter.

We then evaluated the strength of passwords using the aforementioned “guess-
ability” metric, quantifying the number of guesses a sophisticated adversary would
need to guess that password. We found that all password meters we tested pro-
vided at least a small advantage against guessing attacks, although most of these
differences were not statistically significant. As summarized in Table 1, the two
stringent meters with visual bars, half and one-third score, provided a significant
increase in guessing resistance compared to not having a meter. For instance,
within the first 5 trillion guesses (5x10'?), 47% of passwords created with no meter



were cracked. In contrast, only 26% of passwords created with the half-score meter
and 28% of passwords created with the one-third-score meter were cracked, while
34-46% of passwords created with all other meters were cracked.

No Baseline | Half-score One-third- All Other

Meter Meter Meter score Meter Meters
5x10% guesses 35% 27% 20% 17% 24-34%
5x10™ guesses 47% 39% 26% 28% 34-46%

Table 1: The percentage of passwords in each condition cracked within the first 5x10'° and first

5x10" guesses

Although the passwords created with a meter tended to be longer and harder to
guess, they did not seem to be less memorable. In particular, we did not observe
statistically significant differences across conditions in any of our metrics for the
memorability of passwords. Participant sentiment did differ across conditions,
with the stringent meters leading participants to express annoyance at a higher
rate. Stringent meters also caused increased participant disillusionment; partici-
pants in these conditions agreed at a higher rate that they did not “understand how
the password strength meter rates [their] password” and agreed at a lower rate
with the statement, “It’s important to me that the password-strength meter gives
my password a high score.”

Type new password: I\og;INmag|
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Baseling meter
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Good. Consider adding a digit or making your password longer.
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Good. Consider adding a digit or making your password longer.

Figure 2: The password meters we tested varied in their visual design and in the way they

scored a password

Conclusions

From our study, we learned that a password-composition policy that causes users
to create passwords that are longer than usual, rather than passwords that contain
an array of character classes and that aren’t in a blacklist, seems to possess a
number of advantages. As the number of guesses increased, basic16 passwords
were more resistant to a guessing attack. On the other hand, since long passwords
are less common, it is also possible that existing cracking algorithms have not been
optimized to crack long passwords. In addition to their greater resistance to an
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offline attack, basicl6 passwords also had usability advantages over other policies
resistant to guessing. For instance, these longer passwords were easier to create
and led to more favorable participant sentiment.

Still, while encouraging users to make longer passwords seems to provide both
security and usability benefits, we cannot yet definitively recommend a single
password-composition policy as the ideal one. For instance, we are not yet sure of
the optimal minimum length for these longer passwords. Likewise, a small per-
centage of the passwords created under the policy that emphasized length would
have been guessed even by a very weak attacker. As such, we still need to establish
whether encouraging or mandating the usage of additional character classes in
long passwords would increase security without adversely affecting usability.

We began our password-meter study wondering whether meters had any effect,
and we found that meters did indeed impact user behavior and security. For
instance, meters led users to create longer passwords. Unfortunately, unless the
meter scored passwords stringently, the resulting passwords were only margin-
ally more resistant to password-cracking attacks. The non-stringent meters in
our study most closely approximated real-world meters, suggesting that currently
deployed meters are too lenient. This result hints that system administrators
should make it more difficult to receive high scores from meters. How this result
generalizes remains an open question since our study only examined the effect
of a meter on the creation of a single password. It is possible a user would habitu-
ate to receiving lower scores from meters, neutralizing the security benefit. Also,
whether having to remember multiple passwords would lead to greater difficulty in
remembering passwords created with stringent meters is unknown.

As an alternative to guiding password creation, our group has also studied assign-
ing users passphrases, which are long (and thus more secure) passwords formed of
space-delimited words in a natural language. By automatically assigning pass-
phrases, their guessability can be controlled. We compared the usability of these
system-assigned passphrases to system-assigned traditional passwords. We found
passphrases to be far from a usability panacea; by various usability metrics, they
often performed slightly worse or no better than traditional passwords [7]. Our
investigation also revealed a few ways in which passphrases may be improved to
realize some of the desired usability benefits.

The research community is still far from providing the last word on the best
strategies for helping users create passwords that are both hard to guess and easy
to remember. Passwords have received substantial attention in recent years, with
many exciting contributions coming from a number of different research groups.
We look forward to conducting additional studies to help solidify our understand-
ing of passwords, and to providing more definitive guidelines to help users create
better passwords.
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