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Abstract.  Distributed applications must often consider and select the
appropriate trade-os among three important aspects { fault-tolerance,

performance and resources. We intro duce a novel concept, called ver-
satile dependability, that provides a framework for analyzing and rea-
soning about these trade-o s in dependable software architectures. We
presert the architecture of a middleware framework that implements ver-
satile dependability by providing the appropriate "knobs" to tune and
re-calibrate the trade-o s. Our framework can adjust the properties and
the behavior of the system at developmert-time, at deployment-time,

and throughout the application's life-cycle. This renders the versatile
dependability approach useful both to applications that require static

fault-tolerance con gurations supporting the loss/addition of resources
and changing workloads, as well asto applications that evolve in terms
of their dependability requirements. Through a couple of specic exam-
ples, one on adapting the replication style at runtime and the other on
tuning the system scalability under given constraints, we demonstrate
concretely how versatile dependability can provide an extended coverage
of the design spaceof dependable distributed systems.

1 Intro duction

Oftentimes, the requiremerts of dependable systems are conicting in many
ways. For example, optimizations for high performanceusually comeat the ex-
penseof using additional resourcesand/or weakening the fault-tolerance guar-
antees. Conversely distributed fault-tolerance techniques, such as replication,

can adverselyimpact the performanceand scalability. It is our belief that these
conicts must be viewed astrade-o s in the designspaceof dependablesystems
and that only a good understanding of these trade-o s can lead to the dewel-
opmert of useful and reliable systems.Unfortunately, many existing approaches
o er only point solutions to this problem becausethey hard-code the trade-o s

in their design choices, rendering them di cult to adapt to changing working

conditions and to support ewlving requiremerts over the system'slifetime.
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As an alternativ e, we propose versatile degendability, a novel design para-
digm for dependabledistributed systemsthat focuseson the three-way trade-o
between fault-tolerance, quality of service (QoS) { in terms of performance or
real-time guarantees{ and resourceusage.This framework o ers a better cover-
ageof the dependability design-spaceby focusingon an operating region (rather
than an operating point) within this space,and by providing a set of \knobs"
for tuning the trade-o s and properties of the system.

Our versatile dependability framework is an enhancemeh to current middle-
ware systemssuch as CORBA or Java. While these middleware do have fault-
tolerance support (through the Fault-T olerant CORBA [2] and the Continuous
Availability APIs for Java [3] standards), they lack the support for run-time
adaptability. Furthermore, tuning these o -the-shelf middleware is an awkward
task for their usersbhecause,n most cases,the adjustment processrequires de-
tailed knowledgeof the system'simplementation and becausehe internal tuning
medanisms are hard to cortrol in an e ective manner and can produce unde-
sirable side-e ects.

For example, the Fault-T olerant CORBA standard [2] lists a set of \fault-
tolerance properties” (e.g, the replication style, the minimum number of repli-
cas, the chedpointing intervals, the fault monitoring intervals and their time-
outs), without providing any guidance asto how they ought to be set or how
they map into externally-obsenable properties, such as scalability. We call these
internal fault-tolerance properties the low-levelknobs The versatile dependabil-
ity approach advocatesthe implementation of high-levelknobs corresponding to
the external properties of the system, that encade the knowledge about the es-
sertial trade-o s and that provide the necessaryinsights on how to con gure the
system appropriately. Hence,the usersof our COTS middleware do not needto
quantify or understand the intricate relationships betweeninternal and external
properties, while enjoying the full bene ts of an increased exibilit y.

This paper makesfour main cortributions in describing:

{ A new concept, versatile dependability, directed at achieving tunable, re-
sourceand QoS aware fault-tolerance in distributed systems(Section 2);

{ A software architecture for versatile dependability with four design goals:
tunabilit y, quarti abilit y, transparency and easeof use (Section 3);

{ How to implemert the tuning knobs of versatile dependability, including
two examples: dynamically adapting the replication style at runtime and
adjusting the system scalability under speci ed constraints (Section 4);

{ Why versatile dependability is relevant for seweral classesof applications,
and what are the biggest challengesfor extending this researt direction
(Section 5).

1 An earlier version of this chapter, containing the rst mention of versatile depend-
abilit y, was published as [1].



2 Versatile Dependabilit y

Wevisualizethe developmert of dependablesystemsthrough athree-dimensional
dependability design-sjce, asshown in Figure 1, with the following axes: (i) the
fault-tolerance \lev els" that the system can provide, (ii) the high performance
guaranteesit can o er, and (iii) the amount of resourcesit needsfor ead pair-
wise f fault-tolerance, performancey choice. In cortrast to existing dependable
systems,we aim to span larger regionsof this spacebecausethe behavior of the
application can be tuned by adjusting the appropriate settings. In our researd,
we strive to achieve a high degreeof exibilit y by evaluating the wide variety
of choicesfor implemerting dependable systems,and by quantifying the e ect
of these choiceson the three axes of our f Fault-Tolerance  Performance
Resourceg designspace. The purposeof this paper is to quantify someof the
trade-0 s among these three properties and to demonstrate how we can imple-
mernt the most e ectiv etuning knobsthat allow systemusersand administrators,
aswell as application designers,to adjust thesetrade-o s appropriately.
Our generalversatile dependability framework consistsof:

1. Monitoring various system metrics (e.g. latency, jitter, CPU load) in order
to evaluate the conditions in the working environment [4];

2. De ning cortracts for the speci ed behavior of the overall system;

3. Specifying policiesto implemernt the desiredbehavior under di erent working
conditions;

4. Developing algorithms for automatic adaptation to the changing conditions
(e.g, resourceexhaustion, introduction of new nodes) in the working envi-
ronmert.

Versatile Dependability

Resources \
/

Existing|Dependable Systems - - —]

Performance

Fault-Tolerance

Fig. 1. Design spaceof dependable systems.



Table 1. Mapping from high-level to low-level knobs.

High-lev el Scalability Availabilit y Real-Time Guarantees
Knobs
Low-lev el Replication Replication Style, Replication Style, Repli-
Knobs Style, Replica- Chedkpointing Fre- cation Degree, Ched-
tion Degree quency? pointing Frequency
Application Request  Fre- State Size, Re- Request Frequency,
Parameters quency, Re- sources Request and Response
quest and Size, State Size, Re-
Response Size, sources
Resources

& This knob is relevant only for passive replication (see Section 3.1)

Versatile dependability was developed to provide a set of control knobs to
tune the multiple trade-os. There are two types of knobs in our architecture:
high-level knobs, which cortrol the abstract properties from the requiremerts
space(e.g. scalability, availabilit y), and low-level knobs, which tune the fault-
tolerant mechanismsthat our systemincorporates(e.g. replication style, number
of replicas). The high-level knobs, which are the most useful onesfor the system
operators, are in uenced by both the settings of the low-level knobs that we
can adjust directly (e.g, the replication style, the number of replicas, the ched-
pointing style and frequency), and the parameters of the application that are
not under our cortrol (e.g, the frequencyof requests,the sizeof the application
state, the sizesof the requestsand replies). Through an empirical evaluation
of the system, we determine in which ways the low-level knobs can be usedto
implement high-level knobs under the speci ed constraints, and we de ne adap-
tation policiesthat e ectiv ely map the high-level settings to the actual variables
of our tunable medanisms. This approach complemers a formal analysis of
the system's correctnessand performance and it shows how the system can be
tuned and con gured in its working ervironment. Table 1 shows three examples
of mapping from high-level knobs to low-level knobs; in a complex systemthere
can be many more such knobs and many other parametersthat in uence those
knobs. In this paper, we considera represerativ e set of theseknobsto illustrate
the tuning process.

3 The Arc hitecture of our Framew ork

Our framework is basedon the Fault-T olerant CORBA speci cation [2], which
has only primitiv e support for tunable fault-tolerance. The tuning and adapta-
tion to changing environments are enactedin a distributed manner, by a group
of software componerts that work independerily and that cooperate to agree
and execute the preferred course of action. In order to add a minimal over-
headto the systemsthat we are contin uously monitoring and tuning, we try to
keep our system as simple as possibleand to limit its functionality to the core
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Fig. 2. System Architecture.

medanisms neededto add and adjust fault-tolerance. We believe that this is
important, especially sincefootprint and scalability are major concernsin some
critical middleware applications.

This researt forms a fundamertal part of the MEAD (Middleware for Em-
bedded Adaptiv e Dependability) project [4] which is currently under develop-
ment at Carnegie Mellon University. While we currently focus on CORBA
systems,which seemedthe ideal starting point for this investigation given our
previous experiences? our approad is intrinsically independert of the specic
middleware platform and can be applied to other systemsas well.

3.1 A Tunable, Distributed Infrastructure

To ensurethat our overall systemarchitecture enablesboth the cortinuousmon-
itoring and the simultaneous tuning of various fault-tolerance parameters, we
have four distinct designgoalsfor our system architecture:

{ Tunability and homageneity: having one infrastructure that supports mul-
tiple knobs and a range of di erent fault-tolerant techniques;

{ Quanti ability: using precisemetrics to evaluate the trade-o s among vari-
ous properties of the systemand to develop benchmarks for evaluating these
metrics;

{ Transmarency: enabling support for replication-unaware and legacyapplica-
tions;

{ Easeof use: providing simple knobs that are intuitiv ely easyto adjust.

2 MEAD wasborn out of the lessonsthat we learned in architecting and implementing
the Eternal system [5]; however, Eternal was primarily designedto support fault-
tolerant CORBA { real-time, resource-avarenessand tunabilit y were not considered
in its design.



The taxonomy of low-level and high-level knobs helps us addressthe exibil-
ity and easeof userequiremerts of versatile dependability: the knobs presene
the tunabilit y of the system'sbehavior (by not hard coding the trade-o settings
in the designchoices)and they translate the internal variables of the framework
into external properties that make sensefor the system operators. The trans-
parency and quanti abilit y requiremerts of versatile dependability are achieved
through the architecture of our framework, which is discussedbelow.

We assumea distributed asyndironous system, subject to hardware and
software crash faults, transient communication faults, performance and timing
faults. The architecture of our systemis illustrated in Figure 2. At the core of
our approad is the replicator, a software module that can be usedto provide
fault-tolerance transparently to a middleware application. The replicator inter-
ceptsthe systemcalls of the CORBA application (on both the client and server
sides), redirects the CORBA messagesetween hosts to a reliable group com-
munication service,and managesgroups of client and serwer replicas. Note that
the application and the ORB need not be aware of all these tasks; in fact, we
have successfullyusedthe replicator to obtain fault-tolerant versionsof legacy
un-replicated applications.

The replicator module is implemented as a stadk of sub-modules with three
layers. The top layer is the interface to the CORBA application; it intercepts the
systemcallsin order to understand the operations of the application. The middle
layer contains all the medanisms for transparently replicating processesand
managingthe groups of replicas, aswell asthe knobs neededto tune the system.
The bottom layer is the interface to the group communication package and is
an abstraction layer to render the replicator portable to various communication
platforms.

The unique feature of the replicator is that its behavior is tunable and that it
can adapt dynamically to changing conditions in the ernvironment. Given all the
designchoicesfor building dependablesystems,the middle layer of the replicator
can choose,from amongdi erent implementations, thosethat are best suited to
meet the system'srequiremerts. In the following paragraphs, we describe some
of the techniquesusedby the replicator.

Library Interp osition. This technique allows the replicator to perform tasks
transparently to the application and to CORBA itself [6]. The replicator is a
sharedlibrary that intercepts and rede nes the standard system calls to corvey
the application's messageover a reliable group communication system. Using
link er-related environment variables (e.g, LD_PRELOMRDRve can insert the repli-
cator aheadof all the other sharedlibraries in the CORBA application process
addressspace.At runtime, symbol de nitions of interest to us (primarily socket
and network level routines) resolwe to the replicator rather than the default op-
erating systemlibraries. This is accomplishedwith no changeto the application,
the ORB, or the operating system, thereby achieving transparency. The calls
rede ned inside the replicator are interposed between the application and the
system libraries, sud that, at runtime, the application (unknowingly) calls the



functions from the replicator, instead of the standard ones. Becausethe repli-
cator mimics the TCP/IP programming interface, the application continuesto
believe that it is using regular CORBA GIOP connections. For example, if a
client is trying to senda messageo a sener, we can intercept it and broadcast
it (using group communication) to seweral replicas of that serwer in order to
increasethe dependability of the service.

Group Mem bership and Comm unication. We are currently using the
Spreadtoolkit [7] for group membership and communication. This padkagepro-
vides an API (based on the extended virtual synchrony model [8]) for join-
ing/leaving groups, detecting failures and reliable multicasting. Spreadcan pro-
vide v e types of guarantees for messagedelivery: best e ort (no guarantees),
reliable delivery, FIFO ordering (by sender), causal ordering and total order-
ing. Theseguaranteesenableus to ensurethe consistencybetweenthe di erent
replicas of the application. The price we have to pay for this consistencyis that
our systeminherits the performance overheadof maintaining virtual synchrony
between the nodes and the behavior of the replicator is closely related to the
performance of the underlying group communication protocol.

Tunable Fault-T olerant Mec hanisms. We provide fault-tolerant services
to both CORBA client and sener applications by replicating them in various
ways, and by coordinating the client interactions with the server replicas. We
implemert replication at the procesdevel rather than at the object level because
a CORBA processmay cortain seweral objects (that share\in-pro cess"state),
all of which have to be recovered, as a unit, in the event of a processcrash.
Maintaining consistent replicas of the entire CORBA application is, therefore,
the best way to protect our system against loss of state or processingin the
event of software (process-leel) and hardware (node-lewel) crash faults.

Currently, the replicator supports the two canonicalreplication styles: active
replication and passiw replication:®

{ Active replication, also called the \state-machine approach” [10], is a tech-
niqgue where all the replicas are running and processingrequests simulta-
neously on di erent nodes. The client has two choicesfor determining the
correct response:

it canacceptthe rst responsereceived, if the sener replicasare trusted
not to behave maliciously (which is the casein this paper);

it can do majority voting on all the responsesit receiwes, if Byzantine
failures may occur in the system[11].

{ Passivereplication, alsocalledthe \the primary-backup approach” [12],man-
dates that only one replica, called the primary, executesthe application,
while one or seweral backupsare waiting to take over when the primary fails.
Depending on how and when the state of the primary is transferred to the
badkups, this replication style hastwo avors:

% In the future, we plan to include support for other replication styles [9] as well.



cold passive replication, where a backup is launched (by a watchdog)
only when the primary crashes,retrieving the state from a log saved on
sharedpermanert storage,and

warm passive replication, where the badkups are in a stand-by mode,
periodically receiving state updatesfrom the primary. When the primary
crashes,a new primary is chosenfrom amongthe running badkups, using
somedeterministic algorithm.

Weimplemernt tunabilit y by providing a set of low-level knobsthat canadjust
the behavior of the replicator, such asthe replication style, the number of replicas
and the chedpointing style and frequency (see Table 1). Note that versatile
dependability does not impose a \one-style- ts-all" strategy; instead, it allows
the maximum possiblefreedomin selectinga di erent replication style for eath
CORBA processand in changingit at run-time, should that be necessary

Replicated State. As the replicator is itself a distributed ertity, it maintains
(using the group communication layer) within itself an identically replicated ob-
ject with information about the ertire system (e.g. current view of the group
membership, resource availability at all the hosts, performance metrics, envi-
ronmental conditions). This object is neededfor certain stepsof the replication
process(such as failover) and for making consistert decisionswhen adapting to
the conditions in the ervironment. This is accomplishedthrough MEAD's de-
certralized resourcemonitoring infrastructure and through the Fault-T olerance
Advisor [4], whosetask is to identify the most appropriate con gurations (in-
cluding the replication style and degree)for the current state of the system.

Adaptation Policies. There are various reasonswhy a system may need to
adapt its fault-tolerance properties. For example, an application may be multi-
modal and hencerequire di erent fault-tolerance in di erent modes,or runtime
pro ling of an application may shaw di erent resourceavailability at dierent
times, and hencefault-tolerance policieswould needto be adaptedto this. These
scenariosrequire di erent approachesand hencedi erent adaptation algorithms.

Our systemcan perform static aswell asruntime pro ling to adapt the fault-
tolerance of the system. It can monitor various system metrics and generates
warnings when the operating conditions are about to change.If the contracts for
the desired behavior can no longer be honored, the replicator adjusts the fault-
tolerant mechanismsto the new working conditions (including modeswithin the
application, if they happento exist). This adaptation is performedautomatically,
accordingto a set of policiesthat can be either pre-de ned or introducedat run
time; these policies correspond to the high-level knobs described in Section 2.
For example, if the re-enforcemem of a previous contract is not feasible,versatile
dependability can o er alternativ e (possibly degraded)behavioral contracts that
the application might still wish to have; manual intervention might be warranted
in someextreme casesAs soon asall of the instancesof the replicator have agreed
to follow the new policy, they can start adapting their behavior accordingly.



Application  of Adaptation Policies. The decisionto act on an adaptation
policy must be applied consisterily at all the nodes of the distributed system.
This can be accomplishedin two ways: (i) applying the adaptation without any
further communication, basedon the replicated state, and (ii) sendinga \switc h"

messagehrough a totally orderedmulticast channelto initiate the change.With

the rst strategy, all the decisionsto re-tune the system parameters are made
in a distributed manner by a deterministic algorithm that takesthe replicated
state as input. If ead local change is the outcome of events that are consis-
tently delivered* at all the nodes by the resourcemonitoring system, then no
further communication is needed;the decisionsare basedon data that is already
available and agreedupon, and virtual synchrony ensuresthat the adaptation
will be applied correctly. This has the advantage that the distributed adapta-
tion processis very swift. With the secondstrategy, the systemsendsa \switc h"

messageto all the replicators in a group; reception of this messagetriggers the
adaptation process.This is equivalent to running Consensusto decidewhen to
apply the change, and the \switc h" messageacts as a chedkpoint in the totally

ordered stream of messageéndicating a time when all the replicas have received
the same set of incoming messagesand they are in the same state (we give a
more detailed example of this strategy in Section4.1). This approac intro duces
the delay of a totally ordered multicast betweenthe time when an adaptation

decisionis made and the time whenit is applied.

There are caseswhen the rst strategy cannot be applied. For example, if
the Fault-T olerance Advisor runs as a separateprocessfrom the replicator, the
decisionto changewill be communicated through an IPC or a shared memory
mechanism. Since our systemusesgroup communication to enforce consistency
using a side-tannel (such as IPC or shared memory) may lead to unrecog-
nized causality betweenthe stream of requestsand the adaptation decisionand,
therefore, the change could be applied when the replicas are in inconsistert
states® Integrating the replicator, the resourcemonitoring and the adaptation
policy parsing in a single execution thread would remove this shortcoming, but
it would increasethe overheadof processingthe requests.This showsthat there
is atrade-o betweenthe overheadof the replicator in the averagecaseand the
ability to apply the adaptation policies very fast.

High and Low Level Knobs. Using all the mechanismsdescribed above, we
canimplemernt the high and low level knobs mandated by versatile dependability.
The group communication packageallows usto implement a low-level knob that
speci es the type of delivery guarantee the messagesn the stream of requests
have. Depending on the nature of the application, dierent types of messages
may be usedto achieve the target performanceand dependability (for example,
a statelesssener requiresonly reliable messagedelivery, while a stateful server

4 In the virtual synchrony model [13, 8], consistert delivery meansthat the sameevents
are delivered in the sameorder, but without any timeliness guarantees.

5 This doesnot happenwhen the requestsdo not update the state or when the replicas
are stateless.



needstotally ordered messagedf the requestscontain state updates). Our repli-

cation medanismslet us tune a number of parameters, such as the replication

style, the number of replicasand the chedpointing frequency The aggressieness
of resourcemonitoring and the strategy for applying adaptation policies de ne

other low-level knobsthat canbe adjusted to cortrol the overheadand the speed
of the adaptation process.Finally, the high-level knobs are implemented on top

of all theselow-level knobs, using the adaptation policies.

4 Implemen tation of Tuning Knobs

Our versatile dependability framework includes both knobs that can be used
o -line, to con gure the systemfor particular requiremerts and workloads, and
knobs that adapt to conditions in the working environment at runtime. Below,
we estimate empirically the performance and the overhead of our framework
(Section 4), we show how to implement a low-level knob that allows usto switch
betweenan active and a passiwe replication style at runtime (Section 4.1), and
we show how to construct a high-level knob to tune the system scalability (Sec-
tion 4.2).

We have deployed a prototype of our system on a test-bed of sewen Intel
x86 machines. Each machine is a Pertium IIl running at 900 megahertz with
512MB RAM of memory and running RedHat Linux 9.0. We employ the Spread
(v. 3.17.1) group communication system [7] and the TAO real-time ORB [14]
(v. 1.4). In our experimernts, we usea CORBA client-server test application that
processes cycle of 10,000requests.

3000

2500 A

2000

1500 -

1000 ~

Round -trip [ps]

500 -

-500

No Client Server  Server&  Warm Active
interceptor interceptedintercepted  client passive
intercepted

Fig. 3. Overhead of the replicator for a remote client{serv er application.



Application
15 ns

ORB
398 ns Group
Communication
620 ns

Replicator
154 s

Fig. 4. Break-down of the averageround-trip time.

Performance and Overhead of the Replicator. In Figure 3, we examinethe
raw overhead introduced by the replicator and the replication mechanism. We
compare here the latencies of the baselineapplication (without the replicator),
of an operating mode where the system calls are intercepted, but not modi ed
(with just the client, just the server, and both of them intercepted), and of the
active and warm passiwe replication styles (with one client and an unreplicated
sener to keepthe results comparable). The vertical error bars from the gure
indicate the jitter measuredin the corresponding experiment. We can seethat
the replicator itself introduceslittle overhead, but the replication mechanisms
lead to increasedlatency and jitter.

Figure 4 shows a break-down of the averageround-trip time of a request
transmitted through MEAD, as measuredat the client (in a con guration with
one client and an unreplicated server). We notice that the transmission delay
through the group communication layer is the dominant cortributor to the over-
all latency (in this paper, by latency we meanround-trip time). The application
processingtime is very small becausewe are using a micro-benchmark; for a
real application, the time to processthe requestwould be signi cantly higher.
The replicator introducesonly 154 s overheadon average,a fairly small gure
comparedto the latenciesof the group communication systemand the ORB.

4.1 Runtime Adaptiv e Replication

The active and passiwe replication styles represen dierent trade-os between
timeliness, recovery and resourceusage.Iln general,active replication is faster in
responding to requestsand in recovering from faults becausechedpointing and
rollback are not needed,while passiwe replication usesmore e cien tly the re-
sourcesavailable, such as bandwidth and CPU cycles. Adaptiv e systemsshould
be able to modify replication styleson the y, at run-time, in responseto work-
load changesand application requiremerts. We implement a low-level knob to
switch betweenreplication styles through three steps (seealso the pseudaode
in Figure 5):



1. One or more replicas initiate the transition processby sending a \switc h"
messagédo the ertire replica group (duplicate messagesre discarded);

2. Eachreplica, on receivingthe \switc h" messagestarts enqueuingapplication
messagesnd broadcastsall the information neededby the other replicasto
update their local state and to perform the switch;

3. Each replica, on receiving all the information neededto ensurea consisten
state, updatesits internal state and assumesits role in the new replication

style.

The secondstep is di erent depending on the direction of the switch: when
switching from warm passiwe to active replication, the badkups must synchronize
their states with the primary beforethey can start processingrequests.In the
caseof a crash of the primary, the badkups can restore a consistent state by
replaying the messageseceived since the last chedpoint prior to the crash.
When switching from active to warm passiwe replication, a new primary must
be selectedand the other replicasbecomebadkups after nishing to servicetheir
current requests.

The \switc h" messagesre sert through a totally ordered, reliable multicast
channel using our group communication layer (see Section 3.1), which makes
our algorithm tolerant to the crash of any replica. Since fault noti cations are
ordered consistertly with respect to the \switc h" and the other messagesthe
remaining non-faulty instancesof the replicator can always determine at which
point in the algorithm the crash has occurred and cortin ue the work from that
point until the replication style switch is complete. The protocol described in
Figure 5 can tolerate the crash failure of either the primary or of any of the
badkups.

Our adaptive replication style takes the middle ground between the fast,
resource-hungry active replication and the slower, resource-e cient passiwe repli-
cation. Figure 6 shows how we can adapt the replication style in responseto the
load of the system. Since active replication can handle higher request arrival
rates than passiwe replication, in this example we switch whene\er the request
rate increasesabove a certain threshold. This simple adaptation policy selects
the replication style that is appropriate for the measuredrequestarrival rate at
the sener.

The obsened delays required to complete the switch are comparableto the
averageresponsetime, and they are negligible at high loads, such as the ones
that trigger the adaptation. It is interesting to note that the requestarrival rate
obsened at the serwer is 4.1% higher in the caseof adaptive replication than
when using static passiwe replication with the sameworkload. This is because
active replication can respond faster under such high loads; clients waiting for
the replies receive them faster and can send new requests sooner than in the
previous case(there is no needfor quiescenceand chedpointing). This speed-
up e ect allows the senersto regulate the load imposedby the clients and to
increasethe throughput of the replicated service.

The adaptive replication knob provides the ability to changethe replication
style whenewer required, either o -line, before the application is launched, or



I INITIA TE adaptation:
send switch message

Il PREP ARE to switc h:
/* Case 1: switch WarmPassive --> Active */

If (this replica == current Primary)
prepare to send one more checkpoint before switching
If (replica == current Backup)

prepare to wait for one more checkpoint after the switch
/* Case 2: switch Active --> WarmPassive */
Choose a new primary
Prepare to handle outstanding messages, if any, after the switch

Il SWITCH to new replication style:
[* Case 1: switch WarmPassive --> Active */
Newreplication  style = Active

If (this replica == previous Primary)
send one more checkpoint
If (this replica == previous Backup)

accept one more checkpoint
If (no checkpoints received &&
detect crash of previous Primary)
process all outstanding requests
in message queue (rollback)

else
continue

[* Case 2: switch Active --> WarmPassive */
Newreplication  style = Active
If (this replica == new backup)

If (any outstanding requests in message queue)
process those requests and then
becomecompletely passive

else

continue as backup

Fig. 5. Algorithm to switch betweenreplication styles.
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online, during its execution. This exibilit y allows us to tune with precision
the behavior of dependable systemsin the space between active and passive
replication, by de ning the appropriate adaptation policies. This is essetial
when the middleware infrastructure needsto support a graceful degradation to
operation modes with reduced functionality, (e.g, when taking the system in
a safe mode when the loss of redundancy threatens the reliability and safety
of the system). Howewer, adaptive replication is most useful for implemerting
high-level knobs that correspond to external system properties, as described in
the next section.

4.2 Tuning System Scalabilit y

In this section,we show we cantune the salability of the system(i.e., the number
of clients it can service) under speci ed resourceand performance constraints.
The rst stepin implemenrting a scalability knob is to gather enoughdata about
the system'sbehavior in order to construct a policy for implemerting a high-level
knob (seeSection 3.1). We examine the averageround-trip latency of requests,
under di erent system loads and redundancy levels (becausewe were limited
to eight computers, we ran experiments with up to v e clients and three sener
replicas). In Figure 7-(a), we can seethat the active replication incurs a much
lower latency than warm passiwe replication, which makesthe round-trip delays
increasealmost linearly with the number of clients. With v e clients, passie
replication is roughly three times slower than active replication.

The roles are reversedin terms of resourceusage.In Figure 7-(b), we no-
tice that, although in both stylesthe bandwidth consumptionincreaseswith the
number of clients, the growth is steeper for active replication. Indeed, for v e
clients, active replication requiresabout twice the bandwidth of passiwe replica-
tion. Thus, when consideringthe scalability of the system,we must pay attention
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the trade-o between latency and bandwidth usage.While this is not intu-

itiv ely surprising, our quartitativ e data will let us determine the best settings
for a given number of clients.

Implemen ting a \Scalabilit y* Knob. We would like to implemert a knob
that tunes the scalability of the system under bandwidth, latency, and fault-
tolerance constraints. In other words, given a number of clients N, we want

to

decide the best possible con guration for the seners (e.g, the replication

style and the number of replicas). Let us considera system with the following
requirements:

1.
2.
3.

The averagelatency shall not exceed7000 s ;

The bandwidth usageshall not exceed3 M B=s;

The con guration should have the best fault-tolerance possible (given re-
quirements 1{2);

. Among all the con gurations i that satisfy the previous requiremerts, the

one with the lowest:

Latency
7000s

B andwidth

Costi = p 3MB=s

+(1 p
should be chosen,where Latency; is the measuredlatency of i, Bandwidth
is the measuredbandwidth and p is the weight assignedto ead of these

metrics.8

This situation is illustrated in Figure 8. The hard limits imposed by re-

quirements 1 and 2 are represenied by the vertical planes that set the useful

8 The cost function is a heuristic rule of thumb (not derived from a rigorous analysis),
that we useto break the ties after satisfying the rst 3 requirements; we anticipate
that other developers could de ne dierent cost functions. Here, we usep = 0:5 to

weight latency and bandwidth equally.
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con gurations apart from the other ones. For eadh number of clients N¢;, we
selectfrom this set those con gurations that have the highest number of server
replicasto satisfy the third requirement. If, at this point, we still have more than
one candidate con guration, we compute the costto choosethe replication style
(the number of replicas has beendecidedduring the previous steps). The result-
ing policy is represenied by the thick line from Figure 8, and its characteristics
are summarizedin Table 2.

Note that, while for up to four clients the systemis able to tolerate two crash
failures, for v e clients only one failure is tolerated becauseno con guration
with three replicas could meet the requiremerts in this case.This emphasizes
the trade-o betweenfault-tolerance and scalability under the requiremerts 1{4,
which imposehard limits for the performanceand resourceusageof the system.
Furthermore, sincein both the active and passiwe replication styles, at least one
of the metrics considered(i.e., bandwidth and latency) increaseslinearly, it is

Table 2. Policy for scalability tuning.

N qi 1 2 3 4 5
Con guration 2 A (3) A (3) P (3 P (3 P (2)
Latency [s] 12458 14572 4966  6141.1  6006.2
Bandwidth  [MB/s] 1.074 2.032 1.887 2.315 2.799
Faults Tolerated 2 2 2 2 1
Cost 0.268 0.443 0.669 0.825 0.895

& Activ e/P assive (number of replicas); e.g., A(3) = 3 active replicas.
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likely that, for a higher load, we cannot satisfy the requiremerts. In this case,the
system noti es the operators that the tuning policy can no longer be honored
and that a new policy must be de ned in order to acceptany more clients.

5 Discussion

Scalability is only one possible high-level knob that versatile dependability can
tune; we could similarly implement other high-level knobs such as availabilit y,
reliabilit y, sustainedthroughput, etc. In fact, eat one of the requiremerts spec-
i ed in Section4.2 probably correspondsto a high-level knob that can be tuned
independertly. Achieving a separation of concernsbetween these knobs, by re-
ducing the in uence they have on eat other, is therefore an important researt
challengefor the future of versatile dependability.

Howevwer, in its current stageversatile dependability risesto the challengeof
enabling adaptive systemswith a tunable range of reliabilit y and performance
guarantees.Figure 9 displays the trade-o betweenthe active and passie repli-
cation styles in the dependability design space(which was introduced in Fig-
ure 1). The data set displayed here is the sameone from Figure 7, where the
fault-tolerance, performance and resourceusageof ead con guration are nor-
malized to their maximum values. We can seethat ead of the two replication
styles correspondsto a larger region in this spaceand includes multiple possible
con gurations of the system. The two regionsare non-overlapping; however, by
using low and high-level knobs such asthe onesdescribed above, we can position
the systemin any con guration desired.

Versatile dependability is essetial for long-running applications that cannot
be stopped (e.g. during a space igh t), but that have seweral modesof operation



with di erent resourceand performancerequiremerts (e.g., simulation/ training
and mission modes). The high performance provided by active replication can
be used when gathering data and performing actuation must be done within
narrow time limits, when there are limited windows of opportunity and data is
critical, becauseof the faster responseand recovery times. The more consenative
passiwe replication is neededwhen the resourcesare scarceand cannot be wasted
by running seweral active replicas in parallel. When both these conditions are
presert (e.g, in a network of sensors),the infrastructure must be able to tune
the replication style to run in a resource-conserative mode most of the time,
and to switch to the high-performance mode only during the limited window
of opportunity. The ability to expressthe tuning problem in terms of external
properties (the high-level knobs), rather than internal parametersof the system
(the low-level knobs), facilitates the con guration and managemem of complex
distributed systems becauseit does not require a detailed knowledge of the
system'simplementation and the internal fault-tolerant mechanismsused.

6 Related Work

Among the rst attempts to reconcile soft real-time and fault-tolerance, the
Delta-4 XPA project [15] usedsemi-active replication (the leader-follower model)
whereall the replicasare active but only onedesignatedcopy (the leader) trans-
mits output responses.In someconditions, this approach can combine the low
syndironization requiremerts of passiwe replication with the low error-recovery
delays of active replication. The ROAFTS project [16] implements a humber of
traditional fault-tolerant schemesin their rugged forms and operatesthem un-
der the cortrol of a certralized network supervision and recon guration (NSR)
manager.

Traditionally, researd on adaptive software systemshas focusedon either
system architectures to support the adaptation process[17,18], or on domain-
speci ¢ strategiesfor adaptation under given constraints encourtered in practical
situations [19,20]. The former approach doesnot make useof any domain knowl-
edgeabout the application and, thus, only enableshooks for adaptation while
leaving the actual implementation details to domain experts; the latter approach
usually focuseson one particular (often domain-speci c) instance of the problem
and doesnot build a genericframework around the proposedsolution.

For instance, the AQUA framework [19] proposesa technique to support
graceful QoS adaptation by requiring applications to specify the criticalit y of
their timeliness and consistencyrequiremerts in probabilistic terms. This prob-
abilistic QoS model can be implemented through replication and a combination
of virtual synchrony and lazy propagation of updates that e ectiv ely provides
a tunable range of consistency guarantees. Based on the client's request and
the measuredconditions in the ervironment (e.g. current network latenciesand
replica staleness),the framework detects whether the client's QoS speci cation
can be met with the required probability. In this case,AQUA automatically se-
lects the subset of replicas to servicethe invocation using a greedy algorithm.



Note that, in our terminology, AQUA's tunable QoS guarantees are analogous
to a high-level knob.

However, in somecasesthe QoS requiremerts and the environmental condi-
tions can changesodrastically that a switch to a completely di erent algorithm
is necessary Cactus [17] proposesa generic software architecture for adaptive
systemsbasedon ne-grained software modules that implement abstract QoS
properties. The adaptation framework uses tness functions assaiated with ead
module to determine the best one for the current requiremerts and execution
ernvironment. The adaptive action is performed after all the distributed compo-
nents have agreedto selectthe corresponding software modules in a consisten
way. This adaptation medanism is similar to a low-level knob from our frame-
work, suc asthe onedescribed in Section4.1.

It has also been noted that hybrid replication strategies can be conceiwed,
and these can be combined with caching in order to give more exibilit y to
the application designer[21]. For example, some of the replicas can be active
and somecan be passiwe in order to increasethe scalability of the systemwhile
keeping low fail-over delays. There are possibly 50{100 such hybrid strategies
which give a much ner cortrol of the operational parametersof the system. An
analysis of all these combinations, emphasizingthe most useful ones of them,
would result in a better coverageof the preserly very sparselypopulated space
of replication strategies.

For example,the DARX framework [22]is aimed at providing adaptive fault-
tolerance for multi-agent software platforms. This infrastructure assaiates a
replication policy with ead agert, and the replication style and degreeare ad-
justed accordingto the importance of ead agert with respect to the rest of the
application. This derivesfrom a fundamertal assumption that the importance
of an agert ewlvesover time and sodo its fault-tolerance requiremerts.

An oine approac to selecting the appropriate trade-o between fault-
tolerance and real-time guaranteeswas adopted by the MARS project [23] and
its successorthe Time-Triggered Architecture (TT A) [24] which are basedon
time-triggered protocols with strong temporal predictabilit y. Fault-tolerance is
achieved in the TTA by using a static schedule (created at designtime) that
allows enoughslad for the systemto be able to recover when faults occur. This
approach doesnot provide a genericsolution becausdt delegatesthe responsibil-
ity for reconciling fault-tolerance and real-time requiremerts to the application
designerwho establishesthe static schedule.

7 Conclusions

Tunable software architectures are becomingimportant for distributed systems
that must corntinue to run, despite loss/addition of resources,faults and other
dynamic conditions. Versatile dependability is designedto facilitate the resource-
aware tuning of multiple trade-o s betweenan application's fault-tolerance and
QoSrequiremerts. We proposethe conceptof \knobs" asa conveniert architec-
tural feature that helps designersreasonabout the systemtrade-os and that



expresseghe tuning processin terms of externally-obsenable properties of the
system. The architecture described in this paper provides abstract high-level
knobs for tuning system-le\el properties such as scalability and low-level knobs
for selecting implementation choices, such as the replication style. We detail
the implementation of such knobs basedon empirical obsenations, and presert
the expandedtrade-o spacecoveredby our current implementation of versatile
dependability.
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