
Smart City Testbed 
Chen-Ching Liu 

Anurag Srivastava 

Adam Hahn 



Objectives 

Self-Healing Power Grids  

Integration of Smart 
Meters and Microgrids and 

Associated Socio-
Economic Issues 

Capabilities 

Electric power distribution 
network  

Integration with wide area 
transmission network 

Electricity market simulation 
environment  

Information, communications and 
control technology  

Renewable energy and storage 
devices  

Control  

Energy 
Management 

System 

Distribution 
Management 

System  

Meter Data 
Management 

Data 

Simulation 

Real-world 

Testbed Overview 

Comprehensive research and collaboration testbed spanning across all 
power system domains 
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Smart Grid Demonstration and 
Research Investigation Lab (SGDRIL) 



Use Case #1: Substation Intrusion Detection 
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Potential threats in a substation 
               based on IEC 61850 
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IEEE 39 bus system (DIgSILENT)  

Simultaneous attacks – without ADS	
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IEEE 39 bus system (DIgSILENT)  

Without ADS - Blackout	
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IEEE 39 bus system (DIgSILENT)  

Without ADS - Blackout	
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With ADS - Normal	
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Use Case #2: Wide Area Applications 
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Testing of Synchrophasor Applications 
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Use Case #3: Cyber-Physical Analysis 



Cyber-Physical Analysis 
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Use Case #4: Microgrid Control 



Real Time Energy Management  
and Control for Microgrid 
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