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ABSTRACT

A device that performs private key operations (signatures
or decryptions), and whose private key operations are pro-
tected by a password, can be immunized against offline dic-
tionary attacks in case of capture by forcing the device to
confirm a password guess with a designated remote server
in order to perform a private key operation. Recent propos-
als for achieving this allow untrusted servers and require no
server initialization per device. In this paper we extend these
proposals to enable dynamic delegation from one server to
another; i.e., the device can subsequently use the second
server to secure its private key operations. One application
is to allow a user who is traveling to a foreign country to
temporarily delegate to a server local to that country the
ability to confirm password guesses and aid the user’s de-
vice in performing private key operations, or in the limit,
to temporarily delegate this ability to a token in the user’s
possession. Another application is proactive security for the
device’s private key, i.e., proactive updates to the device and
servers to eliminate any threat of offline password guessing
attacks due to previously compromised servers.

1. INTRODUCTION

A device that performs private key operations (signatures
or decryptions) risks exposure of its private key if captured.
While encrypting the private key with a password is com-
mon, this provides only marginal protection, since passwords
are well-known to be susceptible to offline dictionary attacks
(e.g., [14, 12]). Much recent research has explored better
password protections for the private keys on a device that
may be captured. These include techniques (i) to encrypt
the private key under a password in a way that prevents the
attacker from verifying a successful password guess (crypto-
graphic camouflage) [11]; or (ii) to force the attacker to verify
his password guesses at an online server, thereby turning on
offline attack into an online one that can be detected and
stopped (e.g., [8, 13]).
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We take as our starting point the latter approach, in which
an attacker who captures that device must validate its pass-
word guesses at a remote server before the use of the pri-
vate key is enabled. In particular, we focus on the proposals
of [13], in which this server is untrusted—its compromise
does not reduce the security of the device’s private key un-
less the device is also captured—and need not have a prior
relationship with the device. This approach offers certain
advantages: e.g., it is compatible with existing infrastruc-
ture, whereas cryptographic camouflage requires that “pub-
lic” keys be hidden from potential attackers. However, it
also comes with the disadvantage that the device must in-
teract with a designated remote server in order to perform a
(and typically each) private key operation. This interaction
may become a bottleneck if the designated remote server is
geographically distant and the rate of private key operations
is significant.

In this paper, we investigate a technique to alleviate this
limitation, with which a device may temporarily delegate the
password-checking function from its originally designated
server to another server that is closer to it. For example,
a business traveler in a foreign country may temporarily
delegate the password-checking function for her laptop com-
puter to a server in the country she is visiting. By doing so,
her device’s subsequent private key operations will require
interaction only with this local server, presumably incur-
ring far less latency than if the device were interacting with
the original server. In the limit, the user could temporar-
ily delegate to a hardware token in her possession, so that
the device could produce signatures or decryptions in offline
mode without network access at all.

Of course, delegating the password-checking function from
one server to another has security implications. As orig-
inally developed, the techniques that serve as our start-
ing point [13] have the useful property that the designated
server, in isolation, gains no information that would enable
it to forge signatures or decrypt ciphertexts on the device’s
behalf. However, if both it and the device were captured,
then the attacker could mount an offline dictionary attack
against the password, and then forge signatures or decrypt
ciphertexts for the device if he succeeds. Naturally, in the
case of delegation, this vulnerability should not extend to
any server ever delegated by the device. Rather, our high-
level security goal is to ensure that an individual server au-
thorized for password-checking by delegation, and whose au-
thority is then revoked, poses the same security threat as a
server to which delegation never occurred in the first place.



Specifically, an attacker that captures the device after the
device has revoked the authorization of a server (even if the
server was previously compromised) must still conduct an
online dictionary attack at an authorized server in order to
attack the password.

Even with this goal achieved, delegation does impinge
on security in at least two ways, however. First, if the
attacker captures the device, then it can mount an online
dictionary attack against each currently authorized server,
thereby gaining more password guesses than any one server
allows. Second, a feature of the original protocols is that
the password-checking server could be permanently disabled
for the device even after the device and password were com-
promised; by doing so, the device can never sign or decrypt
again. In a system supporting delegation, however, if the
device and password are compromised, and if there is some
authorized server when this happens, then the attacker can
delegate from this authorized server to any server permit-
ted by the policy set forth when the device was initialized.
Thus, to be sure that the device will never sign or decrypt
again, every server in this permissible set must be disabled
for the device.

As a side effect of achieving our security goals, our tech-
niques offer a means for realizing proactive security (e.g., [10])
in the context of [13]. Intuitively, proactive security en-
compasses techniques for periodically refreshing the cryp-
tographic secrets held by various components of a system,
thereby rendering any cryptographic secrets captured before
the refresh useless to the attacker. We show how our dele-
gation protocol can be used as a subroutine for proactively
refreshing a password-checking server, so that if the server’s
secrets had been exposed, they are useless to the attacker
after the refresh. In particular, if the attacker subsequently
captured the device, any dictionary attack that the attacker
could mount would be online, as opposed to offline.

In this extended abstract we specify security requirements
for delegation in this context and then describe a delegation
system for RSA signing [17]. (The ElGamal decryption sys-
tem described in [13] can also be revised to support delega-
tion, though we defer this to the full paper due to space lim-
itations.) Supporting delegation for RSA signing not only
requires devising a custom delegation protocol for RSA keys,
but also modifying the original signing protocol [13] to ac-
commodate delegation. For example, our revised RSA sys-
tem utilizes three-way function sharing, versus the two-way
function sharing used in the original system; this seems to
be required to accomplish our objectives. And, whereas the
original systems of [13] permitted the server to conduct an
offline dictionary attack against the user’s password (with-
out placing the device’s signing key at risk), here we must
prevent a server from conducting such an attack. Our del-
egation protocol itself also contributes points of technical
interest, as we will discuss later.

2. PRELIMINARIES

In this section we state the goals for our systems. We also
introduce preliminary definitions and notation that will be
necessary for the balance of the paper.

2.1 System model

Our system consists of a device dvc and an arbitrary, pos-
sibly unknown, number of servers. A server will be denoted
by svr, possibly with subscripts or other annotations when
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useful. The device communicates to a server over a pub-
lic network. In our system, the device is used either for
generating signatures or decrypting messages, and does so
by interacting with one of the servers. The signature or
decryption operation is password-protected, by a password
mo. The system is initialized with public data, secret data
for the device, secret data for the user of the device (i.e.,
7o), and secret data for each of the servers. The public and
secret data associated with a server should simply be a cer-
tified public key and associated private key for the server,
which most likely would be set up well before the device is
initialized.

The device-server protocol allows a device operated by a
legitimate user (i.e., one who knows mg) to sign or decrypt
a message with respect to the public key of the device, after
communicating with one of the servers. This server must
be authorized to execute this protocol. (We define autho-
rized precisely below.) The system is initialized with exactly
one server authorized, denoted svro. Further servers may be
authorized, but this authorization cannot be performed by
dvc alone. Rather, for dvc to authorize svr, another already-
authorized server svr’ must also consent to the authorization
of svr after verifying that the authorization of svr is consis-
tent with policy previously set forth by dvc and is being
performed by dvc with the user’s password. In this way, au-
thorization is a protected operation just as signing is. The
device can unilaterally revoke the authorization of a server
when it no longer intends to use that server. A server can be
disabled (for a device) by being instructed to no longer re-
spond to that device or, more precisely, to requests involving
its key.

For the purposes of this paper, the aforementioned policy
dictating which servers can be authorized is expressed as
a set U of servers with well-known public keys. That is,
an authorized server svr will consent to authorize another
server svr’ only if svr’ € U. Moreover, we assume that svr
can reliably determine the unique public key pks, of any
svr' € U. In practice, this policy would generally need to
be expressed more flexibly; for example, a practical policy
might allow any server with a public key certified by a given
certification authority to be authorized. For such a policy,
our delegation protocols would then need to be augmented
with the appropriate certificates and certificate checks; for
simplicity, we omit such details here.

To specify security for our system, we must consider the
possible attackers that attack the system. Each attacker we
consider in this paper is presumed to control the network;
i.e., the attacker controls the inputs to the device and ev-
ery server, and observes the outputs. Moreover, an attacker
can permanently compromise certain resources. The possi-
ble resources that may be compromised by the attacker are
any of the servers, dvc, and mp. Compromising reveals the
entire contents of the resource to the attacker. The one re-
striction on the attacker is that if he compromises dvc, then
he does so after dvc initialization and while dvc is in an in-
active state—i.e., dvc is not presently executing a protocol
with mo as input—and that 7o is not subsequently input to
the device by the user. This decouples the capture of dvc
and 7o, and is consistent with our motivation that dvc is
captured while not in use by the user and, once captured, is
unavailable to the user.

We formalize the aspects of the system described thus far
as a collection of events.



1. dvc.startDel(svr,svr’): dvc begins a delegation protocol
with server svr to authorize svr’.

2. dvc.finishDel(svr,svr’): dvc finishes a delegation proto-
col with server svr to authorize svr’. This can occur
only after a dvc.startDel(svr,svr') with no intervening

dvc.finishDel(svr, svr’), dvc.revoke(svr) or dvc.revoke(svr’).

3. dvc.revoke(svr): dvc revokes the authorization of svr.

4. svr.disable: svr stops responding to any requests of the
device (signing, decryption, or delegation).

5. dvc.comp: dvc is compromised (and captured).
6. svr.comp: svr is compromised.
7. mo.comp: the password mp is compromised.

The time of any event x is given by T'(z). Now we define

the following predicates for any time ¢:

e authorized;(svr) is true iff either (i) svr = svrg and there
is no dvc.revoke(svrg) prior to time ¢, or (ii) there ex-
ist a svr’ and event x = dvc.finishDel(svr’, svr) where
authorizedy (. (svr’) is true, T(z) < ¢, and no
dvc.revoke(svr) occurs between T'(z) and ¢. In case (ii),
we call svr’ the consenting server.

e nominated;(svr) is true iff there exist a svr’ and event
x = dvc.startDel(svr’, svr) where authorizedr(,)(svr') is
true, T(z) < t, and none of dvc.finishDel(svr’, svr),
dvc.revoke(svr), or dvc.revoke(svr’) occur between T'(x)
and ¢.

e tainted(svr) is true iff authorized;(svr) is true and the
consenting server svr’ was compromised before the most
recent dvc.finishDel(svr’, svr).

For any event z, let

Active(x) = {svr: nominatedy(,)(svr) V
authorizedy(,(svr) }
Tainted(z) = {svr: taintedp,(svr) }
Note that Tainted(z) C Active(z).
2.2 Goals

It is convenient in specifying our security goals to partition
attackers into four classes, depending on the resources they
compromise and the state of executions when these attackers
compromise certain resources. An attacker is assumed to
fall into one of these classes independent of the execution,
i.e., it does not change its behavior relative to these classes
depending on the execution of the system. In particular,
the resources an attacker compromises are assumed to be
independent of the execution. In this sense, we consider
static attackers only (in contrast to adaptive ones).

Al. An attacker in class Al does not compromise dvc or
compromises dvc only if Active(dvc.comp) = 0.

A2. An attacker in class A2 is not in class Al, does not
compromise 7, and compromises dvc only if
Tainted(dvc.comp) = @ and svr.comp never occurs for
any svr € Active(dvc.comp).

A3. An attacker in class A3 is not in class Al, does not
compromise 7, and compromises dvc only if
Tainted(dvc.comp) # @ or svr.comp occurs for some

svr € Active(dvc.comp).
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A4. An attacker in class A4 is in none of classes Al, A2,
or A3, and does not compromise any svr € U.

Now we state the security goals of our systems against these
attackers as follows (disregarding negligible probabilities):

G1.

An A1 attacker is unable to forge signatures or decrypt
messages for dvc.

G2. An A2 attacker can forge signatures or decrypt mes-

sages for the device with probability at most %, where
q is the total number of queries to servers in
Active(dvc.comp) after T'(dvc.comp), and D is the dic-

tionary from which the password is drawn (at random).

G3. An A3 attacker can forge signatures or decrypt mes-
sages for the device only if it succeeds in an offline

dictionary attack on the password.

G4. An A4 attacker can forge signatures or decrypt mes-

sages only until maxerev {T(svr.disable)}.

These goals can be more intuitively stated as follows.
First, if an attacker does not capture dvc, or does so only
when no servers are authorized for dvc (Al), then the at-
tacker gains no ability to forge or decrypt for the device
(G1). On the other extreme, if an attacker captures both
dvc and mo (A4)—and thus is indistinguishable from the
user—it can forge only until all servers are disabled (G4)
or indefinitely if it also compromises a server. The “mid-
dle” cases are if the attacker compromises dvc and not .
If when it compromises dvc, no authorized server is tainted
(i.e., authorized with the help of a compromised server) or
ever compromised (A2), then the attacker can do no bet-
ter than an online dictionary attack against mo (G2). If, on
the other hand, when dvc is compromised some authorized
server is tainted or eventually compromised (A3), then the
attacker can do no better than an offline attack against the
password (G3). It is not difficult to verify that these goals
are a strict generalization of the goals of [13]; i.e., these goals
reduce to those of [13] in the case |U| = 1.

It is important to notice that though goal G3 permits
attackers in class A3 to conduct an offline dictionary attack,
this class of attacker can be constrained in practice in a
large number of circumstances. That is, one way of using
a system satisfying goals G1-G4 is to apply the delegation
protocol twice successively: once to authorize a server svr,
and once using svr to authorize itself a second time. If svr
is not compromised, then it will not be tainted in its second
delegation (from and to itself)—even if the attacker had
previously compromised the server svr’ that consented to
authorize svr in the first place. So, if dvc revokes svr’, then
by property G2, the attacker would be forced to conduct on
online attack to forge or decrypt for the device, even if it
captures the device.

This observation suggests an approach to proactively up-
date dvc to render useless to an attacker any information it
gained by compromising a server. That is, suppose that each
physical computer running a logical server svr periodically
instantiates a new logical server svr’ having a new public
and private key. If dvc first delegates from svr to svr’ and
then from svr’ to svr’, and if then dvc revokes svr, any dis-
closure of information from svr (e.g., the private key of svr)
is then useless for the attacker in its efforts to forge or de-
crypt for dvc. Rather, if the attacker captures dvc, it must



compromise svr’ in order to conduct an offline attack against
dvce.

2.3 Tools

Our systems for meeting the goals outlined in Section 2.2
utilize a variety of cryptographic tools, which we define in-
formally below.

Security parameters Let x be the main cryptographic
security parameter; a reasonable value today may be k =
160. We will use A > k as a secondary security parameter
for public keys. For instance, in an RSA public key scheme
may we may set A = 1024 to indicate that we use 1024-bit
moduli.

Hash functions We use h, with an additional subscript as
needed, to denote a hash function. Unless otherwise stated,
the range of a hash function is {0,1}". We do not specify
here the exact security properties (e.g., one-wayness, colli-
sion resistance, or pseudorandomness) we will need for the
hash functions (or keyed hash functions, below) that we use.
To formally prove that our systems meet every goal outlined
above, we generally require that these hash functions behave
like random oracles [2]. (For heuristics on instantiating ran-
dom oracles, see [2].) However, for certain subsets of goals,
weaker properties may suffice; details will be given in the
individual cases.

Keyed hash functions A keyed hash function family is
a family of hash functions {f,} parameterized by a secret
value v. We will typically write f,(m) as f(v,m), as this
will be convenient in our proofs. In this paper we employ
various keyed hash functions with different ranges, which we
will specify when not clear from context. We will also use a
specific type of keyed hash function, a message authentica-
tion code (MAC). We denote a MAC family as {mac,}. In
this paper we do not require MACs to behave like random
oracles.

Encryption schemes An encryption scheme £ is a triple
(Gene, E, D) of algorithms, the first two being probabilis-
tic, and all running in expected polynomial time. Genc
takes as input 1 and outputs a public key pair (pk,sk),
ie., (pk,sk) < Gene(1"). E takes a public key pk and a
message m as input and outputs an encryption ¢ for m; we
denote this ¢ < Epir(m). D takes a ciphertext ¢ and a secret
key sk as input and returns either a message m such that
c is a valid encryption of m under the corresponding public
key, if such an m exists, and otherwise returns L. Our sys-
tems require an encryption scheme secure against adaptive
chosen ciphertext attacks [16]. Practical examples can be
found in [3, 6].

Signature schemes A digital signature scheme S is a
triple (Gsig, S, V) of algorithms, the first two being prob-
abilistic, and all running in expected polynomial time. Gig
takes as input 1* and outputs a public key pair (pk, sk),
ie., (pk,sk) < Gsig(1*). S takes a message m and a se-
cret key sk as input and outputs a signature o for m, i.e.,
o < Ssk(m). V takes a message m, a public key pk, and
a candidate signature ¢’ for m as input and returns the
bit b = 1 if o' is a valid signature for m for the corre-
sponding private key, and otherwise returns the bit b = 0.
That is, b < Vyr(m,o’). Naturally, if ¢ < Ssi(m), then
Vor(m,o) = 1.

3. DELEGATION FOR S-RSA
The work on which this paper is based [13] described sev-
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eral systems by which dvc could involve a server for perform-
ing the password-checking function and assisting in its cryp-
tographic operations, and thereby gain immunity to offline
dictionary attacks if captured. The first of these systems, de-
noted GENERIC, did not support the disabling property (the
instantiation of G4 for a single server and no delegation), but
worked for any type of public key algorithm that dvc used.
As part of the signing/decryption protocol in this system,
dvc recovered the private key corresponding to its public key.
This, in turn, renders delegation in this system straightfor-
ward, being roughly equivalent to a re-initialization of the
device using the same private key, but for a different server.
The few minor technical changes needed to accommodate
delegation are also reflected in the RSA system we detail
here, and so we omit further discussion of GENERIC due to
space limitations.

The system described in [13] by which dvc performs RSA
signatures is called S-RSA. At a high level, S-RSA uses 2-
out-of-2 function sharing to distribute the ability to generate
a signature for the device’s public key between the device
and the server. The server, however, would cooperate with
the device to sign a message only after being presented with
evidence that the device was in possession of the user’s cor-
rect password.

In this section we describe a new system for RSA signa-
tures, called S-RSA-DEL, that supports delegation in addi-
tion to signatures. In order to accommodate delegation in
this context, the system is changed so that the device’s sig-
nature function is shared using a 3-out-of-3 function sharing,
where one of the three shares is generated from the password
itself. In this way, the user share (i.e., the password) may
remain the same while the device share is changed for del-
egation purposes. Other changes are needed as well; e.g.,
whereas the server in the S-RSA system could mount an
offline dictionary attack against the user’s password (with-
out risk to the device’s signature operations), here we must
prevent the server from mounting such an attack. While in-
troducing these changes to the signing protocol, and intro-
ducing the new delegation protocol, we strive to maintain
the general protocol structure of S-RSA.

3.1 Preiminaries

We suppose the device creates signatures using a standard
encode-then-sign RSA signature algorithm (e.g., “hash-and-
sign” [7]). The public and secret keys of the device are
Pkave = <e, N> and skq. = <d, N, $(N)>, respectively,
where ed =4y 1, N is the product of two large prime
numbers and ¢ is the Euler totient function. (The notation
=,4(~) means equivalence modulo ¢(N).) The device’s sig-
nature on a message m is defined as follows, where encode is
the encoding function associated with S, and ksiy denotes
the number of random bits used in the encoding function
(e.g., ksig = 0 for a deterministic encoding function):

S<a,ngvy>(m): 1 4r {0, 1}%ts
o + (encode(m,r))¢ mod N
return <o, r>

Note that it may not be necessary to return r if it can be de-
termined from m and o. We remark that “hash-and-sign”
is an example of this type of signature in which the en-
coding function is simply a (deterministic) hash of m, and
that PSS [4] is another example of this type of signature
with a probabilistic encoding. Both of these types of sig-



natures were proven secure against adaptive chosen mes-
sage attacks in the random oracle model [2, 4]. Naturally
any signature of this form can be verified by checking that
o® =n encode(m, r). In the function sharing primitive used
in our system, d is broken into shares dop, di and d» such
that do + d1 + d> =4(N) d [5]

3.2 Deviceinitialization

The inputs to device initialization are the identity of svrg
and its public encryption key pks,, the user’s password o,
the device’s public key pkqvc = <e, N>, and the correspond-
ing private key skqe = <d,N,$(IN)>. The initialization
algorithm proceeds as follows:

do — h(?‘l’o)

t<nr {0, ].}FL

U — hdsb|(t)

V<R {0, ].}FL

a <R {0, 1}”

b <+ f(v,mo)

d, <= {0, 1}>‘+'€

dys +—d—di —do m0d¢(N)
T+ Epp,,, (<a,b,u,d2, N>)

svrg

h is assumed to output a (A + k)-bit value. The value pkgvc
and authorization record <svro, pksury, T,t,v,d1,a> are saved
on stable storage in the device. All other values, including
d, #(N), mo, b, u, do, and da2, are deleted from the device.
The value ¢ should be backed up offline for use in disabling
if the need arises. The 7 value is the device’s “ticket” that
it uses to access svro. The u value is the “ticket identifier”.

The ticket 7 will be sent to svr within the context of the S-
RSA-DEL signing and delegation protocols (see Sections 3.3
and 3.4), and the server will inspect the contents of the
ticket to extract its share da of the device’s private signing
key. In anticipation of its own compromise, dvc might in-
clude a policy statement within 7 to instruct svro as to what
it should or should not do with requests bearing this ticket.
This policy could include an intended expiration time for 7,
instructions to cooperate in signing messages only of a cer-
tain form, or instructions to cooperate in delegating only to
certain servers. As discussed in Section 2.1, here we assume
a default policy that restricts delegation to only servers in
U. For simplicity, we omit this policy and its inspection
from device initialization and subsequent protocols, but a
practical implementation must support it.

3.3 Signature protocol

Here we present the protocol by which the device signs
a message m. The input provided to the device for this
protocol is the input password m, the message m, and the
identity svr of the server to be used, such that dvc holds
an authorization record <svr,pksy,T,t,v,d1,a>, generated
either in the initialization procedure of Section 3.2, or in
the delegation protocol of Section 3.4. Recall that dvc also
stores pkdqwc = <e, N>. In this protocol, and all following
protocols, we do not explicitly check that message parame-
ters are of the correct form and fall within the appropriate
bounds, but any implementation must do this. The protocol
is described in Figure 1.

The means by which this protocol generates a signature
for m is to construct encode(m, r)®+91+d2 where dy is de-
rived from the user’s password, d: is stored on dvc, and
ds is stored in 7. v = encode(m, )2 mod N is computed
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dvc

B+ f(v,m)

P <R {07 1}/\

r<p {0,1}"sig

Y < Epk,, (<m,1,3,p>)
§ + mace (<, 7>)

svr

7,0,T

Em—

<a,b,u,d2, N> < Dgp_, (7‘)
abort if mac,(<y,7>) # 4§
abort if u is disabled

<m, T:/Bz p> Dsksvr (7)
abort if 3 # b

v « (encode(m,r))?2 mod N
N pdv

v p®n

do < h(ﬂ')

o + v(encode(m,r))% 41 mod N
abort if ¢ Zn encode(m, r)
return <o,r>

Figure 1: S-RSA-DEL signature protocol

at svr after svr has confirmed that 3 is valid evidence that
dvc holds the user’s password. The device multiples v by
encode(m, r)%°*% mod N to get the desired result. It is im-
portant that the device delete 3, do and p (used to encrypt
v) when the protocol completes, and that it never store them
on stable storage.

0 is a message authentication code computed using a, to
show the server that this request originated from the device.
¢ enables svr to distinguish an incorrect password guess by
someone holding the device from a request created by some-
one not holding the device. Since svr should respond to
only a limited number of the former (lest it allow an on-
line dictionary attack to progress too far),  is important in
preventing denial-of-service attacks against the device by an
attacker who has not compromised the device.

3.4 Delegation protocol

Here we present the protocol by which the device dele-
gates the capability to help it perform cryptographic oper-
ations to a new server (or simply generates new data for
the same server). The inputs provided to the device are the
identity svr of the server to be used, such that dvc holds an
authorization record <svr,pker, T,t,v,d1,a>, a public key
pke, for another server svr’ € U, and the input password
m. (As described in Section 3.2, one could also input addi-
tional policy information here.) Recall that dvc also stores
pkave = <e, N>. The protocol is described in Figure 2. In
this figure, hgele is assumed to output a (A + x)-bit value.

The overall goal of the protocol in Figure 2 is to generate a
new share d5 for server svr’, and new share d} and new ticket
7' for the device to use with svr’. The device’s new share
d} is created as the sum of di; and ds1, selected randomly
by dvc and svr, respectively. The new share dy for svr’ is
constructed as dy = d12 +d22 = (d1 —d11) + (d2 — do1), with
the first and second terms being computed by dvc and svr,
respectively. As a result, di + d5 = d1 + d». Note that svr
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V2 /‘2/hdele(’/l) mod N

p' < (v1)%0+d1yy mod N

do1 4+ haeie(0') @ 13

d} < di1 +dn

store <svt’,pkg,, 7', t,v',d},a’ >

Figure 2: S-RSA-DEL delegation protocol

learns d5 and in fact creates 7" with it. It is for this reason
that we define svr’ to be tainted if svr was compromised
before this protocol is executed (see Section 2.2).

In addition to the manipulation of these shares of d, this
protocol borrows many components from the signature pro-
tocol of Figure 1. For example, 3, v and § all play similar
roles in the protocol as they did in Figure 1. And deletion
is once again important: dvc must delete 3, V', di1, do1, p
and all other intermediate computations at the completion
of this protocol. Similarly, svr should delete 8, b, b, di2,
ds1, doo, db, p and all other intermediate results when it
completes.

A point of interest in the protocol of Figure 2 is the con-
struction of § = <p1, g2, p3>, which is sent back to dvec. n
is an encryption of the value d2; to transport it securely to
dvc. This encryption is public-key-like, in that an attacker
who subsequently compromises svr will be unable to deter-
mine d2; from the message 6,5, 7. If, in contrast, d2; were
transported back to dvc encrypted only symmetrically (e.g.,
using «), then the compromise of svr would reveal a and
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then da;. It is then not difficult to verify that G2 could be
violated.

To relate this protocol to the system model of Section 2.1,
and for our proofs in Section 4, we define the execution
of the code before the first message in Figure 2 to con-
stitute a dvc.startDel(svr,svr’) event. Likewise, we define
the execution of the code after the second message in Fig-
ure 2 to constitute a dvc.finishDel(svr,svr’) event. The event
dvc.revoke(svr), though not pictured in Figure 2, can simply
be defined as dvc deleting any authorization record <svr, pksr,
7, t, v, d1, a> and halting any ongoing delegation protocols
to authorize svr.

3.5 Keydisabling

As in [13], the S-RSA-DEL system supports the ability
to disable the device’s key at servers, as would be appropri-
ate to do if the device were stolen. Provided that the user
backed up t before the device was stolen, the user can send
t to a server. The server can then store u = hqspi(t) on a
list of disabled ticket identifiers. Subsequently, the server
should refuse to respond to any request containing a ticket
7 with a ticket identifier u. Rather than storing u forever,
the server can discard u once there is no danger that pkavc
will be used subsequently (e.g., once the public key has been
revoked). Note that for security against denial-of-service at-
tacks (an attacker attempting to disable u without t), we do
not need hgsp to be a random oracle, but simply a one-way
hash function.

In relation to the model of Section 2.1, svr.disable denotes
the event in which svr receives ¢t and marks u = hyspi(t) as
disabled. For convenience, we say that a ticket 7 is disabled
at svr if 7 contains u as its ticket identifier and u is marked
as disabled at svr.

4. SECURITY FOR S-RSA-DEL

In this section we provide a formal proof of security for
the S-RSA-DEL system in the random oracle model. We
begin, however, with some intuition for the goals G1-G4 in
light of the protocols of Figures 1 and 2.

e An Al attacker never obtains an authorization record
<svr, pksw, T, t, v, d1, a> from dvc, either because it
never compromises dvc or because dvc has deleted all
such records by the time it is compromised. Without
any d; used with any svr, the attacker has no ability
to forge a signature for dvc (even if it knows m and
thus dp); this is property G1.

e An A2 attacker can obtain <svr, pksy, 7,t,v,d1,a> for
some svr, but only for a svr that is not tainted and
never compromised. Thus, the attacker has no infor-
mation about the ds in 7 and can forge only by suc-
ceeding in an online dictionary attack with svr (goal G2).

e Now consider an A3 attacker. If Tainted(dvc.comp)
contains some svr, then the attacker knows the d»
stored in the ticket 7 of a dvc’s record <svr, pksy, 7, t,
v, d1, a>, since it had corrupted the consenting server
in the delegation protocol for svr. Similarly, if some
svr € Active(dvc.comp) is ever compromised, then the
attacker can obtain d» by simply decrypting 7. In ei-
ther case, the A3 attacker can then conduct an offline
dictionary attack on mp using d; and d», and so goal G3
is the best that can be achieved in this case.



e An attacker in class A4 compromises both mo (i.e., do)
and dvc when there is at least one active svr (and so it
learns d; for svr). Moreover, the attacker can delegate
from svr to any other svr’ € U, and obviously will learn
the dy for that svr’. Thus, to achieve disabling, it is
necessary that the attacker never corrupts any svr (and
so never learns any d» for any svr). If this is the case,
then goal G4 says that disabling all servers will prevent
further forgeries.

We now proceed to a formal proof of goals G1-G4.
4.1 Definitions

To prove security of our system, we must first state re-

quirements for the security of a mac scheme, of an encryp-
tion scheme, of a signature scheme, and of S-RSA-DEL.
Security for mac schemes We specify chosen-plaintext
security for a mac schemes. We assume that a mac oracle
is initialized with a random key a, and this oracle takes a
message m as input and outputs mac,(m). An attacker A is
allowed to query this mac oracle on arbitrary messages, and
then A outputs a pair (z,y). A succeeds if y = mac,(z) and
A did not previously query mac,(z). We say an attacker A
(g, €)-breaks the mac scheme if the attacker makes g queries
to the mac oracle and succeeds with probability e.
Security for encryption schemes We specify adaptive
chosen-ciphertext security [16] for an encryption scheme £ =
(Gene, E, D). (For more detail, see [1, Property IND-CCAZ2].)
An attacker A is given pk, where (pk, sk) ¢ Genc(1%). Ais
allowed to query a decryption oracle that takes a ciphertext
as input and returns the decryption of that ciphertext (or L
if the input is not a valid ciphertext). At some point A gen-
erates two equal length strings Xo and X; and sends these
to a test oracle, which chooses b <—r {0,1}, and returns
Y = E,r(Xs). Then A continues as before, with the one re-
striction that it cannot query the decryption oracle on Y. Fi-
nally A outputs b’, and succeeds if b’ = b. We say an attacker
A (g,€)-breaks a scheme if the attacker makes g queries to
the decryption oracle, and 2 - Pr(A succeeds) — 1 > e.
Security for signature schemes We specify existential
unforgeability versus chosen message attacks [9] for a signa-
ture scheme § = (Gsi4,5,V). A forger is given pk, where
(pk, sk) + Gsig(1"), and tries to forge signatures with re-
spect to pk. It is allowed to query a signature oracle (with re-
spect to sk) on messages of its choice. It succeeds if after this
it can output a valid forgery (m,o), where V,r(m,o) = 1,
but m was not one of the messages signed by the signature
oracle. We say a forger (g, €)-breaks a scheme if the forger
makes g queries to the signature oracle, and succeeds with
probability at least e.
Security for S-RSA-DEL Let S-RSA-DEL[E, D] denote an
S-RSA-DEL system based on an encryption scheme £ and
dictionary D. A forger is given <e, N> where (<e, N>,
<d,N,$(N)>) « Grsa(1*), and the public data generated
by the initialization procedure for the system. The initial-
ization procedure specifies svro. The goal of the forger is to
forge RSA signatures with respect to <e, N>. The forger is
allowed to query a dvc oracle, a disable oracle, svr oracles, a
password oracle, and (possibly) random oracles. A random
oracle takes an input and returns a random hash of that
input, in the defined range. A disable oracle query returns
a value ¢ that can be sent to the server to disable it for the
device. A password oracle may be queried with comp, and
returns .
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A svr oracle may be queried with handleSign, handleDel,
disable, and comp. On a handleSign(v,d, ) query, which
represents the receipt of a message in the S-RSA-DEL sig-
nature protocol ostensibly from the device, it returns an out-
put message n (with respect to the secret server data gener-
ated by the initialization procedure). On a handleDel(v, §, 7)
query, which represents the receipt of a message in the S-
RSA-DEL delegation protocol ostensibly from the device, it
returns an output message 6',n,7. On a disable(t) query
the svr oracle rejects all future queries with tickets contain-
ing ticket identifiers equal to hqsi(t) (see Section 3.5). On a
comp query, the svr oracle returns sks.

The dvc oracle may be queried with startSign, finishSign,
startDel, finishDel, revoke, and comp. We assume there is an
implicit notion of sessions so that the dvc oracle can deter-
mine the startSign query corresponding to a finishSign query
and the startDel query corresponding to a finishDel query.
On a startSign(m, svr) query, which represents a request to
initiate the S-RSA-DEL signature protocol, if svr is autho-
rized, the dvc oracle returns an output message ~,d, 7, and
sets some internal state (with respect to the secret device
data and the password generated by the initialization pro-
cedure). On the corresponding finishSign(n) query, which
represents the device’s receipt of a response ostensibly from
svr, the dvc oracle either aborts or returns a valid signature
for the message m given as input to the previous startSign
query. On a startDel(svr,svr’) query, which represents a
request to initiate the S-RSA-DEL delegation protocol, if
svr is authorized, the dvc oracle returns an output message
v,0,7, and sets some internal state. On the correspond-
ing finishDel(d’,n, ") query, which represents the device’s
receipt of a response ostensibly from svr, the dvc oracle either
aborts or authorizes svr', i.e., it creates a new authorization
record for svr’. On a revoke(svr) query, the dvc oracle erases
the authorization record for svr, thus revoking the autho-
rization of svr. On a comp query, the dvc oracle returns all
stored authorization records.

A class Al, A2, or A3 forger succeeds if after attacking
the system it can output a pair (m,<o,r>) where c° =n
encode(m,r) and there was no startSign(m,svr) query. A
class A4 forger succeeds if after attacking the system it can
output a pair (m, <o,r>) where 0° =y encode(m,r) and
there was no handleSign(y,d,7) query, where Dy, (y) =
<m, #*, x,*>, before all servers received disable(t) queries,
where hgspi(t) is the ticket identifier generated in initializa-
tion.

Let gdve be the number of startSign and startDel queries
to the device. Let gsr be the number of handleSign and
handleDel queries to the servers. For Theorem 4.2, where
we model h and f as random oracles, let ¢, and ¢ be the
number of queries to the respective random oracles. Let g,
be the number of other oracle queries not counted above.
Let § = (qdve, gsvrs @o, qh, g5 )- In a slight abuse of notation,
let |g] = gdave + gsvr + go + g1 + ¢y, i.e., the total number of
oracle queries. We say a forger (g, ¢)-breaks S-RSA-DEL if
it makes [g| oracle queries (of the respective type and to the
respective oracles) and succeeds with probability at least €.

4.2 Theorems

Here we prove that if a forger breaks the S-RSA-DEL sys-
tem with probability non-negligibly more than what is inher-
ently possible in a system of this kind then either the under-
lying RSA signature scheme, the underlying mac scheme, or



the underlying encryption scheme used in S-RSA-DEL can
be broken with non-negligible probability. This implies that
if the underlying RSA signature scheme, the underlying mac
scheme, and the underlying encryption scheme are secure,
our system will be as secure as inherently possible.

We prove security separately for the different classes of
attackers from Section 2.2. The idea behind each proof is a
simulation argument. We assume that a forger F' can break
the S-RSA-DEL system, and then depending on how F at-
tacks the system, we show that we can use it to either break
the underlying mac scheme, break the underlying encryption
scheme, or break the underlying RSA signature scheme.

For security against all classes of forgers, we must assume
h, f, and hgee are random oracles. However, for certain
types of forgers, weaker hash function properties suffice. For
proving security against a forger in class A2, we make no
requirement on h, and we only require f, (for random v) to
have a negligible probability of collisions over the dictionary
D. For proving security against a class Al or class A4 forger
we make no requirement on h or f. For proving security
against a class A4 forger, we also make no requirement on
hdele-

In the theorems below, we use “x~” to indicate equality to
within negligible factors. Moreover, in our simulations, the
forger F' is run at most once, and so the times of our sim-
ulations are straightforward and omitted from our theorem
statements. Due to space limitations, here we provide only
proof sketches.

THEOREM 4.1. Let hgele be a random oracle. If a class A1
forger (G, €)-breaks the S-RSA-DEL[E, D] system, then there
is a forger that (qavc,€’)-breaks the RSA signature scheme
with € ~ €.

PROOF SKETCH. Assume a class Al forger F' forges in
the S-RSA-DEL system with probability e. Then we show
how to break the underlying RSA signature scheme with
probability ¢ ~ e. Say we are given an RSA public key
<e, N> and a corresponding signature oracle. We construct
a simulation of the S-RSA-DEL system that behaves like the
real system except we

1. use <e, N> for the device’s RSA public key,

2. compute the user’s share of the private key (do) as
normal, but choose svrg’s share d> <r Zny and the
device’s share di <x {0,1}*",

3. use the knowledge of d», and the knowledge of queries
made to the random oracle hgele, to simulate the del-
egation protocol on the device and store the d» value
for the newly authorized server, and

4. use the signature oracle and the knowledge of ds asso-
ciated with the appropriate authorized server to sim-
ulate the signature protocol on the device.

We show that this simulation is statistically indistinguish-
able from the real system (from F’s viewpoint), so since F'
forges with e probability in the real system, it also forges
with roughly that probability in the simulation. Then to
break the RSA signature scheme with probability € = €, we
simply run F' in Sim and output any forgery produced by
F. O
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THEOREM 4.2. Let h, f, and hgee be random oracles. If

a class A3 forger (G, €)-breaks the S-RSA-DEL[E, D] system
% + 1, then there is a forger F* that (qdvc,€')-
breaks the RSA signature scheme with € = 1.

with € =

PROOF SKETCH. Assume a class A3 forger F forges in the
S-RSA-DEL system with probability q"‘;(l” + . Then we
show how to break the underlying RSA signature scheme
with probability € ~ . Say we are given an RSA public
key <e, N> and a corresponding signature oracle. We con-
struct a simulation of the S-RSA-DEL system as in the proof
of Theorem 4.1, except that the simulation aborts if the h
oracle or f oracle is queried with mo. We show that this sim-
ulation is statistically indistinguishable from the real system
(from F’s viewpoint) unless the simulation aborts, the prob-
ability of which is exactly that of an offline dictionary attack

. antay antay
(Le., i o TV

in the real system, it forges with probability ¢ ~ 1 in the
simulation. Then to break the RSA signature scheme, we
simply run F in Sim and output any forgery by F. [l

). So since F' forges with probability

THEOREM 4.3. Suppose f, (for random v) has a negligi-
ble probability of collision over D and hgele %5 a random or-
acle. If a class A2 forger (g, €)-breaks the S-RSA-DEL[E, D]

system where € = {8+, then either (1) there is an attacker
A that (gsw, ﬁ)-br@aks the mac, (2) there is an attacker
A* that (2gs, m)-breaks E, or (3) there is a

forger F* that (qavc,€’’)-breaks the RSA signature scheme
with €' ~ 4

PROOF SKETCH. Assume a class A2 forger F forges in the
S-RSA-DEL system with probability B+ 1. Say a good
server is one that never gets compromised. Then consider a
simulation Sim of the S-RSA-DEL system that behaves like
the real system except it (1) replaces all real ciphertexts
generated for good servers with encryptions of zero strings
(storing the real ciphertexts), and (2) modifies the protocols
for good servers to use the (stored) real ciphertexts instead
of the encryptions of zero strings. In other words, the only
way Sim and the real system differ (from F’s viewpoint) is
with respect to the good server ciphertexts. Now we say F'
wins if it either forges a signature, forges the mac sent to the
dvc oracle in the last message of a delegation protocol session
with an uncorrupted server, or decrypts the ciphertext n
generated by a server in the last message of a delegation
protocol session with an uncorrupted server (detected by
F querying the hgee oracle with a certain value). By our
assumption, F wins in the real system with probability fg'l +
¢. Then if F wins in Sim with probability only i’;" + %, we
can use a standard hybrid argument to break the encryption
scheme used by the servers with probability m.

Now we consider the case that F' wins in Sim with prob-
ability more than {3 + %. If F forges a mac (sent to
the dvc oracle in the last message of a delegation protocol
session with an uncorrupted server) with probability more
than ¥ in Sim, then consider a simulation Sim’ that behaves
like Sim except it guesses the server svr involved in the mac
forgery, considers svr good (if it was not already), and aborts
when and if svr is compromised. Now the only way Sim’ and

Gsvr




Sim differ (from F’s viewpoint) is with respect to the ci-
phertexts for svr, if svr were not good already. Then if F
forges a mac supposedly from svr in Sim’ with probability
only E%_\ (where the probability is taken over the random

choice of svr), we can use a standard hybrid argument to
break the encryption scheme used by svr with probability

¥ . .
T (o Fa T Otherwise we can break the underlying mac

scheme with probability ﬁﬁ, as follows. Say we are given
a mac oracle initialized with a random key. We run Sim’,
except we (1) guess the delegation protocol session (with
svr) for which F' will forge a mac, and (2) use the mac oracle
to generate any mac values returned by svr in that session.
Finally, we output the mac value that F' sends to the device
in the last message of that session. Note that this modi-
fied version of Sim’ is perfectly indistinguishable from Sim’
(from F’s viewpoint), since any ciphertext that would have
contained the real mac key o was replaced by an encryption
of a zero string.

The last case is that F' wins in Sim with probability more
than %’lﬁ-%ﬁ, but forges a mac with probability at most 35— in
Sim. Then F must forge a signature, or decrypt a ciphertext
1 generated by the server in a delegation protocol session,
with probability more than % in Sim, and we show how to
break the underlying RSA signature scheme with probability
roughly %. Say we are given an RSA public key <e, N> and
a corresponding signature oracle. We run Sim, except we

1. use <e, N> for the device’s RSA public key,

2. compute the user’s and device’s shares of the private
key (do and d1, respectively) as normal during initial-
ization, but choose svrg’s share d2 < r Zn,

3. generate a message m and let w = encode(m, 0%sis),

4. use the signature oracle and knowledge of dy and d;
associated with any given authorized server to simulate
that server,

5. modify the server delegation protocol to multiply w
into v; (the raw-RSA-encrypted random value), and

6. use the knowledge of the value d2; from the simulation
of the delegation protocol on the server to simulate
the delegation protocol on the device (so as to avoid
needing to perform the raw RSA decryption).

Finally we either output any forgery produced by F, or if F'
queries hgele with the raw RSA decryption of one of the v
values, use this decryption to compute the raw RSA decryp-
tion of w, and thus compute the signature of the message m.
This modified version of Sim is statistically indistinguish-
able from Sim (from F’s viewpoint), since any ciphertext
that would have contained the real da or p values (the latter
used to blind the v; values) was replaced by an encryption
of zeros, and without knowing the d»; value used when dele-
gating to a server, F' has no information about the d» value
for that server, assuming the server is not compromised or
tainted. [

THEOREM 4.4. Suppose the RSA signature scheme is de-
terministic (i.e., ksig = 0). If a class A4 forger (g,e)-
breaks the S-RSA-DEL[E, D] system, then there is either an
attacker A that (qsw, %dvc)-breaks the mac function, an at-
tacker A* that (2gsw, m)—bmaks &, or a forger

F* that (gsw, 5)-breaks the RSA signature scheme.
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PROOF SKETCH. Assume a class A4 forger F forges in the
S-RSA-DEL system with probability e. Then consider the
simulation Sim from the proof of Theorem 4.3. The only
way Sim and the real system differ (from F’s viewpoint) is
with respect to the server ciphertexts. Now we say F wins
if it either forges a signature or forges the mac sent to the
device in the last message of the delegation protocol. By our
assumption, F' wins in the real system with probability e.
Then if F' wins in Sim with probability only 2—;, we can use
a standard hybrid argument to break the encryption scheme
used by the servers with probability m.

Now we consider the case that F' wins with probability
greater than % in Sim. If F wins by forging the mac with
probability greater than g in Sim, then we can break the
underlying mac scheme with probability ﬁ, as follows.
Say we are given a mac oracle initialized with a random key.
We run Sim, except we (1) guess the delegation protocol
session for which F will forge a mac, and (2) use the mac
oracle to generate any mac values returned by the server in
that session. Finally, we output the mac value that F' sends
to the device in the last message of that session. Note that
this modified version of Sim is perfectly indistinguishable
from Sim (from F’s viewpoint), since any ciphertext that
would have contained the real mac key a was replaced by
an encryption of a zero string.

The final case is that F' wins with probability greater than
% in Sim, but forges the mac with probability at most £ in
Sim. Then F must win by forging a signature with prob-
ability at least £ in Sim, and we show how to break the
underlying RSA signature scheme with probability £. Say
we are given an RSA public key <e, N> and a corresponding
signature oracle. We run Sim, except we

1. use <e, N> for the device’s RSA public key,

2. compute the user’s and device’s shares of the private
key (do and d, respectively) as normal, but (arbitrar-
ily) set svro’s share (d2) to zero, and

3. use the signature oracle and knowledge of dp and d;
associated with any given authorized server to simulate
that server.

Finally we output any forgery produced by F. This mod-
ified version of Sim is perfectly indistinguishable from Sim
(from F’s viewpoint), since any ciphertext that would have
contained the real d> value was replaced by an encryption
of a zero string. [
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