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� Fault-Tolerance WAS DIFFICULT to implement in 
Distributed  Applications

� The HYDRA system now FREES PROGRAMMERS dealing 
with the issues associated with incorporating fault -
tolerance in applications

� Applications built using the HYDRA system get 
INCREASED QoS from Load Balancing 

� Wanted to give System Administrators a tool to moni tor 
network performance 
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� Network Communications: CORBA, JDBC

� Test Applications: Java 2, SWING

� Hydra Infrastructure: Java 2, SWING

� Operating Systems: Linux (Servers), Clients (OS 
independent)

� DBMS: mySQL 
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� The HYDRA Architecture is comprised of 3 Primary 
Components:

� HYDRA Client

� HYDRA Factory

� HYDRA Replication Manager (RM)

� Each component has its own role in the system

� Each component is integrated w/ client apps. differ ently
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HydraClient object provides an interface from the a pplication to Hydra System

� Wraps a standard CORBA object reference
� Calls are made via Reliable RPC + Reflection

What does HydraClient do for you?
� It has the ability to automatically bind to any Hyd raServer in the system
� In the event of a failure in a CORBA call, it autom atically fails over 
� The application never even knows anything happened

Other Features
� HydraClient has the interface for beaming 
� HydraClient will autonomously query RM for load bal ancing info.

and migrate to a new server if needed

HydraClient S1 S2… …SN
RM

Requests

Load Balancing/ Beaming Directory

HydraClient

Beaming

Motivation������
������
������
� The Server application creates an object of type Hy dra Server

� Automatically generates the name for the server
� Provides an interface for saving server state via H ydra
� This object autonomously sets up a CORBA service fo r the

factory to determine if the server process is up

� The Hydra Factory
� Is booted by the RM, then automatically boots its o wn server
� Will query the server for its status via the crash monitor 

to record uptime information
� Is in turn sent an isAlive message by the RM for gl obal system

state, and returns load information to the RM used for load balancing

Application Server

HydraServer

Normal Client CORBA call

getState, setState, naming services Factory RM

state

Load Info

isAlive
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� The Hydra RM (Replication Manager) is the nexus of the Hydra System

� The RM does A LOT of stuff!

� Has a global view of the entire system

� Bootstraps the system

� Monitors Factory status, can restart a crashed fact ory

� Factories send their server state and load informat ion here

� Clients register for beaming and RM acts as a namin g directory

� Hosts load balancing

� Synchronizes get/set state requests from multiple s ervers to 

ensure ACID properties
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� It sure looks like the RM is a single point of fail ure…

� YES AND NO!

� HydraClients are resilient and keep running even if  
the RM stops during normal operation

� New clients have no failover

� Some services like beaming and advanced load balanc ing 
are nice, but a system can survive without them.

� The RM is replicated, via (mostly) active replicati on so one RM can 
fail and another takes over, restarting the dead RM
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Hydra RM Components

HydraRM main class

Hydra
RMServant

MySQL

Get/Set Server State

Hydra
Client 

Services

Hydra
RM 

Primary/
Backup

Hydra
Client 

Directory

MySQL

Client registration for beaming
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� Simple, FAST, and effective

� Implemented using a two-tier approach

� Client sends current server number and requests bes t server

� First check:

If  (CURRENT_LOAD > THRESHOLD_1)

go ahead with load balancing

Else continue with current server

� Second check:  

If ( (CURRENT_LOAD – LEAST_LOADED SERVER) >  
THRESHOLD_2 )

return next best server

Else continue with current server
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� DMOD – A research module integrated to provide extra  features

� Originally developed for Alpha stations running OSF 2, now 
ported to Linux (kernel version 2.4.18)

� Consists of two parts

Dependability Measurement Prediction Module

• Needs SPECIFIC device 
information to parse, store, 
and run heuristic algorithm to 
provide future warnings

• Such information not 
available in Linux

• Crashmonitor provides 
live updates on system 
status

• Can now extract system 
availability and history 
measurements
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� What is Beaming?

� Migrating client applications over the network

� Example: “beaming” my chat session to another 
machine 

� Motivation

� Provides physical location transparency

� Useful in Load Balancing with Fault Prediction
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� Implementation

� Serializable data is reliably streamed to a destina tion 
beam point 

� Beam points are managed by the Hydra system

� Client is informed of beaming operation 

� Client manages state 

� Requires application designers to make programs run  
in two states: Suspended & Active
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� Using Request Interceptors one can write and attach  
portable ORB (Object Request Broker) hooks that wil l 
intercept any ORB-mediated invocation.

� Request interceptors 

� Client request interceptors 

� Server request interceptors

� Request-level interceptors are especially useful fo r 
implementing several different types of service 
applications, such as:

� Instrumentation points for collecting statistics

� Probe points that include monitoring or tracing 
facilities
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� The HYDRA Monitor consists of Client and Server 
Request Interceptors

� The interceptors capture the CORBA message state an d 
forward it to the network monitor object

� Using the HYDRA Monitor you can:

� View & log timing information pertaining to functio n 
calls in the system 

� Test fault resilience with a fault-injector
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� Allows users to monitor the performance of stocks a nd 
create/destroy portfolios to track stocks sets

� Performance Metrics Tracked: 

� Price, Change in price, Volume 

� What HYDRA features did this use?

� Transparent Client Failover

� Server Replication

� Server re-spawing

� This application did NOT demonstrate: 

� client beaming 

� server side maintenance of state
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� Allows users, via log-in mechanism, to enter a grou p chat 
w/ Buddy Lists

� What HYDRA features did this use?

� All the same features as the Stock App. PLUS…

� Client Beaming 

� Send “Chat Session” to another host using GUI

� Server-Side state maintenance

� There are multiple servers that clients log-on 
through

� This HYDRA feature is used to insure that ALL 
servers have the same knowledge of who is logged 
on in the HooChat

Motivation��
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� We have demonstrated the features of the  HYDRA 
system with a streaming Stock App. &  HooChat 

� These applications have demonstrated the utility of our 
system

� We are currently conducting a quantitative analysis
assessing system scalability and optimal replicatio n 
required to improve performance
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� Creating a consistent fault-tolerant architecture t o satisfy  
ALL developer requirements is HARD!

� HYDRA supports server-centric architectures and should 
be extended to support the use of client-side CallB ack 
Objects

� Server-Side State and client beaming mechanisms exi st, 
but both could be made more developer-friendly

� DMOD’s dependability module is sufficiently developed to 
be fully integrated in fault tolerant solution alth ough the 
predictability module is not

� You learn A LOT about distributed system 
design while building an underlying architecture!
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