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Abstract

Existing network reprogramming protocols target the effi-
cient, reliable, multi-hop dissemination of application up-
dates in sensor networks, but assume correct or fail-stop be-
havior from participating sensors. Compromised nodes can
subvert such protocols to result in the propagation and re-
mote installation of malicious code. Sluice aims for the pro-
gressive, resource-sensitive verification of updates in sensor
networks to ensure that malicious updates are not dissemi-
nated or installed, while trusted updates continue to be effi-
ciently disseminated. Our verification mechanism provides
authenticity and integrity through a hash-chain construc-
tion that amortizes the cost of a single digital signature over
an entire update. We integrate Sluice with an existing net-
work reprogramming protocol and empirically evaluate its
effectiveness both in a real sensor testbed and through sim-
ulation.

1 Motivation

Wireless sensor networks are typically long-lived, large
scale and often deeply embedded into existing infrastruc-
tures. In many cases, it might be necessary to update the
sensor application to fix bugs or to add new functionality.
Loading a new application or upgrading an existing appli-
cation on a sensor-node requires a physical connection to
the node, typically via a serial port or some other hardwired
back-channel. Thus, one way to update a network of sen-
sors would be to reprogram them in situ, one at a time.

However, physical access to nodes might be limited once
the sensor network is deployed. In low-impact environmen-
tal monitoring applications, dispatching maintenance per-
sonnel to collect nodes or re-flash them physically might
adversely affect the sensor application or the environment
being monitored. In some cases, physical access might even
be impossible, e.g., monitoring sensors implanted into con-
crete bridges or asphalt roadways. Even if physical access

were possible, manually updating hundreds or thousands of
nodes would be a tedious task indeed.

Network reprogramming protocols have recently
emerged as a way to distribute program updates remotely
without requiring manual intervention or physical access
to sensor-nodes. Update dissemination typically occurs
over the sensor’s primary communication channel (i.e.,
the radio), hence the term, “over-the-air” updates. An
entire network of sensors can be updated en masse because
these multi-hop protocols are mostly epidemic in nature,
i.e., sensor-nodes propagate any received updates to their
in-range neighbors, which then propagate them further
downstream, and so on.

A number of network reprogramming protocols (Deluge
[8], MNP [10], MOAP [20], etc.) have been developed
to facilitate over-the-air software updates in the context of
resource-constrained sensors nodes. For the most part, these
protocols focus on providing reliable data-dissemination
with low resource consumption and low end-to-end update
latency. These protocols generally assume well-behaved
(i.e., non-malicious) sensors, and are primarily tolerant to
fail-stop nodes and packet loss through mechanisms such
as negative acknowledgments and retransmissions.

Because current network reprogramming protocols do
not restrict the origin of an update, an adversary who is
merely able to inject packets into the network can inject
a malicious update into the system. Given the epidemic
nature of network reprogramming protocols, an adversary
can gain complete control over the entire sensor network
by compromising just a single node, and then subsequently
leveraging the network reprogramming mechanism to dis-
tribute/install the malicious code on every reachable node
in the system. In addition, most of these protocols aim
to speed the update propagation through a number of ef-
ficiency mechanisms. While a correct node can use these
mechanisms to propagate updates quickly through the net-
work, so too can a malicious node. Without a mechanism to
halt the propagation of malicious code, the benefits of net-
work reprogramming protocols can be voided because these



protocols can effectively, and often efficiently, allow a lone
malicious node to compromise the entire system.

Sluice is an extension to network reprogramming proto-
cols that facilitates the secure dissemination of trusted pro-
gram updates. The contributions of this paper are:

• Propagation of trusted updates. Sluice ensures that
only trusted updates are disseminated in sensor net-
works, while malicious updates are halted from further
propagation. This ensures that the compromise of any
sensor-node will not lead to the execution of malicious
code on any other node.

• Resource-sensitive, progressive verification. Sluice
respects the resource constraints of sensor-nodes and
upholds the use of existing efficiency mechanisms.
Thus its verification is both resource-sensitive and pro-
gressive. This is enabled through the strategic and syn-
ergistic use of a single digital signature over an entire
update, along with a hash-chain over sequential pieces
(pages) of the update.

• Experimental evaluation. Sluice can secure exist-
ing network reprogramming protocols without sig-
nificantly altering the underlying protocol’s opera-
tional semantics, scalability, or performance. We
demonstrate this by evaluating Sluice’s performance
(i) on a test-bed of Telos sensor-nodes running TinyOS
[13], and (ii) through sample topologies simulated in
TOSSIM [12], the TinyOS simulation environment.

The paper is organized as follows. Section 2 provides
background information on various network reprogram-
ming protocols. Section 3 describes the problem that we
aim to solve, along with our simplifying assumptions, our
threat model, and the required and desired properties of
Sluice. Section 4 discusses some of the approaches that we
considered, what we learnt from them, and why we decided
not to adopt them. Section 5 provides the details of our
approach, while Section 6 describes our current implemen-
tation and evaluation. We discuss related work in Section 7,
future work in Section 8, and conclude in Section 9.

2 Background

A number of protocols have recently emerged to sup-
port network reprogramming for sensor-nodes running the
TinyOS operating environment [13]. We use the term “up-
date” to refer to the new application image that needs to be
installed on the node. All of these protocols assume well-
defined behavior on the part of every node as the update is
disseminated throughout the system.

Deluge [8], currently distributed as a part of the TinyOS
[13] environment, is the most widely available multi-hop
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Figure 1. Sluice in operation

network reprogramming protocol. With Deluge, an up-
date is broken up into fixed-size fragments called pages.
Each page is further broken up into fixed-size packets
that serve as transmission units. Deluge employs a three-
phase (advertise-request-data) process to propagate pages
between nodes. Dissemination takes place in a pipelined
fashion, whereby nodes are allowed to forward pages that
they have already completed without waiting to receive all
of the pages that form the entire update. Pages must be
received sequentially, i.e., a node may not begin forward-
ing page n until it has first received all pages numbered
0, 1, . . . , n− 1, inclusive.

Two other network reprogramming protocols are MOAP
and MNP. MNP [10] employs a sender-selection mecha-
nism to limit the number of nodes that can transmit data in
a particular broadcast neighborhood. Eligible source nodes
compete with each other to become senders; nodes that
“lose” are placed in a sleep state for a predetermined period
of time. MNP also exploits the use of pages and pipelining
for efficiency. MOAP [20] uses a publish-subscribe mecha-
nism to disseminate updates on a multi-hop “neighborhood-
by-neighborhood” basis. MOAP aims for simplicity and
does not use pipelining, instead requiring nodes to receive
the entire update before subsequent propagation.

We have leveraged Deluge for our reference implemen-
tation because of its wide availability. However, our ap-
proach, as described in Section 5, is independent of Deluge,
and can be used to extend any network reprogramming pro-
tocol, subject to the assumptions listed in Section 3.

3 Problem Statement

The primary focus of Sluice is the progressive, resource-
sensitive verification of updates in sensor networks so that
malicious updates are not propagated or installed, while
trusted updates can continue to be efficiently disseminated.



We illustrate the operation of Sluice in Figure 1.
Many of the existing network reprogramming protocols

use efficiency mechanisms such as pipelining to reduce the
amount of time taken by the update to reach all of the nodes
in the system. In keeping with existing network reprogram-
ming protocols, we make no assumptions regarding time
synchronization, i.e., clocks on the different sensor-nodes
are not synchronized and message propagation can take an
unbounded amount of time. We do assume a monolithic ap-
plication environment, where an update needs to be avail-
able in its entirety for installation. Any underlying network
reprogramming protocol must provide reliable, in-order de-
livery of pages. We assume that each sensor-node, while
resource-constrained, does have sufficient memory to hold
the security mechanisms that Sluice adds.

3.1 Threat Model

We assume that individual sensor-nodes are untrusted, and
might exhibit arbitrary behavior. Untrusted, but well-
behaved, nodes can become compromised, yielding com-
plete control of their functionality and/or cryptographic ma-
terial. We also assume an insecure wireless medium.

Our design covers different kinds of adversarial behav-
ior, e.g., an adversary can inject an arbitrary number of cor-
rupt pages or updates into the system, can withhold/delay an
arbitrary number of pages or updates from transmission, can
modify an arbitrary number of pages at will, and can eaves-
drop on the communication of other sensors in the system.
We make no assumptions about the number of malicious
nodes, their locations, the degree of connectivity or collu-
sion between them. We do not address the confidentiality of
updates – our focus is instead on authenticating the trusted
source of the update and establishing the integrity of the
update. We do not yet address denial-of-service or battery-
drain attacks in our current version of Sluice. Replay at-
tacks, however, could be handled through a relatively minor
extension to Sluice (but is outside of our current scope).

We assume that there exists a trusted source (e.g., a base-
station), that holds a public/private key pair, and that is the
source of authorized updates. The private key is known only
to the base, and the base is hardened against compromise.
The public key is globally known to all untrusted sensor-
nodes. Typically, the base station will be a physically iso-
lated desktop-class computer.

3.2 Properties

Required Properties. Sluice must satisfy the following
properties in order to be considered correct:

• Authenticity. Updates must be verified as originating
from a trusted source.

• Integrity. Updates must be verified as arriving unmod-
ified from the trusted source.

• Correctness. No node should ever install, or dissem-
inate, pages of an unverified update, unless the node
has been physically compromised.

These properties should hold regardless of the number of
compromised, untrusted nodes. For conciseness, the term
verification will be used to encompass the notions of au-
thenticity and integrity together.

Desired Properties. Sluice should satisfy the following
properties in order to be considered feasible:

• Completeness. Every well-behaved node should even-
tually install a verified/trusted program update. This is
a departure from previous work [20, 8, 10] where even-
tual propagation is a required property, but malicious
nodes that may impede progress are not considered.

• Progressive verification. Verification should be done
in an ongoing fashion, so that good data is propagated
while malicious data is halted. It should not be neces-
sary to wait until an entire update has been received to
verify it.

• Compatibility. The verification mechanism should
make minimal assumptions about the underlying dis-
semination mechanism, so as to be compatible with as
wide a range of existing protocols as possible.

• Efficiency. Nodes should be able to take advantage
of existing efficiency mechanisms (i.e. pipelining) to
propagate trusted updates as quickly as possible.

• Resource-sensitivity. Finally, the security mecha-
nisms should be sensitive to the resource constraints
in sensor networks, minimizing processing and trans-
mission overhead relative to existing protocols.

4 Alternative Approaches

We explored various relevant and potentially applicable
security mechanisms. Ultimately, we discarded some of
these mechanisms in favor of our current approach. For the
sake of completeness and to provide motivation for Sluice’s
mechanism, we discuss these possible approaches here, and
our reasons for not adopting some of them.



Remote verification. Software attestation techniques,
such as SWATT [19], aim for the external verification of
the memory contents of embedded devices to establish the
absence of malice. The attestation of the embedded device’s
memory contents happens through a trusted verification en-
tity that is connected to, but physically different from, the
device under verification. Because tampering can only be
detected after the fact, SWATT does not prevent attacks. By
the time an attack is detected, precious energy might have
been wasted propagating, installing and executing a mali-
cious update.

Symmetric-key cryptography. Symmetric-key proto-
cols like TinySec [9] provide confidentiality, message in-
tegrity, and access control. These schemes protect against
eavesdropping, message tampering, and message injection.
However, the use of these protocols alone does not provide
sufficient assurance against compromised nodes.

Symmetric link-layer security protocols protect against
packet injection by arbitrary nodes by using a message au-
thentication code (MAC) on each packet to authenticate
traffic as coming from a legitimate source. If a node is
physically compromised, its cryptographic material is po-
tentially compromised as well; thus, an adversary can use
the compromised node to inject packets into the network
that pass the MAC, but that are nevertheless malicious. In a
network reprogramming setting, these seemingly legitimate
nodes can propagate malicious updates. Given the epidemic
nature of network reprogramming, a small number of com-
promised nodes can infect the entire sensor network.

Clearly, any secure network reprogramming protocol
must be robust against node compromise. Pairwise key
schemes [15, 21] attempt to mitigate the threat of compro-
mised nodes by establishing shared keys that are held by
only a small subset of network nodes. Unfortunately, a
compromised node might propagate updates to nodes that
it is paired with, which, in turn, might forward the updates
to nodes they are paired with, and so on. As long as the
network is connected, the malicious update can eventually
reach all nodes.

Authenticated broadcast protocols. Authenticated
broadcast protocols, such as µTESLA [18], typically
use symmetric cryptographic primitives with delayed
key-disclosure to authenticate the claimed sender of a
broadcast message. Disclosed keys are verified against
an initial keychain commitment, through the iterative
application of a pseudo-random function. The keychain
commitment must be securely distributed to all receivers
during a bootstrapping phase. µTESLA unicasts commit-
ments to each receiver using pre-distributed symmetric
keys. This limits µTESLA’s scalability in networks with
a large number of receivers. Moreover, the security of

authenticated protocols typically depends on loose time
synchronization (i.e., receiver has an upper bound on the
sender’s local time) across the network. These inherent
timing assumptions further limit applicability to Sluice
because network programming protocols do not place any
temporal bounds on the nodes or the update itself, and
instead aim for the eventual completion of the end-to-end
update.

One-way hash chains. Hash chains were first proposed
by Lamport [11] as a mechanism for one-time passwords.
Hash chains are based upon a public function H that is easy
to compute, but computationally difficult to invert – thus,
the term, one-way hash chains. A hash chain of length m is
generated by repeatedly applying the hash function H to the
last element, say, hm, in the chain, to generate a sequence
of hashes such that hj = H(hj+1). The head of the chain,
h0, serves as a commitment to the entire hash chain. The
hash chain is generated in the order hm, hm−1, ...., h1, h0

and revealed in the reverse order. It is assumed that the
verifying entity has access to the trusted value h0. Armed
with h0, the verifier can verify any other element in the hash
chain, say, hi, simply by comparing h0 with Hi(hi).

We leverage the concept of one-way hash chains in
Sluice. Note there needs to be a way for Sluice to ensure
that the head of the chain is a trusted value that can then be
used legitimately as a commitment to the remainder of the
chain.

Public-key cryptography. Public-key schemes, e.g., dig-
ital signatures, depend on asymmetric cryptography, and
have been long thought to be impractical for the limitated
computational, memory and energy resources in sensor net-
works. However, recent work [6, 7, 14, 16, 22] suggests
that, with careful implementation and judicious use, public-
key cryptography can be quite feasible on sensor-nodes.

Watro et al. have implemented on TinyOS primitives
needed for the RSA cryptosystem [22]. Gura et al. showed
that elliptic curve cryptography (ECC) can provide sub-
stantial performance gains over RSA on constrained plat-
forms [7]. EccM [16] provides a Diffie-Helman (DH) key-
distribution mechanism based on elliptic curves, but does
not address digital signatures. Sizzle [6] implements SSL
using ECC on the MICA2 and Telos platforms. The highly
optimized code can complete a full SSL handshake (which
includes ECDSA and ECDH operations) in under 4 sec-
onds. While this work demonstrates the viability of ECC
in highly resource-constrained systems, a full SSL hand-
shake is neither necessary nor appropriate to secure net-
work reprogramming protocols. SSL provides one-to-one
semantics, while network reprogramming is by nature one-
to-many. TinyECC [14] provides an ECC implementation
for TinyOS that includes an ECDSA module. This module
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Figure 2. Sluice’s hash chain construction.

is optimized for the MICAz platform, and is able to verify
a digital signature in under 15 seconds. While the Sizzle
code is reportedly significantly faster, it is not yet publicly
available. Since TinyECC is freely available, we use it to
implement the security mechanisms in Sluice.

5 Sluice’s Approach

In motivating the progressive-verification approach that we
employ in Sluice, we first discuss the trade-offs in the vari-
ous possible ways that we might leverage digital signatures.

One alternative to provide for the authenticity and in-
tegrity of an update would be to compute a single digi-
tal signature over the entire update without incorporating
any page-level or packet-level verification. This approach
would require the update to be received in its entirety be-
fore it can be verified at all. Because updates are typically
too large to fit into the available RAM on a sensor, pages
would need to be stored temporarily in flash memory (sta-
ble storage), as they arrive, and then retrieved from flash at
verification time. Reading from, and writing to, flash are
energy-intensive operations, and should only be executed
after data has been verified. This approach is also incom-
patible with pipelining. If nodes are allowed to forward
unverified data, a single malicious node could potentially
flood a multi-hop network with malicious updates. There-
fore, pipelining would need to be deactivated.

Yet another alternative would be to compute a digital sig-
nature over each page of an update. This would allow pages
to be buffered temporarily in RAM before they are verified,
and subsequently written to flash memory only after ver-
ification. This would additionally allow verified pages to
be transferred in a pipelined fashion. However, signing ev-
ery single page of an update, while effective in its security
goals, might still be too expensive in resource-constrained
sensor networks.

5.1 Sluice’s Progressive Verification

We follow an approach that exploits a synergistic combina-
tion of digital signatures and off-line hash chains to allow

for the progressive verification of individual pages, while
requiring only a single digital signature across the entire
update. The basic idea is to create a chain of hashes, by
computing a hash of each page and incorporating that hash
as a part of the previous page’s payload. We then digitally
sign the first page in the chain; thus, there is hash for each
page, but only one digital signature for every set of pages
that form an update. This concept has previously been ex-
ploited to sign digital streams [5]; we exploit it here for
Sluice’s progressive verification of streamed updates in the
context of network reprogramming.

An existing network reprogramming protocol, such as
Deluge, decomposes an entire update into a set of pages.
Figure 2 shows the sequence of n pages that results with
Sluice, where each page’s hash is computed and appended
to the previous page’s payload, e.g., the hash hn−1 of page
pn−1 is computed and appended to the payload of the pre-
vious page, thereby forming page pn−2. The last page in
the sequence does not contain a hash, and the first page,
p0 contains the hash, h1, of page p1, as well as a digi-
tal signature, σ, of the combined sequence of bytes rep-
resented by the payload of p0 concatenated with h1. The
one-way hash chain is formed by the sequence of hashes
h1, h2, h3, ...., hn−1.

The head, h1, of the hash-chain is a part of the page that
has been digitally signed by σ, thereby providing Sluice
with a way to verify whether it is a trusted value. Thus, the
digital signature serves to authenticate the trusted source,
and verify the payload in the first page and the hash con-
tained in that page. Once the head of the hash chain, h1, has
been established to be a trusted value, the hashes embed-
ded in the remaining pages can be verified through the one-
way hash-chain properties. Hash hi+1 contained in page pi

serves to verify the payload and the hash contained in page
pi+1. This provides Sluice with a way to verify the integrity
of all of the pages that form the update.

Because one of our goals in Section 3.2 was compatibil-
ity, we do not modify the fixed page sizes that the protocol
uses. There is likely to be some spatial overhead with Sluice
due to the hashes and the digital signature. This spatial over-
head does not change the size of each page, or the size of
the update that needs to be installed, but might change the
number of pages that need to be transmitted on behalf of an
update.

Our approach can be divided into functionality that takes
place at the trusted source, and functionality that takes place
at each sensor-node in the network. The trusted source is
responsible for processing the update prior to dissemination
by partitioning the update into equal-sized pages, and then
computing the hash-chain and digital signature (see Fig-
ure 3). Sensor-nodes that receive pages of the update are
responsible for verifying each page as it is received. Once
a page has been verified as authentic using the digital sig-



split update into n pages p0, p1, . . . , pn−1

for all i = n− 1 to i = 1 do
hi ← HASH(pi)
pi−1 ← (pi−1|hi)

end for
σ ← SIGN(p0)
p0 ← (σ|p0)

Figure 3. Processing at the trusted source.

static h, i = 0
while i < n do

complete receiving page pi

if (i = 0) then
σ, m← p0

if VERIFY(σ, m) then
ACCEPT(p0)

end if
else

p
′
← HASH(pi)

if (h = h
′
) then

ACCEPT(pi)
end if

end if
end while
verified update available for installation

procedure ACCEPT(p)
make p available for forwarding
save p in stable storage
if (i < n− 1) then

p, h← p
i← i + 1

end if
end procedure

Figure 4. Processing at each receiving node.

nature or hash chain (as appropriate), the page is then writ-
ten to flash memory and marked as available for subsequent
propagation to other nodes (see Figure 4).

6 Implementation and Evaluation

An attacker could be any entity with over-the-air capabili-
ties, and so could have computational capabilities exceed-
ing those of the sensor-nodes. Therefore, we use indus-
try standard cryptographic primitives and security parame-
ters [1, 3, 17]. TinyECC [14] provides ECDSA verification
functionality on the sensor-nodes, while the BouncyCastle
JCE provider [2] is used for key and signature generation at
the trusted source. We construct the hash chain using full
160-bit SHA1 digests [17]. We emphasize that these cryp-
tographic libraries are off-the-shelf and not optimized for
our platform.

We implemented Sluice as an extension to Deluge [8],
which defines 1104-byte pages by default. To avoid chang-
ing Deluge’s default page size, we reserve 20 bytes of each
page to encapsulate the hash and an additional 44 bytes in
the first page to encapsulate the signature (see Figure 2). By
embedding the cryptographic data with the update payload,
we also avoid the need to change the packet size of the un-
derlying transport layer.

To provide the trusted source’s functionality, we modi-
fied the existing Deluge Java toolchain. Our changes were
confined to the net.tinyos.deluge.DelugeImage
class. The original class pads the update to a whole num-
ber of pages, calculates a CRC on each page, and stores the
CRCs in the first page. We modified this class to calculate
the digital signature and one-way hash-chain as well. First,
we determine how many pages will be required to hold the
update after adding signature and hash bytes. We then split
the update into pages, reserving additional space in the first
page for a signature and a hash, and space in each subse-
quent page for a hash alone. If necessary, we pad the final
page with zero bytes. The hash-chain is constructed as de-
scribed in Section 5, starting at the last page and moving
forward to the first page. We then compute the signature
over the combined application and hash data contained in
the first page, and place it immediately following the CRC
block.

We modified the Deluge nesC library to provide sensor-
node functionality. These modifications were limited to
the DelugePageTransfer module, which is responsi-
ble for managing the transfer of pages between nodes. The
original module buffers a few packets at a time before writ-
ing them to flash memory. We buffer an entire page in
RAM and write the data to flash only after it has been ver-
ified. Once the DelugePageTransfer module has de-
termined that a complete page has been buffered, it parses
the buffered data and passes it to the TinyECC or SHA1
module for verification. If the verification is successful, the
hash value contained in the page is stored in RAM for fu-
ture use, and the entire verified page buffer is written to flash
memory. If verification fails, the page is reset and cleared,
and a new page-transfer request is initiated.

6.1 Discussion of Sluice’s Properties

Authenticity and integrity are predicated on the unforgeabil-
ity of the ECDSA digital signature algorithm, and the pre-
image resistance of SHA-1. In order to inject arbitrary data,
an adversary would have to forge the digital signature of
page p0 or find a pre-image of some hash hi. The strength
of our cryptographic primitives is supported through our use
of standard cryptographic libraries [2, 14], security param-
eters [3] and modes of operation [5]. Because pages are
buffered temporarily in RAM and are only written to flash



memory once they are verified, only trusted updates are in-
stalled, thereby providing correctness.

Progressive verification is made possible through the
page-wise hash-chain construction along with the update-
wise digital signature. Our efficiency goal is met by our
ensuring that the underlying network reprogramming pro-
tocol’s efficiency mechanisms, e.g., pipelining, are not af-
fected by Sluice – in fact, the need to maintain these effi-
ciency mechanisms was factored into our design. Our com-
patibility goals are met by our ensuring that our approach
is independent of Deluge, and can be used to secure any
network reprogramming protocol.

Our design meets resource-sensitivity goals by amortiz-
ing the cost of a hash over an entire page, and the cost of
a digital signature over an entire update. The overheads
incurred by the implementation of Sluice can be reduced
by using a more efficient implementation of cryptographic
primitives.

6.2 Metrics of Interest

We benchmark Sluice against its current foundation, Del-
uge, whose empirical evaluation is reported elsewhere [8].
Unless otherwise noted, overhead refers to the additional
cost of Sluice’s security mechanisms over the default un-
derlying network reprogramming protocol.

• Spatial overhead is comprised of (i) memory over-
head (in ROM and RAM) required to support secure
network reprogramming, and (ii) transmission over-
head, i.e., the number of additional bytes transmitted
in beyond the actual update payload.

• Temporal overhead is measured with respect to end-
to-end dissemination latency. The end-to-end latency
is defined as the period of time between the initial
availability of a new update (i.e., when the first adver-
tisement is sent) and the verification of the final page
of that update at the last sensor.

• Survivability is the ability of the protocol to sustain
operation in the presence of malicious nodes.

6.3 Experiments

We use a physical sensor testbed to evaluate the spatial over-
head of Sluice, and to demonstrate the implementability of
our approach. We also gathered basic testbed data to quan-
tify the temporal overhead with respect to an increasing
number of pages in an update. Simulation results allowed
for further evaluation with regard to temporal overhead as
the size of the network scales.

base 
station

base 
node

student 
cubicles

Figure 5. Layout of testbed nodes.

6.3.1 Testbed

Our current testbed (Figure 5) is comprised of 12 Tmote
Sky nodes in an office setting. The Tmote Sky nodes
have a 16-bit MSP430 microcontroller, 48KB of ROM and
10KB of RAM. The nodes communicate using 802.15.4
compatible radios transmitting at up to 250Kbit/s. A USB
link to each node provides a back-channel for debugging
and gathering data. Our trusted source (which we call
the base-station) is located on a Pentium 4 desktop run-
ning Linux. In each of our testbed experiments, a sin-
gle node is designated as the base-node. The modified
net.tinyos.tools.Deluge Java application is used
to connect to the base-node from the base-station over the
USB back-channel and initiate the update process. The
update propagates from the base-station to the base-node;
upon verification, each page is further disseminated into the
network. Note that the base-node is itself an untrusted node,
and has no knowledge of the base-station’s private key.

To evaluate the scalability of our extensions with respect
to application size, we injected a number of existing TinyOS
applications and measured end-to-end latency in each case.
Due to the configuration (12 nodes in close proximity) of
our testbed, it was difficult to emulate a multi-hop network.
Therefore, we only present testbed results for sensors that
are within broadcast range of one another.

Spatial Overhead. On the Tmote Sky platform, our
current implementation of Sluice requires roughly 9kB
ROM and 2kB RAM over Deluge. The increased ROM
size comes mainly from the unoptimized cryptographic li-
braries. Most (1104 bytes) of the RAM overhead is incurred
due to Sluice’s buffering of pages prior to verification.
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Theoretically, Sluice adds roughly Sσ + n ∗ Sh bytes to
the size of an update, where Sσ is the size of a digital sig-
nature (44 bytes here), Sh is the size of a hash (20 bytes
here), and n is the number of pages in the update, as gener-
ated by Sluice. However, in practice, this overhead can be
masked by the fact that Deluge pads pages out to an even
number of pages. If there is enough padding to hold the
additional bytes due to Sluice, the transmitted update size
will not change, and Sluice’s transmission overhead will be
zero.

Temporal Overhead. Both Deluge and Sluice show gen-
erally linear scalability with respect to update size, as seen
in Figure 6. For applications with a small number of
pages, Sluice has significant overhead in terms of latency
(585%). As the update size grows, Sluice’s relative la-
tency decreases nearly ten-fold (to 57% for a 44-page up-
date). Since the transmitted data overhead of Sluice with
respect to Deluge is zero in this case (leveraging avail-
able padding bytes), we attribute the increased latency to
long-running cryptographic operations. Through code in-
strumentation on our physical testbed, we determined that a
single ECDSA digital-signature verification operation takes
between 30 and 35 seconds. By comparison, a hash com-
putation takes roughly only 0.2 seconds. Optimizing the
digital signature and hash computations will significantly
reduce this overhead.

Survivability. We have conducted tests to ensure that
Sluice’s security mechanisms work, i.e., that a single ma-
licious node is not able to (i) inject an arbitrary unsigned
update, or (ii) to modify and subsequently re-inject a previ-
ously signed update. The base-node does not proceed with

the dissemination of an update that contains an invalid sig-
nature, and halts the dissemination process as soon as Sluice
(running on the base-node) detects a mismatch in the the
hash-chain. Network nodes exhibit similar behavior when
an update is fed into the system by a “malicious” node (sim-
ulated by a separate base-node running Deluge to inject an
unsigned or modified update). This behavior is representa-
tive of how a single broadcast neighborhood would react to
an unauthorized update in a multi-hop setting.

6.3.2 Simulation

We use TOSSIM [12] to evaluate Sluice’s scalability with
regard to the number of hops. TOSSIM is an event-based
simulator that models TinyOS communication I/O events
at the bit level, but does not model code execution time.
To better simulate long running cryptographic operations,
we manipulate the TOSSIM event queue to insert an artifi-
cial delay between the time that a cryptographic operation
is started to the time when the calling module is notified
of its completion. Using measurements gathered from our
testbed implementation of Sluice, we assign a delay of 35
seconds for ECDSA verification and 0.2 seconds for hash
computation. We do not consider malicious nodes in these
simulations, and note that the results quantify the overhead
of our security primitives alone.

Each topology is specified as a grid of NxN nodes
spaced at 15 meters, with lossy radio links modeled by spec-
ifying a a bit-error rate for each link. Each test simulated the
dissemination of a 33-page update1. This page size is typ-
ical of what might be seen in actual applications. Due to
simulation times on the order of hours2, we provide only
single data points and discuss selected topologies.

Temporal Overhead. Figures 7 shows Sluice’s latency
relative to Deluge as the size of the network grows. Because
the page size is fixed to be the same for Deluge and Sluice,
we attribute this latency to the long signature-verification
time. In Figure 8, the propagation is shown as a function of
time. This allows us to see the completion rate of Deluge
and Sluice as each protocol’s respective “wavefront” works
its way through the network, updating nodes in its path. The
delay between the the progress of the two protocols is due
to the verification times of Sluice. Thus, Sluice tends to
“mirror” the overall trend of Deluge’s performance, while
simultaneously exaggerating Deluge’s behavior. It should
be possible to mitigate this “fun-house” effect by reducing
the amount of time taken by the verification function.

1The actual update disseminated was the SurgeTelos application, com-
piled with Sluice extensions.

2A 10x10 topology took us over 11 hours to complete on a 2.8 Ghz P4
machine.
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Figure 7. Latency with respect to grid size.

7 Related Work

Deluge provides limited integrity checking through the use
of a 16-bit CRC on each page. The CRC provides no au-
thentication, and does not guarantee update-level integrity
since attackers can easily change the update in ways that
are undetectable by the CRC mechanism. The develop-
ers of Deluge have recently and independently proposed an
approach similar to ours [4]. Both approaches allow for
the incremental verification of updates through the use of
digital signatures and hash-chains. The primary difference
is the granularity of the chaining mechanism. While we
choose to amortize the cost of a hash by chaining across
pages, Dutta et. al. adopt chains across individual pack-
ets. The advantage of a per-packet hash-chain strategy is
that individual packet corruptions can be detected, so that
a single bad packet will not trigger the retransmission of
the entire page. However, this introduces a high per-packet
overhead, which the authors attempt to reduce by truncat-
ing the generated 160-bit SHA-1 hash to 64 bits prior to
transmission. Even with the truncated digest, the packet-
chaining approach still adds 384 bytes of hash overhead per
page, as opposed to Sluice’s 20 bytes per page, assuming
the standard 48-packet pages that Deluge uses.

8 Looking Ahead

This work shows that Sluice is a viable mechanism to secure
network reprogramming, but there is room for significant
improvement in a number of areas.

Further testing in simulation and on actual hardware is
warranted to evaluate Sluice’s performance and survivabil-
ity at very large scales (>100 nodes). Our current exper-
imental environment made it difficult to perform in-depth
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Figure 8. The number of updated nodes in a
10x10 grid network.

survivability analysis. We are currently in the process of
expanding our sensor testbed to provide a 75+ node, multi-
hop environment. Once this expansion is complete, the sur-
vivability of Sluice will be evaluated in the face of multiple
malicious nodes. We also plan to reproduce and provide
confidence intervals for experimental results presented in
Section 6.

Our current implementation introduces a significant
overhead in terms of update latency, largely due to the
high signature verification time. We expect significant im-
provements can be made by optimizing the cryptographic li-
braries. Our current implementation of Sluice, as described
in this paper, was not an exercise in code optimization.
However, because Sluice is not dependent on any particular
digital signature algorithm, other more efficient implemen-
tations [6, 4] could easily be substituted.

There are additional optimizations that we might make,
in the interests of further resource conservation and effi-
ciency. For example, our current mechanism does not dis-
tinguish between benign errors and malicious errors. Sluice
prevents both types of errors from propagating, but benign
errors are likely to be prevented by relatively straightfor-
ward CRC checks as well. We might be able to reduce the
number of failed cryptographic operations by utilizing CRC
values as a hint of whether a subsequent cryptographic veri-
fication will fail or succeed. This allows us to use a weaker,
less expensive integrity check to form a first line of defense
against benign errors, with the intent of reducing the num-
ber of wasteful cryptographic operations. In future work,
we will also aim to secure other aspects of the network re-
programming process, e.g., the integrity of advertisements
and of requests for missing pages.



9 Conclusion

In this paper, we presented Sluice, an extension to exist-
ing network reprogramming protocols that provides a num-
ber of security guarantees, including the prevention of ma-
licious nodes from propagating or installing malicious up-
dates on uncompromised nodes within the system. Sluice
aims for the progressive, resource-sensitive verification of
updates within sensor networks by exploiting a single digi-
tal signature per update, along with a hash-chain construc-
tion over pages of the update. We demonstrate the feasibil-
ity of our approach through an implementation of Sluice on
a testbed of Telos sensor-nodes, along with a benchmarking
of update latencies against its current underlying protocol,
Deluge. With the lessons that we have learned in our im-
plementation of Sluice, we intend to move towards under-
standing its trade-offs and capabilities better.
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