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Abstract—This work proposes a new, software-based, defect detection and diagnosis technique. We introduce a novel set of
instructions, called Access-Control Extensions (ACE), that can access and control the microprocessor’s internal state. Special
firmware periodically suspends microprocessor execution and uses the ACE instructions to run directed tests on the hardware. When a
hardware defect is present, these tests can diagnose and locate it, and then activate system repair through resource reconfiguration.
The software nature of our framework makes it flexible: testing techniques can be modified/upgraded in the field to trade-off
performance with reliability without requiring any change to the hardware. We describe and evaluate different execution models for
using the ACE framework. We also describe how the proposed ACE framework can be extended and utilized to improve the quality of
post-silicon debugging and manufacturing testing of modern processors. We evaluated our technique on a commercial chip-
multiprocessor based on Sun’s Niagara and found that it can provide very high coverage, with 99.22 percent of all silicon defects
detected. Moreover, our results show that the average performance overhead of software-based testing is only 5.5 percent. Based on
a detailed register transfer level (RTL) implementation of our technique, we find its area and power consumption overheads to be
modest, with a 5.8 percent increase in total chip area and a 4 percent increase in the chip’s overall power consumption.

Index Terms—Reliability, hardware defects, online defect detection, testing, online self-test, post-silicon debugging, manufacturing
test.
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1 INTRODUCTION

THE impressive growth of the semiconductor industry
over the last few decades is fueled by continuous silicon

scaling, which offers smaller, faster, and cheaper transistors
with each new technology generation. However, challenges
in producing reliable components in these extremely dense
technologies are growing, with many device experts
warning that continued scaling will inevitably lead to
future generations of silicon technology being much less
reliable than present ones [4], [53]. Processors manufac-
tured in future technologies will likely experience failures
in the field due to silicon defects occurring during system
operation. In the absence of any viable alternative technol-
ogy, the success of the semiconductor industry in the future
will depend on the creation of cost-effective mechanisms to
tolerate silicon defects in the field (i.e., during operation).

The challenge—tolerating hardware defects. To tolerate
permanent hardware faults (i.e., silicon defects) encountered
during operation, a reliable system requires the inclusion of
three critical capabilities: 1) mechanisms for detection and
diagnosis of defects, 2) recovery techniques to restore correct
system state after a fault is detected, and 3) repair mechan-
isms to restore correct system functionality for future
computation. Fortunately, research in chip-multiprocessor
(CMP) architectures already provides for the latter two

requirements. Researchers have pursued the development
of global checkpoint and recovery mechanisms; examples of
these include SafetyNet [52] and ReVive [42], [39]. These
low-cost checkpointing mechanisms provide the capabilities
necessary to implement system recovery. Additionally, the
highly redundant nature of future CMPs will allow low-cost
repair through the disabling of defective processing ele-
ments [48]. With a sufficient number of processing re-
sources, the performance of a future parallel system will
gracefully degrade as manifested defects increase.

Given the existence of low-cost mechanisms for system
recovery and repair, the remaining major challenge in the
design of a defect-tolerant CMP is the development of low-
cost defect detection techniques. Existing online hardware-
based defect detection and diagnosis techniques can be
classified into two broad categories: 1) continuous: those that
continuously check for execution errors and 2) periodic:
those that periodically check the processor’s logic.

Existing defect tolerance techniques and their short-
comings. Examples of continuous techniques are Dual
Modular Redundancy (DMR) [51], lockstep systems [27],
and DIVA [2]. These techniques detect silicon defects by
validating the execution through independent redundant
computation. However, independent redundant computa-
tion requires significant hardware cost in terms of silicon
area (100 percent extra hardware in the case of DMR and
lockstep systems). Furthermore, continuous checking con-
sumes significant energy and requires part of the power
envelope to be dedicated to it. In contrast, periodic
techniques check periodically the integrity of the hardware
without requiring redundant execution [50]. These techni-
ques rely on checkpointing and recovery mechanisms that
provide computational epochs and a substrate for spec-
ulative unchecked execution. At the end of each computa-
tional epoch, the hardware is checked by on-chip testers. If
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the hardware tests succeed, the results produced during the
epoch are committed and execution proceeds to the next
computational epoch. Otherwise, the system is deemed
defective and system repair and recovery are required.

The on-chip testers employed by periodic defect tolerance
techniques rely on the same Built-In-Self-Test (BIST) techni-
ques that are used predominantly during manufacturing test
[7]. BIST techniques use specialized circuitry to generate test
patterns and validate the responses generated by the
hardware. There are two main ways to generate test patterns
on chip: 1) by using pseudorandom test pattern generators
and 2) by storing on-chip previously generated test vectors
that are based on a specific fault model. Unfortunately, both
of these approaches have significant drawbacks. The first
approach does not follow any specific testing strategy
(targeted fault model), and therefore, requires extended
testing times to achieve good fault coverage [7]. The second
approach not only requires significant hardware overhead
[10] to store the test patterns on chip but also binds a specific
testing approach (i.e., fault model) into silicon. On the other
hand, as the nature of wearout-related silicon defects and the
techniques to detect them are under continuous exploration
[17], binding specific testing approaches into silicon might be
premature, and therefore, undesirable.

As of today, hardware-based defect tolerance techniques
have one or both of the following two major disadvantages:

1. Cost: They require significant additional hardware to
implement a specific testing strategy.

2. Inflexibility: They bind specific test patterns and a
specific testing approach (e.g., based on a specific
fault model) into silicon. Thus, it is impossible to
change the testing strategy and test patterns after the
processor is deployed in the field. Flexible defect
tolerance solutions that can be upgraded in the field
are very desirable.

High-level overview of our approach. Our goal in this
work is to develop a low-cost, flexible defect tolerance
technique that can be modified and upgraded in the field. To
this end, we propose to implement hardware defect
detection and diagnosis in software. In our approach, the
hardware provides the necessary substrate to facilitate
testing and the software makes use of this substrate to
perform the testing. We introduce specialized Access-
Control Extension (ACE) instructions that are capable of
accessing and controlling virtually any portion of the
microprocessor’s internal state. Special firmware periodi-
cally suspends microprocessor execution and uses the ACE
instructions to run directed tests on the hardware and detect
if any component has become defective.

Fig. 1 shows how the ACE framework fits in the
hardware/software stack below the operating system layer.

Our approach provides particularly wide coverage, as it not
only tests the internal processor control and instruction
sequencing mechanisms through software functional testing,
but it can also check all datapaths, routers, interconnect, and
microarchitectural components by issuing ACE instruction
test sequences.

2 WHY DOES SILICON FAIL? A BRIEF OVERVIEW
OF SILICON FAILURE MECHANISMS

We first provide a brief overview of the silicon failure
mechanisms that motivate the solution we propose in this
work. The interested reader can refer to [14], [44], [49], [54],
[23] for a detailed treatment of these mechanisms.

Time-dependent wearout:

. Electromigration: Due to the momentum transfer
between the current-carrying electrons and the host
metal lattice, ions in a conductor can move in the
direction of the electron current. This ion movement
is called electromigration [14]. Gradually, this ion
movement can cause clustered vacancies that can
grow into voids. These voids can eventually grow
until they block the current flow in the conductor.
This leads to increased resistance and propagation
delay, which, in turn, leads to possible device failure.
Other effects of electromigration are fractures and
shorts in the interconnect. The trend of increasing
current densities in future technologies increases the
severity of electromigration, leading to a higher
probability of observing open and short-circuit
nodes over time [18].

. Gate Oxide Wearout: Thin gate oxides lead to
additional failure modes as devices become subject
to gate oxide wearout (or Time-Dependent Di-
electric Breakdown, TDDB) [14]. Over time, gate
oxides can break down and become conductive. If
enough material in the gate breaks down, a
conduction path can form from the transistor gate
to the substrate, essentially shorting the transistor
and rendering it useless [18], [23]. Fast clocks, high
temperatures, and voltage scaling limitations are
well-established architectural trends that aggravate
this failure mode [54].

. Hot Carrier Degradation (HCD): As carriers move
along the channel of an MOSFET and experience
impact ionization near the drain end of the device, it
is possible that they gain sufficient kinetic energy to
be injected into the gate oxide [14]. This phenomen-
on is called Hot Carrier Injection. Hot carriers can
degrade the gate dielectric, causing shifts in thresh-
old voltage and eventually device failure. HCD is
predicted to worsen for future thinner oxide and
shorter channel lengths [23].

Transistor infant mortality. Extreme device scaling also
exacerbates early transistor failures. Early transistor failures
are caused by weak transistors that escape postmanufactur-
ing validation tests. These weak transistors work initially,
but they have dimensional and doping deficiencies that
subject them to much higher stress than robust transistors.
Quickly (within days to months), they will break down
from stress and render the device unusable. Traditionally,
early transistor failures have been reduced through
aggressive burn-in testing, where, before being placed in
the field, devices are subjected to high voltage and
temperature testing to accelerate the failure of weak
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Fig. 1. The ACE framework fits in the hardware/software stack below the
operating system.
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transistors [7]. Those that survive the burn-in testing are
likely to be robust devices, thereby ensuring a long product
lifetime. However, in the deep-submicron regime, burn-in
becomes less effective as devices are subject to thermal
runaway effects, where increased temperature leads to
increased leakage current, which, in turn, leads to even
higher temperatures [37]. The end result is that aggressive
burn-in of deep-submicron silicon can destroy even robust
devices. Manufacturers are forced to either sacrifice yield
by deploying aggressive burn-in testing or experience more
frequent early failures in the field by using less aggressive
burn-in testing.

Manufacturing defects that escape testing. Optical
proximity effects, airborne impurities, and processing
material defects can all lead to the manufacturing of faulty
transistors and interconnect [44]. Moreover, deep-submicron
gate oxides have become so thin that manufacturing
variation can lead to currents penetrating the gate, rendering
it unusable [49]. Even small amounts of manufacturing
variation in the gate oxide could render the device unusable.
The problem of manufacturing defects is compounded by
the immense complexity of current designs. Design com-
plexity makes it more difficult to test for defects during
manufacturing. Vendors are forced to either spend more
time with parts on the tester, which reduces profits by
increasing time-to-market, or risk the possibility of untested
defects escaping to the field. Moreover, in highly complex
designs, many defects are not testable without additional
hardware support. As a result, even in today’s manufactur-
ing environment, untestable defects can escape testing and
manifest themselves later on in the field.

Our goal. To overcome the possible errors caused by the
aforementioned silicon failure mechanisms, our goal in this
work is to develop a flexible, low-cost silicon defect detection
and diagnosis technique. We next describe our technique in
detail.

3 SOFTWARE-BASED DEFECT DETECTION
AND DIAGNOSIS

A key challenge in implementing a software-based defect
detection and diagnosis technique is the development of
effective software routines to check the underlying hard-
ware. Commonly, software routines for this task suffer
from the inherent inability of the software layer to observe
and control the underlying hardware, resulting in either
excessively long test sequences or poor defect coverage.
Current microprocessor designs allow only minimal access
to their internal state by the software layer; often all that
software can access consists of the register file and a few
control registers (such as the program counter (PC), status
registers, etc.). Although this separation provides protec-
tion from malicious software, it also largely limits the
degree to which stock hardware can utilize software to test
for silicon defects.

To overcome this limited accessibility, we propose
architectural support through an extension to the proces-
sor’s ISA. Our extension adds a set of special instructions
enabling full observability and control of the hardware’s
internal state. These ACE instructions are capable of read-
ing/writing from/to any part of the microprocessor’s
internal state. ACE instructions make it possible to probe
underlying hardware and systematically and efficiently
assess if any hardware component is defective.

3.1 An ACE-Enhanced Architecture
A microprocessor’s state can be partitioned into two parts:
accessible from the software layer (e.g., register file, PC,
etc.) or not accessible (e.g., reorder buffer, load/store
queues, etc.). An ACE-enhanced microarchitecture allows
the software layer to access and control (almost) all of the
microprocessor’s state. This is done by using ACE instruc-
tions that copy a value from an architectural register to any
other part of the microprocessor’s state and vice versa.

This approach inherently requires the architecture to
access the underlying microarchitectural state. To provide
this accessibility without a large hardware overhead, we
leverage the existing scan chain infrastructure. Most modern
processor designs employ full hold-scan techniques to aid
and automate the manufacturing testing process [30], [62].
Fig. 2 shows a typical scan flip-flop design [38], [30]. The
system flip-flop is used during the normal operating mode,
while the scan portion is used during testing to load the
system with test patterns and to read out the test responses.
Our approach extends the existing scan chain using a
hierarchical, tree-structured organization to provide fast
software access to different microarchitectural components.

ACE domains and segments. In our ACE extension
implementation, the microprocessor design is logically
partitioned into several ACE domains. An ACE domain
consists of the state elements and combinational logic
associated with a specific part of the microprocessor. Each
ACE domain is further subdivided into ACE segments as
shown in Fig. 3a. Each ACE segment includes only a fixed
number of storage bits, which is the same as the width of an
architectural register (64 bits in our design).

ACE instructions. Using this hierarchical structure, ACE
instructions can read or write any part of the micropro-
cessor’s state. Table 1 shows a description of the ACE
instruction set extensions.
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Fig. 2. A typical scan flip-flop (adapted from [38]).

Fig. 3. The ACE Architecture: (a) the chip is logically partitioned into
multiple ACE domains. Each ACE domain includes several ACE
segments. The union of all ACE segments comprises the full chip’s
state (excluding SRAM structures). (b) Data are transferred from/to the
register file to/from an ACE segment through the bidirectional ACE tree.
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ACE_set copies a value from an architectural register to
the scan state (scan portion in Fig. 2) of the specified ACE
segment at-speed (i.e., at the processor’s clock frequency).
Similarly, ACE_get loads a value from the scan state of the
specified ACE segment to an architectural register at-speed.
These two instructions can be used for manipulating the
scan state through software-accessible architectural state.
The ACE_swap instruction is used for swapping the scan
state with the processor state (system flip-flops) of the ACE
segment by asserting both the UPDATE and the CAPTURE
signals (see Fig. 2).

Finally, ACE_test is a test-specific instruction that
performs a three-cycle atomic operation for orchestrating
the actual testing of the underlying hardware (see Section 3.2
for example).

In order to avoid any malicious use of the ACE
infrastructure, ACE instructions are privileged instructions
that can be used only by ACE firmware. ACE firmware
routines are special applications running between the
operating system layer and the hardware in a trusted
mode, similarly to other firmware, such as device drivers.

ACE tree. During the execution of an ACE instruction,
data need to be transferred from the register file to any part
of the chip that contains microarchitectural state. In order to
avoid long interconnect, which would require extra
repeaters and buffering circuitry, the data transfer between
the register file and the ACE segments is pipelined through
the ACE tree as shown in Fig. 3b. At the root of the ACE tree
is the register file while the ACE segments are its leaves. At
each intermediate tree level, there is an ACE node that is
responsible for buffering and routing the data based on the
executed operation. The ACE tree is a bidirectional tree
allowing data transfers from the register file to the ACE
segments and back.

Design complexity. We believe that since the ACE Tree is
a regular structure that routes data from the register file to
the scan chains and vice versa, its implementation and
insertion into the microprocessor implementation can be
automated by CAD tools, similar to the way that scan chains
are automatically implemented and inserted in current
microprocessors today. The main intrusive portion of the
ACE Tree that needs interaction with existing processor
components are the additional read/write ports needed to
connect the root of the ACE Tree to the processor register file.
Similarly, the ACE instruction set extensions are likely not
intrusive to the microarchitecture since their operations are
relatively simple and their implementation does not affect
the implementation of other instructions in the ISA.

3.2 ACE-Based Online Testing
ACE instruction set extensions make it possible to craft
programs that can efficiently and accurately detect the
underlying hardware defects. The approach taken in
building test programs, however, must have high coverage,
even in the presence of defects that might affect the
correctness of ACE instruction execution and test programs.
This section describes how test programs are designed.

ACE testing and diagnosis. Special firmware periodi-
cally suspends normal processor execution and uses the
ACE infrastructure to perform high-quality testing of the
underlying hardware. A test program exercises the under-
lying hardware with previously generated test patterns and
validates the test responses. Both the test patterns and the
associated test responses are stored in physical memory.
The pseudocode of a firmware code segment that applies a
test pattern and validates the test response is shown in
Fig. 4. First, the test program stops normal execution and
uses the ACE_set instruction to load the scan state with a
test pattern (Step 1). Once the test pattern is loaded into the
scan state, a three-cycle atomic ACE_test instruction is
executed (Step 2). In the first cycle, the processor state is
loaded with the test pattern by swapping the processor state
with the scan state. The next cycle is the actual test cycle,
where the combinational logic generates the test response.
In the third cycle, by swapping again the processor state
with the scan state, the processor state is restored while the
test response is copied to the scan state for further
validation. The final phase (Step 3) of the test routine uses
the ACE_get instruction to read and validate the test
response from the scan state. If a test pattern fails to
produce the correct response at the end of Step 3, the test
program indicates which part of the hardware is defective1

and disables it through system reconfiguration [48], [13].
Given this software-based testing approach, the firm-

ware designer can easily change the level of defect coverage
by varying the number of test patterns. As a test program
executes more patterns, coverage increases. We use auto-
matic test pattern generation (ATPG) tools [7] to generate
compact test pattern sets adhering to specific fault models.

Basic core functional testing. When performing ACE
testing, there is one initial challenge to overcome: ACE
testing firmware relies on the correctness of a set of basic core
functionalities that loads test patterns, executes ACE
instructions, and validates the test response. If the core has
a defect that prevents the correct execution of the ACE
firmware, then ACE testing cannot be performed reliably. To
bypass this problem, we craft specific programs to test the
basic functionalities of a core before running any ACE testing
firmware. If these programs do not report success in a timely
manner to an independent auditor (e.g., the operating
system running on the other cores), then we assume that
an irrecoverable defect has occurred on the core and we
permanently disable it. If the basic core functionalities are
found to be intact, finer grained ACE testing can begin.
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TABLE 1
The ACE Instruction Set Extensions

1. By interpreting the correspondence between erroneous response bits
and ACE domains.

Fig. 4. ACE firmware: Pseudocode for 1) loading a test pattern,
2) testing, and 3) validating the test response.
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