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Abstract

We analyze the spaceof security policiesthat can be enforcedby mon-
itoring programs at runtime. Our program monitors are automata that
examine the sequenceof program actions and transform the sequence
when it deviates from the speci ed policy. The simplest such automaton
truncates the action sequenceby terminating a program. Such automata
are commonly known as security automata, and they enforce Schneider's
EM class of security policies. We de ne automata with more powerful
transformational abilities, including the ability to insert a sequenceof ac-
tions into the event stream and to suppressactions in the event stream
without terminating the program. We give a set-theoretic characteriza-
tion of the policies these new automata are able to enforce and show that
they are a superset of the EM policies.

1 Intro duction

When designing a secure,extensible system sud as an operating system that
allows applications to download code into the kernel or a databasethat allows
usersto submit their own optimized queries,we must ask two important ques-
tions.

1. What sorts of security policies can and should we demand of our system?

2. What medanismsshould we implement to enforcethese policies?

Neither of these questions can be answered e ectiv ely without understanding
the spaceof enforceablesecurity policies and the power of various enforceme
medhanisms.

Recerly, Scneider [Sth0Q] attacked this question by de ning EM, a sub-
set of safety properties [Lam85, AS87] that has a general-purposeenforcemet



medanism - a security automaton that interposesitself betweenthe program

and the machine on which the program runs. It examinesthe sequenceof

security-relevant program actions oneat atime and if the automaton recognizes
an action that will violate its policy, it terminates the program. The medanism

is very general since decisionsabout whether or not to terminate the program

can depend upon the ertire history of the program execution. However, since
the automaton is only able to recognizebad sequence®f actions and then ter-

minate the program, it can only enforcesafety properties.

In this paper, we re-examinethe question of which security policies can be
enforcedat runtime by monitoring program actions. Following Schneider, we
useautomata theory asthe basisfor our analysisof enforceablesecurity policies.
However, we take the novel approac that these automata are transformers on
the program action stream, rather than simple recognizers. This viewpoint
leadsus to de ne two new enforcemem mechanisms: an insertion automaton
that is able to insert a sequenceof actions into the program action stream, and
a suppression automaton that suppressesertain program actions rather than
terminating the program outright. When joined, the insertion automaton and
suppressionautomaton becomean edit automaton. We characterize the class
of security policiesthat can be enforcedby ead sort of automata and provide
examplesof important security policiesthat lie in the new classesand outside
the classEM.

Sdneideris cognizart that the power of his automata is limited by the fact
that they can only terminate programsand may not modify them. However, to
the best of our knowledge, neither he nor anyone elsehas formally investigated
the power of a broader classof runtime enforcemem medanismsthat explic-
itly manipulate the program action stream. Erlingsson and Schneider [UES99
have implemerted inline referencemonitors, which allow arbitrary code to be
executedin responseto a violation of the security policy, and have demon-
strated their e ectivenesson a range of security policies of di erent levels of
abstraction from the Software Fault Isolation policy for the Perntium 1A32 ar-
chitecture to the Java stad inspection policy for Sun's JVM [UES0J. Evans
and Twyman [ET99] have implemerted a very generalenforcemem mecanism
for Java that allows systemdesignersto write arbitrary code to enforcesecurity
policies. Sucdh medhanisms may be more powerful than those that we propose
here; thesemedanisms,however, have no formal semartics, and there hasbeen
no analysis of the classesof policies that they enforce. Other researders have
investigated optimization techniquesfor security automata [CFOO, Thi01], cer-
ti cation of programs instrumented with security chedks [Wal00] and the use
of run-time monitoring and cheding in distributed [SS98]and real-time sys-
tems [KVBA * 99.

Overview The remainder of the paper beginswith a review of Alpern and
Sdcneider'sframework for understandingthe behavior of software systems[AS87,
Sh0Q] (Section 2) and an explanation of the EM classof security policies and
security automata (Section 2.3). In Section 3 we describe our new enforcemet



medanisms { insertion automata, suppressionautomata and edit automata.
For eadh mechanism, we analyze the classof security policies that the meda-
nismis ableto enforceand provide practical examplesof policiesthat fall in that
class. In Section 4 we provide the syntax and operational semariics of a sim-
ple security policy languagethat admits editing operations on the instruction
stream. In Section5 we discusssomeunanswered questionsand our continuing
researd. Section6 concludesthe paper with a taxonomy of security policies.

2 Securit y Policies and Enforcemen t Mec hanisms

In this section, we explain our model of software systemsand how they execute,
which is basedon the work of Alpern and Schneider [AS87, Sth00]. We de ne
what it meansto be a security policy and give de nitions for safety, liveness
and EM policies. We give a new preseriation of Schneider's security automata
and their semariics that emphasizesour view of these machines as sequence
transformers rather than property recognizers. Finally, we provide de nitions
of what it meansfor an automaton to enforce a property preciselyand consena-
tively, and alsowhat it meansfor oneautomaton to be a more e ectiv e enforcer
than another automaton for a particular property.

2.1 Systems, Executions and Policies

We specify software systemsat a high level of abstraction. A systemS = (A; )
is speci ed via a set of program actions A (also referredto aseverts or program
operations) and a set of possibleexecutions . An exeution is simply a nite
sequenceof actions a;;az;:::;a,. Previous authors have consideredin nite
executionsas well as nite ones. We restrict ourselvesto nite, but arbitrarily
long executionsto simplify our analysis. We usethe metavariables and to
range over nite sequences.
The symbol denotesthe empty sequence. We use the notation [i] to

denotethe i™ action in the sequencebeginning the court at 0). The notation

[::i] denotesthe subsequencef involving the actions [0] through [i], and

[i + 1:1] denotesthe subsequenceof involving all other actions. We usethe
notation ; to denotethe concatenationof two sequencesWhen is a pre x
of we write

In this work, it will be important to distinguish between uniform systems

and nonuniform systems. (A;) is a uniform systemif = A? where A?
is the set of all nite sequencesf symbols from A. Conversely (A;) is a
nonuniform systemif A”. Uniform systemsarise naturally whena program
is completely unconstrained; unconstrained programs may execute operations
in any order. However, an e ectiv e security system will often combine static
program analysisand preprocessingwith run-time security monitoring. Such is
the casein Java virtual madhines, for example, which combine type cheding
with stadck inspection. Program analysis and preprocessingcan give rise to
nonuniform systems. In this paper, we are not concernedwith how nonuniform



systemsmay be generated,beit by model chedking programs,control or data o w
analysis, program instrumentation, type cheding, or proof-carrying code; we
careonly that they exist.
A security policy is a predicate P on setsof executions. A set of executions
satis es a policy P if and only if P(). Most common extensional program
properties fall under this de nition of security policy, including the following.

AccessControl policies specify that no execution may operate on certain
resourcessuch as les or sockets, or invoke certain system operations.

Availability policies specify that if a program acquiresa resourceduring
an execution, then it must releasethat resourceat some(arbitrary) later
point in the execution.

Boundea Availability policies specify that if a program acquiresa resource
during an execution,then it must releasethat resourceby some xed point
later in the execution. For example, the resourcemust be releasedin at
most ten stepsor after somesysteminvariant holds. We call the condition
that demandsreleaseof the resourcethe bound for the policy.

An Information Flow policy concerninginputs s; and outputs s, might
specify that if s, = f (s1) in oneexecution (for somefunction f ) then there
must exist another executionin which s, 6 f (s1).

2.2 Security Prop erties

Alpern and Schneider [AS87] distinguish between properties and more general
policiesasfollows. A security policy P is deemedto be a (computable) property
when the policy hasthe following form.

P() =8 2 :P() (Pr oper ty)

where P is a computable predicate on A”.

Hence, a property is de ned exclusively in terms of individual executions.
A property may not specify a relationship between possible executions of the
program. Information o w, for example, which can only be speci ed as a con-
dition on a set of possibleexecutionsof a program, is not a property. The other
example policies provided in the previous section are all security properties.

We implicitly assumethat the empty sequencds cortained in any property.
For all the properties we are interested in it will always be okay not to run
the program in question. From a technical perspective, this decisionallows us
to avoid repeatedly consideringthe empty sequenceas a special casein future
de nitions of enforceableproperties.

Given some set of actions A, a predicate P over A? induces the security
property P() =8 2 :P( ). We often usethe symbol P interchangeablyas
a predicate over execution sequencesand as the induced property. Normally,
the context will make clear which meaningwe intend.



Safety Prop erties The safety properties are properties that specify that
\nothing bad happens.” We can make this de nition precise as follows. P
is a safety property if and only if forall 2 ,

P()) 8% 9 P9 (Safety)

Informally, this de nition statesthat oncea bad action hastaken place (thereby
excluding the execution from the property) there is no extension of that exe-
cution that can remedy the situation. For example, access-cofmol policies are
safety properties sinceoncethe restricted resourcehas beenaccessedhe policy
is broken. There is no way to \un-access" the resourceand x the situation
afterward.

Liv eness Prop erties A livenessproperty, in contrast to a safety property, is
a property in which nothing exceptionally bad can happenin any nite amourt
of time. Any nite sequenceof actions can always be extended so that it lies
within the property. Formally, P is a livenessproperty if and only fif,

8 2 9% oA B 9) (Liveness)

Avalilability is a livenessproperty. If the program has acquired a resource,we
can always extend its executionsothat it releaseghe resourcein the next step.

Other Prop erties  Surprisingly, Alpern and Schneider [AS87] show that any
property can be decomposedinto the conjunction of a safety property and a
livenessproperty. Bounded availability is a property that combines safety and
liveness.For example,supposeour bounded-availabilit y policy statesthat every
resourcethat is acquired must be releasedand must be releasedat most ten

stepsafter it is acquired. This property contains an elemen of safety because
there is a bad thing that may occur (e.g, taking 11 stepswithout releasingthe

resource). It is not purely a safely property becausethere are sequenceghat

are not in the property (e.g, we have taken eight stepswithout releasingthe

resource)that may be extendedto sequenceshat are in the property (e.g, we
releasethe resourceon the ninth step).

23 EM

Recerly, Schneider [St00] de ned a new classof security properties called EM.
Informally, EM is the classof propertiesthat can be enforcedby a monitor that
runs in parallel with a target program. Whenewer the target program wishes
to executea security-relevant operation, the monitor rst cheds its policy to
determine whether or not that operation is allowed. If the operation is allowed,
the target program cortinues operation, and the monitor does not changethe
program's behavior in any way. If the operation is not allowed, the monitor
terminates execution of the program. Schneider shovedthat every EM property



satis es (Safety ) and henceEM is a subsetof the safety properties. In addition,
Sdneider consideredmonitors for in nite  sequencesand he showed that suc
monitors can only enforcepoliciesthat obey the following cortinuity property.

8 2 =P()) 9i:P( [ (Continuity)

Continuity statesthat any (in nite) executionthat is not in the EM policy
must have some nite pre x that is alsonot in the policy.

Securit y Automata  Any EM policy canbe enforcedby a security automaton
A, which is a deterministic nite or innite state machine (Q;qo; ) that is
speci ed with respectto somesystem(A; ). Q species the possibleautomaton
states and (p is the initial state. The partial function :A Q! Q species
the transition function for the automaton.

Our preseration of the operational semariics of security automata deviates
from the preseration given by Alpern and Sdcneider becausewe view these
macdhines as sequene transformersrather than simple sequen@ recognizers We
specify the executionof a security automaton A on a sequencef program actions

using a labeled operational semartics.

The basicsingle-stepjudgmert hasthe form ( ;g) ! A ( %o where and
g denote the input program action sequenceand current automaton state; ©°
and ¢° denote the action sequenceand state after the automaton processesa
singleinput symbol; and denotesthe sequenceof actions that the automaton
allows to occur (either the rst action in the input sequenceor, in the casethat
this action is \bad," no actions at all). We may alsorefer to the sequence as
the obsenable actions or the automaton output. The input sequence is not
consideredobsenable to the outside world.

(:0) ' A(%d)
(;a) Fa(%d) (A-Step)
if =a ©
and (a;g) = o
() 'a(:09 (A-Stop)
otherwise

We extend the single-stepsemariics to a multi-step semartics through the fol-
lowing rules.

(;a=) a(%d)

(;9=) a(:0 (A-Reflex)



(50 " A% (%d=Fa(%d
(;0) 2% (%) (A-Trans)

Limitations Erlingsson and Schneider [UES99 UESO0(Q demonstratethat se-
curity automata can enforceimportant access-cotmol policiesincluding software
fault isolation and Java stack inspection. However, they cannot enforce any
of our other example policies (availabilit y, bounded availabilit y or information
ow). Sdineider [Sth0Q] also points out that security automata cannot enforce
safety properties on systemsin which the automaton cannot exert su cien t
controls over the system. For example, if one of the actions in the system is
the passageof time, an automaton might not be able to enforcethe property
becauseit cannot terminate an action sequencee ectively | an automaton
cannot stop the passageof real time.

2.4 Enforceable Prop erties

To be able to discussdi erent sorts of enforcemen automata formally and to
analyze how they enforce di erent properties, we need a formal de nition of
what it meansfor an automaton to enforcea property.

We say that an automaton A precisely enforces a property P on the system
(A;) ifandonlyif 8 2 ,

1 1f P( ) then 8i:( o) 2)''a (i + L:]:¢9) and,

2.1 ( ;) =) a () then B( O

Informally, if the sequencévelongsto the property P then the automaton should
not modify it. In this case,we say the automaton acceptsthe sequence.If the
input sequenceis not in the property, then the automaton may (and in fact
must) edit the sequencesothat the output sequencesatis es the property.
Someproperties are extremely di cult to enforceprecisely so, in practice,
we often enforcea stronger property that implies the weaker property in which
we are interested. For example, information ow is impossibleto enforce pre-
cisely using run-time monitoring asit is not even a proper property. Instead of
enforcing information o w, an automaton might enforcea simpler policy suc
as accesscortrol. Assuming accesscontrol implies the proper information- o w
policy, we say that this automaton conservatively enforcesthe information- o w
policy. Formally, an automaton consenatively enforcesa property P if con-
dition 2 from above holds. Condition 1 need not hold for an automaton to
consenatively enforcea property. In other words, an automaton that consena-
tively enforcesa property may occasionallyedit an action sequencehat actually
obeysthe policy, even though suc editing is unnecessary(and potentially dis-
ruptiv e to the benign program's execution). Of course,any suc edits should



result in an action sequencethat cortinuesto obeys the policy. Henceforth,
when we usethe term enforces without quali cation (precisely, consenatively)
we mean enforcesprecisely

We say that automaton A; enforcesa property P more precisely or more
e ectively than another automaton A, when either

1. A; acceptsmore sequenceshan A, or

2. The two automata accept the same sequencesput the averageedit dis-
tance! betweeninputs and outputs for A; is lessthan that for A,.

3 Beyond EM

Givenour novel view of security automata as sequencdransformers, it is a short
stepto de ne new sorts of automata that have greatertransformational capabil-
ities. In this section,we describe insertion automata, suppressionautomata and
their conjunction, edit automata. In ead case,we characterize the properties
they can enforceprecisely

3.1 Insertion Automata

An insertion automaton | is a nite or in nite state machine (Q; qo; ; ) that
is de ned with respect to somesystem of executionsS = (A; ). Q is the set
of all possible machine states and g is a distinguished starting state for the
machine. The partial function :A Q! Q species the transition function as
before. The new elemert is a partial function that speci es the insertion of a
number of actionsinto the program's action sequence We call this the insertion
function and it hastype A Q! A Q. In orderto maintain the determinacy of
the automaton, we require that the domain of the insertion function is disjoint
from the domain of the transition function.

We specify the execution of an insertion automaton as before. The single-
step relation is de ned below.

(9 i (%d) (I-Step)
if =a ©
and (a;g) = o

(i) 'y () (I-Ins)
if =a ©

and (a;q) = ;q°

1The edit distance between two sequencesis the minim um number of insertions, deletions
or substitutions that must be applied to either of the sequencesto make them equal [Gus97].



(s ' (o (I-Stop)
otherwise

We can extend this single-stepsemartics to a multi-step semartics asbefore.

Enforceable Prop erties We will examinethe power of insertion automata
both on uniform systemsand on nonuniform systems.

Theorem 1 (Uniform I-Enforcemen t)
If S is a uniform systemand insertion automaton | precisely enforcesP on S
then P obeys (Safety ).

Pro of:  Assume (anticipating a cortradiction) that an insertion automaton |

enforcessome property P that does not satisfy (Safety ). By the de nition

of safety, there exists a sequence such that : P( ) and an extension such
that P( ; ). Without lossof generality, considerthe action of I when it has
seenan input stream consisting of all but the last symbol in . Now, when
| is confronted with the last symbol of an input sequencewith prex , the
automaton can do one of three things (corresponding to ead of the possible
operational rules).

Case(l-Step ): | acceptsthis symbol and waits for the next. Unfortu-
nately, the input sequencehat is being processedmay be exactly . In
this case,the automaton fails to enforceP since: P( ).

Case (I-Ins): | inserts some sequence. By taking this action the au-
tomaton givesup on enforcing the property precisely The input sequence
might be ; , aninput that obeysthe property, and hencethe automaton
unnecessarilyedited the program action stream.

Case (I-Stop ): As in case(l-Ins ), the automaton gives up on precise
enforcemer.

Hence, no matter what the automaton might try to do, it cannot enforce P
preciselyand we have our cortradiction.

If we considernonuniform systemsthen the insertion automaton can enforce
non-safely properties. For example, reconsiderthe scenarioin the proof above,
but this time in a carefully chosennonuniform systemS°. In S° the last action
of every sequences the special stop symbol, and stop appearsnowhereelsein S°.
Now, assumingthat the sequence doesnot endin stop (and : P( ;stop)), our
insertion automaton has a safecourseof action. After seeing , our automaton
waits for the next symbol (which must exist, sincewe assertedthe last symbol of

is not stop). If the next symbol is stop, it inserts and stops, thereby enforcing
the policy. On the other hand, if the program itself cortinuesto produce , the
automaton needdo nothing.



It is normally a simple matter to instrument programssothat they conform
to the nonuniform systemdiscussedabove. The instrumentation processwould
insert a stop event before the program exits. Moreover, to avoid the scenario
in which a non-terminating program sits in a tight loop and never commits any
further security-relevant actions, we could ensurethat after sometime period,
the automaton receivesa timeout signal which also acts as a stop evert.

Bounded-availabilit y properties, which are not EM properties, have the same
form as the policy consideredabove, and as a result, an insertion automaton
can enforce many bounded-availability properties on non-uniform systems. In
general, the automaton monitors the program as it acquires and releasesre-
sources.Upon detecting the bound, the automaton inserts actions that release
the resourcesin question. It alsoreleaseshe resourcesin questionif it detects
termination via a stop event or timeout.

We characterizethe propertiesthat can be enforcedby an insertion automa-
ton asfollows.

Theorem 2 (Non uniform I-Enforcemen t)
A property B on the systemS = (A;) can be enforced by some insertion
automaton if and only if there exists a function , sud that for all executions

2 A%, if : B( ) then
1.8 %92 0y 1 PB(9,or
2. 62 andP( ; p())

Pro of: (If Direction) We canconstructaninsertion automaton that precisely
enforcesany of the properties P stated above. The automaton de nition follows.

States: g2 A’[ fendy (the sequencef actions seensofar, or endif the
automaton will stop on the next step)

Start state: ¢p = (the empty sequence)

Transition function ( ):

Consider processingthe action a.

If our current state q is endthen stop (i.e., and are unde ned and
hencethe rule (I-Stop) applies).

Otherwise our current state gis and we proceedas follows.

{ If P( ;a) then we emit the action a and cortinue in state ;a.
{If:P(;a)andP()and8°2 : :a 0) :P( 9 then we
simply stop.

{ If :P(;a) and ;a 62 and P( ;a ,( ;a). then emit a and
cortinuein state ;a

Insertion function ( ): Consider processingthe action a in state q =
{If:P(;a)and:B()and8 %2 ::a 2) :P( 9 then insert

p( ) and continue in state end

10



If is the input so far, the automaton maintains the following invariant

Inv 5(Q).

If g= endthen the automaton has emitted ; ,( ) and P(; p( ) and
the next actionisaand8 °2 : ;a ©°) :P( 0.

Otherwise,q= and hasbeenemitted and either P( ) or (: B( ) and
62 and P( ; ().

The automaton caninitially establishinv (gp) sinceour de nition of a prop-
erty assumes? () for all properties. A simple inductive argumert on the length
of the input  su ces to shaw that the invariant is maintained for all inputs.

Given this invariant, it is straightforward to show that the automaton pro-
cessesevery input 2  properly and precisely enforcesP. There are two
cases.

Case P( ):
Consider any prex [:i]. By induction on i, we shav the automaton
accepts [::i] without stopping, inserting any actions or moving to the

state end
If B( [:i]) then the automaton acceptsthis pre x and cortinues.
If : P( [:i]) then since [:i] (and P( )), it must be the casethat

[:i] 62 and P( [:i]; p( [:i])). Hence, the automaton accepts this
pre X and cortinues.

Case : B( )

Inv , and the automaton de nition imply that whenewer the automaton
halts (becauseof lack of input or becauseit stops intentionally), P( o)
where 4 is the sequenceof symbols that have beenoutput. Hence, the
automaton processeshis input properly aswell.

(Only-If  Direction) Dene p( ) to besome sud that P( ; ) (and unde-
ned if no such exists). We considerany arbitrary 2 A? such that : P( )
and show that one of the following must hold.

1.8 92 0y :P(9, or
2. 62 andP(; ()

Considerany casein which 1. doesnot hold. Then, 9 °2 oA B( 9, so
by de nition of , P(; p( ). All that remainsto show that 2. holds in any
casein which 1. doesnot isthat 62 (giventhat someinsertion automaton |
enforcesP, : P( ), ° and P( 9).

By the rst part of the de nition of preciseenforcemen, | must not make
any edits when supplied °asinput. This excludesthe use of rules I-Ins and
I-Stop , sol| only stepsvia rule I-Step on input % At any point during |'s
processingof  (where 9, exactly these same|-Step transitions must
be made becausethe input sequencemay later be extendedto °. Therefore,

11



() =) 1 (;d°) for some’. Assume (for the sake of obtaining a contra-
diction) that 2 . Then, by the secondpart of the de nition of precise
enforcemen and the fact that ( ;o) =) | (; ¥, we have P( ), which violates
the assumptionthat : P( ). Thus, 62 asrequired, and case2. above must
hold wheneer 1. doesnot.

Limitations Lik e the security automaton, the insertion automaton is limited
by the fact that it may not be able to be able to exert su cien t cortrols over a
system. More precisely it may not be possiblefor the automaton to synthesize
certain everts and inject them into the action stream. For example,an automa-
ton may not have accesgo a principal's private key. As aresult, the automaton
may have di cult y enforcinga fair exchangepolicy that requirestwo computa-
tional agerts to exchange cryptographically signeddocumerts. Upon receiving
a signed documert from one agert, the insertion automaton may not be able
to force the other agert to sign the seconddocumert and it cannot forge the
private key to perform the necessarycryptographic operations itself.

3.2 Suppression Automata

A suppressionautomaton S is a state machine (Q; ¢o; ;! ) that is de ned with
respect to some system of executionsS = (A; ). As before, Q is the set of
all possiblemadhine states, ¢p is a distinguished starting state for the machine
and the partial function speci es the transition function. The partial function
' A Q! f ;+ghasthe samedomainas and indicates whether or not the
action in questionis to be suppressed ) or emitted (+).

(s Fs(%h (S-StepA)
if =a ©
and (a;0) = ¢°
and! (a;q) = +

(;9 !'s(%) (S-StepS)
if =a ©
and (a;0) = ¢°
and! (a;q) =

(i !s(a (S-Stop)
otherwise

We extend the single-steprelation to a multi-step relation using the re ex-
ivity and transitivit y rules from above.

12



Enforceable Prop erties In a uniform system, suppressionautomata can
only enforcesafely properties.

Theorem 3 (Uniform S-Enforcemen t)
If S is a uniform systemand suppressionautomaton S precisely enforcesP on

S then P obeys (Safety ).

Pro of (sketch): The argumert is similar to the argument for insertion au-
tomata givenin the previoussection. If we are attempting to enforcea property
P, we cannot allow any sequence suc that : B( ), even though there may
be an extension such that P( ; ). Any step of S when processingthe nal
symbol of would result in either accepting (despite the fact that : P( )) or
giving up on preciseenforcemen altogether.

In a nonuniform system, suppressionautomata can once again enforcenon-
EM properties. For example, considerthe following system S.

A = faquserelg
fagrel,

aq; use rel;

agq; use use relg

The symbols ag; use rel denote acquisition, use and releaseof a resource.
The set of executionsincludes zero, one, or two usesof the resource. Such a
scenario might arise were we to publish a policy that programs can use the
resourceat most two times. After publishing suc a policy, we might nd abug
in our implemertation that makesit impossiblefor us to handle the load we
were predicting. Naturally we would want to tighten the security policy assoon
as possible,but we might not be able to changethe policy we have published.
Fortunately, we can use a suppressionautomaton to suppressextra usesand
dynamically changethe policy from a two-usepolicy to a one-usepolicy. Notice
that an ordinary security automaton is not su cien t to makethis changebecause
it can only terminate execution? After terminating a two-use application, it
would be unable to insert the releasenecessaryto satisfy the policy.

We can also comparethe power of suppressionautomata with insertion au-
tomata. A suppressionautomaton cannot enforcethe bounded-availabilit y pol-
icy described in the previous sectionbecausedt cannotinsert releaseevents that
are necessanyif the program halts prematurely. That is, although the suppres-
sion automaton could suppressall non-releaseactions upon reaching the bound
(waiting for the releaseaction to appear), the program may halt without releas-
ing, leaving the resourceunreleased.Note alsothat the suppressionautomaton

2premature termination of these executions takes us outside the system S since the rel
symbol would be missing from the end of the sequence. To model the operation of a security
automaton in such a situation we would need to separate the set of possible input sequences
from the set of possible output sequences.For the sake of simplicit y, we have not done so in
this paper.

13



cannot simply suppressresourceacquisitions and usesbecausethis would mod-
ify sequenceghat actually do satisfy the policy, cortrary to the de nition of
precise enforcemen. Hence, insertion automata can enforce some properties
that suppressionautomata cannot.

For any suppressionautomaton, we can construct an insertion automaton
that enforcesthe sameproperty. The construction proceedsas follows. While
the suppressionautomaton acts as a simple security automaton, the insertion
automaton can clearly simulate it. When the suppressionautomaton decidesto
suppressan action a, it does so becausethere exists someextension of the
input already processed( ) such that P( ; ) but : P( ;a; ). Hence, when
the suppressionautomaton suppressesa (giving up on precisely enforcing any
sequencewith ;a asa pre x), the insertion automaton merely inserts and
terminates (also giving up on preciseenforcemen of sequencesvith ;aasapre-
x). Of course,in practice, if is uncomputableor only intractably computable
from , suppressionautomata are useful.

There are also many scenariosin which suppressionautomata are more pre-
cise enforcersthan insertion automata. In particular, in situations suc asthe
one described above in which we publish one policy but later needto restrict
it due to changing systemrequiremerts or policy bugs, we can use suppression
automata to suppressresourcerequeststhat are no longer allowed. Each sup-
pressionresultsin a new program action stream with an edit distanceincreased
by 1, whereasthe insertion automaton may producean output with an arbitrary
edit distance from the input.

Before we can characterize the properties that can be enforcedby a sup-
pressionautomaton, we must generalizeour suppressionfunctions so they act
over sequencef symbols. Given a set of actions A, a computable function
17:A%1 A?is asuppressionfunction if it satis es the following conditions.

1.17() =
2.17(;a)="17();a or
P7(a)=17()

A suppressionautomaton can enforcethe following properties.

Theorem 4 (Non uniform S-Enforcemen t)

A property P on the systemS = (A:;) is enforceableby a suppressionau-
tomaton if and only if there exists a suppressionfunction ! ? suc that for all
sequences 2 A7,

if °( )then!?( )= ,and

if : P( ) then
1.8 °2 0y :P(9,or
2. 62 and8 °2 : 0y P79
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Pro of: (If Direction) As in the previous section, given one of the properties
P described above, we can construct a suppressionautomaton that enforcesit.

States: q2 A? f+;g (the sequenceof actions seenso far paired
with + () to indicate that no actions have (at leastoneaction has) been
suppressedso far)

Start state: g = h; +i

Transition function (for simplicity, we combine and! ):
Consider processingthe action a.
If the current state gis h ;+i then
{ If P( ;a), then we emit the action a and continue in state h ;a;+i:
{ If:P(;a)and8 %2 ::a 0) :P( 9 then wesimply halt.
{ Otherwise(i.e.,: P( ;a)and9 °2 : ;a 97 P(9),
if 17( ;a)=1!7( ) wesuppressa and cortinuein state h ;a; i .
and nally , if ! ?( ;a) = ! ?( ); aweemit aand continuein state
h;a;+i.
Otherwise our current state qish ;i .

{ If P(1?()) then stop.

{ Otherwise (i.e., : P(! ?())),
if 1 ?( ;a) = ! ?( ) then suppressa and continuein stateh ;a; i .
and nally, if ! ?( ;a) = ! ?( );a then emit a and cortinue in
stateh ;a;i .

If is the input so far, the automaton maintains the following invariant

Inv 5(q).
If g= h;+i then

1. ! ?( ) hasbeenemitted.
2.(P()and!?( )= dor(:P()and!?( )= and 62 and
8 02 0y P ?( Y.
If g=h ;i then

1.1 ?( ) hasbeenemitted.

2.P(7()) or (P(I? ) and8 %2 : o)y P(?9) and
62).

The automaton caninitially establishinv (gp) sinceour de nition of a prop-

erty assumesP () for all propertiesand ! ?() = for all suppressionfunctions.
A simple inductive argumert on the length of the input  su ces to show that
the invariant is maintained for all inputs.
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Given this invariant, it is straightforward to shaw that the automaton pro-
cessesvery input 2  properly and precisely enforcesP. There are two
cases.

Case P( )

This caseis similar to the analogouscasefor insertion automata. We
prove the automaton acceptsthe input without stopping or suppressing
any actions by induction on the length of the sequence.

Case : P():
As before, Inv ; implies the automaton always stopsin the state in which
the automaton output , satis es the property. This implies we process

properly.

(Only-If Direction) Dene ! ?( ) to be whatever sequences emitted by the
suppressionautomaton S oninput . We rst shaw that this isindeeda suppres-
sion function. Clearly, ! () = . When processingsomeaction a after having
already processedany sequence , the automaton may step via S-StepA , S-
StepS, or S-Stop . In the S-StepA case,the automaton emits whatever has
beenemitted in processing (by de nition, thisis! ?( )), followedby a. In the
other cases,the automaton emits only ! ?( ). Hence,! 7 is a valid suppression
function.
Now considerany arbitrary 2 A”. By the de nition of preciseenforcemen,

automaton S does not modify any sequence such that P( ), so we have

satis ed the requiremert that if P( ) then!?( ) = . All that remainsis to
show that if : B( ) then

1.8 92 %) :P(9,or

2. 62 and8 %2 0y B Y

Consider any casewhere : P( ) and 1. doesnot hold (i.e., 9 °2
0n B( 9). Analogousto the casefor insertion automata, becauseP( 9, S
may only process °with S-StepA and therefore only processes (which may
later be extendedto 9 with S-StepA . Hence,( ;) =) s ( ;% for somed®.
Since S enforcesP and : P( ), it must be the casethat  62.
Finally, by the de nition of! ? and the secondpart of the de nition of precise
enforcemen, 8 °2 :B(! ?( 9), implying in case2. above that 8 °2
0) B(1?( 9). Therefore, 2. indeed holds whener 1. doesnot.

Limitations Similarly to its relatives,a suppressionautomaton is limited by
the fact that someevents may not be suppressible. For example, the program
may have a direct connectionto someoutput deviceand the automaton may be
unable to interposeitself betweenthe deviceand the program. It might alsobe
the casethat the program is unable to cortinue proper executionif an action is
suppressed.For instance, the action in question might be an input operation.
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3.3 Edit Automata

We form an edit automaton E by combining the insertion automaton with the
suppressionautomaton. Our machine is now described by a 5-tuple with the
form (Q; o; ; ;!). The operational semariics are derived from the composition
of the operational rules from the two previous automata.

(;0) Fe(%d) (E-StepA)
if =a ©
and (a;q) = o
and! (a;q) = +

(;9 'e(%d) (E-StepS)
if =a ©
and (a;q) = ¢°
and! (a;q) =

(;9 !'e(;d (E-Ins)
if =a ©
and (a;9) = ;d°

(o '"e(a (E-Stop)

otherwise

We again extend this single-stepsemartics to a multi-step semartics with
the rules for re exivit y and transitivit y.

Enforceable Prop erties As with insertion and suppressionautomata, edit
automata are only capable of enforcing safety properties in uniform systems.

Theorem 5 (Uniform E-Enforcemen t)
If S is a uniform systemand edit automaton E precisely enforcesP on S then

P obeys (Safety ).

Pro of (sketch): The argumert is similar to that givenin the proofs of Uni-
form I- and S-Enforcemen. When confronted with processingthe nal action
of suchthat : B( ) but P( ; ) for some , E must either accept (despite
the fact that : B( )) or give up on preciseenforcemet altogether.

The following theorem providesthe formal basisfor the intuition givenabove
that insertion automata are strictly more powerful than suppressionautomata.
Becauseinsertion automata enforcea superset of properties enforceableby sup-
pression automata, edit automata (which are a composition of insertion and
suppressionautomata) precisely enforce exactly those properties that are pre-
cisely enforceableby insertion automata.
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Theorem 6 (Non uniform E-Enforcemen t)
A property P onthe systemS = (A; ) canbe enforcedby someedit automaton
if and only if there exists a function , sud that for all executions 2 A?, if

: P( ) then
1.8 °2 0y 1 P(9,or
2. 62 andP(; ()

Pro of: (If Direction) By the Nonuniform I-Enforcemert theorem, given any
function , and property P satisfying the requiremerts stated above, we may
build an insertion automaton | = (Q;q; ; ) to enforce P. Then, we can
construct an edit automaton E = (Q; qo; ; ;!), where! isde ned to be + over
all of its domain (the samedomain as ). Clearly, E and | enforcethe same
property becausewheneer | stepsvia I-Step , I-Ins , or I-Stop , E respectively
stepsvia E-StepA , E-Ins, or E-Stop , while emitting exactly the sameactions
as|. Becausel enforcesP, sotoo must E.

(Only-If  Direction) This direction proceedsexactly asthe Only-If Direction
of the proof of Nonuniform I-Enforcemert.

Although edit automata are no more powerful preciseenforcersthan inser-
tion automata, we can very e ectiv ely enforcea wide variety of security policies
consenatively with edit automata. We describe a particularly important appli-
cation, the implementation of transactions policies, in the following section.

3.4 An Example: Transactions

To demonstrate the power of our edit automata, we showv how to implement
the monitoring of transactions. The desired properties of atomic transactions
[EN94], commonly referredto asthe ACID properties, are atomicity (either the
ertire transaction is executedor no part of it is executed), consistencypreser-
vation (upon completion of the transaction the system must be in a consisten
state), isolation (the e ects of a transaction should not be visible to other con-
currently executing transactions until the rst transaction is committed), and
durability or permanence(the e ects of a committed transaction cannot be
undone by a future failed transaction).

The rst property, atomicity, can be modeled using an edit automaton by
suppressinginput actions from the start of the transaction. If the transaction
completessuccessfully the entire sequenceof actions is emitted atomically to
the output stream; otherwise it is discarded. Consistency presenation can be
enforcedby simply verifying that the sequenceo be emitted leavesthe system
in a consisten state. The durability or permanenceof a committed transaction
is ensuredby the fact that committing a transaction is modeled by outputting
the corresponding sequenceof actionsto the output stream. Oncean action has
beenwritten to the output streamit cannolongerbetouchedby the automaton;

18



furthermore, failed transactions output nothing. We only model the actions of
a single agert in this example and therefore ignore issuesof isolation.

warning

n) ; pay(n)
K) Ukt n) Upay()

Figure 1: An edit automaton to enforcethe market policy consenatively.

To make our example more concrete,we will model a simple market system
with two main actions, take(n) and pay(n), which represen acquisition of n
applesand the corresponding payment. We let a range over other actions that
might occur in the system (such as window-shop or browse). Our policy is
that every time an agen takesn applesit must pay for those apples. Payments
may come before acquisition or vice versa. The automaton consenatively en-
forcesatomicity of this transaction by emitting take(n); pay(n) only when the
transaction completes. If payment is made rst, the automaton allows clients to
perform other actions such as browse before paying (the pay-take transaction
appears atomically after all such intermediary actions). On the other hand, if
applesaretakenand not paid for immediately, we issuea warning and abort the
transaction. Consistencyis ensuredby remenbering the number of applestaken
or the sizeof the prepaymert in the state of the machine. Once acquisition and
payment occur, the saleis nal and there are no refunds (durabilit y).

Figure 1 displays the edit automaton that consenatively enforcesour market
policy. The nodesin the picture represen the automaton states and the arcs
represert the transitions. When a predicate above an arc is true, the transition
will betaken. The sequencédelow an arc represerts the actionsthat are emitted.
Hence,an arc with no symbols below it is a suppressiontransition. An arc with
multiple symbols below it is an insertion transition.

4 A Simple Policy Language

In this section we describe the syntax and semairiics of a simple languagefor
specifying edit automata.
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4.1 Syntax

A program in our languageconsistsof the declaration of automaton state and
transition function. The state is described by some number of state variables

spaceunspeci ed. Normally, it would include all valuesfound in a full- edged
programming language.

We specify two transition functions in order to di erentiate betweeninternal
everts, which are evernts or program actions under the cortrol of the security
automaton, and external events, which the security automaton cannot suppress
(or synthesizeand insert). We usethe metavariable i, to denoteinternal everts
and iex to denote external events. Each transition function is a sequenceof
nestedif-then-elsestatemerts. The guard of ead statemert consistsof boolean
predicatesover the current state and the most recertly readinstruction. Guards
can be combined using standard booleanalgebra. We assumesomeset of atomic
predicates p and a suitable evaluation function for these predicates. If, when
evaluating a transition function, none of the guards evaluate to true then the
automaton halts.

The main body of the transition function consistsof assignmeits to state
variablesand commandsto emit a sequencef instructions. We assumesomeset
of functions f that compute valuesto be storedin a state variable or instructions
to be emitted by the automaton. Each sequenceof commands ends with a
commandto cortin ue evaluation in the next state without consumingthe current
input symbol (next ), to cortinue in the next state and to consumethe input
(consume;next ), or to halt (halt ).

The following BNF grammar describesthe languagesyntax.

P = et T == if B then SelseT j halt

states: _
S1= Vg B = p(s1;:::;Sn;i)

Sn = Vn S = s =G:S

transitions : j emit(G):S
Fex:T j  next
R j consume ;next
in j halt
run
end G = f(sy:iiisn:i)

4.2 Operational Semantics

In order to specify the execution of our program, we needto de ne the system
con gur ations that arise during computation. A system con guration M is a
4-tuple that contains the instruction stream being read by the automaton, a
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(;gF;C) 7t ( %q%F;C9

a 2 exter nal
@ 56 (et it )7 (@ 16 exit | in 19;[aZjex]t)

(Sem-Lam-Ex)

2 int |
- - ac \nter na - - - (Sem-Lam-In)
(& a4 () ext jint9; )7 (& 56 exit §in 19;[asjin t9)
[vi=s1;:::;vn=sn]B + true
(;fsi=vi;:ii;8n = vng;F;if B then SelseT) 7! ( ;fsy1 = vi;:ii;sn = Vvng;F;S)
(Sem-Bool-T)
[vi=s1;:::;vn=sn]B + f alse
(;fsi=wvi;:i:;8n = vhg;F;if B then SelseT) 7! ( ;fs1=vi;:ii;sn =vng F;T)
(Sem-Bool-F)

(ifst=viiiiiisn = vnGiFisk = G; S) 70 (ifsy=viiiiiisn = Vnglse 7! VI:F;S)
(Sem-State-Upd ate)

[vi=s;:iiivn=sn]G +a1;:tiap al?ﬁ; 1 k p;ax 2 inter nal (Sem-Emit
( ;g F;emit (G) ; S) 71" P ( :qF;S)
a 2 exter nal

(Sem-Consume-Ex)

(a; ;q;F;consume ;next) 7% ( ;qF;)

a 2 inter nal
(Sem-Consume-In)

(a; ;g F;consume :next ) 7! ( :qF;)
(Sem-Next)

(;qF;next) 7! (;qF;)

a 2 exter nal . (Sem-Hal £EX)
(a; ;q;F;halt) 7f (nil;qF;)
a 2 inter nal (Sem-Hal tIn)

(3 ;qF;halt) 7! (nil;qF;)

(;gFC)7t (%d%F;CY

(Sem-Refl)
(;aFC)7t (:9FC)
2
il 0. 40 - 0.0 F- | 00 400 - ~O!
(;gF;C)7F ((%¢%F;CH _ 2( V% FCH 7 (%9 F;Cch (Sem-Trans)
(;aFC)7Y  ( %gNF;C%
(;P)=) ( %gF;C)
. ooy — T T R | 0 -
( :fsy=vi;ii; sn = vnG(j ex:t; jint9; )71 ( %qF;C) (Sem-Setup)
(;P)=) (%gF;C)
where P = let states:s; = vi;:::;Sp = Vp ; transitions : j ex:t; j in :t%in run end

Figure 2: Operational semarics.
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set of state variables, the pair of functions that describe transitions for input
symbols, and the program expressioncurrently being evaluated. We use the
metavariable F to range over the pair of functions and the metavariable C to
range over the program expressionunder evaluation.

When paired with an action stream, the program givesrise to a machine
con guration in natural way. We specify the execution of our languageusing
the following judgmerts.

M. 7! My con guration M1 emits when
evaluating to con guration M,

M. 7! My conguration M; emits when
evaluating to con guration M-
(in many steps)

( ;P)=) M sequence and program P emit
when evaluating to con guration M
(in many steps)

B+b B ewaluatesto booleanb

G+v G ewaluatesto v

The operational semartics of our languageare given in Figure 2.

Rules Sem-Lam-Ex and Sem-Lam-In describe how the automaton begins
processingthe topmost instruction of the input stream. Control ow diers
basedon whether the instruction is external or internal. We begin evaluating the
appropriate transition expressionby substituting the current instruction for the
formal parameterthat represernts it. We postponeremaoving the instruction from
the instruction stream becausewe will later wish to useit to guide evaluation
accordingto the type of the instruction.

If the program expressioncurrently being evaluated is a guarded statemen,
we begin by reducing the boolean guard to true or false as described by rules
Sem-Bool-T and Sem-Bool-F . Sincethe boolean guard corntains predicates
over the the current state, this involves substituting into it the current values
of the state variables. Evaluating the guards may also involve some standard
boolean algebra. Due to spaceconstraints, we have omitted these standard
rules.

If a guard evaluatesto true, we evaluate the body of the guarded statemen.
This may involve updates of state variables by functions parameterizedover the
current state. Rule Sem-State-Upd ate describesthe update of a state vari-
able and the necessarysubstitutions. In addition, the statemert may include
emitting instructions to the output stream. Rule Sem-Emit describesthe emis-
sion of internal instructions. The emissionof external instructions is not under
the cortrol of the programmer and is done automatically as described by rules
Sem-Consume-Ex and Sem-Hal t-Ex .

The last step in evaluating the transition function can be to consumethe
instruction from the input stream before starting to processthe next instruc-
tion, to reewaluate the transition function with the current instruction and the
updated state, or to halt the automaton. As mertioned above, if the instruction
read from the input streamis external, it is automatically emitted to the output
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stream beforeit is consumed.In order to halt the automaton, we transition to
a systemcon guration in which the rest of the input stream is ignored.

4.3 Example

As anillustration of the useof our languageto encale a security policy, we shov
a possibleway of encaling the transaction automaton. The code in Figure 3
corresponds exactly to the picture of the automaton in Figure 1.

let
states: apples =0
transitions:
iex -halt
iin -
if ValidTransition(apples, iin )
then apples =
if(apples=0 " ij, =take(n)) then -n
else if (apples=0
A iip =pay(n)) then +n
else if (apples=+n " iy, 6 take( .)
N iin 6 pay(.) then +n
else O;
emit(getEmitActions(app les, iin));
consume;
next
else halt
in run end

getEmitActions(apples, iin) =
if (apples 0" iin 6 take(.)
N iin 6 pay(-)) then iin
else if (apples = -n " ij, =pay(n)) then
take(n);pay(n)
else if (apples = -n ”~ i, 6pay(n)) then
warning
else if (apples = +n " ij, =take(n)) then
take(n);pay(n)
else

Figure 3: Speci cation of transaction automaton in Figure 1.

We assumethe predicate ValidTransition( g, a) evaluatesto true if and
only if atransition oninput action a in state qis de ned in the market automa-
ton. On valid transitions the state variable apples is updated, after which the
appropriate instructions, as calculated by function getEmitActions, are emitted
to the output stream.

4.4 Adequacy of Policy Language

Our policy languageis su cien tly expressie to describe any edit automaton.
Considerthe edit automaton E = (Q; qo; ; ;! ). Wecanencalethis automaton
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let
states : s =

transitions o i ex: halt
iin: T
in
run
end
where T =
if (dom (iin ;)" (! (iin;s) = +))
then s = (ijp; S); emit(ijp ); consume; next
if (dom (iin;s)™ (! (iinss) = )
then s = (ijp; S); consume; next
if (dom (iin ;s))
then
s = state (iin ;S);
emit(  seq(iin; S));
next
else halt

Figure 4: General encading of an edit automaton.

in the policy language provided we assumethe existence of a set of values
for encading automaton states as well as the following auxiliary functions and
predicates.
dom (a;q) trueif andonlyif isdened ona,q
dom (a;q) trueif andonlyif isdened ona,q

(a;0) implemerts E's transition function

! (a;0) implemerts E's suppressionfunction

state (@;0) producesthe next state of

seq(a;0) producesthe inserted actions of

The encaling (Figure 4) usesa single variable s to represen the current

state. We have beenimplicitly assumingthat all actions processedby our edit
automata are internal actions susceptibleto insertion and suppression.Hence,
our program's external transition function is trivial. The internal transition
function encadesthe operations of the automaton rather directly.

5 Future Work

We are consideringa number of directions for future researt. Here are two.
Composing Schneider's security automata is straightforward [Sch0(], but
this is not the casefor our edit automata. Since edit automata are sequence
transformers, we can easily de ne the composition of two automata E; and
E, to be the result of running E; on the input sequenceand then running E»
on the output of E;. Sud a de nition, howewer, does not always give us the
conjunction of the properties enforcedby E; and E,. For example, E; might
insert a sequenceof actions that violates E;. When two automata operate on
disjoint sets of actions, we can run one automaton after another without fear
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ties

Figure 5: A taxonomy of precisely enforceablesecurity policies.

that they will interfere with one other. However, this is not generally the case.
We are considering static analysis of automaton de nitions to determine when
they can be safely composed.

Our de nitions of preciseand consenative enforcemem provide interesting
bounds on the strictness with which properties can be enforced. Although pre-
cise enforcemen of a property is most desirable becausebenign executionsare
guaranteed not to be disrupted by edits, disallowing even provably benign mod-
i cations restricts many useful transformations (for example, the enforcemen
of the market policy from Section 3.4). Consenative enforcemen, on the other
hand, allows the most freedom in how a property is enforced becauseevery
property can be consenatively enforcedby an automaton that simply halts on
all inputs (by our assumption that P()). We are working on de ning what
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it meansto e ectively enforcea property. This de nition may place require-
ments on exactly what portions of input sequencesnust be examined, but will

be lessrestrictiv e than preciseenforcemen and lessgeneralthan consenative
enforcemenh. Under sudh a de nition, we hope to provide formal proof for
our intuition that suppressionautomata e ectiv ely enforcesomeproperties not

e ectiv ely enforceablewith insertion automata and vice versa,and that edit au-
tomata e ectiv ely enforcemore properties than either insertion or suppression
automata alone.

6 Conclusions

In this paper we have de ned two new classesof security policies that can be
enforcedby monitoring programsat runtime. Thesenew classesverediscovered
by consideringthe e ect of standard editing operations on a stream of program
actions. Figure 5 summarizesthe relationship betweenthe taxonomy of security
policies discoveredby Alp ern and Schneider [AS87, Sch0(] and our new editing
properties.
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