


work) has now been proven to have no polynomials with

HD>4 for MTU-sized messages. Additionally, two new

classes of polynomials have been characterized that are

comparable in effectiveness to previously known results,

but have member polynomials with few feedback taps, po-

tentially simplifying high-speed hardware implementa-

tions.

2. Background

Cyclic redundancy codes (also known sometimes as cy-

clic redundancy checks) have a long history of use for error

detection in computing. [Peterson72] and [Lin83] are

among the commonly cited standard reference works for

CRCs. A treatment more accessible to non-specialists can

be found in [Wells99].

A CRC can be thought of as a (non-secure) digest func-

tion for a data word that can be used to detect data corrup-

tion. Mathematically, a CRC can be described as treating a

binary data word as a polynomial over GF(2) (i.e., with

each polynomial coefficient being zero or one) and per-

forming polynomial division by a generator polynomial

G(x). The generator polynomial will be called a CRC poly-

nomial for short. (CRC polynomials are also known as

feedback polynomials, in reference to the feedback taps of

hardware-based shift register implementations.) The re-

mainder of that division operation provides an error detec-

tion value that is sent as a Frame Check Sequence (FCS)

within a network message or stored as a data integrity

check. Whether implemented in hardware or software, the

CRC computation takes the form of a bitwise convolution

of a data word against a binary version of the CRC polyno-

mial.

Error detection is performed by comparing an FCS com-

puted on a piece of retrieved or received data against the

FCS value originally computed and either sent or stored

with the original data. An error is declared to have occurred

if the stored FCS and computed FCS values are not equal.

However, as with all digital signature schemes, there is a

small, but finite, probability that a data corruption that in-

verts a sufficient number of bits in just the right pattern will

occur and lead to an undetectable error. The minimum

number of bit inversions required to achieve such unde-

tected errors (i.e., the HD value) is a central issue in the de-

sign of CRC polynomials.

The essence of implementing a good CRC-based error

detection scheme is picking the right polynomial. The

prime factorization of the generator polynomial brings with

it certain potential characteristics, and in particular gives a

tradeoff between maximum number of possible detected er-

rors vs. data word length for which the polynomial is effec-

tive. Many polynomials are good for short words but poor

at long words, and the converse. There are relatively few

polynomials that are excellent for medium-length data

words while still being good for relatively long data words.

Unfortunately, prime factorization of a polynomial is not

sufficient to determine the achieved HD value for any par-

ticular message length. A polynomial with a promising

factorization might be vulnerable to some combination of

bit errors, even for short message lengths. Thus,

factorization characteristics suggest potential capabilities,

but specific evaluation is required of any polynomial before

it is suitable for use in a CRC function. While many previ-

ous results for CRC effectiveness have been published, no

previous work has attempted to achieve complete screening

of all possible 32-bit polynomials.

3. Previously known 32-bit CRC polynomials

At a general level, the effectiveness of a CRC can be ex-

pressed as the minimum Hamming Distance (“HD”) of the

codewords created by appending computed CRC values to

network messages or other data words of interest. If all re-

sulting codewords have an inter-codeword Hamming Dis-

tance of at least m bits, then the CRC is guaranteed to detect

all possible errors involving (m-1) or fewer bit inversions.

Typically, a high percentage of bit errors numbering m or

more are detectible. For CRC polynomials divisible by

(x+1), all odd numbers of bit inversions are detected, but all

even numbers of bit inversions suffer an undetected error

rate approximately twice as high as for other polynomials.

Finally, all burst errors of size less than or equal to the num-

ber of bits in the CRC are detected (that property is not the

primary consideration of this work and remains intact for

all the codes we consider).

A critical measurement of CRC effectiveness for general

purpose computing is the HD at an Ethernet MTU message

size of a 12112 bit data word. Thus the search for CRC

polynomials can be concentrated on maximizing achieved

HD for MTU-sized data words.

The IEEE 802.3 standard adopts the CRC polynomial:

x32+x26+x23+x22+x16+x12+x11+x10+x8+x7+x5+x4+x2+x+1

(this is irreducible, but not primitive). We represent this

polynomial as a 32-bit hexadecimal number 0x82608EDB.

The leading “8” of this number corresponds to the top four

(x32 through x29) polynomial coefficients, with lower order

bits corresponding to lower order coefficients, down to the

trailing “B,” which refers to the terms (x4+x2+x). The “+1”

term is implicit in this representation, permitting represent-

ing a polynomial of degree 32 using a 32-bit integer as is

common practice in software CRC implementations.

A polynomial’s effectiveness is evaluated by computing

weights for that polynomial. A weight Wi is the number of

occurrences of a combination of i error bits, including bit

errors perturbing the CRC value, that would be undetected

by a given polynomial for a given data word length. For ex-
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