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With the increasing popularity of publish-subscribe networks and event-driven
computing architecture, event dissemination in publish-subscribe networks is a target of
adversaries. There are many security threats to event-dissemination networks. Adversary
can prevent users from getting correct data from pub-sub nodes by modifying the
contents of the messages, or spoofing the identity of the publishers, subscribers, or pub-
sub routing nodes. An adversary can block communication between a publisher and
subscribers by creating false routing information, or simply generating jamming signals.
An adversary can gain control of an entire pub-sub tree by spoofing the identity of a
publisher. An adversary can compromise a routing node, get all information from that
node, and can even re-program it to behave like a malicious node. The design and
implementation of a secure and dependable publish-subscribe network must
simultaneously address three research challenges: (1) Vulnerability of event
dissemination in pub-sub networks to eavesdropping, unauthorized access, spoofing,
replay, and denial of service attacks; (2) Challenges of providing secure content-based
event dissemination while providing complex publication-subscription matching in the
pub-sub networks, and supporting anonymity of publishers and subscribers; and (3)
Added security risk of individual nodes being compromised to behave like a malicious
node.

This tutorial will discuss some of the latest techniques that have been proposed to
address these research challenges. The tutorial is designed to be self-contained, and gives
the essential background for anyone interested in learning about the concept, the
alternative models and techniques for secure event dissemination, and the general
principles and techniques for design and development of a secure and efficient publish-
subscribe architecture for scalable and dependable event dissemination. The main
objective of this tutorial is to provide an in-depth coverage of the design and
implementation issues in building a dependable and secure publish-subscribe systems and
applications, the key trade-offs in secure event dissemination, as well as the limitations of
current approaches.
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