CWL 18746 Slormze Syslems 4 Mlay 204
Fall JE Exam 2

Name:

Instructions

There are Ave (5) questions on the exam. Yoo may Ond gquestions that could have several answers and reguice
an cxplanation or a justification. Acs we ve said, many answers in storage systems are VI depends"". In these
cases, we are mone interested inoyour justification, so make =sure you're clear. Good luck!

Problem 1 : Short answer. [35 poinis]

(a) Most “disaster recovery” solutions address site failures by trickling bulfered updates oot o remote
replicas. Why are updates buffered (rather than sent immediately) and what trade-ofl is inherent in
the amount of bullering emploved 77
Buffering allows wriles o be grouped fogether. Thix coalesces wrilex and prevents shori-lived data
Srom ever kavieg to ke written., The downside ie beffering is that It opens up a winadow during which
data could be losi. The longer data s buffered, the more data which could be fost.

(b1 Most “object-based storage™ designs call for a centralized fle manager to own the file syslem names-
pace, comtrol concurmrent updates, cte. Why not simply do this on the clients and alloar them direct
gecess o the metadata? (recall that they already have direct access o cthe dala)

Centralizaiion maker a nuwber of distriteded systemy problems much easier (o deal with. A ceniral
server ix able to ensure that dala slavs consisient as muliple people access a file. It allows for
validation af metadata wriles. Access fo metadata may alve be wsed ayx a method of aceess confrol,
There are also issues trusting a client to corirel meladata.



() Unlike client caches in most distriboted fle systems, no support exists in most WWW hrowser cache
implementations for ensunng consistency.

(a) Why? We accepled a mumber of answers for this. Too many clients for a web server o keep
track of wha kas what cached. Most pages on the web are static. HTTF wasn't desigred with
dvnamic pages in mind. No bad corsequences for web browser being slightly out of svne.

(b) Explain one approach o improving the situation.

There are a number of wavs to improve this. One way s to have the cache send a small message
checking consistency of the cache, Another is lo pive expivation dates o cache dala.

() Gireg has designed g super-duper deletion approach, which overwrites the data on magnetic disks such
that it is truly impossible o get the data back from them. Explain why, in most environments, this
wiottld not be enough o completely eliminate all traces of the files holding his last two yvears of email.

In most exvivorments, mail data was lkely backed up. Another possible answer would be that writing
to blocks on a hard drive which are marked bad will lead to remapped sectors being wrillen to fand
the old data still remaining on the bad blocks).



Problem 2 : A little system analysis. [ 14 points]

Consider an e-commerce svslem running atop an “out-of-band™ distributed storage service. The system
is designed lor 2407 operation, but its front-end throttles input reguests to 100 at a time, and the operators no
that there are breaks between one reguest’s completion and the next request’s arrival. Each request requires
five 1 ms inleractions with the file manager and accesses o 40 Ole hlocks. The cache hit rate is 75%, and
file daia is striped across five data servers such that each request has an equal probability of going o any of
the disks. Each individual disk requesl lakes 10 ms,

(a) What is the throughput of the e-commerce system?

Cnly 25% af the blocks read require a disk access and the disis are configured as an array. Each joo
therefore regquirea I Dlock aceesses, or 2 array access (5 Mlocks per stripe). The demand ok the file
manager and disk array is as follows:

Demandpy = 5 visitsf job » 1 msfvisit =5 ms job

and

Demandy gy = 2 wisitsf job = 10 ms/visit = 20 mx/f job

The file manager and divk array run in parallel. so the throuwghpoet &y miled fo the slower of the tweo

Throughput = 1 {Demandy, ., = 50jobsfsec.

(k) Which portiom (Ale manager or data server) is the bottlenesck?

The boitleneck ix the disk array { the server with the preatest dewmand ).



Froblem 3 : A few disk array system design quoestions. [28 points]

(e

&

Most high-end disk amrays include large amounts of batterv-backed RAM. Explain two potential per-
formanece benefits of having such BAR.

There are a wide range of performance benefits which can come just from adding RAM 1o a disk
array, and even more from battery-backed RAM. Owe pain of battery-backed is the ability to do write-
back caching: It becomes safe fo report back to a system that data iy wrillen ax seon ax IF wmakes
it fo NVRAM rather than all of the way to disk. Wrile-back vaching iniroduces other benefils such
as coalescing wriltes. Cther benefits of having BRAM include better read performance, and possible
avoidance of the small write problem (see part d) but there are many others.

[Mepating bricfly from disk arrays, imagine that instead of an amay controller with a set of disks,
clients talk directly to a set of swrage servers that cach have batbery-backed RAR. Will the two
performance benefits you listed above siill work? State whether or nol they will work as well and. if
not, why not.

We accepted a wide variety of answers to this guestion. If vou focused on wrile-back benifits, the
adwantages to the system lkely wouldn 't change. If this is trealed a distributed system, one might nol

be able to assume that NVRAM is enough to ensure consistarcy. The exira work for consistancy cowld
hamper performance.



el

(el

Back w disk array systems. The hattery-backed RAR is also useful Tor integrity in disk arravs that
use redundancey (e.g., mirronng or parily protection). Explain how.

For mirroring or parity lo work properly, writes need 1o ocour 1o all devices they are poing 1o, A wrile
can be written to NVRAM, and then finished if the array comes back up and finds the write incomplete.

Assumie, for this one part, that the RAM is not batterv-backed. How could the RAM cache improve
performance For small writes in a parity-protected disk armay?

The small writes problem ocours due 1o the overhead of doing two reads and two writes for a single
small write. In order to do a wrile, it iv necessary to read both the data being replaced and the
parity. If this iy cached in RAM from previows operations, only wriling the new parity and deava will
be pecessary.



Problem 4 @ File systemn {ext2) format and recovery. [24 points]

(a) Which of the following are sof contained in the file system inode? Check all that apply.

sl

aocess Lmes
o inode number of parent directory
5/ name

reference count

(bi Can the name of a fle be determined by looking at ils inode? Explain why or why not

Ne. Tnodes are rameless.

() Can the nember of names a file has be determined by looking at its inode? Explain why or why oot

Yeu, This ix the referencedlink count.
(d) Under which seenario will an inode be placed in lost4found ? Check all that apply.

e or more directories contain an entry for the inode, but the inode’s reference count is zero.
f The inode’s reference count is non-zero and no directories contain an entry for it
A file was written, but there was a power lailure before the file data was written o disk.
The inode hitmap does not show the inode as being used.
() Which of the following ext2 data or metadata stroctures are located ab fixed positions on disk, that is,
alter fomatting they never get moved. Check all that apply.
5/ superblock
o group deseriplors
o/ inode bitmap
o/ Iree block hitmap

data for a given inode (file or directory)



Froblem 5 : Bonus qguestions. [a few bonus points]

There war of course Re way fe answer these wrong, excapt for el answering them. Eqach was werth an
extrg poind

(a) Adlter our discussions of it in class, did you enable encryption on yvour AFS accesses? (We'ne just
curious. )

(b Which would you mather be required to duplicale: William's in-class calisthenics or Tim™s in-class
wiard creations? Explain.



