CWL 18746 Slorage Sysbems 2 May 2003
Spring 20403 Exam 2

Name:

Instructions

There are four (4) gquestions on the exam. You may fnd questions that could have several answers and
require an explanation or a justification. As we™ve said, many answers in storage systems are “I depends!T.
[n these cases, we ame more inerested in vour justification, so make sure you're clear. Good luck!

Problem 1 : Short answer. [36 poinis]

(a) One approach o disaster recovery is 1o maintain two physically distant replicas. with each update
going to both, Another approach is w periodically send modified blocks from the local primary Lo the
remole replica in the background. For each approach, identify a reasom why it might be preferred over
the ather.

Approack I van condirue eperationy al the replica site with ne data loss even with a calastrophic
Jailure ai the primary {immediale failover).

Approach 2: is cheaper and fasier. Wriles are acknowledped more gquickly by the local primary, and
pefentially fexs nehwork traffic iy generaled fo updale the replica sife.

(b File systems (eg., WAFL and LFS) that remap newly-written blocks into sequential ranges improve
performance for BAID 4 and BAID 5 amways. How?
By clustering a bunch of small wriltes inte ene large siriped wrile, yor reduce the number of wrilex
and improve efficiency. To avoid losing data, there must be a nenvolatile buffer.



() Fordistributed file systems that use callbacks, describe how consislency could be compromised if the
server rebools,
Client A writes 1o a file that client B has cached. The server rebools before notifving B of the write.
Then client B writes to the file. The initial write made by A will be lost,

(di MFS is a “staleless™ protoeol, meaning that the server keeps no state about the clients using it As
a result, the consistency guarantees provided to client applications are very weak, How could NS
clients be changed to achicve strong consistency guarantess? What would be the consequence?

If all NFS clients divable their local caches, the clients would be asswred of strong consisiency puar-
antees. Thix would slow down every operation and increase the lead on the nehwork.



(e) Consider a virtwalizing switch for MES servers that replicates all files acmoss two servers in order Lo
impronee availability. It does so by simply sending cach wrile-lvpe request (eog., create, delete, write)
to both servers.

(i) How should the switch decide where o send each read if seeking to ensure that, when no writes
are in progress, two clients performing reads will see the same answer? (Remember that the
swilch could crash and rehool. )

The mwilch could alwayy send reads o the same server. IF could also do a smarter scheme, like
hashing the NFX filchanale and sending all requests whose hasi v an “even” mumber o ang
server, and reguests with " odd " -numbered hashes to the other server

(i} What new capability could be added to the swikch touse more aggressive read routing algorithms
withoul violaling the above design goal ?

The switch conld support Iransactions.



Problem 2 : Short answer. [28 poinis]

Consider a large database system attached o a BAID 4 svatem with 5 disks, designed for 100 busy order
entry workers. Each worker enters one order after another with zero breaks, Each such order nequires 10 ms
of CPU time, eight cache misses (reads Irom the RATD amay), and a synchronous write to one data block.
Data are striped across the data disks such that each request has an equal probability of going o any of the
disk=. Each individual disk request takes 10 ms.

(a) What is the throughput of the database system?

Fach write is twe reads and twe writes,

[ py = 10
Dy, = % = | 0my = 25my

Dy = 2% 10ms = 20m5

X < min{ -, ) = | 40rcg/s

(bd Which portion (CPLT, data disks, parity disk) is the bottleneck? (Show vour work for full credit,

:'j.l.'.'utl. = :jJ_I.lu'



() What is the ideal number of data disks to make sure that the load on each disk in the amay is equal?

L iy, = 20ms

with | 5 data disks | My, = % = 10my = 20wy

(d) The other way to achieve balonce among the disks wonld be o use RATD 5 instead of RATD 4. What
wiotld be the throughput of the system (assuming 5 disks in the armray) with this change?

Dieprr = 1y

i = % w 10y = 24ms

.o o0 1 ,
X Emm{m: T = |4 Tregfs



Problem 3 : Short answer. [36 poinis]

(a) FExplain the polental value of RDMA in allowing databases running atop distriboted Ole systems Lo
achieve perfommance competitive with those munning atop SAMN block-based storage.
ROMA iy a netwerk protodel. II allempls (e eliminale in-system copies and mulliplexing overheaads,
The remaining big delay is the wire-transfer time. Assiming the transmission media are equivalent,
thix bridpes the performance pap.

(by Comsider a new version of AFS in which clients spread each data file across five servers via RATD 5.
What new problem arises in this version and what could be done about it?

The clienis must coordinate writes acrosy maltiple servers. To solve, the olierts could lock ebjfects
Defoare wriling.

() Even though the keys could be lost, some users prefer o encrypt files on their client machines even if
network transfers w/from the server are unsniffable. Why might this be =a7?

Secure deletion. Once the wser intentionally loses the keys, the dala are unlikely to be recoverable.



(el

L)

i1

The SCSI protocal ineludes no notion of access control, rosting the host operating system flly. Some

storage networks support “roning” o allow only some hosts o communicats with certain deviees. As
ISCRLSCST over TOPAP) emerges, how could this form of access control be achieved?

End-to-end encryption. Many students sugpested using the address field of the TCPAP header for
access control, bt this is wol a pood idea.

Snapshols provide Fozen views of storage state al a point in ime, Uswally, they are implemented
via copy-on-wrile in the storage system. To efficiently support incremental backups, rather than full
hackups, what information must the storage system expose beyond the snapshot contents? How would
it b vsed?

The siorage svstem must expose which blocks have been updated since the previous snapshot was
faken. The owlside backup svstem would hen now exactly which blocks o capy.

High reliability disk array controllers replicate cached wriles in separate battery-bocked cache banks.
Why batlery-backed and why replicaved ?

Battery-backed Decause the applications depend on saoce ssfisl writes being persistendly sfored,
Replicated in the event of hardware failures in RAM (and possibly so data can be sent from BEAM-lo-
disk in parallel).



Froblem 4 : Bonus questions. [each 1 points]

(a) How do vou do data protection for your personal data? (We'd really like to know.) Have you changed
henw you do this since wking this cournse?

(by I Timmy wene invited o give a lecture, which of the wpics from this course do you think he is most
qualified to present. and why? (Neter only the most “orealive ™ anawers will be considered. )



