CMU 18-746 Storage Systems
Fall 2006 Solutions to Homework 3

Problem 1 : A bunch of distributed filesystems questions.

(a) The content of the filel will be | 3|since the last write occurred on client 3.
(b) The content of the file will b@ since client 4 closed the file last.

Assume a network failure occured betwégandt; and it never recovered(i.e., theose system call failed
on client 4).

(c) The content of the filé1 will be | 3|since the last write occurred on client 3.

(d) The content of the file will be eithél or 3] depending whether the message from client 1 will arrive
before the message from client 3.

Assume a network failure occured betwdgrndts and it never recovered (i.e., thei t e failed on client
3 andcl ose failed on clients 1, 2, and 4).
Here, we assume that all operatiaid, finish successfully and then the server crashes.

(e) The content of the filel will be | 1|since the last write occurred on client 1.
(f) The content of the file will b.

Now assume that the server went down betwigemdts, but everything else was functioning well. It took
sufficiently long for the server to come back up so that alldlents finished their applications (since they
didn’t handle a failedw i t e andcl ose system calls) happily believing their data was saved.

(g) Since NFS is stateless and the calls dfelidn’t get to the server, the content of the file will @

(h) The calls didn't get to the server and the applicationstied before the server got up again, the
content of the file i.

(i) There are many possible answers. Let’s define our mefrgoodness how well the file systems
scale i.e., how many clients they can support. With NFS’seathrough policy, the server sees every
write that occurs to any file. Therefore, the server can getngwed with lots of traffic and writes
propagating all the way to the disk. The AFS server, on therdtland, is able to handle many more
clients since files are updated only when the clients closenth

()) Unlike AFS, NFS does not provide a global namespace. Toentpoint on each client is determined
by the client’s administrator. So you (the user) couldnttessarily go td nf s/ hone/ griffin2 and
find your files, whereas you can goftaf s/ ece. cnu. edu/ usr/ griffin2 from any AFS machine
and find your files.

(k) ldempotency is the property that an action will has thmesaffect whether it is sent once or multiple
times. An idempotent operation for a bank account is “setbtilance to $500”; a non-idempotent
operation is “decrement the balance by $25”. For distrithdite systems, operations like “set permis-
sions” or “read X bytes from offset Y” are idempotent, whexr&amove”, “delete”, and “read the next
X bytes” are non-idempotent.



(D An AFS callback is used to invalidate a client’s locatlgehed copy of some data. There is no NFS

(m)

callback because NFS servers are stateless; there is nowei to map which clients hold which
blocks. An advantage would be perhaps better cache colyeeenongst NFS clients caching the
same data (but doing this would mean a fundamental changé $h9dmantics).

There are many wins. Scalability, collaboration, resewsharing, client mobility, centralized admin-
istration, to name a few.

Problem 2 : buzzwordsgalore.com.

(a) The main problem is that the each parity block is storethenrsame disks as one of the blocks the

(b)

()

(d)

parity it contains has been computed over (i.e. one blockniayes on the same disk and in the same
parity group as the parity block). This means that in the cdisedisk failure data will be lost — the
parity!

For this problem | wanted you to come up with schemes takidvantage of the properties of the
specific RAID scheme in question. Many people came up witreggrapproaches such as using
NVRAM or logging, while not incorrect the question was trgito get at something deeper.

For RAID 1: One possible scheme is to order the writes in suehyas to ensure that one mirrored
copy is always completely written before the other. One ¢tem tcheck that to see if both copies
are the same and if so the write is in a consistent state. If@rgs to be able to recover (from for
example: a failure that occurs while writing out the secoogyd then one could use some type of
ECC or checksum written out on completion of the first copythsofirst copy can be detected as
complete and mirrored to the second disk.

For RAID 5: In a similar manner one should order writes sucit Hil the data is written out first,
which would be compared to the parity to discover whetherdhi@ and parity were successfully
written out. If one wants to recover from a partial write satyyge of scheme similar to the one above
iS necessary.
To fi i i _ (MTTFpig)?

o find theMT T Frap1 One can use the formula given in clad4T TFrap1 = 2 MTTRy 5 OF ONE can
derive it oneself.
Given that replacing a disk takes 3 hours, whicrggv0 of a year and that there is a 5% chance per

year of failure (the MTTF of a disk is 20 years), this giveBI&ATFrap1 = 3021 = 584,000 years.
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(i) Standard RAID 5 Array (N=8, G=8MTTF = B3X%%" _ 67 100 years

300000)?
Two Standard RAID 5 Arrays (N=4, G=4MTTF = X" .1 _ 143000 years

RAID with Declustered Parity (N=8, G=4MTTF = B%%% _ 143000 years
(i) Standard RAID 5 Array:
— Single block read (no failures): 1
— Single block write (no failures): 2 disks (each touched &yic
— Single block read (1 failure): 7
— Max failed disks without data loss: 1




Two Standard RAID 5 Arrays:
— Single block read (no failures): 1
— Single block write (no failures): 2 disks (eached toucheitdyv
— Single block read (1 failure): 3
— Max failed disks without data loss: 2
RAID with Declustered Parity:
— Single block read (no failures): 1
— Single block write (no failures): 2 disks (eached toucheitdyv
— Single block read (1 failure): 3
— Max failed disks without data loss: 1

(iii) The third scheme (Declustered Parity) balances ttel lmost evenly in the case of a single
disk failure over multiple RAID. The declustered parityayriis constructed with parity groups
spanning many overlapping subsets of disks, which helpsnbal load. For example in the
standard multiple array (scheme 2) if disk 2 should fail hei@ad generates requests to disks 0,
1, and 3 and no accesses to disks 4, 5, 6, or 7. In the decldgiarity array, given the same
scenerio as above, requests are generated to disks 4, 5poaedjaarter of the time; to disks 0,
1, and 3 half of the time; and to disk 6 three-quarters of timeti
Standard RAID 5 (scheme 1) has the disadvantage that exsyill accessed during the read
of afailed disk. Even though this seems to evenly distritiutdoad, more requests are generated
thus the overall load is higher.

Problem 3 : AIR RAID.

(@)

(b)

()

() Say data is striped across five disks in a RAID 5 arrayr fisks for data blocks and one disk
for parity. If the controller crashes before all four datadis are written, or before three data
blocks and the parity block, then the entire stripe will netrbcoverable.

(i) RAID controllers can implement RAID scrubbing, durimghich all of the data blocks are read
periodically and their corresponding parity blocks chelcké the parity blocks do not match
the data blocks, perhaps due to a media error, then the &rijpeonstructed. In the event of
a crash, the entire array could be scrubbed to check for iptialy written stripes. If enough
blocks were written then the data could be reconstructékraise the write would have failed.

A small write will require a data block of a stripe to be wen, plus the cost to update the corre-
sponding parity block. This update requires that the pdnlitgk be read, modified by the controller,
and then re-written to the parity disk. The update is rathapke, the new data can be XORed into
the parity block, but the cost of reading, updating, andimgit block will cost at least one full disk
rotation, assuming that the disks do not implement writklzaching.

The benefits of disk arrays are twofold. First, disk asrajlow data to be streamed from multiple
disks in parallel, increasing effective bandwidth. In thase, stripe units should be small so that
data are striped across as many disks as possible. Secskdyidys allow for multiple, independent
access to unrelated stripes, decreasing access latenhys trase, stripe units should be large so that
data are striped across as few disks as possible, to allomdoe independent parallel access. Stripe
size should be chosen based on the characteristics of tlwpated workload. A workload with
more concurrent access would benefit from large stripe ,umfige a workload with lots of sequential
access would benefit from small stripe units.
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(d)

(e)

It depends on the workload. If the workload includes itg€oncurrency, and the stripe unit size is
chosen correctly, then queue times should be reduced sidependent requests can be serviced in
parallel. If the array is optimized for sequential bandWjdhen queue times could increase since
concurrent requests will be more likely to access the sarvedr If the workload includes lots of
sequential requests, and the stripe unit size is selectedctly, then the throughput should increase
since requests can be streamed from multiple disks in parall

I would choose RAID 1, straight mirroring. Mirroring hasl00% capacity overhead, since there are
two copies of every byte stored, much more than the capacéyhead of RAID 5. Data is highly
available in the event of a single disk failure, since no nstauction is necessary. Transaction rate is
high since no parity must be computed on writes, and data easdd from either mirror. However,
mean time to failure is lower than that of other RAID schemes.



