There are four items that need to be implemented for basic support of the application reliability:
· Replication of middle tier

One additional JBoss installation (with all the application EJBs deployed) as backup

· Fault detection

The client will catch three groups of exceptions: 

· Application (business) exceptions

· System exceptions caused by middle-tier: RMI time-out

· System exceptions caused by backend tier: Database errors

The system exceptions caused by middle-tier will be handled by initiating failover.

· Fail over
When the client detected failure of middle tier, the client will attempt to connect to the backup JBoss server. Currently, the backup server location will be hard-coded in the client.
· Preventing duplicate updates
For every update operation, it will be tagged with client id and operation id. When the operation is successfully done in the database, these ids will be recorded. This is to prevent the same operation executed again by client’s request. This can happen when the application server is down before it pass the operation result to the client. The client then retry the operation with the backup server and since the ids were already recorded in the database, the operation will not be repeated.
Client id will be generated using algorithm described in EJB Design Pattern book (http://www.theserverside.com/books/wiley/EJBDesignPatterns/index.jsp) and operation id will use the client’s timestamp.
