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Abstract

The currentWeb cacheinfrastructure,thoughit hasa numberof performancebene�ts, doesnot

addressmany of thepublishers'requirements.Wearguethatwebcachesshouldbeenhancedto address

publishers'needs. For example,cacheswill needto log client accesses,run scriptsto dynamically

producecontent,andgive publishersQoSguarantees.In this paper, we proposeGemini,a publisher-

centricwebcachinginfrastructure.Centralto our designis thearchitecturalassumptionthat theglobal

web cacheinfrastructurewill be heterogeneous,like the Internetitself—cacheswill belongto many

differentadministrative domainsandhave different functionalities. The heterogeneousaspectof the

infrastructureraisesseveralissues.For example,becausecachescanaltercontent,traditionalend-to-end

securitymechanismscanno longerensurethe integrity andauthenticityof content. In this paper, we

studyissuesassociatedwith designingsucha publish-centriccachinginfrastructure.In particular, we

proposea securityarchitecturethatprotectspublishersandcachesfrom eachotherin a heterogeneous

cachingenvironment.In ourdesign,weensurethatGeminiis incrementallydeployableandseamlessly

interoperateswith the existing cachinginfrastructure. Along with a systemdesign,we alsopresent

experiencegainedfrom implementationandpreliminaryperformanceresults.

1 Intr oduction
Webcaching,like otherformsof cachingthatoccurat variouslevelsof thememoryhierarchy(e.g.,hard-

ware,operatingsystem,application),exploits thereferencelocality principle to improve thecostandper-

formanceof dataaccess.This hasbeenespeciallyeffective at the Internetlevel, wherelarge geographic

andtopologicaldistancesseparatethe producersandconsumersof web content. The direct andtangible

bene�tsof webcachinginclude: improvedaccesslatency, reducedbandwidthconsumption,improveddata

availability, andreducedserver load.

Figure1 showsatypicalwebcachinghierarchyandits operation.A publisher(P)servesobjects(A and

B) to clients(C1,C2,C3)via thecachinghierarchy(V,W,X,Y,Z). Considerthescenariowherea cacheable

objectA is sequentiallyrequestedby clientsC1, C2 andC3 respectively, andall the cachesare initially

empty. The�rst requestby C1 will triggera transmissionof objectA from P to C1 via cachesV, W andY.

Eachof thethreecacheswill storea local copyof A. Thenext requestby C2will resultin acachemissatZ

but a cachehit at W. SoobjectA is transmittedfrom W to C2 via Z. Finally, therequestby C3 will causea

missatX but ahit atV, andtheobjectis transmittedfrom V to C3via X. Theresult:objectA is transmitted
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Figure1: Examplecachinghierarchy.

acrosseachlink exactlyonce,andC2andC3areableto retrieve theobjectfrom acachelocationcloserthan

theorigin server.

Themaindrawbackof today'scacheinfrastructureis thatit is infrastructure-centric,but not publisher-

centric. Webcachesaredeployedandoperatedby ISPsprimarily to reducenetworkcostsandto improve

userresponsetimes.While thesearedesirablepropertiesfor bothISPsandpublishers,from thepublisher's

point of view, a numberof importantfeaturesaremissingin today'scacheinfrastructure.First, cachesare

unableto furnishreportsonaccessstatistics(e.g.,hit countsandclick-streams)backto thepublishers.This

is of particularconcernto publisherswho rely on accuratehit countsto justify their advertisement-driven

revenuemodel,andto publisherswho wish to obtainaccuraterepresentationsof the sizeandinformation

consumptionbehavior of theiraudience.Second,cachesarenot equippedto handledynamicallygenerated

content,anincreasinglylargeportionof all webtraf�c. Today, all customizedwebcontenthasto originate

from thepublisher'sserver, andcannotbereusedevenby thesameclient. Finally, cachesunilaterallymake

local copiesof webobjects,oftenwithout theconsentor eventheawarenessof thepublishers.As a result,

publisherslosecontrolover theirobjectsoncethebits leavetheirwebservers.Theproblemgoesfar beyond

thatof copyrightinfringement.Publishershavenoknowledgeof thenumberandlocationsof cachedcopies

of theirobjects,makingobjectconsistency impossibleto maintain.This meansthatcachesmaybeserving

staleor outdatedobjectsto theclients.

For thesereasons,many publishershaveresortedto cache-busting,i.e.,bypassingthecachesby tagging

theirobjects'non-cacheable'.Thisforcesthecachesto forwardall objectrequestsbackto theorigin server.

For example,objectB in Figure1 is taggedasa non-cacheableobject,soeachrequestby clientsC1, C2,

andC3 is propagatedbackto P. P hasto makethreeidenticaltransmissionsof objectB. While thispractice

assurescopyrightprotection,dataconsistency, accuratehit counts,andproperdynamicpagegeneration,it

alsoforfeitsall thebene�tsof caching.
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We believe that cachingis fundamentalto the long-termscalability of the web infrastructure,and

thereforeit is importantto realign the interestsof publishersandcacheoperators.We proposeGemini,

a publisher-centricwebcachinginfrastructureandparadigmthatwill encouragethepublishersandcache

operatorsto cooperatein thedistributionandcachingof webcontent.

TheGeministrategy is to endow cachenodeswith communications,storageandprocessingcapabilities

thatcanbebene�cially employedby publishers.A Geminicachenodeis designedasanext-generationweb

cachethatcantransparentlysubstitutefor a regularcache,aswell asinteroperatewith existing cooperative

cachingschemes.A Geminicachecansupporta varietyof publisher-speci�edfunctions.For example,in

the dataplane,it cansupportdynamiccontentgenerationusingversioning(e.g., returninga pagebased

on browsertype), �ltering (e.g.,customizednews) and/orothergeneralmethodsbasedon sandboxed,vir-

tual machinebasedlanguagessuchasJava. In the control plane,a Gemini cachecan support(i) object

consistency control, (ii) customizablelogging andreporting,(iii) publisher-speci�c quality-of-service[6]

in theform of customplacementandreplacementpolicies(e.g.,push,pre-fetch,advancedreservation,and

guaranteedobjectreplication),and(iv) accesscontrol.

Centralto our designis the architecturalassumptionthat the global Web cacheinfrastructurewill be

heterogeneous,just asthe Internet's routersandlinks areownedby differentadministrative domainsand

differenttechnologiesareusedto provide connectivity service. In the context of Gemini,we assumethat

cachesbelongto many differentadministrative domains.In addition,they mayhave differentfunctionali-

ties. For example,Geminicachesthathave enhancedfunctionalitieslistedabove mayco-exist with legacy

cachesin theinfrastructure.Theheterogeneousaspectof theinfrastructureraisesseveralissues.For exam-

ple, becausecachescanaltercontent,traditionalend-to-endsecuritymechanismscanno longerensurethe

integrity andauthenticityof content.

To addresstheseissues,Gemini's designincludesthreecomponents:a nodearchitecture,a security

architecture,andanincrementaldeploymentstrategy. Our implementationof thenodearchitectureconsists

of amodi�ed webcachecapableof handlinganew documentformataswell asregularwebdocuments.The

new documents,calledGeminidocuments,cancontainJava codewritten by thepublisher, which enables

thecacheto generatecontentdynamically. Whenarequestfor adocumentarrives,thecache,whichis based

on theSquid[8] cachingsoftware,no longersimply forwardsdatato theclient. Instead,the cacherunsa

publisher's codein a Java Virtual Machine(JVM) and logs the requestaccordingto publisherdirectives

containedin therequesteddocument.Oursecurityarchitectureprotectsthecachesandpublishersfrom each

other in an environmentwherecachesaredistributedacrossheterogeneousadministrative domains. Our

deploymentstrategy allowsGeminito beincrementallyintroducedto thenetwork.Geminicacheswill work

seamlesslytogetherwith legacy cachesandclients.

Therestof thepaperis organizedasfollows.We�rst describeoursecurityarchitectureanddeployment

strategy in Sections2 and3, respectively. We thenpresentour designandtheprototypeimplementationof
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theGemininodein Section4. We discusstheperformanceof our implementationin Section5. Finally, we

will identify relatedwork beforeweconcludethepaper.

2 Security
In traditionaldistributedcommunication,end-to-endmechanismsaresuf�cient to securecommunications

betweentheclient andthepublisherbecauseintermediatenodesdonot altercontent.In oursystem,caches

areactive participantsin contentgeneration,so end-to-endsecuritymechanismsareno longersuf�cient.

But it is not only dynamiccontentthataffectsthe end-to-endnatureof securingcontentdelivery. Caches

arenow responsiblefor logginguserhits aswell. Publishersneedassurancesthat cacheswill log access

correctly, andthat theselogs will be transportedbackto the publisherintact. To accomplishthis, caches

mustbecomefully involvedin thesystem'ssecurity.

As anexample,considera publisher'sdigital signatureon a document1. Previously, a client would be

able to usethe signatureto verify the authenticityof the document. With Gemini, a cachebetweenthe

publisherandclient might transformthedocumentaccordingto a publisher's instructions,but thecacheis

unableto alter the publisher's signaturebecauseit doesnot possessthe publisher's secretkey. The result

is that theclient is unableto usethepublisher'ssignatureto verify theversionof thedocumentit receives.

Theobvioussolutionto thisproblemwouldbeto distributethepublisher'ssecretkey to caches,but thishas

seriousrami�cations: a cachewith thesecretkey would beableto signany contentwhatsoever on behalf

of thepublisher. Evenif thecache's owneris honestenoughnot to exploit this,crackerswhobreakinto the

cachemaynot beaspolite.

Ourdesignis guidedby four principles:

Protect the publisher aswell asthe cache. We mustprovide thepublisherwith assurancethatits content

will behandledcorrectlyby caches.Cachesneedto beprotectedfrom maliciouspublishers.

Publishersdecidewho to trust. Oursystemmustbeas�e xible aspossiblesothatthepublishercandecide

for itself whichcachesto trustonadocument-by-documentbasis.

Publishers/clients�nd out about attackseventually. While it would be nice for any corruptionof the

publisher's contentto be discoveredimmediately, it is not necessary. This is becausethe value to

a publisherof a singlepagebeingservedcorrectlyis very small in mostsituations.Crookedcaches

doneedto bedetectedwithin a reasonablyshortamountof time,however.

The systemshouldbe incrementallydeployable. As moreandmorecaches,publishers,andclientsbe-

comeGemini-aware,thesystem'ssecurityshouldincrease,but neitherclientsnorcachesshouldhave

to bechangedin orderto deploythesystem.

1Weconsidera“document”to beasingleobject,ratherthanawhole“page,” or groupof objectswhichabrowsermightdisplay
together.
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Along with thesefour principles,we have createda new trustmodel. As we have alreadystated,we allow

publishersto choosewhich cachesthey trustandto whatextent. A publisherwho is very concernedeither

with thecorrectdeliveryof contentor thecorrectreportingof loggingdatamight only trusta few carefully

selectedcaches,while a publisherwith lessto losemight chooseto trustevery cache.Clientsdo not trust

everycacheto produceeverydocument.But if apublishertrustsacacheto produceaspeci�c document,so

shoulda client. Cachestrustthepublishersvery little: they will loadandrun publishers'content,but only

throughasandboxto isolatethemfrom theotherprocessesandcontenton thecache.

The challengein securingthe cacheis to comeup with an approachthat is both powerful enoughto

provide protectionandgenerallyapplicable. For example,oneideawould be to requirethat eachcache

includea securecoprocessor[18], which is a processorand memoryencasedin a secure,tamper-proof

enclosure.The idea is that all partiescan trust the coprocessorto overseethe generationof all content

on thecache.Unfortunately, securecoprocessortechnologyis usuallyyearsbehindcommodityprocessor

technologyandmoreexpensive dueto the additionalengineeringandcerti�cation necessaryto makethe

device tamper-proof. Theresultinglack of performancemakesa securecoprocessorunattractive for usein

a webcache.

We employtwo techniquesto enforcethe trust relationshipsoutlinedabove: cacheauthorizationand

veri�cation. The�rst is a way for publishersto explicitly specifywhichcontenta cachecangenerate.One

key featureis that a client candeterminethat the contentit receivesis generatedby an authorizedcache.

Sincethe client is the �rst recipientof the content,it is in the bestpositionto verify that the cachewas

authorized.And theclient machineis oftentheleast-contended-forresourceon thepathfrom thepublisher.

Oursecondtechniqueis awayfor publishersandclientsto verify thatauthorizedcachesareperforming

correctly. This allows the publisherto �nd out whena cachedeemedtrustworthyshouldnot be trusted.

We cannotprevent a cachefrom generatingcontentor loggingaccessesincorrectly. Instead,we usenon-

repudiationof a cache's output to makeestablishingwhich cacheis at fault easy. Coupledwith random

samplingtechniques,any cachewhich misbehavesenoughwill becaughtwith high probability. Both pub-

lishersandclientscanperformsamplingto catchcrookedcaches.

Next, we presentthedetailsof our system.We cover theauthorizationmechanism,thesecurityissues

surroundingcontentgeneration,andour veri�cation mechanism.Lastly, we considertheothersideof the

issue,describinghow acachecanbeprotectedfrom publishers.

2.1 Authorization

Werely onapublickey infrastructure(PKI) toprovidekey distributionsothatclients,caches,andpublishers

cancheckeachother's digital signatures.Thereareseveral differentPKI proposals[4, 15], but they all

provide the basicserviceof associatinga public key with an identity. This associationis recordedin a

certi�cate, which is a documentsignedby a certi�cate authority(CA). Eachentity with a certi�cate can

producemorecerti�catesfor otherentitiesby actingasa CA.
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Eachpublisherneedsacerti�cate identifyingits websiteandpublickey. Theformatof thecerti�cate is
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is thepublisher'snameandURL,
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rangeof time that the certi�cate is valid, and
�-!

is the nameof the certi�cate authoritywho createdthe

certi�cate. The certi�cate is signedwith the certi�cate authority's privatekey (
�/.10

2�3 ). Note that we also

requireeachcacheto have apublickey anda certi�cate.

A publisherhandlescacheauthorizationdecisionsonanobject-by-objectbasis.Eachobjectincludesan

accesscontrol list (ACL) with which the publisherspeci�eswhich cachesareallowedto storethe object.

Theformatof theACL is

�547698:���
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where
49698

is thenameof theobjectandeach
�GF

is a public key. Eachof thekeys refer to cacheswhich

areallowedto storethe object. Insteadof a list of public keys, the publishercanalsospecifya wildcard,

indicatingthatany cachemayprocessthecurrentdocument.Observe thatanACL is just a specialtypeof

certi�cate,with thepublisheractingastheCA.

A publishercanuseentriesin the ACL in two ways. Oneway is to authorizea singlecache.This is

accomplishedby includinga cache's public key in theACL. Theotherway is to delegatetheauthorization

decisionto a third party. This is accomplishedthrougha layer of indirection: the publisherincludesthe

public key of the third party in the ACL. Then the third party createscerti�cates (signedwith the key

mentionedin theACL) for cachesit wishestoauthorize.For example,acompany suchasConsumerReports

might testcachesfor functionalityandsecurityandmight issuecerti�cates(signedby key
�IHKJLJ�M N�O�P

) for

thosemodelsof cachesthatmeetits criteria. Thepublishercouldmention
�

HKJLJ�M N�O�P

in its ACL if it trusted

ConsumerReports'judgment.A cachethathasacerti�catestatingthatit is amodelthathasbeenapproved

by ConsumerReportswould thenbeableto storethepublisher'sobjects.As anotherexample,consideran

ISPwith many caches.AssumetheISPusespublic key,
�RQ�H�Q�S=P

to signeachof its caches'public keys. A

publishercouldmentionall of theISPs'cachesasagroupby including
�

Q�H�Q�S=P

in its ACL.

Altogether, a publisherwould give thefollowing to a cache:
!T�-8:�U�,VW�%���B��������XCY��BZ["

$'&�(

E

. This is the

ACL followedby theobjectitself. Note that the documentandACL aresignedseparatelysincethe ACL

will needto bepassedon to the client. The
VW���B���%���

�eld containsthe URL anddirectivesto the cache

abouthow to handlethe object(consistency, QoSparameters,log format,etc.). The
X
Y���Z

containscode

anddatawhich thecacheusesto generateareply to a client'srequestfor theobject.

Along with a responseto the client, the cachealso includesthe ACL. Theclient is ableto checkthe

signatureontheACL anduseit to verify whetheror not thecacheis authorizedto producetherequestedob-
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ject. If thecacheis not authorized,theclientshouldrejectthedocument.Becausetheclientcanretrieve the

publisher'scerti�cate, it is ableto verify thesignatureon theACL andenforceits directives.Unauthorized

cachesareunableto convincetheclient thatthey areauthorized.

2.2 Content generation

A cache's reply to theclienthasthefollowing format:

!:��8:�=�547698:�L�-�

���

�5� �
������������V���6'��	�
������
�U� ��
������<���K����XCY��BZ["

$'&B(

)��
�����

>

Exceptfor the ACL, signedby thepublisher, thecachesignsthe restof the message:theURL requested,

the cache's name,the client's name,a hashof any datasentin the request(e.g. for dataconveyed in an

HTTPPOSTmessage),thecurrentdate,andtherequestedcontent.Therearethreepurposesfor thecache's

signature.First,it enablestheclientto detecttamperingwith thedocumentonthepathfrom thecacheto the

client. Second,it tells theclientwhichcachegeneratedtheresponse.This enablestheclient to besurethat

theauthorof theresponseis authorizedby thepublisher'sACL. And third, thecache's signatureprovides

non-repudiation,linking theinput (theURL andrequestdata)to theoutput.Thedateandtheclient'sname

in themessageserveto preventreplayattacks,wherea third partysendsaclientstaledata.In additionto the

above information,thecacheneedsto provide theclient with a chainof certi�cateswhich establishesthat

thecacheis authorizedby thepublisher'sACL. Thereasonis thattheclientcannotalwaysdeterminewhich

certi�catesareneededto link thecacheto oneof thekeysmentionedin theACL.

Onevital issueis how thecachecansendthissecurityinformationto theclient in amannerthatdoesnot

confuselegacy clients.NotethatstandardHTTP/1.1[9] headersalreadycontainthedate,thecachename,

andtheURL. Further, theclientcomputesthehashof therequestitself. All thecacheneedsto sendarethe

ACL, thesignature,andthecerti�cates.We includethesethreeitemsin theHTTP/1.1Pragmaheader�eld.

TheHTTPspeci�cationstatesthatclientsandcacheswhichareunableto parsethis informationwill ignore

it.

Theclient,afterreceiving thecache's response,needsto verify threethings:thatthecacheis mentioned

in theACL, that therequestit sentcorrespondsto thehashof its requestin thereply, andthat thecache's

signatureis valid. If thereis a problemin any aspectof theresponse,theclientshoulddiscardit.

If thepublisherdesires,thecachecanperformaccesscontrolonthecontentusingstandardmechanisms

suchasusername/passwordpairs,a cookiegivento theclient by thepublisher, or accordingto theclient's

networkaddressor hostname.If the publisherbelievesit is necessary, the cachecaneven requireclients

to accessprivatedatavia SSL [19] or otherencryptionlayer. StandardSSL would not allow a cacheto

communicateon a publisher's behalffor securityreasons,but with the publisher's signedACL, the client

canbesurethatthecachewith which it is communicatingis authorizedby thepublisher. Unlike our other

mechanisms,this onerequiresthat the client to be modi�ed in orderfor an SSL sessionwith a cacheto
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work.

2.3 Veri�cation

Becausea cachesignsall of its responsesto client requests,it is not able to later deny creatingthose

responses.Any entitywith accessto thecache'scerti�catecanverify thesignatureonaresponse.If acache

wereto produceboguscontent,its signaturewouldbetantamountto a confessionthatit wastheculprit. A

client only needsto presentthe faulty outputto the publisherto prove that thecachemisbehaved. Oncea

publisherisconvinced,it canremovethatcachefrom all of itsACLs,preventingthecachefrom mishandling

thepublisherdocumentsin thefuture.Thesametechniqueworksfor catchinga cachewhich fails to report

log information. If a client presentsthe publisherwith a signedresponsefrom a cache,the publishercan

know to expecta log entry from thecachefor that response.If the cachefails to returnthe log entry, the

publisherknowsthatthecacheis cheating.

The challengeis in determiningwhen to questionthe cache's responses.We suggesttwo schemes:

publisher-initiatedauditingandclient-initiatedauditing. Both arebasedon randomsamplingso that the

morea cachemisbehaves,thehighertheprobability that it will becaught.In client-initiatedauditing,the

client setsa probabilityof verifying a cache's responsewith thepublisher. After eachresponse,theclient

�ips acoin to determinewhetherto querythepublisher.

Publisher-initiatedauditinginvolvesthepublisherusinga numberof “fake” clientsaroundthenetwork

to issuerequestsfor thepublisher'sdocumentsandreturntheresponsesto thepublisher. Cachesmustnot

know whichclientsarefakesothatthecachesdonotchangetheirbehavior whendealingwith fakeclients.

NotethatperformancemonitoringservicessuchasKeynote2 alreadyhavesuchclientssetup. Thepublisher

canthenlook at theresponsesto seethat thecachehasproducedcorrectoutput. In addition,thepublisher

canverify thatthefakeclientaccesseswerenotover-reportedor under-reportedby caches,helpingto assure

thepublisherthatcachesareperformingloggingcorrectly.

Determininghow muchauditingshouldbedoneis a matterof tradingnetworkandcacheresourcesfor

catchinga misbehaving cachemorequickly. As thesamplingfrequency is raised,cachesarecaughtsooner

but moresystemcapacityis lostto thesamplingprocess.Findingtherightpointonthiscontinuumis beyond

thescopeof thispaper.

2.4 Protecting the cache

The security issuesdiscussedso far deal with protectingclients and publishersfrom maliciouscaches.

However, anotherconcernis publisherswho sendmaliciouscodeto caches.For example,a publisher's

codecouldattemptto accessGeminidocumentsfrom otherpublishersor theunderlyingoperatingsystem.

Anotherdangeris denial-of-serviceattacks,thatis, codewhichconsumestoomany CPUcyclesor allocates

too muchmemory. The�rst problemis similar to theproblemof protectinga webbrowserfrom malicious

2http://www.keynote.com/
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Java applets.In eithercase,a hostcomputeris performingprocessingon behalfof a publisher. Therefore,

we adoptsimilar protectionmechanisms.All of a publisher'scodeis run insidea sandboxedJava virtual

machinesothatacachecanhave strictcontrolover whatoperationsthecodeis permittedto perform.

We only exposea few functionsto publishercodebecausewe wish to encouragethat codeto only

be usedfor fairly simpleoperationssuchas�ltering contentaccordingto a user's request.Thereareno

mechanismsfor stateto bestoredfrom onerequestto another, andno networkcommunicationis allowed.

Publishercodeis allowedto write logsaftereachrequest,but it hasnoway to readlog entries.In total, the

API exposedto publishercodeconsistsof functionsfor performingthefollowingoperations:readincoming

requestheaders;write outgoingreply headers;write outgoingdata;andgenerate(a limited amountof) log

info for eachrequest.A cacheallowsthepublisher'scodeto runonly whenit is satisfyingarequest.In the

future,we may augmentthesefunctionswith the ability to prefetchdata,fetcharbitraryURLs via HTTP,

keepstateacrossrequests,andeven opennetworkconnectionsback to the publisher's server (but not to

othernetworkhosts). Theseadditionalcapabilitieswill not weakensecuritysigni�cantly, but the risk is

thatthey will encouragepublishersto write complicated,resource-intensiveapplicationsthatwill chokethe

cache.

To counteradenialof serviceattack,theamountof CPUandmemoryresourcesassignedto apublisher's

codehastobelimited. Werely onoperatingsystem-levelcontrolstoaccomplishthis. In addition,techniques

like proof-carryingcode[13] or softwarefault injection that examinethe codebeforeits actualexecution

canbeapplied.Notethatsinceapublishermustsignits documents,thecachecanat leastidentify theguilty

publisherif all othersecuritymechanismsfail.

3 Incr ementaldeployment
Having describedGemini's securityarchitecture,we now presentourdeploymentstrategy. TheGemini in-

frastructureis designedto beincrementallydeployableandfully interoperablewith existingcaches,servers

andclients.Geminiworkswith all typesof cooperativecaching,includinghierarchicalcacheorganizations.

We havethefollowing designprinciples:

Cacheand documentheterogeneity. Gemini cachesco-exist and cooperatewith legacy caches;not all

documentshave Geminiversions.

Transparencyto clients. Clientsneednot bemodi�ed (exceptto achieve security).

Transparencyto legacycaches.Legacy cachesdo not needto distinguishbetweenGemini and regular

documents.They can fetch and cacheGemini documents,therebyassistingin their distribution.

However, legacy cacheswill never serveGeminidocumentsto clients.

Proximity. Geminicontentwill beservedby theauthorizedGeminicacheclosestto theclient, which we

call theleafcache.
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Figure2 shows the examplecachinghierarchywith a mixture of regular caches(V,X,Z) andGemini

caches(W,Y). For interoperabilitythepublisherP will have two versionsof its object,theregular version

B andtheGeminiversionB', whichareidenti�ed by theirURLs,which we denoteURL(B) andURL(B'),

respectively. To satisfyclient transparency, only URL(B) is publicized.Clientswill requestandreceive B,

not B'. In general,clientsarenever exposedto Geminidocuments.Geminicachesarealertedby publisher

P of theavailability of B' (asdetailedin Section3.2). Speci�cally, P will provide Geminicacheswith the

mappingfrom URL(B) to URL(B'), sothatGeminicachescanrequestandreceiveB'. Finally, legacy caches

canremaincompletelyobliviousto theGeminischemeandtreatB andB' in identicalfashion.

To clientsandlegacy caches,all documentsin thesystemaretreatedasregulardocuments.Only Gemini

caches(andpublishers)understandtheassociationsbetweenGeminiandregulardocuments.Onequestion

remains:how a Geminicacheis ableto convert theURL of a regulardocumentinto theURL of a Gemini

document.We will answerthisquestionnext.

Let us illustrateGeminicachingby consideringobjectrequestsby clientsC1, C2 andC3 respectively.

Weassumeall cachesareinitially empty, but GeminicachesW andY havebeenalertedto theavailability of

GeminiobjectB'. In responseto a requestfor objectB by C1, theGeminicacheY will performa mapping

from URL(B) to URL(B') andissuea requestfor theGeminiversionB'. CachesW andV will forwardthe

requestbackto P, andP returnsB'. CachesV, W, andY all makelocal copiesof B'. Note that the legacy

cacheV doesnotknow or carethatB' is aGeminiobject;it simplytreatsit asanopaqueobject.Now when

B' arrivesat cacheY, it is usedto dynamicallygeneratetheobjectB for client C1. Next, client C2 issues

a requestfor B. A cachemissoccursat thelegacy cacheZ, but a cachehit occursat theGeminicacheW.

SinceW receiveda requestfor B (notB') it knowsit is theGeminicacheclosestto theclient. Thereforeit

executesB' to dynamicallygenerateB andsendit to C2. In thiscase,W maychooseto makethiscopyof B

non-cacheableby Z. Finally, C3makesarequestfor B andit is propagatedall thewaybackto thepublisher.

P will sendtheregularversionB andmaychooseto markthecopynon-cacheable.

In the restof this section,we describethe methodsemployedto achieve the designprinciplesabove.

First, we describehow Gemini interactswith legacy cachesin a reverse-compatiblemanner. Second,we

considerhow Gemini cachesdiscover andretrieve Gemini documents.As we have said,we leveragethe

existing legacy cachinginfrastructureto helpdeliver Geminidocuments.Third, we explain how a Gemini

cachedeterminesthatit is theleaf for a client. Finally, wearguethatthisarchitectureis inherentlyscalable.

3.1 DiscoveringGemini documents

It remainsto be seenhow a Gemini cachebecomesawareof which regular documentshave associated

Geminidocumentsandhow to �nd theURL for aGeminidocumentgiventheURL of theregulardocument.

Themechanismfor thismustberobust,lightweight,andof course,it shouldinteroperatewith legacy caches.

Onesimplesolutionwouldbeto de�ne URL namingconventionssothata regulardocument'snamewould

indicatewhetheror not it hadanassociatedGeminidocument.However, this approachis not robust. If a
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Figure 2: Examplecachinghierarchywith Gemini caches(shown shaded). The regular versionof the
documentis calledB andtheGeminiversionis calledB'.

document's URL inadvertentlycontainedthe notationindicatingit hadanassociatedGeminidocument,a

Geminicachemight attemptto loadthenon-existentGeminiversion,leadingto increaseddelayfor clients

andadditionaluselessrequestsfor theserver.

Our approachis to requirethe publisherto explicitly notify Geminicachesaboutwhich regular docu-

mentshave associatedGeminidocuments.Thenoti�cations arepiggy-backedon top of regularHTTP/1.1

responsesso thatall cacheson thepathfrom thepublisher'sserver to theclient arenoti�ed. Cachesstore

publishernoti�cationsassoftstate,throwing awaynoti�cationswhenavailablespaceis low or whenanoti-

�cation hasnot beenrefreshedrecently. Below, we will discusstheformatof thenoti�cations, how caches

useandmanagestoragefor thenoti�cations,andhow they arepiggy-backed.

Eachnoti�cation containsthreepiecesof information: a server name,a patternto match,anda trans-

formationto convert a regular document's URL to a Gemini document's URL. A Gemini cacheusesthe

noti�cation asfollows: Whenarequestarrives,thecachelooksat theURL. Thecache�nds all noti�cations

with aservernamethesameastheservernamedby theURL. For eachof thesenoti�cations,thecachetries

to matchthe path3 in theURL againstthepatternin thenoti�cation. A patternmatchindicatesthat there

is anassociatedGemini document.On a match,the Gemini document's nameis formedby applyingthe

transformationcontainedin thenoti�cation.

In our implementation,thepatternis speci�edasa suf�x match.This is simpleandextremelyef�cient

to implement.Also for ef�ciency's sake,the transformationis implementedasa string to beappendedto

theregulardocument'sURL. Table1 is anexampleof how thecachekeepsnoti�cations in a lookuptable.

The�rst line of thetableindicatesthatany URL from theserver www.a.comwhich endswith “.html” has

a Gemini version. For example,the URL http://www.a.com/index.html would have anassociatedGemini

3Thepathis thepieceof theURL aftertheservernameandportnumber.
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Publisher Suf�x match Stringto append

www.a.com .html .gemini
www.a.com / index.gemini
b.com /main/index.html -enhanced

Table1: A Geminicache's lookuptable.

In cache?

Notification for this server?

Pattern match?

Make Gemini URL

Fetch Gemini version

Make data for client

Fetch URLYes

Yes

Yes

Request for URL

Figure3: How cachesatis�esarequest

versionnamedhttp://www.a.com/index.html.gemini. Notice that it is possiblefor a singleserver to have

multiplenoti�cations in thelookuptable.If a URL shouldmatchmorethanoneline in thetable,thecache

will randomlychoosewhich of the transformationsto apply. A cachemay wish to limit the maximum

numberof noti�cationsa publishercanhave in thetablesimultaneouslyto preventa resourceconsumption

attackby amaliciouspublisher. Becauseentriesin thelookuptablearesoftstate,thecacheis freeto discard

them.

Serversincludenoti�cationswhenthey replyto requestsfor regulardocuments.Thisisdoneby inserting

an HTTP “Pragma”header. Legacy cachesignorethe header, while Gemini cachesareable to parseit.

Beforea Geminicachehasa noti�cation for a publisher, it will not beableto tell whichof thepublisher's

regular documentshave Gemini versions. But with the �rst responsefrom the publisher, the cachewill

receive a noti�cation. Subsequently, the cachewill be able to discover which documentshave a Gemini

version.

Figure3 is a �o w chartdepictinga Gemini cache's procedurefor satisfyinga client's request.After

receiving a requestfor a URL, thecache�rst checksto seeif it hasa local copyof thatURL. If it doesnot,
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it thenchecksto seeif it hasa noti�cation for theserver mentionedin theURL. If thereis no noti�cation

or if thecurrentURL doesnotmatchthepatternin thenoti�cation, thenthecacheassumesthattheURL is

for a legacy documentandbeginsto fetchit. If theURL doesmatchthepattern,thenthecachefetchesthe

Geminiversionof thedocument.Finally, thecacheproducesdataandreturnsit to theclient.

3.2 Leaf discovery

The last questionwe consideris: how doesa Gemini cacheknow when it is the leaf cachefor a given

request?TheGeminicachewhich translatesa requestfor a regulardocumentinto a requestfor a Gemini

documentis the leaf cache.If the cachetransformeda request,thenit mustusethe Gemini documentto

produceareply for theclient. Betweentheleafcacheandtheclient initiating therequest,all entitiesexpect

a regulardocument.Betweentheleaf cacheandtheserver, all entitiesaredealingwith theGeminiversion

of a document.Theleafcacheactsasa translator, convertingtheGeminiversioninto theregularversion.

Theauthorizationmechanismdescribedin Section2 complicatesmattersslightly. If every cachecould

storeeverydocument,theleafcachewouldbethe�rst Geminicacheaclient'srequestencounterswhichhas

theproperlookuptableentry. In thecommoncase,thiswouldbetheGeminicacheclosestto theclient. With

security, theleaf cachebecomesthe�rst cachethatbothhastheproperlookuptableentryandis authorized

by thepublisher.

Whena cache,C, initiatesa requestfor a Geminidocument,it mustalsoincludeits credentialsin the

request. The credentialsconsistof certi�cates identifying the cache. This enablesan upstreamGemini

cacheor thepublisherto determinewhetheror not cacheC is authorizedto processtheGeminidocument.

Thecachewhich makesthe authorizationdecisiondoesnot needto verify any of C's certi�cates. It only

needsto makesurethat one of the certi�catesC sentis mentionedin the publisher's ACL. Veri�cation

of C's certi�cateswill behandledby any clientsfor which C producescontent.If C shouldincludephony

credentials,it will beableto retrievetheGeminidocument,but it will notbeableto produceavalidsignature

whichwill convinceclientsthatit is authorized.

Alternatively, if the upstreamGemini cacheconcludesthat C is not authorized,then it will returnan

uncacheablereply informing C that it is not authorized.C will storethis reply, againin soft state,under

theURL of theregulardocumentwhichwasoriginally transformedinto theGeminidocument'sURL. The

currentrequestfor theregulardocument,aswell asfuturerequests,will beforwardedwithout transforming

therequestinto arequestfor a Geminidocument.

Whena Geminicacheproducestheregularversionof a documentfrom a Geminiversion,it will make

the regular versionuncacheable.Thereare two reasonsfor a publisherto useGemini: either because

contentneedsto bedynamicallygenerated(or is otherwiseinherentlynot handleableby legacy caches)or

becausethepublisheris interestedin collectingaccurateaccesslogs. In the�rst case,theregulardocument

is inherentlyuncacheablesinceit is customizedfor the client which requestedit. In the secondcase,the

regular documentmust be madeuncacheableso that legacy cachesdo not hide accessesby servingthe
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documentwithoutnotifying thepublisher.

3.3 Discussion

Two propertiesof ourdesignmakeit especiallyscalable.By coexisting with thecurrentcachinginfrastruc-

ture,we areableto leveragethousandsof legacy cachesto helpdeliver Geminidocuments.Also, observe

thattheleaf cache's taskof producinga regulardocumentfrom a Geminidocument,which involvespublic

key cryptographyandpossiblyrunningcodefrom thepublisher, is a heavy-weightoperation.We pushthis

computationalburdenascloseto theedgeof thenetworkaspossible.Cachesin themiddleof thenetwork,

whereresourcesareunderthemostcontention,will usuallyonly needto forwarddocuments.

4 Nodedesignand implementation
TheGemininodeis designedandimplementedasanenhancedwebcachethat supportspublisher-centric

functionalitiessuchasdynamicpagegeneration,customizablelogging/reporting, andsecurity. Thedesign

canalsoaccommodatefutureextensionstosupportotherpublisher-de�nedfunctionalities.In thissectionwe

will discusssomenodelevel designandimplementationissues,anddescribeits operation.Theperformance

of theimplementationwill bediscussedin Section5.

4.1 Designissues

Several key designchoicesweremadein our Gemini nodeimplementation,including cachingplatform,

runtimelanguage,partitioningof functionality, anddocumentforwarding.We discusseachissuein turn.

Platform Wehave built theGemininodeontopof anexistingcachingplatformto demonstratethatour

architectureis compatiblewith theexisting cachingparadigm.WeconsideredSquid[8] andApache[10] as

two candidateplatforms.Squidis a single-process,single-threadedhigh-performancewebcache.It works

on an event modelsimilar to many simulators:an event (e.g.,dataor new connectionarrival, disk data

arrived,socketreadyfor writing) triggersa call to theappropriatehandlercode.Apache,on theotherhand,

is a multi-processweb server which canalsoperformcaching. A main processacceptsconnectionsand

dispatchesthemto oneof several slave processeswhich returna responseto the request.While Apache

is easierto programandmore robust due to its multi-processstructure,it lackscritical features. It uses

HTTP/1.0insteadof HTTP/1.1to fetchdocumentsanddoesnot have ICP [21], the dominantinter-cache

communicationprotocol.In addition,Squidis muchmorewidely installedfor thepurposeof cachingthan

Apache.For thesereasons,wehave decidedto useSquid.

Runtime languageThe active componentof a Gemini document,suchascodefor dynamiccontent

generation,shouldbewrittenin aplatform-independentprogramminglanguagesuchasJavaor Perl.Special

caremust be takento prevent the executionof maliciouscode. Both Java and Perl allow sandboxing,

i.e., runningcodewithin a specialenvironmentsuchthat its accessrights to noderesourcesare limited.

SinceJava hasbeenespeciallydesignedfor runningcodein suchrestrictedenvironments,andconsiderable

researchefforts have beenspenton enforcingtheserestrictions,we decidedto useJava as the runtime
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Figure4: NodeArchitecture.

languageandadda JavaVirtual Machine(JVM) to Squid.

Partitioning of functionality We partition the Gemini nodedesigninto two processes,as shown in

Figure4. On theright is theSquidprocess,with threemodi�cations: (i) a lookuptableto storesoft-state

informationontheavailability of Geminidocumentversions,(ii) ability to fetchGeminidocumentslistedin

thelookuptablebut notyetin thecache,and(iii) forwardingof Geminirequest(anddocumentif applicable)

to theGeminiprocess.On theleft is theGeminiprocess,whichhoststheJVM andsecurityfunctions.The

securityfunctions,implementedin C for performancereasons,areusedto verify signatureson incoming

documentsandto signoutgoing,dynamicallygenerateddocuments.

We chooseto locatethe JVM andsecurityfunctionsin a processseparatefrom the Squidprocessfor

several reasons.First, Squid's event-drivenmodelmakesresourcecontrolandaccountingdif�cult. If we

invokea Java routinefrom within Squidthereis noway to limit its runningtime. This leavesusvulnerable

to denial-of-serviceattacks.Second,thisevent-drivenmodelincreasesprogrammingcomplexity andlimits

concurrency. In general,high-latency operationsarebestpartitionedinto processesseparatefrom theSquid

process.

With two processesworking in parallel,we canelectoneprocessto bethefront-endthatacceptsclient

objectrequests.WechoosetheSquidprocessto serveasthefront-endfor thefollowing reasons:(i) leverage

Squid'sexistingconnectionhandlers;(ii) makethecommoncasefast(therewill beasmallnumberof Gem-

ini objectsto begin with); (iii) SquidcantransparentlydownloadGeminiobjectsusingthestandardcaching

hierarchy. For performancereasons,theGeminiprocesssendsa dynamicallygeneratedpagedirectly to the

client (without goingbackthroughthe Squidprocess).This requiresthe Gemini processto generatethe

necessaryHTTP headers.Interprocesscommunication(IPC) betweentheSquidandtheGeminiprocesses
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is basedona singleUnix domainsocket.

TheGeminiprocessdoesnotaccessSquid'scacheandindex. Rather, it storesitsdocumentsin aseparate

cacheandmaintainsa separateindex. This allows the Gemini cacheto implementits own replacement

policiesandsupportpublisher-speci�c and/ordocument-speci�cQoSrequirements.

S
Å
toreandforwarddocumentdelivery To preventunnecessarydelays,ef�cient implementationsof Web

cachesstoredataarriving from a server in their cacheandconcurrentlystreamthe datato the client re-

questingit. Our implementationalsousesthis technique,exceptat a leaf cache.The leaf hasto checkthe

signatureof a documentbeforeit cansendthedocumentto theclient. Checkingthesignaturerequiresthe

availability of thecompletedocumentin thecache.

4.2 Nodeoperation

Now we describetheoperationof theGeminicachenode,andexplain theinteractionsbetweenthevarious

nodecomponentsshown in Figure4. TheSquidfront endreceivesa documentrequest,andin theeventof

a cachehit, satis�estherequestimmediatelyusingthecache's copyto producea reply for theclient. In the

eventof a miss,it performsa tablelookup(perSection 3.1) to querytheexistenceof a Geminiversion.If

theGeminiversionexists,andis cachedlocally, theSquidprocesswill passtherequestover to theGemini

dispatcherthread.Otherwise,theSquidprocesswill initiatea fetchof theobjectusingthestandardcaching

hierarchy. Whentheobjectarrives,theSquidprocesscachesthedocumentin its cacheandhandsa pointer

togetherwith theoriginal requestto theGeminiprocessvia IPC.

The Gemini processconsistsof threetypesof threads:a singledispatcherthread,a pool of checker

threads,anda pool of workerthreads.Thedispatcherthreadreceivesrequestsanddocumentsfrom Squid

andputstheminto a requestqueueanda documentqueue,respectively, for subsequentprocessing.The

checkerthreadsareassignedto documentsfrom thedocumentqueue,andthey performextractionof doc-

umentpartsandsignatureveri�cations. Dependingon the Gemini documenttype, further processingis

performed.Two typesof Geminidocumentsaresupported,activeandnon-activeGeminidocuments.Non-

activeGeminidocumentsaresimply regulardocumentswith appendedsignaturesandthepresenceof some

Geminiheaders.Theseheadersindicate,for example,the informationto be loggedwhenthedocumentis

requested.After checkingthedocument's signatureandparsingheaders,non-active documentsarestored

by Gemini in its own cache. Active Gemini documents,on the otherhand,may includeJava classesin

additionto headersandsignatures.Theseclassesareextractedandstoredin aper-documentdirectory.

Theworker threadsprocesstherequestsfrom the requestqueue.TheJVM is invokedon therequests

for active Geminidocuments.It loadstheJava classbelongingto thedocumentandrunsit. Theoutputis

thedocumentwhichwill besentto theclient afterbeingsignedby theworkerthread.Javamayalsocreate

its own loggingstring.Alternatively, thestandardGeminiloggingfacilitieswill log therequest.If Javafails

for a client request(dueto programmingerrors,excessive resourceconsumption,etc) theGemini process

will revert controlof this requestbackto theSquidprocess.In this casetheSquidprocesswill handlethe
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requestasaregulardocumentwithoutacorrespondingGeminiversion.

5 Performanceevaluation
We have implementedthe Gemini nodeasanenhancementto Squid. In this section,we presentour pre-

liminary performanceresults.Sincewe areconcernedonly aboutthe performanceof the cachenode,we

useour own Apacheserver asthepublisher. Themachinefor the Gemininodeis a 550MHz PentiumIII

with 128MB of RAM and9 GB of disk runningLinux (kernelversion2.2). For our JVM, we useIBM' s

JavaDevelopmentKit 1.1.8with native threads.Theserver, thecache,andtheclient areplacedonseparate

machinesattachedvia 100BaseTEthernetto thesameLAN. We conductthreeexperimentsto gainanun-

derstandingof how thenew functionalitiesimpacttheperformance.For all of them,we uselatency asour

metricbecausewe areinterestedin the potentialresponsetime degradationdueto Gemini comparedto a

regulardocument.

5.1 Lookup overhead

As explainedin Section3, Geminineedsto searchfor anentryin its lookuptablefor eachrequestreceived.

Our �rst experimentis to determinethe costof this operationfor regular documentswithout associated

Geminiversions.We examinetwo cases:In the �rst case,thereareno entriesin the lookuptablefor the

server namedin therequest.In thesecondcase,therearelookuptableentriesfor theserver, but therequest

doesnot matchthepatternspeci�edby theentries.For example,a requestmight be for a URL endingin

“.gif ” but theentry'spatternonly matchesURLsendingwith “.html”. In bothcases,it takesabout50� s for

Geminito performthe lookupoperation.Comparedwith thenormal1 msto tensof millisecondsrequired

to processa documentin anunmodi�ed versionof Squid,thepenaltyimposedby thelookuptableis fairly

small.

5.2 Active Gemini document

Our secondexperimentshows how long a requestspendsin eachstepduring the processingof an active

Geminidocument.Wehave instrumentedGeminito timestampthevariousprocessingsteps,andwecreated

10 documentsr1,...,r10with identical content. To performa measurement,we issuerequestsfor all 10

documents,oneafterother. We repeatthisprocedure10 timesfor 100total requests.Thevery �rst request

servesaswarmupandis excludedfrom theresults.

Table2 lists the stepswe aremost interestedin. We show both the meanandthe standarddeviation

for eachof them. They correspondto tasksof the major componentsof the Gemini processin Figure4.

The “Total” line correspondsto the time elapsedbetweenthe arrival of the requestin the Squidprocess

andsendingthe lastbyteof thereply by theGeminiprocess.It doesnot includelogging,sinceloggingis

performedafterthereplyhasbeensent.

Weissuerequestsfor twoactiveGeminidocuments,onecontainingsimplecodeandtheothercontaining

complex code,in orderto illustratehow codecomplexity affectsnodeperformance.Thesimplecode(131
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Ad bannerrotation MyYahoo
In cache Not in cache In cache Not in cache

Mean (Stddev) Mean (Stddev) Mean (Stddev) Mean (Stddev)

Extraction 0 (0) 7793 (17.0) 0 (0) 66451 (106.9)
Security 0 (0) 34558 (120.4) 0 (0) 33990 (65.7)
IPC 137 (9.5) 506 (11.6) 146 (4.9) 511 (16.4)
JVM 26740 (1440.9) 26809 (405.3) 261151 (103771.9) 710248 (180804.4)
Signing 9883 (190.7) 9876 (174.4) 9864 (190.1) 9911 (115.0)
Total 38116 (1536.8) 98326 (1104.6) 273149 (103761.1) 878917 (183429.6)
Logging 129 (5.8) 130 (5.3) 135 (7.7) 130 (5.3)

Table2: Micro-benchmarksfor processinganactiveGeminidocument( � s).

linesof Java)insertsrandomadvertisingbannersinto a templateHTML page.Thecomplex code(559lines

of Java) generatesa per-usercustomized,myYahoo-likepage.Both pagesdraw their datafrom the cache

ratherthanfrom remoteserverssothatweonly measuretheoverheadfrom thecacheitself.

We presentthe resultsboth for requestsfor documentsalreadyin the cacheandfor requestsfor doc-

umentsthat have to be fetchedfrom the server �rst. Whenthe documentsare in the cache,the �rst two

operationslistedin Table2, extractionandsecurity, arenot necessary. As Table2 shows,securityandrun-

ning Java codearethe performancebottlenecks.Signingthe reply anddocumentextractionarethe next

mostexpensive. IPC andlogging,however, arequick.

Thecost for IPC in the caseof a documentthat is alreadyin cachediffers from the cost for a newly

fetcheddocumentsince. This is dueto additionalIPC overheadfor sendinga documentnoti�cation from

Squid to Gemini whena new documentarrives in the cache. For the ad bannerrotation code,the cost

of invoking the JVM is identical for both scenarios.However, for the myYahoocode,the numbersvary

by a factorof aboutthreeandthe standarddeviation is alsoquitehigh. Whentakinga closerlook at the

underlyingnumbers,we noticethatmostof themfall into two bins. Twelve of the �rst 14 requestsresult

in JVM runningtimesof about780 msandthe next 86 result in runningtimesof about250 ms. We are

currentlyinvestigatingthisbehavior to understandits cause.Thecostfor signingadocumentis identicalfor

all four casessinceit alwaysconsistsof thesamecomputation,which is basedona �x ed-lengthhashof the

document.Notethatcomputingthehashis donewhile thedocumentis beinggenerated.

In general,by optimizingthesecurityoperations,(e.g.,by usingcryptographyroutinesimplementedin

hardware),andby applyingmore-advancedJava techniques(e.g.,compilingJava bytecodeto native code

assoonasit is downloaded),we expecttheperformancepenaltiesdueto securityandrunningJava codeto

decrease.
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3.8KBytes 18.2KBytes
Mean (Stddev) Mean (Stddev)

Geminidoc(not in cache) 71023 (1985.5) 114176 (4597.8)
Regulardoc(not in cache) 6470 (1373.7) 21491 (2430.0)
Geminidoc(in cache) 11353 (216.7) 11395 (161.9)
Regulardoc(in cache) 721 (72.6) 1486 (34.2)

Table3: Performancecomparisonof non-activeGeminidocumentsandregulardocuments( � s).

5.3 Non-activeGemini document

Our last experimentshows the performancelosswhenprocessingnon-active Gemini documents(Gemini

documentswithout code)comparedto regular documents.We evaluatetwo differentdocumentsizes(3.8

KBytes and18.2 Kbytes). The non-active Gemini documentsare identical to the correspondingregular

documents.As in thelastexperiment,weprepared10identicalversionsof eachdocument,andthenfetched

thesesequentially10 times.

FromTable3, we canseethattheresponsetimedegradationfor non-activeGeminidocumentsis about

5 to 15 timescomparedto the responsetime for the regular version,dependingon the documentsize. If

we examinethe timesmoreclosely, we �nd that for eachrequestfor a Geminidocument,about10 ms is

spentin signingthereply, approximatelythesameasis shown in Table2. So,for documentsalreadyin the

cache,signingthereply is themostexpensive,accountingfor
�����

of theprocessingtime. However, if the

documentsneedto befetchedfrom theserver�rst, thenin additionto signingthereply, documentextraction

andsecuritycheckalsocontributeto theslow-down, asis mentionedbefore.While it takesa constanttime

to performthe securitycheck,about34 ms, the time spenton documentextractionvariesfrom 7.6 ms to

36 ms, dependingon the documentsize. This is a performancelossdueto disk I/O. It is inherentin our

implementationbecausewedonot performdocumentextractionon-the-�y asa documentarrives.

6 Relatedwork
Relatedwork comesfrom four areas:building distributedcachingsystems,web security, active systems

(agents,networks,andcaches),andresearchon securingactive systems.Therehasbeena large bodyof

literatureon Webcachingarchitectures(e.g. hierarchicalandcooperative) andperformanceenhancement

techniques(e.g.cacherouting,push-cache).Geminicachescanwork seamlesslyin thesecachingarchitec-

turesandmostof thetechniquesareequallyapplicableto aGemini-enhancedcachinginfrastructure.Within

thelastyear, severalprivateinfrastructuressuchasAkamai,Adero,andSandpiper[2, 1, 17] havebeenbuilt

to provide publisher-centriccachingservices.At the architecturallevel, thekey differencebetweenthese

systemsandGeminiis thatthey assumeall cachesareunderthesameadministrativedomain,while Gemini

assumesan environmentwherethereareheterogeneousadministrative domainsandheterogeneousnodes

(Gemini and non-Gemini). Becauseof this, Gemini hasa strongemphasison securityand incremental
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deploymentissues,which arenot addressedin othersystems.In addition,Gemininodessupportdynamic

content,which,to thebestof ourknowledge,is not supportedin theothersystems.

Therehave beenseveral efforts to bring increasedsecurityto the web. TheseincludeSSL [19], S-

HTTP [14, 16], andtheDigital SignatureInitiative(DSig) [5]. All threeof theseprotocolsprovide end-to-

endsecuritybetweenthepublisherandclient,whereasthethrustof our work is in providing securityeven

whenathird partyis generatingcontent.

Geminicanbeviewedasa specialtypeof activenetwork[20] with a focusoncontentdeliveryapplica-

tions.Ratherthanmakingarouterplatformactive,wemakethecacheplatformactive. In addition,wehave

a strongemphasison trustandsecurityissues,anddiscussincrementaldeploymentissuesin thecontext of

today'scachinginfrastructure.Therearetwo otherrelatedactivecacheprojects.Douglisetal. [7] proposes

a highly specialized“macro” languagewhich attemptsto separatestaticanddynamiccontentin anHTML

�le. Basically, their schemeallows a cacheto storesomepartsof anHTML �le while fetchingotherparts

from thepublisher. In contrast,Geminiusesageneralpurposelanguage,Java,for dataplaneoperations,and

also,it allowspublishersto specifycontrolplanebehavior. Caoet al. [3] have alsoenhanceda webcache

with a Java runtimein orderto allow cachesto storedynamically-generatedcontent.They emphasizethe

cache-centricfeaturesof their system:cachescanchoosewhich appletsto storeandhow many resources

anappletmaytakeup. Further, thesecuritymodelonly considersprotectingthecache.Our securitymodel

seeksto protectthe publisheraswell asthe cache.Also, we give publishersmorecontrolover whenand

how theircontentis cached.Finally, we haveconsideredhow to deployoursolutionin theexisting caching

infrastructure.

Theproblemof protectingactive contentfrom the hostcomputeron which it is runninghasbeenex-

plored,but comprehensive solutionshave not beenfoundyet. Moore [12] givesa goodsummaryof work

on softwaretechniquesandalgorithms.Thedriving applicationfor work in this areais on mobile agents.

Work on securingthe agenthasfocusedon protectingstateacquiredat oneserver from beingalteredby

otherservers. In contrast,active contentin our systemdoesnot alter its stateasit movesfrom onecache

to thenext. Our mainconcernis thateachcacheshouldexecutethecodecorrectly. This is alsoa concern

in therealmof mobileagents,but our problemis a somewhateasierone. Thereasonis thata publisherin

our systemis ableto know what the outputof eachcacheshouldbe while the owner of an agentcannot

know sincethepurposeof theagentis to gatherpreviouslyunknown data.Yee[22] hasproposedconstruct-

ing a trusted,secureenvironmentfor mobileagentsusingtamper-proof hardware.Agentsexecutinginside

theenvironmentcanbesurethat they will run without interferencefrom maliciousentities. This solution

is generallyapplicableandwe have consideredusingit in our own work. As we have saidin Section2,

thedisadvantageof usingtrustedhardwareis that its price/performanceratio is extremelyunattractivedue

to engineeringandconstructioncosts.Building a high performancewebcacheusingsecurecoprocessors

wouldbeprohibitivelyexpensive.
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The problemof protectinginfrastructurefrom mobile codehasbeenwell studied. Moore [12] also

containsa goodsurvey of work in this area.Approachescomein several�a vors: language-level protection

andrun-timechecks[11] andload-time[13] checks.Our work builds on researchfrom this area,applying

mechanismsdevelopedfor mobileagents,or webbrowsers,to thedomainof protectingcaches.

7 Conclusion
We have introducedGemini,anenhancedcachinginfrastructurewhich seeksto bepublisher-centric.Pub-

lishersaregiventheability to dictatehow cachestreattheir contentboth in thedataplaneandthecontrol

plane. In the dataplane,publishersareableto ship codeto the cachesto generatecontentdynamically.

In the control plane,publisherscanspecify logging andQoSparameters.Learningfrom the successful

exampleof the Internet's design,we adoptanarchitecturethathascacheswith heterogeneousownerships

andfunctionalities.To accommodateheterogeneityin anenvironmentwherecontentscanbemodi�ed by

caches,wepresentasecuritymodelwhichseeksto protectpublishersfrom cacheswhichmishandlecontent

usingtwo methods:(i) giving thepublishercontrolover which cachesareauthorizedto generatecontent,

and(ii) by providing veri�cation mechanisms.In addition,we describea deploymentmechanismwhich

enablesGeminito seamlesslyinteroperatewith theexisting cachinginfrastructure.We alsopresenta node

designwhichbuildsuponanexistingcache,Squid,to implementGemini's features.

Our preliminaryperformanceevaluationshows that thereareseveralareasin which Gemini could be

optimized,especiallyin security. Futurework includesimplementingtheseoptimizationsaswell asadding

morefeatures.For example,wewishto extendthepublisher'scontrolsothatit canalsospecifythereplace-

mentpolicy for its content.And introducingadditionaldatatypessuchasstreamingmediawould raisea

numberof researchquestionson topicsrangingfrom qualityof serviceto security.
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