Assumptions

· The connection between the database and the servers is secure.

· The replica manager is always running on each server machine (can be put in the startup).
Design

· The replica manager on each machine is responsible for spawning the JBoss (along with the server).

· The replication manager knows the addresses of the servers from a configuration file.

· After sending message to each replica manager, the server tries to get a reference to the server bean on each server machine. 
· Using these references, the replication manager heartbeats every 10 seconds to see if the servers are alive.

· If a server fails, the replication manager tries to restart it from the replica manager on the machine.

· Each time a server fails, the client tries to connect to next server using the available references. When the list of references is exhausted, it connects to the replication manager to get the new list of references.
Alternate design

· Each server starts (manually for the first time) and registers with the naming server on the sacred machine.

· The replication manager gets a list of the available replicas from the naming service by enumeration.

State management
· The read requests are not managed by state management (they don’t need to be)

· The update requests are managed by logging.

· Every time a request arrives, it is logged into the database into a request log.

· When the database is to be updated, the result, and the old value are first logged into a processing log.

· State recovery in case of a fault:

· When a request arrives, the processing log is checked to see if this request had been requested earlier.
· If not, then either the request is a new one, or the server failed before the log could be written. In such cases the operation is redone.

· If the log exists, the existing values in the database are compared to those in the logs. If they mismatch, they are updated, else no action is taken.

· Each request is identified by its client id and the request id unique for each client, generated by the client.
