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 CMU password policy changed one year ago 

 

 Led us to investigate the guidance available to administrators 
 

Motivation 
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Password Policies 
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Password Policies 
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 Administrators need help selecting a password policy 

 

 Passwords often used for critical security applications 

Password Policies 
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Existing Guidance 

 CMU password policy based on NIST guidance 

 NIST guide not based on empirical evidence 

NIST would like to obtain more data on the passwords users 

actually choose, but, where they have the data, system 

administrators are understandably reluctant to reveal password 

data to others. – [Burr 2006] 
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Study Objectives 

 Understand effect of password-composition policies on 
usability and security 

 Evaluate methodology for quantifying password strength 
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Related Work 

 Small-scale studies 

[Proctor 2002, Vu 2007] 

 User surveys without plaintext passwords 

[Inglesant 2010, Shay 2010, Zviran 1999] 

 Large-scale field studies 

[Florencio 2007 & 2010] 

 Analysis of password corpora sans user study 

[Bishop 1995, Weir 2010, Zhang 2010] 
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Study Design 

 Large-scale online experiment 

 Assign participants to conditions 

 Access to plaintext passwords 
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Methodology 

Participants: 

 Created a password under a randomly assigned condition 

 Took a survey 

 Recalled password 

 Returned two days to recall password and take additional 
survey for additional payment 
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Metrics 

 Guessability 
 Entropy [as described in Shay et al. 2010] 

 Guessability by state-of-the-art cracking tools 

 NIST estimates 

 

 Usability 
 Creation attempts 

 Recall attempts 

 Reported sentiment (Likert) 

 Writing down 

 Study drop-out 
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 Password-cracking algorithms try guesses in deterministic 
order 

 Calculate how long it would take to crack a password, rather 
than trying to crack a password 

 

 Best password-cracking algorithms use heuristics 
 Result depends on training data 

 Must try many training sets 

 

 Hadoop to the rescue! 
 64-node cluster 

 Experiments lasted several hours for several thousand passwords 

 32 combinations of algorithms and training sets 

 

Guessability by Cracking Tools 
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 Used for recruitment and payment 

 Enabled study of 12,000+ participants 

 Email participants without collecting personally identifiable 
information 

Data Collection 
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Study Walkthrough 

 Automatically sends return email to participants via 
Mechanical Turk 
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Condition: Basic8 

 

password 
 

 

NIST estimate: 18 bits 
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Condition: Dictionary8 

 

passwrod 
 

 

NIST estimate: 24 bits 
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Condition: Comprehensive8 

 

Passwrod1! 
 

 

NIST estimate: 30 bits 
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Condition: Basic16 

 

passwordpassword 
 

 

NIST estimate: 30 bits 
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 Only requirement is that candidate password is not on a 
blacklist 

 Blacklists: 
 Easy:  Unix dictionary 

 Medium:  ~40M entry cracking wordlist 

 Hard:  5B entry wordlist created by cracking algorithm 

Three Blacklist Conditions 
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Participants 

 12,000 participants 
 1,000 per condition + extra 2,000 for some conditions 
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Results Outline 

 Results about password-composition policies 
 Basic16 vs Comprehensive8 

 Password components 

 

 Results about methodology 
 Password-composition scenario 

 Effect of specialized training data 

 Choosing test sets 

 Metrics for measuring or estimating password security 
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Measuring Guessability 
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Measuring Usability 
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Basic16 vs Comprehensive8 

 Basic16 requires significantly fewer attempts in password 
creation  
 53% vs 18% success on first attempt, p < 0.001 

 1.66 vs 3.35 attempts total, p < 0.001 
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 Symbols don't contribute much 
 Consistent with NIST prediction 

 

Entropy of Password Components 
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 Symbols don't contribute much 
 Consistent with NIST prediction 

 Digits are used when not required 
 Does not match NIST prediction 

 

Entropy of Password Components 
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 Symbols don't contribute much 
 Consistent with NIST prediction 

 Digits are used when not required 
 Does not match NIST prediction 

 Future work – Testing individual requirements 

Entropy of Password Components 
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Results Outline 

 Results about password-composition policies 
 Basic16 vs Comprehensive8 

 Password components 

 

 Results about methodology 
 Password-composition scenario 

 Effect of specialized training data 

 Choosing test sets 

 Metrics for measuring or estimating password security 
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Experiment Scenarios 

 Basic8 Survey condition 
 Participant told password just used for taking surveys 

 

 Basic8 Email condition 
 Participant asked to imagine their primary email was compromised 
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Survey vs Email Scenario 

 Basic8 (survey) has significantly less entropy than Basic8 
(email), p < 0.001 
 Difference of 2.2 bits 

 Differs only in scenario 

 Not accounted for in NIST guidelines 
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Increasing Training Data 
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Choosing the Right Test Data 
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Comparing Metrics 
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Conclusion 

 Large-scale, 12,000 participants study 

 Randomized experiment on password policies 

 

 Condition based on length more secure and usable than 
character requirements 

 Digits add more entropy than symbols 

 

 Password creation context can affect strength 

 Entropy estimates poor at quantifying guessability 

 Significant effects of choice of training and testing data 


