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Privacy Policy  

Computer-readable privacy policy  

A covered entity may disclose an individualÕs 

protected health information (phi) to law-

enforcement officials for the purpose of  

identifying an individual if  the individual made a 

statement admitting participating in a violent 

crime that the covered entity believes may have 

caused serious physical harm to the victim 

! ! Concepts in privacy policies 
! ! Actions:  send(p1, p2, m) 
! ! Roles:  inrole(p2, law-enforcement) 
! ! É 

! ! Purposes:  purp_in(u, id-criminal))  
! ! Beliefs:   

believes-crime-caused-seriousharm(p, q, m) 

Black-and-white 
concepts 

Grey concepts 
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Privacy Policy  

Computer-readable privacy policy  

Organizational 
audit log 

Detect 
policy 
violations 

Audit 

Complete formalization  
of  HIPAA, GLBA 

Automated 
audit for 

black-and-
white policy 

concepts 

Learning to  
audit for grey 

policy 
concepts 

Build a principled system for 
enforcing practical privacy policies 
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! ! Run-time access control mechanisms are not sufficient to 
enforce privacy policies 

! ! Future obligations (e.g., notice of data breach should go out within 30 
days) 

! ! Purposes & beliefs (ÒgreyÓ concepts on previous slide) 

! ! Requires information not available at the time of access or disclosure 

! ! Human input is essential for resolving grey concepts 
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! ! Introduction 

! ! Overview of Audit Algorithm 
! ! Details of Audit Algorithm 

! ! Formal Properties 
! ! Conclusion 



Carnegie Mellon 

&"

Audit Logs are Incomplete 

Future: store only past and current events 
Example:  Timely data breach notification refers to future event 

Subjective: no ÒgreyÓ information 
Example:  May not records evidence for purposes and beliefs 

Spatial: remote logs may be inaccessible 
Example:  Logs distributed across different departments of  a hospital 
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Check as much policy as possible on current log 
and output a residual policy. 

Iterate when log is extended with more 
information. 

Grey concepts checked by human auditor at any 
time. 
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reduce (L, ! ) = !'  

! 0 ! 1 ! 2 
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Logs 

Policy 

Time 
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! ! Introduction 

! ! Overview of Audit Algorithm 
! ! Details of Audit Algorithm 

! ! Formal Properties 
! ! Conclusion 
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! ! A partial structure L  maps each atomic predicate P to the 
three-value set {tt, ff, uu} 

! ! L(P) = tt Ð P is true 
! ! L(P) = ff Ð P is false 

! ! L(P) = uu Ð P is unknown 

! ! Future incompleteness 
! ! L(send(p, q, m t)) = uu if t > current time 

! ! Subjective incompleteness (grey concepts) 
! ! L(purp_in(pp, treatment)) = uu  
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! ! Unconstrained quantifiers are problematic for audit 
! ! ! x. P(x), " x. P(x)  

! ! We can restrict the quantifiers to a finite domain 
! ! ! x. c(x) #  P(x) 

! ! E. g. ! p1 p2 m. send(p1, p2, m) #  ! (p1, p2, m) 

! ! Similar restriction for existential quantifier 
! ! " x. c(x) �í  P(x) 



Carnegie Mellon 

!!"

P (see Section 4 for the definition of sat that we use in our
implementation).

Finally, the main audit function reduce(L , ! ) is defined
by induction on ! , using dsat (L , c) as a black-box. Because
sat (L , P ) may only be defined for P with ground input ar-
guments, reduce(L , ! ) is a partial function. However, we
show that if ! passes the mode check, then reduce(L , ! ) is
defined (Theorem 3.3).

3.1 Iterative Reduction
At the core of our audit regime is a computable function

reduce(L , ! ) = " , that instantiates quantifiers in, and sim-
plifies, the prevalent policy ! using information from the
extant structure L to obtain a residual policy " . Given an
initial policy ! 0 and a sequence of structures L 1 ! L 2 !
. . . ! L n , the reduction algorithm can be applied repeatedly
to obtain ! 1 , . . . , ! n such that reduce(L i , ! i ! 1) = ! i . We

write this process in symbols as ! 0
L 1""# ! 1 . . .

L n""# ! n .
The definition of reduceis shown in Figure 1. It relies on

the function dsat (L , c), which we define later. dsat (L , c) com-
putes the finite set of substitutions # such that L |= c#. For
atoms P , reduce(L , P ) equals $ , %, or P , if L (P ) equals tt ,
ff , or uu, respectively. The clauses for the connectives $ , %,
&, and ' are straightforward. To evaluate reduce(L , ( $x.(c )
! )), we first determine the set of instances of $x that satisfy
c by calling dsat (L , c). For each such instance $t1, . . . , $tn , we
reduce ! [$t i / $x] to " i through a recursive call to reduce. Be-
cause all instances of ! must hold in order for ( $x.(c ) ! )
to be true, the output is " 1 & . . . & " n & " ", where the last
conjunct " " records the fact that instances of $x other than
$t1, . . . , $tn have not been considered. The latter is necessary
because there may be instances of $x satisfying c in extensions
of L , but not L itself. Precisely, we define S = { $t1, . . . , $tn }
and " " = ( $x.((c & $x *+S) ) ! ). The new conjunct $x *+S
prevents the instances $t1, . . . , $tn from being checked again
in subsequent iterations. Formally, $x *+S encodes the nega-
tion of the usual finite-set membership. The treatment of
, $x.(c & ! ) is dual; in that case, the output contains disjunc-
tions because the truth of any one instance of ! su! ces for
the formula to hold.

Our implementation also performs trivial rewriting to sim-
plify the output of reduce. Specifically, it rewrites " & $ to
" , " & % to %, " ' $ to $ , and " ' % to " .

DeÞnition of dsat . The function dsat (L , c) which com-
putes the set of substitutions # such that L |= c#, is defined
below. This function relies on a given function sat (L , P )
that computes the set of substitutions # such that L |= P#.
The latter function is application-dependent, as described in
Section 4.

dsat (L , p(t1 , . . . , t n )) = sat (L , p(t1 , . . . , t n ))
dsat (L , $ ) = {¥}
dsat (L , %) = {}
dsat (L , c1 & c2) =

S
! # csat ( L ,c1) # + dsat (L , c2#)

dsat (L , c1 ' c2) = dsat (L , c1) - dsat (L , c2)
dsat (L , , x.c) = dsat (L , c)\{ x} (x fresh)

For atoms, the definition of dsat coincides with that of
sat . Since $ must always be true, dsat (L , $ ) contains only
the empty substitution (denoted ¥). Since % can never be
satisfied, dsat (L , %) is empty (denoted {} ). For c1 & c2 ,
the set of satisfying instances is obtained by taking those of

reduce(L , P ) =

8
<

:

$ if L (P ) = tt
% if L (P ) = ff
P if L (P ) = uu

reduce(L , $ ) = $
reduce(L , %) = %
reduce(L , ! 1 & ! 2) = reduce(L , ! 1) & reduce(L , ! 2)
reduce(L , ! 1 ' ! 2) = reduce(L , ! 1) ' reduce(L , ! 2)

reduce(L , ( $x.(c ) ! )) = let
{ #1, . . . , #n } . dsat (L , c)
{ $t i . #i ($x)} n

i =1

S . { $t1, . . . , $tn }
{ " i . reduce(L , ! [$t i / $x])} n

i =1

" " . ( $x.((c & $x *+S) ) ! )
return

" 1 & . . . & " n & " "

reduce(L , , $x.(c & ! )) = let
{ #1, . . . , #n } . dsat (L , c)
{ $t i . #i ($x)} n

i =1

S . { $t1, . . . , $tn }
{ " i . reduce(L , ! [$t i / $x])} n

i =1

" " . , $x.((c & $x *+S) & ! )
return

" 1 ' . . . ' " n ' " "

Figure 1: DeÞnition of reduce(L , ! )

c1 (denoted # above), and conjoining those with satisfying
instances of c2# (the operation # + " appends # to every
substitution in " ). The set of satisfying instances of c1 ' c2

is the union of the satisfying instances of c1 and c2 . Satisfy-
ing instances of , x.c are obtained by taking those of c, and
removing the substitutions for x (" \{ x} removes x from the
domain of every substitution in " ).

Example 3.1. We illustrate iterative audit on the policy
! pol from Example 2.1. For notational convenience, let $x
denote the sequence of variables p1, p2, m, u, q, t, %and de-
fine c($x) and ! ($x) by pattern matching as the restriction
and formula satisfying ! pol = ( $x. c($x) ) ! ($x). Intuitively,
! (p1, p2, m, u, q, t, %) is the formula that must be satisfied if
p1 sends to p2 the message m at time %and m is tagged
as containing attribute t about principal q for purpose u.
Further, define ! 2 and ! 3 by pattern matching as follows:
! ($x) = attr in (t, phi ) ' ! 2(p2, q,%, u) ' ! 3(%, q, p1, p2, t).

Consider a structure L with the following information:
(1) Alice sends to Bob the message M at time 4, tagged as
containing information about Charlie’s address for the pur-
pose of billing, (2) Charlie authorized this transmission at
time 2. This information implies that dsat (L , c($x)) = { #} ,
where # = [$x /# (Alice, Bob, M, billing, Charlie, address, 4)].
Applying the definition of reduce, we obtain reduce(L , ! pol ) =
" 1 & ! "

pol where " 1 = reduce(L , ! ($x)#) and ! "
pol = ( $x. (c($x)

& $x *+{ #} ) ) ! ($x).
Since ! ($x) is a disjunction of three formulas, the third of

which is ! 3(%, q, p1, p2, t), " 1 is also a disjunction of three
formulas, the third of which is reduce(L , ! 3(%, q, p1, p2, t)#).
It can easily be shown using (2) that this third disjunct is $ ,
so " 1 also simplifies to $ . This indicates that there is no vi-
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!  =  

�ò p1, p2, m, u, q, t.  
  (send(p1, p2, m) �í   
   tagged(m, q, t, u) �í  
   attr_in(t, phi)) 
   �ê   inrole(p2, law-enforcement) �í  
        purp_in(u, id-criminal) 
        �í "  m’.( state(q, mÕ)  
                  �í is-admission-of-crime(mÕ) 
                  �í believes-crime-caused-serious-harm(p1, mÕ)) 

{ p1$  UPMC,  
  p2$  allegeny-police,  
  m $  M2, 

�í purp_in(id-bank-robber, id-criminal)  

{ mÕ $  M1 }   

�í is-admission-of-crime(M1) 
�í believes-crime-caused-serious-harm(UPMC, M1) 

Log 

Jan 1, 2011 
state(Bob, M1) 

Jan 5, 2011 
send(UPMC, allegeny-police, M2) 
tagged(M2, Bob, date-of-treatment,  
           id-bank-robber) 

T ! ' =  

q  $  Bob, 
u  $  id-bank-robber, 
 t  $  date-of-treatment }  

13 
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Correctness 
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Complexity 
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Minimality  of  Output 
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! ! Runtime monitoring 
! ! For policies that do not mention future obligations or grey concepts 

! ! Advisory tool: Is an action allowed? 
! ! Run reduce on hypothetical log containing the action 
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! ! Iterative, interactive algorithm for policy audit 
! ! Checks as much policy as possible 

! ! Outputs residual policy 

! ! Provably correct, efficient, optimal 

! ! Works with incomplete logs 

! ! Expressive for real privacy laws 


