Last time...

A covered entity may disclose an individualds
protected health information (phi) to law-
enforcement officials for the purpose of

identifying an individual if the individual made a
statement admitting participating in a violent
crime that the covered entity believes may have
caused serious physical harm to the victim
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The Case for Audit

1 1 Run-time access control mechanisms are not sufficient to
enforce privacy policies

| 1 Future obligations (e.g., notice of data breach should go out within 30
days)

| 1 Purposes & beliefs (OgreyO concepts on previous slide)
I 1 Requires information not available at the time of access or disclosure

' 1 Human input is essential for resolving grey concepts
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Challenge for Enforcement

{ Audit Logs are Incomplete}

é )
Future: store only past and current events

_ Example: Timely data breach notification refers to future event)

( . . —~ Z = . \
Subjective: noo@\O information

_ Example: May not records evidence for purposes and beliefs

Example: Logs distributed across different departments of a haspital

{ Spatial: remote logs may be inaccessible J
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An Iterative Algorithm

4 R
Check as much policy as possibleunrent log
\and output aesidual policy.
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Iterate when log Is extended with more
Information.
N\ Y,

{Grey conceptehecked biguman auditor at any J
time.




Reduce: The Iterative Algorithm
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Partial Structures and Semantics

1 1 A partial structureL maps each atomic predicate P to the
three-value set f, ff, uu}
11 L(P) =tt B P is true
11 L(P) =ff D P is false
1 1 L(P) =uub P is unknown
1 1 Future incompleteness
1 1 L(send(pg, mt)) =uuif t > current time
| 1 Subjective incompleteness (grey concepts)
1 1 L(purp_in(pp treatment)) xiu



Quantifiers

1+ Unconstrained quantifiers are problematic for audit
1 X P(XY," X P(XY
1 1 We can restrict the quantifiers to a finite domain

il x.c(X# P(XY
11 E.g.! pl p2m. send(pl, p2n) # ! (p1, p2m)

1+ Similar restriction for existential quantifier
Lr'x.c® i PX



Finding Substitutions

dat (L, p(ts,..., th)) sat (L, p(ta,..., tn))
dat (L,$) {¥}
g

weat(Ley F T gat (L, Co#)
€at (L,cy)- €at(L,cp)
at (L,c)\{ x} (x fresh)



Reduce: Formal Definition

1 if p(P)=~£f
P if pp(P)=uu

reduce(L, P) =

{ T if p(P)=tt

reduce(L, p1 A ¢2) = reduce(L, ¢1) A reduce(L, y2)
reduce(L,VX.(c D)) = let

{o1,...,0n} s/a\t(L, c)

{ti = 0i(X)}i,

S« {t1,...,tn}

{thi  reduce(L, ¢[f; /%)) }2_,
V' —VX.((cANXE&S)Dy)
return

VI A .. AN, A



Example

m) Opl, p2, mu,q,t

(send(pl, p2, m) i

tagged(m, q, t, u) i

attr_in(t, phi))

» € inrole(p2, law-enforcement) i
m) purp_in(u, id-criminal)

m) i " m'(§state(g, mO)

i is-admission-of-crime(mO)

{pl$ UPMC,
allegeny-police,
M2,

Bob,

id-bank-robber,
date-of-treatment }

M1}
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|GSend(UPMCallegempolice, M2
tagg , , -of-treatment,

id-bank-robber)

» i believes-crime-caused-serious-harm(p1, mC)))”
Log ﬂ i

=T
i purp_in(id-bank-robber, id-criminal)

i is-admission-of-crime(M1)
i believes-crime-caused-serious-harm(UPMC, M1)
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Formal Properties of Reduce

Correctness

Theorem 3.2 (Partial correctness of reduce). Ifreduce(L, )
= and L < L', then (1) L' = o ff L' = and (2) L' =7
iff L= .

Theorem 3.3 (Totality of reduce). Ift ¢ then there is a ¢
such that reduce(L, @) = ¢ and - .

!%Il



Formal Properties of Reduce

Complexity

Theorem 3.4 (Complexity of reduce). Assuming that com-
puting each output returned by sat takes unit time, the algo-
rithm reduce(L, ) lies in the intersection of the complexity
classes TIME(|L|°U9D) ) and PSPACE(|¢|).



Formal Properties of Reduce

Minimality of Output

Theorem 3.5 (Minimality). If - ¢ and reduce(L,p) = 1,
then atoms(L, ) C atoms(L, ) N{P | L(P) = uu}.



Other Applications of Reduce

1 1 Runtime monitoring

1 1 For policies that do not mention future obligatiorng @y

1 1 Advisory tool: Is an action allowed?
1 1 Run reduce ohypothetical logcontaining the action



Conclusion

| lterative, interactive algorithm for policy audit
1 1 Checks as much policy as possible
1 1 Outputs residual policy

' Provably correct, efficient, optimal
 Works with incomplete logs
' Expressive for real privacy laws



