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Security of Operating Systems

 Correctness of OS is critical

* OS is a software system

— All the techniques for ensuring security of software
apply
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SelL4 — a Microkernel

Monolithic Kernel Microkernel
based Operating System based Operating System
pplication ¢ * Least privilege
— * Small code base

« 8700 Loc

Application ~ UNIX Device
IPC Server Driver

kernel
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Verification of a Microkernel

* Goal: Functional correctness of the C
Implementation
— Verification in conjunction with development

* Assumptions (TCB)

— C compiler, assembly code, hardware

* Detailed machine states are not verified
(registers, cache consistency)
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Verification of a Microkernel

« Assuran Security?

— Impler
. As|* No buffer overflows

@« No unchecked user arguments
 Invarian

— Low-l

* No null-pointer dereferencing, object separation
— Typing invariants

* Object reference points to object of the right type
— Data structure invariants

» Linked list

— Algorithmic invariants

* The global kernel memory containing kernel code and
data is mapped in all address space
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selL4: Formal Verification of an OS

Kernel

 Verification techniques
— Refinement
— Hoare logic

« Sel4’s protection model
— Capability model
— Security properties
* |solation of authorities between subsystems
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Overview of Verification Techniques

« Use Hoare Logic to verify invariants

« Refinement proofs establish the correspondence
between high-level and low-level

Isabelle/HOL @ RebPnement Proof

Abstract Specification

<] Automatic Translation

@ {1 Semantic Modeling

Executable Specification <] ( Haskell Prototype)

High-Performance C Implementation <:] C Implementation
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Abstract Specification

schedule ! do
threads " all_active_tcbs;
thread " select threads;
switch_to_thread thread

od OR switch_to_idle_thread
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Haskell Implementation

schedule = do
action <- getSchedulerAction
case action of
ChooseNewThread -> do
chooseThread
setSchedulerAction ResumeCurrentThread

chooseThread = do
r <- findM chooseThread’ (reverse [minBound .. maxBound])
when (r == Nothing) $ switchToIdleThread
chooseThread’ prio = do
q <- getQueue prio
1iftM isJust $ findM chooseThread’’ q
chooseThread’’ thread = do
runnable <- isRunnable thread
if not runnable then do
tcbSchedDequeue thread
return False
else do
switchToThread thread
return True
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C Implementation

void setPriority(tcb_t *tptr, prio_t prio) {
prio_t oldprio;
if (thread_state_get_tcbQueued(tptr->tcbState)) {
oldprio = tptr->tcbPriority;
ksReadyQueues [oldprio] =
tcbSchedDequeue (tptr, ksReadyQueues[oldprio]);
if (isRunnable(tptr)) {
ksReadyQueues [prio] =
tcbSchedEnqueue (tptr, ksReadyQueues[prio]);

}
else {
thread_state_ptr_set_tcbQueued (&tptr->tcbState,
false);
}
}

tptr->tcbPriority = prio;
¥
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Verification of a Microkernel

Isabelle/HOL

Abstract Specification

@

Executable Specification

@

<l Automatic Translation
@ Refinement Proof

{1 Semantic Modeling

<] ( Haskell Prototype)

High-Performance C Implementation

<j C Implementation
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Refinement Proofs

» Definition of program C refines program A
— Program, execution of programs

* How to prove refinement
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Definitions — states, programs

* Programs change the machine states

— Example: sorting program change an array of
unsorted elements to a sorted one

* Machine states (memory)

— External states are observable to all programs
— Internal states are local to each program
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Definitions — Programs
* Program = (Init, Step, Fin)
« execute(A, s, {eq, ... €,}) = (Saq, --- Sp)

(s)
Step e, [/ ~

o. N

(&

Init

Fin
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Refinement

* Process C refines process A if
— execute(A, s, {e,, ... €.}) = (Sas, ... Sp)
— execute(C, s, {e4, ... €,}) = (S¢y, --- Sg))

— (Sc1» --- Scj) & (Saqs --- Sai)
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Proof of Refinement

* Forward simulation
— Examining one possible execution from s to s’
— Examining one step at a time

%
|

abstract

Q@ O -
A A
v v
oo} -

n| <>
Q| <>

Concrete
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Verification of a Microkernel

Isabelle/HOL <1 Automatic Translation

M A Abstract Specification ﬁ Refinement Proof

We only need to prove
properties of the abstract model

C Implementation

M E Execl

MC High-Performance C Implementation <j

M; refines Mg, M¢ refines M, — M refines M,
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Prove Properties of the Abstract
Specification
* Hoare Logic
— Hoare Triple: {Pre} code {Post}
— Verification condition generation

— Soundness of Hoare Triples

e |If S satisfies Pre
and (S, code) — (S, code’)
then S’ satisfies Post

e {y+3>5}x:=y+3{x>5}
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selL4: Formal Verification of an OS

Kernel

 Verification techniques
— Refinement
— Hoare logic

« Sel4’s protection model
— Capability model
— Security properties
* |solation of authorities between subsystems
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Overview

Access-Control Model <:> Security Property

-
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High-Level Design

g

Low-Level Design ] C Haskell Prototype )

i

High-Performance C Implementation

<] Automatic Translation

8 Proof
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Access Control in SelL4

» Capability model

* Access to kernel resources (memory,
interfaces) is protected by capabilities

« Capability is an unforgeable token of authority
— E.g. file handle in UNIX system
— Name of the resource + access rights {R, W, C, G}
— Stored in protected data structures
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Capabilities

Datatype right =R |W | G| C
Record capability =
. {resource: entity id,
rights: Set right}
entity id = Int
* Record entity = {caps : Set capability}

W
(e

1 — {{resource = 2, rights = {W}} }
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Isolation of Authority

* The authorities of one subsistem over an
entity of another subsystem will not change
during the execution
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Isolation of Authority

Set up jails for processes at
initialization, and isolation of
authority will guarantee that the
subsystems will stay isolated

QCD—!
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Capability Model

* Leak (connected to)
- Sk e, — €,
» {resource =y, rights = {G}} € e,.caps
* Subsystem

— €, and e, are in the same subsystem
+ ifS+He <"e

« Operations cannot connect disconnected
entities
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Capability Model

* createenc, C,

— Entity e creates a new entity using free memory
provided by e, and assigns the new cap for controlling
access to n to e,

C €c,. rlghts .
{RW C,G -

W € c,.rights

Electrical & Computer
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Capability Model

 grantec,c,R

— Entity e gives a copy of the capability e, (restricted
to the subset R) to the entity of c,

ot

e, may leak to e, if G € c,.rightsN R,
however, Iin this case e, and e, are
already in the same subsystem
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Capability Model

* remove e ¢, C,
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Capabilities

» Single step does not increase capabilities
* |solation of authority between subsystems

Electrical & Computer
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Overview

Access-Control Model <:> Security Property
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High-Performance C Implementation
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Summarize

 Verification of functional correctness of the
Implementation of a Microkernel
— Hoare triples to verify invariants
— Refinement proofs

« Capability model

— |Isolation of authority

Haskell /C | Isabelle | Invariants Proof
LOC LOC LOP
abst. — 4,900 ~ 79
exec. 5700 | 13,000 ~ 80 1;%888
impl. 8.700 | 15,000 0 ’
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