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Four Engineers In A Car Run Off The Road
Mechanical Engineer
• “I’d better check the fluid levels.  Nope, they're OK -- must be those computer 

jerks made another mistake.  It hasn't been the same since they started putting 
all that electronic junk into cars!"

Secure Embedded Engineer
• “Let’s check the car’s firewall, download the latest security patches, 

reboot, roll it back up the hill, and see if it does it again.”

Software Engineer
• “Let’s reboot, roll it back up the hill and see if it does it again”

Hardware Engineer
• “CPU self-tests just fine; this must be a software bug”
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Would You Pay More for an Internet Toaster?
Toaster: $20 Internet Toaster:

• Toaster: $20

• Embedded Web Server: $20

• Bluetooth radio chip: $5
• Toast etching laser ~$200
• WinCE license: ~$50

http://ecx.images-amazon.com/images/I/51Zhp9PCxdL._SS500_.jpg
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What Would You Do With An Internet Toaster?
Spam on toast for breakfast: priceless

INSTRUCTIONS
Follow these instructions 
EXACTLY, and in 20 to 60 
days you will have received 
well over $50,000.00 cash, 
all yours.  

To: Spamlist@spam.org
Subject: MAKE MONEY FAST!
From: David Rhodes
Date: 26 Aug 1994 14:53:58 -0600

1)  IMMEDIATELY mail $1.00 to the first 5 (five) names listed below
    starting at number 1 through number 5.  Send CASH only please     (total 
investment $5.00). Enclose a note with each letter stating:     "Please add my 
name to your mailing list."  For other countries     the equvielent amount may be 
sent, e.g. in Hong Kong Send HK$10 as this is the lowest denomination note.
    (This is a legitimate service that you are requesting and you are
     paying $1.00 for this service).
  2)  REMOVE the name that appears number 1 on the list. Move the
    other 9 names up one position. (Number 2 will become number 1 and
    number 3 will become number 2, etc.)
    Place your name, address and zip code in the number 10 position.
 3)  Post the new letter with your name in the number 10 position
    into 10 (Ten) separate bulletin boards in the message base or to
    the file section. Call the file, MAKE.MONEY.FAST.
  4)  Within 60 days you will receive over $50,000.00 in CASH.  Keep a
    copy of this file for yourself so that you can use it again and again
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More Realistic Internet Home Appliances
A microwave oven that knows how to cook food
• Feed UPC to oven’s barcode reader and it looks up recipe

An Internet washing machine (Korean & Italian versions)
• Determines cycle based on care needs of clothing
• Adjusts for detergent, water conditions & soil conditions

Idea: an Internet breadmaking machine
• Yeast bread is critically dependent upon humidity & temperature conditions
• Use short-range weather forecast to adjust yeast & rising profile

Internet fridge
• Contacts grocery store to re-order

Internet sewing machine
• Download stitching patterns from the web
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Smart Homes/Offices – A good idea?

[Stammberger09]
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Is Security An Issue For Embedded Systems?
YES … but only recently becoming real news
• Jul 2009: “Meticulously prepared” attack

from N. Korea against S. Korea & US
• Nov 2009: 60 Minutes reports two

Brazilian power outages due to attacks

Potential problems are already there
• Modems that control embedded systems where “security” is an unlisted number

– Example: an unprotected modem controlling a high-voltage power transmission line 
(Shipley & Garfinkel, 2001)

• Stories of insider attacks on critical systems
• User-modified critical systems

– “Hot PROM” approach to modifying automotive engine controllers
• Mostly unpublicized – nobody wants to air their dirty laundry

But, why will this be different than, say, bank security?
• Beyond them being mostly 8- & 16-bit CPUs with no OS?
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Risk Due To Attacks Is Increasing Over Time
More systems are connected and possibly vulnerable
Attacks are becoming more specifically targeted
• Potential consequences of attack escalating
• Symantec security tools detected

1.6M infections in 2008; 242% CAGR

ATTACK SPECIFICITY AND DAMAGE INCREASING AS CONNECTIVITY RISES
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Direct Attacks On Infrastructure
SCADA systems – “Supervisory Control And Data Acquisition”
• Embedded computers that control factories, refineries, power plants, etc.
• Mostly they are Internet-Connected via a firewall

• 2003 – Slammer worm disables a safety monitoring system at Davis-Besse 
nuclear power plant in Ohio

– Access via contractor network connection that bypassed firewall



10

Basic Security Concepts
Confidentiality
• Information is kept secret from those who aren’t supposed to know it

Integrity
• Unauthorized data alteration is detected (or prevented)
• Includes notion of authentication – making sure a node has proper permissions

Availability
• Services are available when requested

Embedded emphasis:
• Confidentiality might not matter much for control systems (except for privacy 

issues)
• Integrity matters a lot for safety critical systems
• Reliability might be more important than availability, but both matter
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High-Level Embedded/Internet Contrast

Classical Embedded:
• 5-50 year life cycle

• Small, multidisciplinary teams

• Real-time control of the physical 
world

• Safety/mission critical;
reliability-based concerns

• Synchronized, short network 
messages; correlated traffic bursts

• Security prevents unauthorized use

• Software is incidental to tangible 
product; HW owned by consumer

• Computer is “invisible”

Classical Internet:
• 3 month – 3 year life cycle

• Small to large software team

• Data processing

• Usually not perceived as critical; 
availability-based concerns

• Sporadic, longer messages; 
generally uncorrelated traffic

• Security is confidentiality/privacy

• Service or data is the product; 
capital equipment required

• Person is using a “real computer”
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Embedded Security Issues
General Internet concerns apply
• But, there are some special embedded concerns too
• And, of course, embedded systems are much more cost sensitive!

Real time sensitivity
• Even a transient denial of service attack can disrupt real-time operations
• Intrusion detection and reaction might be too slow

Control vs. transactions
• Much of Internet security is based on transactions (e.g., web purchases)
• Many embedded systems emphasize real time continous process control

Physical security
• Generally, the person owning the hardware is the good guy for Internet security
• Often, embedded systems are exposed to physical attack directly (e.g., smart 

card)
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Maintenance Issues

Interfacing to Internet may force
need for embedded software update
• Security fixes
• Compatibility with evolving

middleware & network standards
• Alternately, enterprise systems may

have to drag 5 to 50 years of legacy
interfaces around with them(!)

Who’s the sysadmin for your house?  For your car?
• Classical embedded systems were shipped with immutable software
• Need to perform configuration management requires sophisticated maintainers

– Can we trust automatic configuration management?
– Do you want vendors able to arbitrarily change software in “your” belongings?

• What happens when there is a software incompatibility?
– If the system stops working, whose responsibility is it to make it work?
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Myth: Techies Are Perfect Sysadmins
Nov 2, 2009

http://gizmodo.com/5395645/dutch-hacker-holds-jailbroken-iphones-hostage-for-5-ransom-while-exposing-security-vulnerability



15

War Dialing
[Material on this slide from Chenxi Wang]

An automated method to connect to modems 
• One of the most common security breaches
• Embedded systems still assume unlisted phone number provides security 

A war-dialing study (Shipkey, 2000)
• A Fortune 100 company's air conditioner and environmental control units 

accessible by modems were unprotected, a hacker can overheat buildings or 
kill lights at will 

• Medical records for
several Bay Area
facilities

• Oakland Fire
Department’s
dispatch computers

Courtesy of Rod Schmonski
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Trend: Desktop Software In Embedded Systems

Diebold voting machine problems
• Electronic voting machines booting to windows instead of votes
• http://catless.ncl.ac.uk/Risks/23.27.html#subj8.1

Automated teller machine crashes
• Windows error messages
• At Carnegie Mellon, someone got an ATM to run media player

7/28/98:
“Windows NT Cripples US Navy 
Cruiser”



17

http://www.coed.org/photodb/folder.tcl?folder_id=3334
"When ATMs go bad by Carla Geisser“,  March 18, 2004
(See also: http://midnightspaghetti.com/newsDiebold.php)
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Safety Criticality => Potential Release Of Energy

[Wired Blog Jan 11, 2008]
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Just How Bad Could It Be?
Consider the lowly thermostat
• Koopman, P., "Embedded System Security," IEEE Computer, July 2004. 

Trends:
• Internet-enabled
• Connection to utility companies for grid load management

Proliphix makes an Internet Thermostat
• But it we’re not saying that

system has these vulnerabilities!
…
however, we’re pretty sure some
existing systems would be
vulnerable to these types of
problems.
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Waste Energy Attack
“I’m coming home” function
• Ability to tell thermostat to warm up/cool down house if you come home early 

from work, or return from a trip
• Save energy when you’re gone; have a comfy house when you return
• Implement via web interface or SMS gateway

Attack: send a false “coming home” message
• Causes increase in utility bill for house owner
• If a widespread attack, causes increased US energy usage/cause grid failure
• Easily countered(?) – if designers think to do it!

– Note that playback attack is possible – more than just encryption of an unchanging 
message is required!



22

Discomfort Attack
Remotely activated energy saver function
• Remotely activated energy reduction to avoid grid overload
• Tell house “I’ll be home late”
• Saves energy / prevents grid overload when house empty

Attack: send a false “energy saver” command
• Will designers think of this one?
• Some utilities broadcast energy saver commands via radio

– In some cases, air conditioning is completely disabled
– Is it secure??

• Consequences higher for individual than for waste energy attack
– Possibly broken pipes from freezing in winter
– Possibly injured/dead pets from overheating in summer
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Energy Auction Scenario
What if power company optimizes energy use?
• Slightly adjust duty cycles to smooth load (pre-cool/pre-heat in anticipation of 

hotest/coldest daily temperatures)
• Offer everyone the chance to save money if they volunteer for slight cutbacks 

during peak times of day
• Avoid brownouts by implementing heat/cool duty cycle limits for everyone

You could even do real time energy auctions
• Set thermostat by “dollars per day” instead of by temperature

– More dollars gives more comfort
• Power company adjusts energy cost continuously throughout day
• Thermostats manage house as a thermal reservoir
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Energy Auction Attacks
What if someone broke into all the thermostats?
• Set dollar per day value to maximum, ignoring user settings

– Surprise! Next utility bill will be unpleasant
• Turn on all thermostats to maximum

– Could overload power grid
• Pulse all thermostats in a synchronized way

– Could synchronized transients destabilize the power grid?

What if someone just broke into the auction server?
• If you set energy cost to nearly-free, everyone turns on at once to grab the cheap 

power

• Guess what – enterprise computer could have indirect control of thousands of
embedded systems!

• Someday soon, almost “everything” will be “embedded,” at least indirectly

• Look at it as classical industrial safety – ask:
How can software directly or indirectly control the release of energy?
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Myth: Discipline Will Solve Security Worries
Hacker’s can’t hurt your car if the infotainment system doesn’t “talk”
to the braking system
• Solution: don’t put a connection between radio and brakes

Product idea: radio volume to achieve constant SNR
• Road noise based on wheel speed, tire pressure, road surface
• Which sensor has the best information about this?

• Anti-lock brake system
– “Well, we’ll just put in a fire-wall… surely that will be OK”

• Reality: the connectivity will happen; denial is counterproductive

• Prototype vehicle of a Big-3 manufacturer suffered failure when 
the radio speaker caused an engine controller malfunction
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http://www.wired.com/threatlevel/2010/03/hacker-bricks-cars/





http://www.msnbc.msn.com/id/38790670/ns/technology_and_science-security/
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What Goes In the Gateway?

Polishuk, 2001, proposed automotive vehicle architecture
Infotainment 1 FW away from critical systems!
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Would You Run Windows As In-Flight Software?
Safety critical subsystems will be connected to external networks  
(directly or indirectly)
• E-enabled aircraft architecture (next slide)

[Airbus 2004] Airbus 380 uses IP-based flight controls
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A-330 Running Internet Explorer
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Do Plane Seats Talk To Flight Systems?  (Yes.)

Delta B757 (Airbus is similar)
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Z`

Wargo & Chas, 2003, proposed Airbus A-380 architecture
Passenger laptops are 3 Firewalls away from flight controls!
Internet connects somewhere as well
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General Vehicle Architecture With Gateways
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Research Area: Embedded/Internet Gateway
What happens at the embedded/internet interface?
• If there is a “firewall” or “gateway” there, what does it do?
• Open research question…
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Internet Pacemaker Anyone?

http://www.medtronic.com/carelink/patient/downloads/patient-brochure2712aEN3.pdf
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Some Embedded-Specific Security Issues
Adding authentication to embedded systems
• Small CPUs, little memory, short network messages, no built-in security

Power drain attacks
• Attacks designed to deplete batteries

Real time operation attacks
• Only a slight overload might cause real time schedule problems

Tamper resistance & evidence for critical properties
• How can you prove someone didn’t alter your safety critical system?  (Even if 

they have permissions to install updates?)

Ensuring updates are authentic & are installed
• How can you ensure only certified configurations will run?
• How do you ensure installation of required updates with intermittent external 

connectivity?
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Intellectual Property Protection
How easy is it for someone to steal your design?
• Hardware design
• Software design

Chip peels are no big deal
• Can recover hardware schematics from silicon
• Can recover software from memory
• “Tamper resistant” slows down attacks; doesn’t really stop them

http://www.scienceprog.com/safety-protection-guides-and-fact-about-microcontroller-you-should-know/
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Counterfeit Systems
How do you know components are legitimate?
• Often chips fail to meet specifications, but are superficially the same function
• What if such a chip finds its way into a critical application?
• US Customs seizes perhaps 1-2million fake ICs per year (others get by)

What if someone wants to clone your whole product?
• “Tamper-proofing” may help, but not if lots of money is to be made
• Clones might be built in part via scavanging authentic components
• Will need to have some way to authenticate and track serial numbers

http://www.eetimes.com/electronics-news/4229964/Chip-counterfeiting-case-exposes-defense-supply-chain-flaw?pageNumber=3
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Would You Drive A Car In Which:
“THE SOFTWARE is provided ‘AS IS’ and 

with all faults. THE ENTIRE RISK AS TO 
SATISFACTORY QUALITY, 
PERFORMANCE, ACCURACY, AND 
EFFORT (INCLUDING LACK OF 
NEGLIGENCE) IS WITH YOU.”

(You will.)
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Summary
Embedded Internet is more than just adding an Internet connection
• Embedded systems have different characteristics than desktop systems
• Cost is always an issue

– Does it make sense to use a 32-bit CPU as a network interface peripheral to an 8-bit 
thermostat CPU?

As difficult as security for desktop systems is, embedded might be 
harder
• Harsher operating environment
• Can have high consequences for failure
• Lower availability of trained maintenance personnel
• …

This talk is largely motivation/horror stories
• Book chapter presents a more typical overview of security


