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Instructor Background

¢ Prof. Phil Koopman
« HH A-308
e eceb49-staff@ece.cmu.edu

¢ Research:
 Embedded system security
* Embedded system safety & dependability
 Embedded real-time networking

¢ Engineering experiences outside Carnegie Mellon
 Embedded CPU designer for Harris Semiconductor

 Embedded system architect for United Technologies
(Otis, UT Automotive, Pratt & Whitney, Carrier, Norden, Sikorsky, ...)

e 100+ design reviews of industry embedded systems
 Startup company that did embedded CPU design
 Startup company that did hotel automation systems
e US Navy submarine officer



18-649 Distributed Embedded Systems

¢ Based on book, lecture notes, project, and practitioner-oriented papers

¢ Course objectives detailed on web pages
e System Engineering

— Requirements, design, verification/validation, certification, management-lite
System Architecture

— Modeling/Abstraction, Design Methodology, a little UML, Business Issues
Embedded Systems

— Design Issues, scheduling, time, distributed implementations, performance
Embedded Networks

— Protocol mechanisms, real-time performance, CAN, FlexRay, embedded Internet
Critical Systems

— Analysis Techniques, software safety, certification, ethics, testing, graceful
degradation

Case Studies
— Elevator as semester-long design project
— Guest speakers and other discussions as available



Pre-Requisite Knowledge

¢ Java programming
» Basic use of Unix and/or Windows systems and afs

» Course project uses Java simulation harness
— If you know other procedural languages (especially C++) it shouldn’t be that hard
e Ifyou don’t know Java, learn it now! You will need it later in this course.
— Free tutorial at: http://java.sun.com/docs/books/tutorial/

¢ Intro to embedded systems (18-348, 18-349 or equivalent experience)
e Basic I/0O, including A/D, D/A
» Uniprocessor task scheduling, including Rate Monotonic scheduling

« Understanding of hardware operation (assembly language programming,
memory hierarchy, etc.)

* We assume you’ve learned how to “hack hardware”

» The above is for general background information; this course is about software
and distributed system integration

¢ General Engineering Knowledge
 Intro-level probability theory



Significant Course Project

¢ Build a simulated elevator implemented as distributed system
e Emphasis on good (but lightweight) process and high quality design
— You will learn how to be better than most industry embedded software designers
« Java-based distributed simulation framework
— Learning how to do simulations is just as important as hacking hardware
— ('You should already know how to hack hardware)
» Elevators make a good example system
— Real elevators are a lot more complex than they appear
— Our elevator is based on real elevator experience from Otis and another company

¢ Project approach

o Teams of 3 or 4.
— Start with teams of 4
— If there are drops then leave teams of 3 undisturbed as much as possible.
— See last slide of this lecture for team assignment procedure

» \Weekly project phases to spread out work and reduce mortality rate
o “Simple” running code at mid-term; more complex code at end of semester
» Focus more on industry-grade engineering process than on fancy technology




Course Text: Better Embedded System Software

¢ Each chapter is based on real systems
| | YR
» Real companies, real products, real mistakes
» Often the reviews were to save failing projects
» This is the stuff designers get wrong

¢ Purchase via web
» Best price is via “student discount” web page
via Paypal
— $79 with free shipping
— See pointer on course web page

e Amazon.com stocks at $98
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Policy Summary

¢ See http://www.ece.cmu.edu/~ece649 for official, detailed versions
« Send all e-mail to the entire course staff:
ece649-staff@ece.cmu.edu

 Why? Because one or more of us might be off-line, sometimes for multiple days.

¢ Why isn’t this a capstone design course?
 Significant new lecture material

* Project is more structured and less freeform than other capstone courses

— Representative of a relatively mature embedded industry project rather than an exploratory
research or start-up company project

¢ Grading: straightscale A>90; B>80; C>73; R<73
» 35 points for in-class tests; no exam during finals week
— 3 tests; lowest test grade weighted half as much as other two tests
» 40 points for project phases (team grade)
— Mid-term & Final projects MUST pass acceptance tests to receive a passing grade
« 10 points for in-class presentations (during semester and end of semester)
« 10 points individual contribution to project (are you pulling your weight?)
« 5 points participation (weekly survey, meeting attendance, some classroom attendance) -



Assignments, Etc.

¢ Lectures are available on line at least the night before class
» Handouts provided in classroom

¢ Required readings
* Required reading is testable material; not 100% overlapped with lecture
« Emphasis on book chapters based on experience from industry design reviews
» Selected papers working engineers read to stay current

¢ Weekly project milestones
* Project reports & materials due every Thursday night
» Group status meetings held on Fridays during or near recitation interval

& Three tests
» Were you paying attention in class? Did you actually read the required reading?
e One 8.5” x 11” notes page 2-sided — must be in your own handwriting
« \We’ll provide previous-year tests in time to study




Late Penalties & Other Policies

¢ Being on time counts in the real world; it counts here too
» Being late for presentations & status meetings incurs penalty in proportion to lateness

* Project late penalty:
— Score multiplied by 0.9 if late up to 1 hour
— Score multiplied by 0.81 if late up to 24 hours; lower multipliers after that
— Stops decaying at 43% of full credit

grade = score*0.9

¢ Limited makeup policy:
» Makeup exams only under very specific conditions; read policy page
» Assignments are available well in advance; no extensions if CMU is open.
» If you have a presentation or it is a test day, catch one bus earlier than you normally do

([ #dayslate+11)

¢ No cheating
» Reference to other groups or previous semester solutions is expressly forbidden
» Keep your eyes on your own paper during tests.
» Penalty for first cheating offense is failure (“R’ grade) for the entire course. No Kidding.

e CMU general policy and details on course web also page apply. Read them!

¢ LOOK at the course web page AND the administrative page!
e http://www.ece.cmu.edu/~ece649



Classroom Protocol

¢ Please arrive on time; lecture begins promptly
» Please put extra handouts in pile by door for the few latecomers
» Handouts on the web — students new to English should read night before class

 [f you want to skip a guest speaker, leave before he/she starts speaking not
during!

¢ Questions are encouraged
 |If you don’t understand, ask, because probably other students are struggling too

« Sometimes a long answer will be deferred to recitation or office hours
 Philosophical questions are welcome in remaining time at end of class

¢ There is no way to cover everything

 Embedded systems is a huge area; this course is really “survival skills for new
embedded engineers”

* I’m electing to cover fundamentals rather than latest fad topics
(little emphasis on internet toaster ovens in this course)

» There is a “digging deeper” section for each lecture on the web site 10



Other Notes

¢ Additional policy notes (at the advice of university legal department):
» All course material is copyrighted by the instructor

* You specifically do not have permission to reprint, publish, upload, or distribute
anything (course handouts, tests, notes, course text, book chapters, project
materials)

e You do not have permission to record or stream any lecture

 Fair Use permissions inherent in copyright law remain in effect, but do not
permit the above.

¢ End of Semester travel
 In-class presentations are mandatory and are last week of classes

 Final project hand-ins are during first week of final exams

— If you want to leave early for winter break it is YOUR responsibility to have all of
your obligations fulfilled before you leave

» This means successful demo before you leave campus
» If you leave before demo, expect a grading penalty

— We do not reschedule presentations due to travel plans
11



WAIT LIST UPDATE
¢ Currently: 36 enrolled; 34 on waitlist

e Can handle up to 48 based on demand and room size

* In past years most or all students from waitlist have been admitted; every year different

¢ If you want to be enrolled, come to lectures

» To the degree the department permits it, I will announce and fill empty class spaces from

students physically present in lecture

¢ Usually takes two weeks for enrollment to settle down
» Most years all grads & seniors eventually get in
o Last semester essentially all the drop/adds happened in week #2
« But it all depends on how many students drop

¢ If you decide to drop, please send e-mail to us!
« The Hub does not send out automatic notification
* We have to manually check the enrollment list to see if someone dropped

& This course is not about wireless sensor networks or “Apps”

 [tis, however, about giving you the engineering skills that you need to succeed in the
embedded industry

» If you plan to drop, please let me know today

12



2 Minute Mid-Class Break

¢ If you need to leave the room for a break, please do it now
o I’ll start lecture again in 2 minutes
 |If you need a little longer that’s OK, but please come back in quietly

13
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Small Computers Rule The Marketplace

¢ Everything here has a computer — but where are the Pentiums?
* And, they all want to be on a network

15



How Many CPUs In A Car Seat?

¢ Car seat photo from
Convergence 2004

o Automotive electronics show




Car Seat Network (no klddlng)

¢ Low speed LIN network to
connect seat motion control
nodes

& This is a distributed
embedded system!
e Front-back motion
o Seat tilt motion
e Lumbar support
e Control button interface




How Many CPUs In A Car? How Many Pentiums?

REAR-PASSENGER FLAT-PANEL DISPLAYS
BODY CONTROL
COMMAND SYSTEM WITH PCMCIA SLOT

_ SUSPENSIOMN CONTROL

GPS MAVIGATION

POWER WINDOWS
DVD PLAYER .

LED LAMP CLUSTER
HEAD-UP DISPLAYS

DASHEBOARD-INSTRUMENT CLUSTER

PARKING SENSORS
TELEMATIC SYSTEM

REAR-VIEW CAMERA

CLIMATE CONTROL
g BATTERY MANAGEMENT
ELECTRONIC POWER-ROOF SYSTEM
7 POWER SEATS
RADAR SENSOR
THROTTLE CONTROL

TRANSMISSION CONTROL
ENGINE-CONTROL UNIT
COLLISION AVOIDANCE
FOLDING DOOR MIRRORS
ADAPTIVE CRUISE CONTROL
ELECTROCHROMIC REAR-VIEW MIRRORS
HID HEADLAMP

CAR RADIO
MEMORY SEAT/MIRROR/STEER

ANTILOCK-BRAKING SYSTEM/ELECTRONIC-STABILITY PROGRAM
AIR-BAG CONTROL AND

SATELLITE CRASH SENSORS TIRE-PRESSURE-MONITORING SYSTEM (TPMS)

ACTIVE STEERING ' ) i s .
Figure 1 Electronic complexity in cars is

increasing. New Mercedes S-Class cars
employ at least 70 networked ECUs (elec-
tronic control units); 10 years ago, most cars
had three ECUs (photo courtesy of
DaimlerChrylser; source: Gartner Research,
November 2005).

[Santarini(06]

= \  REMOTE KEYLESS ENTRY
8. SEAT MASSAGE/HVAC

ADAPTIVE BRAKE LIGHTS
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Embedded System =
Computers Inside a Product




Definition of an Embedded Computer

¢ Computer purchased as part of some other piece of equipment
» Typically dedicated software (may be user-customizable)
« Often replaces previously electromechanical components
« Often no “real” keyboard
« Often limited display or no general-purpose display device

¢ But, every system is unique — there are always exceptions

¢ Course scope focuses on distributed embedded systems, and not other
embedded areas such as:

« Military systems: Radar, Sonar, Command & Control

Consumer electronics: set-top boxes, digital cameras
Telecommunications/DSP: cell phones, central office switches

Robotics

However, the engineering methods we teach are useful to those areas as well

20



Why Does This Course Have The Content It Has?

¢ Book & course based on experience from 90+ design reviews
« All sorts of embedded projects

¢ Most common development teams and environments:

Engineering domain experts: mechanical, electrical, automotive, HVAC, ...
Smallish team sizes: 1 to 25 developers

Embedded languages: C, C++, assembly, a little Java; no custom ICs
Small to medium projects: 1000-1M lines of code

Medium size production runs: 1,000-20,000 units

Product cost: $20 - $20,000

Old-school process models: Waterfall, Vee |
Small systems had no RTOS, bigger systems had one L
Senior designers in US; common to have China, India team members

¢ But, encountered at least one of almost everything
All-China team, all-Italy team, 100K+ units/year, 10 units/yr, agile methods, ...

21



Design Review Approach

¢ General approach: on-site high level review of product

¢ Pre-visit review of available documents (if any)

¢ On-site review for 1 or 2 days I. [ Implementation:

Walk through issue logs L1. [OrCIv[Ce[xClo
Discuss obvious risk areas 12. OrClv[e[xllo

Use a risk screening checklist to hunt L3 [HR D“' Lelnllo

for additional risks L4. OrllvDellxLlo

— 100+ questions, but usually subsetted Ls. ORLIvDelx[lo

at discretion of reviewer to save time
6. IROv[e[OxJo

Issue logs created before visit

Agenda tailored to best guess of risk areas (both reviewer & host opinions)

— Marked as:
“red” / “yellow” / “green” / “not applicable” grades

— Checklist evolved over time; early reviews did not use it

¢ Review report
Most important part of written report: red flag issues and how to fix them

Coding Standard |
Language Use | |
Static Code Analysi
Design Margin | |

Debugging and Pert
Measurement |

Non-Volatile Memo

22



Technical Risks

¢ Most developers had little or no formal computer education
» Usually there was a senior developer who had learned the hard way
« They were generally capable engineers ... give them a book and they will learn

¢ I expected to find lots of technical issues
* And yes, they were some, such as ignoring compiler warnings, but...
* Not all that many rookie technical mistakes

* Mostly problems with complexity or advanced embedded knowledge
— E.g., Poor modularity
— E.g., Ad hoc real time scheduling approaches

¢ In general, technical problems:
o Corresponded with common holes in intro embedded textbooks
— (Based on an informal survey of about 25 intro embedded texts)
» Mostly were things that were hard to find in simple testing

— In other words, most projects got the basic functionality right
— And, most engineers can figure out embedded basics from a book

23



Risks In Management, Dependability & Process

Implementation
Design
Architecture
V&V

People

Dependability

Project Management

Development Process

0 1 2 3 4 5 6 7 8 9
# Risk Iltems

Only about 1/6 of risk areas are problems with the code itself. “



The 43 Red Flag Areas

Informal development process

Not enough paper

No written requirements

Requirements with poor measurability
Requirements omit extra-functional aspects
High requirements churn

No SQA function

No lessons learned mechanism

Development Process

A I AL o

-
_— O

No defined software architecture
No network message dictionary

. Poor code modularity

Architecture

e O ==
AN o B

Design skipped or created after coding
Flowcharts used instead of statecharts

No real time schedule analysis

No methodical user interface approach

Design

25



The 43 Red Flag Areas — Part 2

16.
17.
18.
19.
20.
21.
22,

Inconsistent coding style Implementation
Resources too full

Too much assembly language

Too many global variables

Ignoring compiler warnings

Inadequate concurrency management

Use of home-made RTOS

23.
24.
25.
26.

No peer reviews Verif. & Validation
No test plan

No defect tracking

No stress testing

217.
28.
29.
30.

Not enough attention on: reliability/availability Dependability
Not enough attention on: security

Not enough attention on: safety

No/incorrect use watchdog timers

26



The 43 Red Flag Areas — Part 3

31.
32.
33.
34.

Not enough attention on: system reset
No run-time fault instrumentation
No software update plan

No IP protection plan

3S.
36.
37.
38.
39.
40.
41.

No version control

No version management plan

Use of cheap tools instead of good tools
Schedule not taken seriously

Managers act as if software is free

Risks from external tools and components
Disaster recovery not tested

Project Management

42.
43.

High turnover and developer overload

No training for managing outsource relationships

People

27



Is There Anything General We Can Say?

¢ Problems happened throughout the development cycle
* Most “technical” problems are in the implementation area
« Other areas are more about documentation, process, people, etc.

¢ Straw man hypothesis:

* “Running every embedded developer through a pair of embedded courses, such
as:

— Introduction to embedded systems (computer hardware, C programming, etc.)
— Advanced topics in embedded systems (scheduling, concurrency, etc.)

will fix the problems we found.”

¢ If that hypothesis were true, you’d expect most problems to be in:
» Design (assuming that is taught in embedded courses)
* Implementation
» Perhaps Dependability (e.g., getting watchdog timers right)

¢ But, that leaves out a lot! So what’s really going on?
28



Most Risks Are Technical Risks or Process Gaps

Management Dysfunction & People

Inadequate Written Down

B —
\
Things Not Written Down _( PPr(l))cleSS
- — F'YODICIMS
Process Failure - & /
i 4

0 2 Z 6 8 10 12 14 16

# Risk Items

Only about 1/3 of risk areas are technical



The Big Problems Are Process Gaps

¢ Process Gaps — things developers didn’t attempt to do
* E.g., no SQA function, no software update plan, no safety plan, no security plan
* In some cases they didn’t appreciate importance of these activities
 In other cases it never occurred to them that these things were relevant

¢ Missing paper — things developers didn’t write down
* (These are a special type of process gap)
« E.g., no written requirements, no software architecture, no design diagrams

¢ Process failures weren’t that common
» Relatively few “tried and failed”
 Mostly “didn’t try at all” and “didn’t know they should be trying”

 In other words, developers didn’t even know they should worry about the areas
that were presenting the biggest risks

¢ The technical risks are what you’d expect — advanced embedded stuff

» Concurrency, scheduling, and so on, not “how does an A/D work”
30



The 18-649 Approach

¢ Experience a well defined process with medium-light weight paperwork
 Includes all phases of real projects through beta test
» Really, most industry practices for big projects has more paperwork
» Even (good) embedded agile teams have at least as much paperwork as we use!

¢ Exposure to basic techniques that will work in most projects
« UML-lite approach with many examples gets teams on the right track
« Knowing how to use a simulator helps with system design choices
» Testing frameworks make it easier to do thorough testing
« Version control (you are on your own to pick one, but pick one and use it!)

¢ Point of the project is to give you a realistic design experience
» Fancy elevator functions are fun and you can do that
e But it is more important to design a rock-solid elevator than a fancy one

* What you experience in this course is what many industry companies try to
achieve (but often only after they have had to clean up a software disaster)
31



Actual Student Comments
18-649 Distributed Embedded Systems, selected 2008-2011 anonymous feedback:

¢ This course helped me to experience real industrial-like [project], and practical
matters. What I learned from this course will definitely help me in my future as an
engineer.

¢ Strength: Takes you through all the stupid things that a embedded company wants
you to do. Weakness: | don't think how relevant it is to do those stupid things.

¢ Extremely useful course, especially for interviews.

¢ This class had the some of the best lectures I've had in college. It was truly
Informative and taught well.
My only complaint would be with the project.

¢ Near- Industrial work experience is what | value in this course

¢ Best structured course ever.

¢ Spread too wide, maybe focus on a few but most important topics in depth
IS better

¢ A great course on software engineering. Gave me a good perspective on how to
write good systems, which is different from most software course that only teach
how to pick good algorithms. 32



Where Are We Now?

¢ Part 1 of this course: embedded system design

¢ Where we’re going today:
» General discussion of embedded system foundations

» Fundamental concepts & definitions
— Time constants
— What makes something distributed

» Topics that matter in embedded systems

¢ Where we’re going next:
» Elevators as an example embedded application
« Methodical design (“hacking code” doesn’t cut it in embedded industry)

» Part 2 of course: embedded networking
» Part 3 of course: dependable & safe system design

33



Preview

(Some of this Is familiar from 18-348/18-349; many students here did their
undergrad elsewhere, so this lecture has some gap-filling material)

¢ Embedded computing overview
* What’s an embedded computer
» General types of embedded computing

¢ Overview of areas covered by this course
« Automotive “x-by-wire” is a useful example application for discussion

¢ Control loop issues
« System latencies & time constants

34



Required Reading For This Lecture

¢ Tennenhouse, "Proactive Computing*
» A different take on the future of embedded from a former head of DARPA ITO

¢ Text Ch. 2: Written Development Plan
« Warmup thinking for course project — there is more to product development
than hacking code
» This semester we’re going to walk you through an end-to-end project

* | know many of you are skeptical about the need for “documentation”
— Most students come to see that this stuff is useful by the end of the course. Some
don’t.

¢ Text Ch. 3: How Much Paper is Enough?
« Course project will emphasize methodical but relatively light-weight paperwork

¢ Questions on readings will be included in the tests (up to 20% of test) :
» Main points of each assigned reading
« They are often (but not solely) the boxed text in the book
» They are often the main points of papers being read
e They are not 100% the same as the lecture notes 35



There Are Many Application Areas

Primary End Product of
Embedded Systems Programming
Subscribers (Dec. 1998)

Communications/
Telecommunications/
Networking

21%

Industrial Control
15%

Automotive/Transportation
Systems & Equipment

5% Computers/Peripherals

Office Automation

0
Consumer Electronics/ 13%

Entertainment/Multimedia
6%
Medical Electronic

Equipment
6%
Government/Military
Aerospace/ Electronics
Space Electronics 11%
6%

Other
Electronic Instruments/ 10%
ATE/ Design &
Test Equipment 36
7%



Elements of Embedded Systems

¢ System =

AP Setpoints:
Pitch Angle,

Roll Angle, AP Command:
Heading Angle, Pitch, Roll
Altitude @

> Autopilot

Controller

AP Mode
Computer r
+ Controlled “plant”

Controller

A

Inner Loop
Commands:

E.g., flight control systems

Control Surface

Deflections

U

' > Inner Loop >

Air Frame |

Dynamics

+ Plant I/O (sensors + actuators) F-16 states:

Pitch Angle, Roll Angle, Heading Angle,

+ Operator
+ Operator interface
+ Physical environment

¢ Design engineer’s job:
* Make it work correctly (functionality + real-time) and safely
» Make it meet real world constraints (size, power, weight)
« Optimize for: cost, performance, convenience, etc.

Altitude, Vertical Velocity
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Common Types of Embedded System Functions

¢ Control Laws
» PID control, other control approaches
* Fuzzy logic
¢ Sequencing logic
 Finite state machines
» Switching modes between control laws
¢ Signal processing
e Multimedia data compression
 Digital filtering
¢ Application-specific interfacing
» Buttons, bells, lights,...
e High-speed I/O
¢ Fault response PW-4000 FADEC

. . : (Full Authority Digital
» Detection & reconfiguration Engine Controller)
« Diagnosis

[P&W] 38



Typical Embedded System Constraints

¢ Small Size, Low Weight
» Hand-held electronics
» Transportation applications -- weight costs money
¢ Low Power
» Battery power for 8+ hours (laptops often last only 2 hours)
» Limited cooling may limit power even if AC power available

¢ Harsh environment

« Power fluctuations, RF interference, lightning Lear Encrypted Remote Entry Unit
« Heat, vibration, shock
« Water, corrosion, physical abuse L™ oy —

¢ Safety-critical operation
» Must function correctly
« Must not function incorrectly

¢ Extreme cost sensitivity 3" sl
 $.05 adds up over 1,000,000 units SIDE UR o

aiuu}u;




A Customer View

¢ Reduced Cost
¢ Increased Functionality
¢ Improved Performance

¢ Increased Overall Dependability
o (Debatable, but can be true)




An Engineering View

Digital radio MOST
venicle computer SRy Spezker

Wmdow lift
Universal light

- - = - / = OXKROX
. & 1
229, DK |
¥ Instruments Wi |

: Heatlng per W

s . indow §
wal il N entra y : Interior @= : -
Drive train < body control- L — - light — - LIN Trunk &

Steering wheel §
panel

- T Universal motor

Loclc I

wosr (TR

CAN Controller area network

GPS Global Positioning System

GSM  Global System for Mobile Communications

LIN Local interconnect network

MOST Media-oriented systems transport [Leen02]

Universal panel

Mirror Speaker




Caterpillar 797: Embedded + Distributed
797 System

VIMS II
(ABL2M)

Sl < [0
S

i Chassis Control
= | (ABL20C)

= Braking/Cooling
~ L (ABL2C)

— o Xmsn/TC
—} (ABL2C)

-

?.-----.o‘ =B

[ H
ADEM lI ADEM || i
Slave 1 Slave 2 RAC/CLIM Tire
(68K Module) :
Monitor
= CAT Datalink

- ansenssonanc T 195 sensors and actuators

+ wireless data link

[Caterpillar]
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BRAKING/COOLING CONTROL

149-3953

INPUT COMPONENTS

112-6160
TCS TEST SWITCH
144-0178
LEFT REAR WHEEL SPEED SENSOR

144-0178
RIGHT REAR WHEEL SPEED SENSOR

125-2076
AUTO RETARDER ON/OFF SWITCH
128-5091
ARC PRESS SWITCH

153-3717
RETARDER LEVER
6V-2455
ENGINE SPEED

SE6%Es
BRAKE COOLING PUMP SPEED
156NSHR
BRAKE OIL FILTER
WITESY
RADIATOR FAN SPEED
SENEER
BRAKE OIL ACCUM PRESS

SWITCH
128-5091

FOOT BRAKE PRESS SW
128-5091
BRAKE SYS PRESS SW
100-3055
BRAKE OIL TEMP
SENSORS

8N-0753
PARK BRAKE ON/OFF SWITCH
CUSTOMER PARK BRAKE
LOCKOUT

9X-7781
FRONT & REAR BRAKE COOL
FILTER BYPASS SW

143-9170
RH & LH REAR PARK BRAKE
RELEASE PRESS. SENS.

9X-7781
FAN DRIVE FILTER SW

ECM LOCATION CODE
CAT DATA LINK
CAN DATA LINK (for future use)

Mating Connector
147-1446

Mating Connector
160-7690

OUTPUT COMPONENTS

9G-9988
AETA 4-WAY SOLENOID

3T-0062
AETA PROP
SOLENOID

// 107-1983/107-1984
m ] TCS ACTIVE LAMP

\

// 107-1983/107-1984
EU:[:\< RETARDER ON LAMP

122-1134
ARC SUPPLY SOLENOID

155-5989

ARC CONTROL SOLENOID

150-9136
RADIATOR FAN PUMP SOLENOID

150-9134
BRAKE COOLING PUMP SOLENOID

152-8340

BRAKE OIL DIVERTING SOLENOID

152-8340
PARK BRAKE SOLENOID
3E-5239
STOP LAMP
RELAY
3E-9257
OIL COOLER FAN

RELAY
122-1134

REAR DIFF OIL BYPASS

159-3282

BEVELED GEAR LUBE PRESS. SENS.

9X-7781
BEV GEAR LUBE FILTER BYPASS SW

9X-7781

FINAL DRV LUBE FILTER BYPASS SW
128-5892

PUMP OUTLET FINAL DRV LUBE SW
123-2993

RIGHT REAR DIFF LEVEL
BT

LEFT REAR DIFF LEVEL
BYITESS

DIFF OIL TEMP
SENSOR

18JUN98
ibc.vsd
dab/jwf

[Caterpillar]



World Automotive Electronics Market

¢ FElectronics already a OEM Automotive Electronics Market
substantial part of vehicle cost $40 - =1 Other
— [JPowertrain
. Perr_]aps $1500 of OEM cost $35 | mAirbag/Braking
(estlmates Vary) $30 - M Convenience/Comfort
» Expected to increase annually 5 . |
to perhaps 25% of vehicle cost & 3
> $20 -
¢ X-by-Wire projected tobea = o1
= |
key technology o .
] 10 -
* Nobody really knows how big S
. . 5 A
this market will be
. . $0 -
* Throttle-by-wire is already 2002 2003 2005 2008 2010
common , Year
_ _ _ Source: the-infoshop.com (June 2004)
« Brake-by-wire is being
Introduced

» EXxpect to wait a long time to
see steer-by-wire with no
mechanical backup
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X-by-Wire As Topic Motivation

¢ X-by-Wire is perhaps the ultimate automotive computer

technology

» All embedded computers in automobile will probably interface to it

e Has the most stringent requirements

e This course looks at what it takes to do X-by-Wire (and others) successfully

Front-Axle Environment- Diriver Steering
Sensors, e.q. Feedback  Wwheel
yaw-rate, camera S;enaors

Actuators

Assistance

ECU

Steering
Actuators

YWiheel Angle
Sensors

|:| Arctuator

@ Sensor

[TTech]

ECL

Steering
Wheel

Electranic
Control Unit

Fedundant Units




What's "Real" in Real-Time Embedded Systems?

the "environment" (everything

the embedded, = = =~ ( outside the embedded system)

system _ - RN user

Pid A) >
’ \ Interface Q

physical >

dynamic \
SyStem direct

mechanical
inputs

The (real) environment determines the constraints on:
¢ sampling rates
4 computation time

¢ jitter (random variations in timing)
46



Example Simple Control System

RICE COOKER

\ ! PLANMNT
WATER+ ETHE
R)CE g y

.-.\/)eq'l'gv\? CO!

Te M’Df/'a+u/£.

\,Q,ac]
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Control Loop Elements

Symbol Meaning Notes

debject Object Delay Actuator to sensor lag
through the object

drise “Rise” Time Time constant of system

dsample Sampling Period dsample < (drise / 10)

dcomputer Computation Delay dcomputer < Jsample

Adcomputer Jitter of Computation Delay Adcomputer «< gcomputer

ddeadtime Dead Time gdeadtime =

(Control Ioop total de|ay) dsample + gcomputer 4 dJobject
(worst case)

¢ Inrice cooker example:

o “Object” = water + rice + cooking pot
e “Sensor” = temperature sensor

o “Actuator” = heating coil

* Rise time in this case is how long it takes to heat up by a desired temperature
step size (e.g., 3 degrees). In some systems could be “fall” time instead.
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Control Timing Element Definitions

& d°biect controlled object delay
» Delay from applying control force to first observed response
* Due to inertial lag of physical plant (speed of thermal wavefront in rice cooker)
& d"s¢ rise time of step response
* Physical time constant of system (thermal mass of rice+water+pot)
¢ ds*™Ple sgampling period
» How often temperature sensor is read ( should be > 10x faster than d"s¢)
 Want to run control loop 10 times faster than system “time constant”

& dcomputer computer delay

* Time to compute new actuator command point (sensor -> heater on or off)
& Adcomruter jitter of computer delay

« Variations in computer delay (e.g., cache misses, competing tasks)

& (deadtime dead time
* End-to-end latency from observation to action (lower = more stable)
* \Worst case is: wait for next sample; compute; wait for object delay
« |If Dead Time is too large, system will be unstable even for fast sampling” 49



Rice Cooker Example

& debiect => heating coil to T sensor
» (Guess 5 seconds
¢ d'se =>say increase by 3 degrees | .
« Varies depending on water mass R 1 C E COOKE K

« Varies depending on desired
temperature stability while cooking

* Guess 10 seconds WATER +
K)CE

THE PLAMVT

sy €N

X

@ ? ™ \/)ec;\'h‘m? C'fOi‘ :1
f
[

& ds2mprle = 1( seconds / 10 =1 second

& (computer <— sample ‘re W},Df ratnrse
o (computer <=1 second
e Say it’s 900 msec

'S Adcomputer << dcomputer

e Let’ssay 100 msec jitter << 1 second
 Really what you need is (dcomputer + Aglcomputer) < gsample

r'S ddeadtime p— dsample + dcomputer + dobject

o (ldeadtime =71 + 1 + 5 =7 seconds
« Slow computer is fine (doect is the limiting factor to performance)
« Want good control algorithm to avoid temperature overshoots 50



Computers Creep Into Applications

¢ Usually adding computers is an incremental process

Diagnostic equipment

Add-on accessories/peripheral equipment
Routine tasks (data logging)

Suggestions to operator & “smart” alarms
Servo loop closures

Complete automation with human operator
Autonomous operation

¢ There has to be a business reason to use computers

Cars adopted them for emission controls

Elevators use them to do fancy dispatching and load management
Aircraft engines use them for weight and fuel efficiency
Dishwashers use them to provide hi-tech look & advanced features
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Historical Example: Cars 1970 Mustang

¢ Almost 1 million lines of code in some cars(!)
o 70+ CPUs in a luxury car

¢ Engine controller
« Hard real time (ignition cycle)
* Fail safe wd B
« 32-bit CPU, resource adequate s

¢ Transmission controller
« Soft real time (shift points) 1996 Mustang
* Fail safe B ——
« 8-bit to 32-bit CPU, resource marginal

¢ Anti-lock Braking System (ABS)
» Firm real time (pulses brake pedal

« Fail operational (for brakes);

Fail safe (for electronics) Bl g o
 8-bit CPU, resource constrained 47

¢ Trend: drive-by-wire (Purple bundles connect to computers;
Note large alternator to supply electricity)



Lecture Review

¢ System includes many pieces, including the user
« Latency & time constants are critical for stable control loops

 Various time constant definitions & how to estimate them are the underpinnings
of timing for embedded control systems

¢ Distributed embedded systems require knowledge in many areas:
e Embedded computing
 Distributed systems

Embedded real-time networking

End-to-end real time scheduling

Dependability (including security)

Safety

¢ Test might include the following topics
« Know and apply Control Timing Element Definitions to an example
* Recognize some of the Typical Embedded System Constraints
» Know the course policy on cheating, including penalty
» Topics from required reading 53



