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ABSTRACT

Many host-basedanomaly detection systemsmonitor a pro-
cessby observing the system calls it makes, and comparing
these calls to a model of behavior for the program that the
processshould be executing. In this paper we intro duce
a new model of system call behavior, called an execution
graph. The execution graph is the rst such model that
both requires no static analysis of the program source or
binary, and conforms to the control o w graph of the pro-
gram. When used as the model in an anomaly detection
system monitoring system calls, it o ers two strong prop-
erties: (i) it accepts only system call sequencesthat are
consistert with the control ow graph of the program; (ii)
it is maximal given a set of training data, meaning that any
extensionsto the execution graph could permit someintru-
sionsto goundetected. In this paper, we formalize and prove
these claims. We additionally evaluate the performance of
our anomaly detection technique.
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1. INTRODUCTION

Many host-basedintrusion detection systems(e.g., [4, 11,
17, 18]) and related sandboxing and con nement systems
(e.g.,[12, 19]) monitor the system calls emitted by a process
in order to detect deviations from a previously constructed
model of system call behavior. We coarsely divide these
systemsinto \black box", \gray box" and \white box" ap-
proaches, based on the information they useto build the
model to which they compare system calls at run time.
On the one hand, black-box and gray-box methods build
a model of system-call behavior by monitoring sample ex-
ecutions. Within this space, black-box detectors employ
only the system call number (and potentially the arguments,
though we do not consider arguments in this paper) that
pass through the system call interface when system calls
are made (e.g., [4, 16]). A gray-box detector extracts addi-
tional runtime information from the process,e.g., by looking
into the process'memory (e.g., [3, 15]). On the other hand,
white-b ox approachesobtain the model by statically analyz-
ing the source code or binary (e.g., [2, 6, 7, 18]).

By their nature, black-box and gray-box detectors detect
anomalous behavior, i.e., behavior dierent from \normal’
runs, regardlessof whether it results from an intrusion or an
execution path that wasnot encourtered during training. In
contrast, white box detectors detect actual deviations from
the program text, for which an intrusion is virtually the only
conceivable explanation (assuming that the program is not
self-modifying). As such, white-box detectors can be de-
signedto have a zero false-positiv e rate, in the sensethat an
alarm always indicates an intrusion. Since minimizing false
positivesis a signi cant factor in gaining user acceptance,
this is an important advantage of white-b ox approaches.

White-b ox approaches, however, are not always viable.
First, sourcecode is often not available, and the complexity
of performing static analysis on, e.g., x86 binaries is well
documented.! In fact, all white-b ox intrusion detection Ssys-

1This complexity stems from diculties in code discovery
and module discovery [13], with numerous contributing fac-
tors, including: variable instruction size(Prasad and Chiueh
claim that this renders the problem of distinguishing code
from data undecidable [10]); hand-coded assenbly routines,
e.g., due to statically linked libraries, that may not follow
familiar source-lewel convertions (e.g., that a function hasa
single entry point) or use recognizable compiler idioms [14];
and indirect branch instructions such as call/imp reg32
that make it dicult or impossible to identify the target
location [10, 13]. Due to these issuesand others, binary
analysis/rewrite tools for the x86 platform have strict re-
strictions on their applicable targets [9, 10, 13, 14].



tems of which we are aware (including those cited above)
have eshewed this common platform. Static analysis is also
dicult for programs protected by obfuscation or digital
rights managemert (DRM) technologies that are designed
to render static analysis of control ow all but impossible
(e.g., [1]). Finally, white-box techniques can fail on self-
modifying programs. We thus believe that examination of
gray-box and black-box approaches can play an important
role where white-b ox approaches are unavailable.

In this paper we presert a new gray-box model, called an
execution graph, that is, to our knowledge, the rst gray-
or black-box technique for which a positive relationship to
what is achievable via common white-b ox techniques can be
proved analytically . Intuitiv ely, the goal that we set for our
technique is to build a model that acceptsthe samesystem
call sequencesas would be accepted by a model built from
the control o w graph of the program, which is the basis of
many white-b ox techniques. This, of course, is not achiev-
able, sinceour gray-box technique cantrain only on observed
runs of the program, which may miss entire branches of the
program that static analysis would uncover. Nevertheless,
using gray-box techniques alone, our approach constructs
an execution graph with the following two useful properties:
First, the system call sequencedthe language) accepted by
the execution graph are a subset of those accepted by the
control ow graph of the program. Second, the language
accepted by the execution graph is maximal for the training
sequencest was provided. Speci cally, we show that there
exists a program of which the control o w graph would ac-
cept the same language as the execution graph. In other
words, if the execution graph were to accept any other sys-
tem call sequences, then there is a program that can emit
exactly the sametraining sequencesbut for which the con-
trol ow graph would not accept s.

In some sense, this is the best one can hope to achieve
toward using a gray-box technique to mimic the power of a
control o w model obtained via white-b ox analysis. More-
over, as the control ow model that we set for our goal is
equivalent to the most restrictiv e white-b ox models known
in the literature|the  model is sensitive not only to the se-
guence of system calls, but the sequenceof active function
calls when ead system call occursjour approach mimics
some of the best white-box techniques known today, us-
ing only gray-box analysis. Additionally , we demonstrate
through a protot ype implementation that monitoring via an
execution graph is very e cien t.

The rest of the paper is organized as follows. Section 2
discussesrelated work in this area. Section 3 de nes an ex-
ecution graph, and the language accepted by an execution
graph. We show the claimed relationships between execu-
tion graphs and control ow graphs in Section 4. Perfor-
mance evaluations are discussedin Section 5. Finally, we
conclude in Section 6.

2. RELATED WORK

Numerous white-b ox approaches to intrusion detection
have focused on monitoring a process' system-call confor-
mance with the control o w graph of the program it is os-
tensibly running. One of the earliest works, due to Wagner
and Dean [18], generatesa range of models basedon the con-
trol ow graph of the program, generated via static analy-
sis of the source. Their most accurate model, equivalent
to the control ow model that we adopt here (Section 4),

resulted in very substantial runtime monitoring overheads.
This cost, aswell asthe needfor analyzing sourcecode, were
addressedin following works due to Gin et al. [6, 7] and
Feng et al. [2]. These works included modifying the binary
to permit the runtime monitor to perform more e cien tly.

Black-box approacheswere pioneered by Forrest et al. [4],
who intro duced an approach to characterize normal program
behavior in terms of sequencesf system calls. System call
sequencesare brokeninto patterns of xed length, which are
learned and stored in a table. Wespi et al. [20, 21] extend
this approach to permit variable-length patterns of system
calls. To our knowledge, Selar et al. [15] proposedthe rst
gray-box approach, coupling the system call number with
the program counter of the processwhen the system call is
made. Feng et al. [3] proposedextending the gray-box infor-
mation usedto include return addresseson the call stack of
the processwhen a system call is made. While the bene ts
and costsof many of these approacheshave beenstudied [5],
the behavior of none of these approaches has been formally
related to that of the white-b ox system call models. In fact
it is generally easyto conrm that these prior black- and
gray-box models neither contain nor are contained by the
white-b ox models, in terms of the languagesof system call
sequenceghey accept. Black-box approacheshave alsobeen
extended to monitor system call arguments [8], however we
do not consider them in the paper.

3. EXECUTION GRAPHS

In this section we describe our model, called an execution
graph, for anomaly detection, which is built using a gray-box
technique. Our technique assumesthat the program being
monitored is implemented in a programming language for
which the runtime utilizes a call stack, where ead stack
frame corresponds to a function call in the program and
includes a return address. Every implementation of the C
and C++ programming languagesknown to us satis es this
criteria, and these languages are the primary motivations
for our work.

The execution graph technique we describe in this paper
works, during both training and monitoring, by observing
system calls along with additional runtime information that
it extracts upon ead system call, namely the return ad-
dresseson the call stack of the monitored processwhen the
system call is made. We de ne a system call along with the
return addresseson the call stack when a system call is made
asan observation. Each such obsenation can be represerted
by an arbitrary-length vector of integers, eac in the range
of [0;2%%) assuming a 32-bit platform. The last elemen of
the vector is the system call number, and the preceding el-
emerts are the return addresseson the call stack when the
system call is made, with the rst addressbeing an address
in main() , i.e., an addressin the rst function executed.

We formally de ne the concept of obsenation below, and
we call a sequenceof obsenations an execution.

Definition 3.1  (Obser vation, execution) . An obsenation

addressin main() , rx 1 is the \return address" which corre-



sponds to the instruction that makesthe system call,? and
r¢ is the system call number.

We next introduce the concept of an execution graph,
which is built by observing executionsasde ned above. The
goal we set for this new model, asbrie y stated in Section 1,
is to build a model that accepts the same system call se-
guencesthat will be accepted by most models built from
white-b ox techniques. Informally , we need to extract func-
tion call structures from obsenations sothat a graph similar
to the control o w graph canbe built. To achieve this we an-
alyze every two consecutive system calls and the return ad-
dresseson the call stack when ead system call is made, i.e.,
to analyze two consecutive obsenations. Since ead return
address represerts a stack frame, consecutive obsenations
reveal someinformation about the function call structure of
the program. In the following de nition, we show how this
information is usedto build an execution graph.

The execution graph is one of the most important con-
ceptsin this paper, especially the inductiv e de nition of the
edgesin the graph. Intuitiv ely, we use E\, to represert the
returning of a function to its calling location, useE s to rep-
resert the execution o w within a function, and use E .y to
represert the calling from a function call site to its call tar-
get. Thesethree setsof edgesare de ned in the basecaseby
processingconsecutive obsenations. The inductiv e part of
the de nition is usedto post-processthese setsof edges,and
to discover \missing" edges,where the relationship between
two nodes could be derived from the executions, but not by
processingany individual pair of obsenations. (This induc-
tion is further explained in an example after we formally
presert the de nition.)

Definition 3.2  (Execution graph, leaf node, ). An ex-
ecution graph for a set of executions X is a graph eg(X) =
(V; Ecan; Ecis; Emn ), where V is a set of nodes, and E cai, Ecs,
Ewm V V aredirected edge sets, de ned as follows:

For each execution X 2 X and each observation hrq,
ro, i1, rgi 2 X, V contains nodesrq;ra;:::;rg. rg

an execution, ry is also denoted as an exit node. (Note
that an execution graph could have more than one enter
node and more than one exit node.)

The setsEcai, Ecs, Enn are de ned inductively to con-
tain only edgesobtained by the following rules:

{ (Base case) For each execution X in X and each

pair of consecutive observationshry, rap, :::, rgi,
hQrdordiin X,

Ertn Emn [ T(risa;ri)g i«

Ecrs Eas| f(r‘;r‘o)g

E cai Ecall[ f(rP;rioﬂ )g i<k 0

2Though on most platforms, system calls are implemented
dierently from function calls, ry 1 can be retrieved from
the stack in a similar fashion, and we still refer to it as a
return address.

where
8
3 k 1

. if braro;cosre = edrdsoonrdi
3 argmax chrogre;innio= gl + 1
) otherwise

If r¢ is an enter node,

Ecat  Ecan[ f(rijri+1)or i<k
If rd is an exit node,

Etn  Emn [ f(rda o i o

{ (Induction) De ne the relation r ° r°to be true
if there exists a path from r to r° consisting of only
edgesin Egs.

If (Xo;Xl) 2 Ecal, X1 !Crs X2, and (Xz;X3) 2
Ewn, then Em, Evn [ f(X2;%0)g and Ecal
Ecan [ f(X3;X1)0;

If (Xo;X1) 2 Ecan, X1 X2, and (Xz;X2) 2
Ecallw then Ecall Ecall['r (XS;Xl)g and Ecall
Ecar [ f(Xo;X2)0;

If (x1;%0) 2 Em, X1 ™ x2, and (x2;x3) 2
Ewn, then Emn Emn [ f(Xx1;x3)g and En
Em [ f(X2:%0)0.

2

Note that the integers in an obsenation serve as labels
for the nodescreated. For simplicit y, we do not di eren tiate
a node and its label, i.e., in the above de nition, r and x
denote both the nodesand their labels.

Example 3.1 illustrates the reasonwhy such an inductiv e
de nition is necessary (Source code and the execution graph
of Example 3.1 are shown in Figure 1.)

Example 3.1. In this example, f() is called twice from
main() , while each time it is called not all instructions in
f() areexecuted. Someexecution paths of the program might
not be uncovered, e.g., due to the xed values of a and b
in the executions. In this example, edges (f.3, main.5)
and (f.5, main.3) can only be obtained by the inductive
de nition in De nition 3.2.

With the inductive de nition in De nition 3.2, execution
graph as shownin Figure 1 can be obtained evenif the value
of a and b are xed in exeutions X .3 2

Definiton 3.3 (' ™). Let eg(X) = (V, Ecal, Eas,
Em) be an exeution graph. r f*'r%i there exists a path

from r to r° consisting of only edgesin Ecar. r " r%i there
exists a path from r to r° consisting of only edgesin Ep,. 2

Recall that we want to mimic the power of the most re-
strictiv e control o w graph model known in the literature,
where not only the system call sequence,but also the se-
guenceof active function calls when ead system call occurs,
are captured. Todo this, we usethe notion of execution stack
to capture the active function calls allowed in an execution
graph.

3Nodesin an execution graph are typically denoted by inte-
gersonly. In Figure 1 we show the correspondencewith the
line number and function name, for the purp oseof illustra-
tion.



int main(int argc, char *argv[]) {
int a, b;
a=1, b=2
f(a);

void f(int x) {
sys_call(5);
if (x ==1)
sys_call(3);
else if (x ==2)
sys_call(4);

void g() {
1: sys_call(2);

(a) source code of Example 3.1

(b) execution graph of Example 3.1

Figure 1: Source code and execution graph of Example 3.1

Definiton 3.4 (", Execution stack). Leteg(X) = (V,
Ecal, Eas, Ern) be an execution graph. r 1'r0

|
(r;1% 2 Ecan; oOF

There exists a node r°2 V, suchthat (r;r% 2 Ecy”
00grs L0
r 00" 10,

An execution stack in eg(X) is a sequenc of nodestrq, ra,
:15 rai, suchthat

Foreachl i< nri ™ ri.:and

ri corresmpnds to an addressin main() , i.e., an ad-
dressin the rst function executed; and

rn is a leaf node.
2

Intuitiv ely, an execution stack captures a system call and
the active functions (functions that have not returned) when
the system call is made, which is also what an obsenation
captures. However, an execution stack might or might not
have a corresponding obsenation in the executions X that
are usedto construct the execution graph eg(X).

We next de ne the notion of suacessor. Intuitiv ely, if ob-
senation x° follows another obsenation x in an execution,
then x° corresponds to an execution stack that is a suaces-
sor of the execution stack corresponding to x. The notion
of suacessorin an execution graph de nes whether a system
call (and the corresponding active functions) are allowed to
follow another system call.

Definiton 3.5 (Successor) . Execution stack s® = h¢,
.21, r2i is a successorof execution stacks = hrq, :::, rpi in
an execution graph eg(X) = (V, Ecan, Eas, Emn) if there ex-
ists an integer k suchthat rn " ry, (r;rd) 2 Eers, 1o ' 1%,
and for each1 i<k, ri=rl 2

Definition 3.6  (Execution path) . An execution path
is a seguence of execution stacksin an execution grapheg(X)
= (V, Ecany Eers, Emn), say = bs1;82;:00 800, Si = hrig,
ri.2, 125 lim ; i, where

For eachl i< myq, (rii;rui+1) 2 Ecai; and

rm, IS an enter node; and

For each1 i< n, sj+1 IS a suaessor of s;.

Intuitiv ely, an execution path is a sequenceof execution
stacks that corresponds to a possible execution of the pro-
gram that emitted the executions X. Notice that it only
requires the sequenceof execution stacks to be allowed by
the execution graph (captured by the notion of successor,
which is de ned in De nition 3.5), which might or might
not have appearedin the executions X from which the exe-
cution graph eg(X) is built.

Definition 3.7  (Langua ge accepted by eg(X)). The lan-
guage accepted by eg(X), denoted L eg(x), is the set of all
execution paths in eg(X). 2

Each string in the language accepted by an execution
graph is a sequenceof execution stacks. Each execution
stack consists of a sequenceof integers, which intuitiv ely
represerts a system call and the return addressesof the ac-
tiv e functions when the systemcall is made. Though we have
de ned execution graphs built from obsenations including
return addressesthey also have a black-box variant: In the
casewhere only the system call number is usedto describe a
system call (return addressesare not extracted), an execu-
tion stack consists of only one integer, which is the system
call number. Consequerly a string in the language will be-
come a sequenceof system call numbers. We do not discuss
this variation further.

4. PROPERTIES OF EXECUTION GRAPHS

We briey stated in Section 1 that the goal of our tech-
nique is to build a model that acceptssystem call sequences
that would be accepted by a model built from the control
ow graph of the program. In this section, we formalize
two important properties of an execution graph. First, it



acceptsonly system call sequenceghat are consistert with
the control o w graph of the program. Second,it is maximal
given a set of training data, meaning that any extensionsto
an execution graph could permit someintrusions to go un-
detected. To formalize these two properties, we rst de ne
control o w graphs, the language a control ow graph ac-
cepts, and well-behaved executions. With these de nitions,

the theorems are preserted in Section 4.3.

4.1 Control Flow Graphs

A control ow graph is an abstract represertation of a
procedure or program. In this paper, it is convenient to
consider a variation on the traditional control ow graph
for a program P, denoted cf g(P). First, cf g(P) consists
of a number of control ow sulgraphs one per function F
in P, denoted cfsg (F). Second, since we are interested
only in function calls and system calls in P, eac cfsg (F)
has one node per function call and two nodes per system
call that it contains, in addition to its entry and exit node,
and no other nodes. Though these variations render cf g(P)
dierent from a traditional control ow graph, we will still
refer to it as one.

In this paper, we refer to a jump asa nonsequerial trans-
fer of control, distinct from a function call or a system call.
With this, we de ne the relationship between two instruc-
tions in a function.

Definition 4.1
tion ti

(Follo w). Instruction t°follows instruc-
t and t° are in the same function and

(Base case) t%is at a higher addressthan t, and there
is no jump, function call or system call between t and
t%

(Induction)  There exists a jump ¢ and a correspnd-
ing jump target c®, such that t° follows c® and c follows
t.

The above de nition de nes the relative position of two
instructions in a function. Next we de ne control o w sub-
graph (cfsg ) and call nodesin a cfsg . In order to simplify
the de nition, we assumingthat there are two no-op instruc-
tions in ead function F denoting the starting and ending of
F respectively.

Definition 4.2
trol o w subgraph for a function F is a directed graph cfsg (F)
= (V;E). V contains

A function call node per function call in F;

A system call node per systemcall in F;

A system call number node per systemcall in F;

A designatal F:enter node and a designated F:exit node.

Function call nodes and system call nodes are the call
nodesof cfsg (F). Each nodeis identi e d by a label. (u;v) 2
Ei

The instruction that correspnds to v follows (as de-
ne din De nition 4.1) the instruction that correspnds
to u; or

(Contr ol flo w subgraph, call node). A conh-

u is a system call node and v is the correspnding
system call number node.

Each node in a cfsg hasa label. The label of a call node
could be assignedas the addressof the instruction that im-
mediately follows the call if static analysis is applied on bi-
naries, as assumedin Section 4.3 for convenience. The label
of a system call number node is the corresponding system
call number. As in the de nition of execution graphs, we
do not di eren tiate a node and its label, i.e., in the above
de nition, u and v denote both the nodes and their labels.

The control o w graph cf g(P) of a program P is obtained
by connecting control o w subgraphs of each function in P
together to form a new graph.

Definition 4.3  (Contr ol flo w graph) . Let P be a pro-
(Vi; Ei) denotethe control ow sulgraph for F;. The control
ow graph for P is a directed graph cf g(P) = (V;E), where
V = .V and where (u;v) 2 E i

For somel i n, (u;v)2E;; or

v = Fi:enterand u is a function call node representing
acall to Fi; or

u = Fi:exitand v is is a function call node representing
acall to Fi. 2

Figure 2 shows the control o w graph of the program in
Example 3.1 (the source code is shown in Figure 1).

1) main() a()

ol
sys_call(2)

Figure 2: Control o w graph of Example 3.1

A control o w graph asdescribed above de nes all possible
executions of a program P, in terms of the function and
system calls it makes. During program execution, nodesin
the control o w graph are traversedby following the directed
edges. An execution of the program can be described by a
path through which the nodes are traversed. A call cycle
corresponds to the calling and returning of a function.

Definition 4.4 (call cycle) . A seqquene of nodes hvy,
V2, i Vi in cfg(P) = (V;E) is a call cyclei for some
function F 2 P and the correspnding cfsg (F) = (Ve ;EF)
in cf g(P),



(Base case)
{ vi = v, is afunction call node representing a call
to F, v» = F:enter, v, 1 = F:exit; and
{ Foreachl<i<n 1, vi2 Ve;and
{ Foreachl i<n, (vi;vis1)2E.

(Induction)  For some integers k and k° where 1 <
k<k<n 1,

{ vi = v, is afunction call node representing a call
to F, v2 = Fienter, v, 1 = F:exit; and

{ Foreachl i<n, (vi;vi+1)2 E; and
{ Foreachl1<i kandk® i<n 1, v 2 Vg;
and
{ bvi;visr ;i wgoi is a call cycle.
2

A series of call cyclesis a concatenation of at least one call
cycle.

Definition 4.5  (Obser vable path) . An obsenable path
in cfg(P) = (V;E) is a sequene of nodes, say v, vz, :::,
Vni, where

vi1 = main:enter, i.e., the entry node for the rst func-
tion called in the program; and

vy is a system call node; and

Foreachl i< n, (vi;vi+s1)2E ; and

For each 1 < i < n, if v; is a function call node rep-
resenting a call to F, then either vi.; = F:enter or
vi 1 = F:exit; if vi 1 = F:exit, then there exists an in-
teger i% where 1 < i°< i, suchthat hvjo;vjo,3 ;:::;Vii
is a call cycle.

The path de ned in De nition 4.5is called observablebe-
causeit induces a system call, and thus intuitiv ely would
be visible to an intrusion detection system monitoring sys-
tem calls. Numerous white-b ox processmonitors addition-
ally keep track of the active function calls in the process
running the program, based on information gathered from
static analysis of the program. We de ne active calls on an
obsenable path as follows.

Definition 4.6  (Active calls on an observable path) . Let

We de ne the sequene of active calls on , denoted A( ),
to be the result of the following procedure.

1. Delete all call cycleson ;

for each1l | < Kk, ij < ij+1. For each 1
deletevii unlessvij is a function call node;

i <Kk,

3. Append a node vy+1 to the end of the sequence, where
Vn+1 IS the systemcall number node suchthat (vn; Vn+1)
2 E.

Since v, (the last node on an obsenable path) does not
belong to any call cycles, it is not deleted in the rst step
of the procedure in De nition 4.6. As sudh, vi, = v, in the
secondstep of the procedurein De nition 4.6, and this node
is not deleted in the secondstep either (since only nodesv;,
for 1 j < k are eligible to be deleted). In other words,
Vn is always the secondlast elemert in the output of A( ),
with the last elemert being the system call number.

Definition 4.7  (Langua ge accepted by cfg(P)). Let be
the set of all observablepaths in cf g(P), and for any 2

, let pre( ) = ha; 2;:::; ni denote all the observable
pre xes of in order of increasing length, where , =
Then, the language accepted by cf g(P) is

Lefgry =
O 2 c:pre( )=h ;i nilg

Notice that we de ne the language acceptedby cf g(P) in
terms of the system calls it makes and the active functions
when eac system call is made. A string in the language is
a sequenceof symbols, each of which describesa system call
made by the program.

Example 4.1. Figure 3 shows the source code and the
control ow graph of a very simple program, which consists
of four functions and makes four dier ent system calls. In
the program shownin Figure 3, the second system call made
is read, which correspndsto the systemcall number 3. The
following is an observablepath from main:enter to the node
that makesthis system call.

1 = bhmain:enter, main:1; main:2; f :enter;
f:1;g:enter;:::;gexit; f:1;f:2i

When trying to nd the active callson 1, f:1, g:enter, :::,
g:exit, f:1 should be deleted in the rst step of the procedure
in De nition 4.6, since they correspnd to a call cycle (a
completed function call). main:enter and main:1 should be
deleted in the second step of the procedure in De nition 4.6,
as they are not function call nodes. Therefore,

A( 1) = hmain:2;f:2; 3i

In this example, the language accepted by the control ow
graph is
f hmain:1; 5i; main:2;f:2; 3i;
hmain:2; f :3; h:1; 4i; bmain:2; f :3; h:2; 6ig

Lef gexpiy) =

Figure 4 shows an execution graph built from executions
of the program in Example 4.1, assuming the input covers
all possible paths of the program.*

2

Notice that the languagesacceptedby the execution graphs
of the two examples (Example 3.1 and Example 4.1) are
very similar to the languagesaccepted by their control ow
graphs. (In particular the only di erences are the values of

“Nodesin an execution graph are denoted by integers only.
In Figure 4 we show the correspondencewith nodesin the
control o w graph of the program, i.e., the line number and
function name, for the purp oseof illustration.



int main(int argc, char *argv[l) {
1: sys_call(5);
2 f0;

}

void f() {

a0
sys_call(3);
) h0;

void h() {
1: sys_call(4);
2: sys_call(6);

void g() {
-

(a) source code of Example 4.1

(b) control o w graph of Example 4.1 (cfsg (g() ) is not shown)

Figure 3: Source code and the control o w graphs of Example 4.1

-m
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——— i i
EcaH !

)
i ECIS
Figure 4: Execution graph of Example 4.1

the labels.) Intuitiv ely this similarity is what we are try-
ing to achieve and why execution graphs are very useful in
anomaly detection. In Section 4.3 we will formally intro-
duce the relationship betweenthe two, by showing two very
useful properties of execution graphs.

4.2 Well-Behaved Executions

To this point in the paper, we have not speci ed the pro-
gram executions that are useful to build an execution graph
(though any execution results in one). However, to prove a
relationship with the control ow graph of the program, it
is necessaryto specify which executions are useful for this
purpose. Intuitiv ely, these executions are onesthat do not
include an attack, and more speci cally , for which the return
addressesare a reliable re ection of the intended execution
of the underlying program. We refer to such executions as
well-behavel.

More precisely, denote the execution of program P on in-
put I by P(l). Input string | includes all inputs to the
processrunning P since its initialization, and can include
multiple \in vocations" if program P is a server program. In
this case,the multiple invocations of P are separated in |
in a canonical way. The runtime processthat executesP (1)

maintains a call stack in conformance with certain conven-
tions, induced via the function call and return code emitted
by the compiler for the language. While we do not detail
these convertions here, we expect that the return addressof
eadt stack frame is inserted when the function call occurs
and is not modi ed until return from the functionjat which
time the stack frame is destroyed. We say that a program P
is \w ell-behaved" on an input | if the execution P(l) con-
forms strictly to this expectation, i.e., that return address
elds in stack frames are modi ed only in this fashion, and
the stack frames are created only when function calls are
made by the program P.

Definition 4.8  (Well-beha ved executions) . Program P is
well-behaved on input | if execution P(l) maintains a call
stack consisting of stack frames, one per active function call,
and such that the return addressin each stack frame is not
modi e d while the correspnding function call is active. 2

Of course,a common method of exploiting a vulnerable pro-
gram P involves running P on an input 1° for which it is
not well-behaved, i.e., that modi es a return addresson the
stack when the function call is still active.

The anomaly detector that we describe in this paper is
assumed to be trained on the observed behaviors (emit-
ted system calls) in executions P(l1);:::;P(lk) where P
is well-behaved on ead |j. In this Way, the return ad-
dressesextracted from the stack (as in [3]) re ect the exe-
cution of the program. We denote these executions P (1 ) =
fP(I1);::5;P(lk)g

4.3 Propertiesof Execution Graphs

Recall that an execution graph is a model constructed by
a gray-box technique. None of the previous gray-box tech-
niques, to our knowledge, has been formally related to the
control o w graph of the underlying program. The execu-
tion graph diers from these approachesin the sensethat
the languageacceptedby an execution graph can be directly
related to the languageacceptedby the control o w graph of
the underlying program. Moreover, this relationship can be
proved analytically . This is a signi cant improvemert since



goals of many white-b ox techniques can now be achieved us-
ing gray-box techniques, i.e., without static analysis on the
source code or binary.

Here we show two theorems of the execution graph and
the control o w graph of a program. Without loss of gener-
ality, we assumethat the label of a call node in the control
o w graph is the addressof the instruction that immediately
follows the function call or system call, which is easily ob-
tained by static analysis of the binary. If this is not the case,
e.g., if static analysis is applied on the source code, there is
always a one-to-one mapping between the labels and these
addresses. For convenience, we omit this mapping in the
following theorems and the proofs in the App endices.

Theorem 4.1. If P is a program that is well-behavel on
input |, then Leg(p(| ) Lcf g)-

The proof of this theorem is in App endix A.

Theorem 4.1 says that the languageacceptedby an execu-
tion graph is a subsetof the languageacceptedby the control
o w graph of the program, which is a property unavailable
in most other gray-box techniques. It provides another level
of con dence: if some execution is allowed by an execution
graph, it is guaranteed that the execution is not only normal
(\similar" to past executions), but alsovalid (allowed by the
control o w graph). Such a property could only be achieved
previously by white-b ox techniques.

Theorem 4.1 only says that Legry) Lcfgery- They
are not equal because,e.qg., the input | might not cover all
possible executions of the program, in which casethere is no
way for eg(P (I )) to safely accept such a missing execution,
even with the inductiv e de nition in De nition 3.2.

Theorem 4.2 shows that if the execution graph wereto be
extended to allow any additional strings in the language, it
could acceptsomeintrusions that program P doesnot allow.

Theorem 4.2. Let | be a set of inputs, and eg(P(l))
be an execution graph where P is well-behavel on | . There
exists a program P°, which is also well-behavel on |, such
that L cf g9 = Leg(p(| ) -

Theorem 4.2 states that for any input | and the execution
graph obtained on input |, there exists a program P ° which
is well-behaved on | , such that the languageacceptedby the
control ow graph of this program is the same as the lan-
guageacceptedby the execution graph. This meansthat the
execution graph is the \accurate" model of some program
PC Since there exists such a program P?, if the execution
graph were to be extended to accept any additional string
in its language, it will allow an intrusion to the program
P° Informally, this means that the execution graph is a
maximal graph given the set of input.

Pleaserefer to Appendix B for a proof of Theorem 4.2.

5. PERFORMANCE EVALUATION

In this section we provide insight into the likely perfor-
mance of our technique in an anomaly detection system.
During program monitoring there are two tasks the anomaly
detector needsto perform for ead system call: (i) to walk
through the stack framesand obtain all return addressesii)
to determine whether the current system call is allowed. We
previously measuredthe cost of extracting program return
addressesand found that for a Linux kernel compilation it
adds lessthan 6% to the overall execution time. Therefore,

extracting return addressesirom the running processshould
intro duce only moderate overhead.

Second, we measure the time it takesto processsystem
calls when using our execution graph model. We obsene
the executions of four common FTP and HTTP server pro-
grams, wu-ftpd , proftpd , Apache httpd , and Apache httpd
with achroot patch, and extract the execution graphs from
them. Information, including return addressesof every sys-
tem call isrecordedinto log les, and subsequetly processed
to detect anomalies. We measurethe time it takesto pro-
cessthese system calls by running the anomaly detector on a
desktop computer with an Intel Pentium IV 2.2 GHz CPU.
Results are shown in Table 1.

Although the average processingtime per system call is
very dierent for these four programs (due to the dier-
ent number of functions in the program and consequerly
the di eren t number of return addressesto be processedfor
ead system call), results show that program monitoring is
extremely e cien t when using the execution graph model.

6. CONCLUSION

We introduce a new model of system call behavior for
anomaly detection systems, called an execution graph. Ex-
ecution graph is the rst gray-box model that conforms to
the control ow graph of the program. We show that: an
execution graph accepts only strings (de ned as sequences
of system calls and the active function calls when eadt sys-
tem call occurs) that are consistert with the control ow
graph of the program; and it is maximal given a set of train-
ing data, i.e., any extensionsto the execution graph might
make some intrusions undetected. Finally, we provide evi-
dence that program monitoring using the execution graph
is very e cien t.
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APPENDIX
A. PROOF OF THEOREM 4.1

We rst prove the following lemmas. As stated in Sec-
tion 4.3, without lossof generality, we assumethat the label
of any call node in the control ow graph is in fact the ad-
dressof the instruction that immediately follows the call. If
this is not the case,e.qg., if the control o w graph is obtained
by static analysis of the source code, there is always a one-
to-one mapping betweenthe labels and these addresses.For
convenience,we omit this mapping in the following proofs.

In the following proofs, we use to denote the length of
a function call or system call instruction. Since we assume
that the label of any call node x in the control o w graph is
the addressof the instruction that immediately follows the
call, x represerts the addressof the corresponding call
instruction. We use F, to denote the function in P that
consists of node v.

Lemma A.1. Let P be a program that is well-behavel on
input 1. Let eg(P(I)) = (V;Ecai; Ecisi Ern) and cf g(P) =
(V%EY, thenv VO

Pr oof.
v2 V”vis aleaf node

) P is able to make a system call with system call num-
ber v
)y v2Vve

v 2V ™ visnot aleaf node
) v is oneof the return addressebservedwhen P makes
a system call

) (v ) is the addressof a call instruction
) (v ) corresponds to some function or system call
site in P
)y v2Vve
2

Notice that there could be v® 2 V while v°2 V° because
input | doesnot necessarilycover all possible executions of
P, and that someexecutions allowed by cf g(P) might never
appear in actual runs.

Lemma A.2. Let P be a program that is well-behavel on

observationsin P(l), suchthat for each1 i< 1, r; = rd
ri 6 r’, then for somefunction F 2 P, r; and r{ are both in
cfsg (F).



Pr oof. There exists two consecutive obsenations o and

brojro;iiosr;iioand be2ir9ccr% i are two ob- oin P(1), whereo = hro;ro;:iiir;iii, o =
senations edirdor®inr®% i, andforeach 1 i <
) (r ) is in a function that is called from (r; 1 ); I,ri=rland (r;;rd) 2 Egs
(r® ) isin afunction that is called from (r? ; ) ) after the system call corresponding to o is exe-
cuted, execution has to return to cfsg (F,) and
Now, foreah 1 i< I, ri=rlr 61r? then follow the path as described in Lemma A.3
) (r 1 y=(r? , ) f'ind subsequetly enter cfsg (F,) and cfsg (Fo)
) (n )and(r® ) arein the samefunction (instruc- |r2] order to make system call that corresponds to
tion at address(r; 1 ) can call only one function) 0 ) )
) r, and r? are nodesin the samecfsg ) instruction at (r ) calls function Fo, and there
2 must be a path in cf g(P) from F.o:enter to r°
that satis es the claimed properties.
Lemma A.3. Let P be a program that is well-behavel on (First induction of De nition 3.2) Given (Xo;X1) 2 Ecar,

input | . Let eg(P(l)) = (V;Ecai; Ecis; Ern) and cf g(P) =

s . _ _ 0
X1 X2, (X2;%X3) 2 Emn, Xa=rand xyg = r
(V%EY. If (r;r% 2 Eqs, then there exist a sequenc of nodes ' 2, (X2iXs) 2 Bun, Xa !

(X0;X1) 2 Ecan
) there exists a path in cf g(P) from Fy, :enterto
vi=r,vy,=r%and X1 that satis es the claimed properties. (Base
casein this proof)
Since we have already found the path from Fy, :enterto
For each 1< i < n, v; is not a system call node; and X1 that satis es the claimed properties, it only remains
to prove that (xs;Fx, enter) 2 E°

Foreachl i< n, (vi;via)2 E% and

If n > 2, then hva;vs;:::;vn 1i is a (series of) call <
cycle(s). x1 £ X5
) Fx, = Fx, (Lemma A.2)
Pr oof.
(r;r% 2 Egs
)  there exists two consecutive obsenations o and o° (X2;X3) 2 Enmn o
in P(1), where o = hry;ro;iii;n;iiiri, o = ) (Foexitxs) 2B
brQrdsccoir®iirQi, such that for eah 1 i < |, ) (Xa;Fx,enten 2 B/
ri=rlandr =r andr?= r°(De niton 3.2) ) (xs;Fx tenten) 2 E
(Second induction of De nition 3.2) Given (Xo;X1) 2
0 and o® are two consecutive obsenations Ecal, X1 I° X2, and (x3; X2) 2 Ecal,

) there must be a path in cf g(P) from r, 1 to r% ,
via r; and r{ that doesnot consist of any other system
call nodes

{ When xz=r and x; = r°
(X0;X1) 2 Ecan
) there exists a path in cf g(P) from Fy, :enter
to x; that satises the claimed properties.

Foreahl i<l ri=rlr6r} (Base casein this proof)

) E'l- and A,Oz)are addresses in the same function Sincewe have already found the path from F, :enter
emma A. to x; satisfying the claimed properties, it only re-
) any function call nodeson the path from r to r® must mains to prove that (xs, Fy, :enter) 2 E°.
form a (seriesof) call cycles(completed function calls) x1 F° X5
. 0 !
) the_re must be_a path in cfg(P) from r to r° that ) Fr, = Fx, (Lemma A.2)
5 satis es the claimed properties.
(x3;%2) 2 Ecan .
Lemma A.4. Let P be a program that is well-behavel on ) (XsiFx,centen 2B
inpUt [. Let eg(P(I )) = (V; Ecal; Ecrs; Erm) and cf g(P) = ) (X3' Fxl'enter) 2E
(VEEY. If (r;r% 2 Eca and r%is not a leaf node, then { When xo=r and x2 = r°
there exists a sequene of nodes hvi;va;:::;vhi in cf g(P) (X3;%2) 2 E cai _
such that ) there exists a path in cf g(P) from Fy,:enter
0 to x, that satises the claimed properties.
Vi =T, V2 = Froienter, vo = 17 and (Base casein this proof)
For men 1< n, (i) 2 E° and S e Tavealcady found e pat o P ener
2 s -
For each3 i< n, v is not a system call node; and mains to prove that (xo, Fx,:enter) 2 E°.
If n > 3, then tvz;va;:::;vy 1i is a (series of) call x1 7 %z
cycle(s). ) Fx, = Fx, (Lemma A.2)
Pr oof. According to De nition 3.2, (r;r% 2 Eca results (Xo0; X1) 2 Ecan
from at least one of the following three conditions. We prove ) (xo; Fx, enter) 2 E°
Lemma A.4 in all these three conditions. ) (xo; Fx,:enter) 2 E°

(Base caseof De nition 3.2) 2



Analagous to Lemma A.4, we have Lemma A.5 as shown
below (proof of which is skipped).

Lemma A.5. Let P be a program that is well-behavel on
input I. Leteg(P(l1)) = (V;Ecan,Ecs; Emn) and cf g(P) =
(VE%EY. If (r;r% 2 Eny and r is not a leaf node, then there
exists a sgquene of nodes hvi;vz;:::;vai in cf g(P) such
that

Vi= T, Vn 1= Foexit, va = r% and

Foreachl i< n, (vi;vis1)2 E% and

For each 1 < i n 3, vi is not a system call node;
and

If n > 3, then hvo;vs;:ii;ve 20 is a (series of) call
cycle(s).

Lemma A.6. Let P be a program that is well-behavel on
input I . Leteg(P (1)) = (V;Ecan; Ecrs; Ern). If fra;ra;cioirni
is an execution stack, then there exists an observablepath
in cf g(P) suchthat A( ) = hrq, ra, i3, rai.

Pr oof.
hri;ra;::0;rni is an execution stack
y foreahl i< n,r ™ ri, (Denition 3.4)

) for each 1 i < n, (ri;ris1) 2 Eca oOF
9z:(ri;2z) 2 Eca™ 2 risa  (De nition  3.4)

If forany 1 i<n 1,(ri;ri+1) 2 Eca
) there existsa path tri; F,,,, :enter, :::, risx1 i in cf g(P)
(Lemma A.4).

lfforanyl i<n 1,(ri;2)2 Ecan® 2™ rina
) there exists a path hr;, Fr,,, tenter, 11z, z, 115, ris1 i in
cf g(P) (Lemma A.4 and Lemma A.3).
Connecting hmain:enter;:::;r1i and all these paths from
eat ri to rix1 together forms an obsenable path  that
traversesrl,rz;::"rn 1.

2

Lemma A.7. Let P be a program that is well-behavel on
input | . Let eg(P(1)) = (V;Ecan Ecrs,Ertn) and cfg(P) =
(V% EY. If s = h”l,rz;::"rmlands = trl,rz;:::;r i

such that
Vi=Tm 1,Vn =100 ;and
Foreachl i< n, (vi;vis1)2 E% and
For each1< i< n, v is not a system call node; and

moved, where for each 1 i < j, |; < I|+1. Then
there exists an integer k, such that

{ Foreachl i<k, ri=r?and
{j=2m+m° 2k 1); and
{ vi,=rm 1, v, = Fr ,exit

= kel Vigm gy 2 = Fry ., exit

_ _ 0.
Vigm 1= Tk Vigm oy = Tk

Vigm «) 3

0

Vigm 1 = F,g+1 enter, Viy g = Tkets
Vigm+m0 2k) 3 — Ffomo 1:enter, Vigm+m0 2k) 2 —
0
mo 1-

Pr oof.

s is a successorof s

) there exists an integer k such that rm, " ry, (rg;ro) 2
Ees 12 F'r% and for each 1 i < k, r; = r? (De ni-
tion 3. 5)

) there exist three paths from r, 1 to r¢ (Lemma A.5),
from r¢ to ry (Lemma A.3) and from r? to r%o
(Lemma A.4)

) connecting the above 3 paths together forms the se-

5 guenceof nodeswith the claimed properties.

Lemma A.8. Let P be a program that is well-behavel on
input 1. If there is an exeution path = hsy;iii;Sni
in eg(P(l)), where si = hri1;:::;fim ,i, then there ex-
ists an observable path = hmain:enter;:

Fom, 1;::5;rnm, 1i in cfg(P) such that

;i fam ., 1 are the only system call

Letpre()—hl, 2;..0; ni,thenforeachl 1 n,
A( i) =si.
Pr oof. According to Lemma A.6, there exists a path o

= hmaineenter, :::, ry;1, Frocenter, i, roz, i fomg 1
in cfg(P). Sinceforeach 1 i < my, (ra;i, rii+1) 2 Ecan
(De nition 3.6), rim, 1 is the only system call node on o
(Lemma A.4).

According to Lemma A.7, for each 1 i < n, there is

apath i = him, 1, 115 By, ogiexit, oo B, texit,
Fik,v 255 Mivt ks Frig — enter, :::, Fri,y m ., 1-ENter
L Tisim,,, 1, whereforeach 1 j < Ki, rij = ri+1.

Connecting o; 1;:::; n 1 together forms

Since the only system call nodeson ; are rim; 1 and
lis1miy, 1 (LemmaA7), rim, 1;f2m, 1;: 5 m, 1are
the only system call nodeson

Let ko = m:; 1 and for each 1 i< n,letl =

min(ki 1;ki). Since the subsequencetri;;, Fr, [« lenter,
L Frin .oenter, til Fim ii from 1 and hrim, 1,1,
Frim, oi€Xit, 11, Fryy o, texit, ry i from  forms a (possi-
bly empty) call cycle, they will be deleted from A( ) (First
step of the procedurein De nition 4.6).

Sinceforeah 1 i< nandeah 1l | < ki, rij =
ri+1; (Denition 3.5), the remaining nodes of A( ) after
the secondstep of the procedurein De nition 4.6 are ry; 1,
fn;2, 205 Fam ., 11. Therefore, A( ) = sy.

A( i) = si can be proved similarly. 2

Theorem 4.1 follows immediately from Lemma A.8.

B. PROOF OF THEOREM 4.2

To show the existence of such a program P°, we (i) build
a graph G° from the execution graph eg(P(1)); (i) show
that G%is the control o w graph of someprogram P°that is
well-behaved on input 1, i.e., cf g(P% = G% and (iii) show
that Lcf gpo) = Legpa) -

Definition B.1  (E2G). The operation E 2G takesasin-

put an execution grapheg(P (1)) = (V, Ecal, Ecrs, Enn) and
performs the following operations:



1. For each x; 2 V where

Xj is not a leaf node; and
there does not exist a leaf node v suchthat (x;;v) 2

Ecalll-
Let
C(xi) = Lv 2 (Xi;V) 2 Ecalg
Colxi) =  v:[9vP2 C(xi) :VvOf*®v]
C%xi) = fv:vis aleaf node”
@9vP2 C(xi)[ CUxi) :(V%V) 2 Ecal
E(xi) = (vi;v2):vi2 C(xi)[ CUxi) »
V22 C(xi)[ CAxi) ™ (Vi;V2) 2 Eers
E%xi) = (vi;v2):va2 C(xi)[ CYxi)
Vo 2 Co%Xi) N (vi;v2) 2 Ecan
2. De ne the equivalence relation x; x; if C(xi) =
C(x;). Let [xi] denote the equivalence class of x;. For
each eguivalence class [xi], let Gi;; = (Vix;1» Exi1)
where
Vi = Cai)[ CAxi)[ CMxi) [
f G|y, j-enter; Gy, :exitg
Exg = E()[ ETx)I[

(Gx;jienterv) 1 v 2 C(xi) [
(V; Gx;p-exit) :v 2 Vi1 ™ (ViXi) 2 Emn
3. Create a new graph G°= (V% E?Y), such that
0 1

[
Vi= @ Vv ALM
[xi]
EC = Epip [ f(v; G, pienten) 1 v 2 [xilg[
[xil
f(Gx;q-exit;v) ©v 2 [Xi]g
[ f(visve) ifvi;veg M A (Vi5V2) 2 Ecrs

where
M = fviv2v~h
[there does not exist v°2 V : v°1v]g
Operation E2G returns the graph G°. 5

In the above de nition, M is the set of nodes that rep-
resert addressesin main() . With De nition B.1, we are
done with the rst step in our proof. The next step is to
prove that cf g(P% = G° for some program P° that is also
well-behaved on input | .

Lemma B.1. If graph G°= (V%E? is the output of op-
eration E2G on an exeution graph eg(P(l)), then there
exists some program P° which is well-behavel on input 1|,
such that cf g(P% = G°

Though we do not provide the proof of Lemma B.1, the
following is the intuition. From De nition B.1, one can no-
tice that graph G° contains a set of subgraphs, which are
connectedby directed edgesfrom a function call node to the
entry node of the function subgraph, and from the exit node

of the function subgraph to the samefunction call node. Be-
sidesthat, eadh subgraph contains function call nodes and
system call nodes, as well as one entry node and one exit
node. When given this graph G° programming languages
such as C and C++ can be used to implement ead sub-
graph asa function, and implement the entire graph G®asa
program P°. If implemented correctly, the implementation
output P° will be well-behaved on input |, and the control
ow graph of P°will be the sameas G°

The last step in our proof of Theorem 4.2 is to show that
Lefgo = Legp(y . Wherecf g(P%) = G°= (V%E?. To
prove this we needto show that (i) Legr)) Lcfgro,
and (i) Lcfgpro Legppay- The proof of (i) is very
similar to the proof of Theorem 4.1 and it is skipped in this
paper. We only show the important lemmas for the proof
of (ii). Notice that the di erence between these two proofs
and those in Appendix A is that here V° and E° are given
as in De nition B.1, whereasin Theorem 4.1 they are not
given.

Lemma B.2. Let P be a program that is well-behavel on
input 1, and E2G(eg(P(1))) = G°% If is an observ-
able path in G% then there exists an exeution stack s in
eg(P (1)) suchthat s= A( ).

Lemma B.3. Let P be a program that is well-behavel on
input |, and E2G (eg(P(1))) = G°% Let be an observ-

A( 2), ::: A( n)i is an execution path in eg(P(l)).



