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Abstract

We proposean ef�cient automaticchecking algorithm,
Athena,for analyzingsecurityprotocols. Athenaincorpo-
ratesa logic that can expresssecuritypropertiesinclud-
ing authentication,secrecy and propertiesrelatedto elec-
tronic commerce. We havedevelopedan automaticproce-
dure for evaluatingwell-formedformulaein this logic. For
a well-formedformula, if the evaluation procedure termi-
nates,it will generate a counterexampleif the formula is
false,or providea proof if the formula is true. Evenwhen
theprocedure doesnot terminatewhenweallow anyarbi-
trary con�gurationsof theprotocolexecution,(for example,
anynumberof initiatorsandresponders),terminationcould
be forcedby boundingthe numberof concurrent protocol
runsandthelengthof messages,asis donein mostexisting
modelcheckers.

Athenaalsoexploitsseveral statespacereductiontech-
niques.It is basedonanextensionof therecentlyproposed
StrandSpaceModel[25] which capturesexactcausalrela-
tion information.Togetherwith backward search andother
techniques,Athenanaturally avoidsthe statespaceexplo-
sionproblemcommonlycausedby asynchronouscomposi-
tion and symmetryredundancy. Athenaalso has the ad-
vantagethat it caneasilyincorporateresultsfromtheorem
provingthroughunreachability theorems.By usingtheun-
reachability theorems,it can prune the statespaceat an
early stage,hence,reducethestatespaceexploredandin-
creasethe likely-hoodof termination.Asshownin our ex-
periments,thesetechniquesdramatically reducethe state
spacethatneedsto beexplored.
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1. Intr oduction

A security protocol is a communicationprotocol that
usescryptographyto achieve goalssuchasauthentication
and key distribution. Becauseof the subtletyof security
protocols,experiencehasshown that the protocolscanbe
�a wedevenwhendesignedcarefully. Thus,it is necessary
to developrigorouswaysto analyzetheseprotocols.

Many researchershave workedonapplyingformaltech-
niquesto the analysisof security protocols. They have
developedlogics of knowledgeand belief such as BAN
logic [2] andGNY logic [7]; semi-automaticandfully au-
tomatictoolssuchastheNRL Analyzer[14], theInterroga-
tor Model [16], FDR [12], Mur � [17], Brutus[5], andRe-
vere [9]; and theoremproverssuchas Isabelle[19]. Au-
tomaticcheckershave thepracticaladvantagethat they are
easyto useanddo not needthe assistanceof experienced
users. Unfortunately, current automaticcheckerssuffer
fromthestatespaceexplosionproblem,mainlyduetoasyn-
chronouscompositionandsymmetryredundancy. Mostau-
tomaticcheckersarealsolimited to checkingtheproperties
of a securityprotocolundercertaincon�gurationsof the
protocolexecution,e.g.with two initiatorsandtwo respon-
ders.

Thayer, Herzog and Guttman recently proposedthe
StrandSpaceModel (SSM) anddemonstratedhow to use
SSMto prove certainsecuritypropertiesmanually, for ex-
ampleauthenticationandsecrecy [25]. SSMhastheadvan-
tagethat it containsthe exact causalrelation information
which makesproofs concise. Inspiredby their work, we
have developeda new algorithm,Athena, for analyzingse-
curity protocolsautomatically.

We have designeda logic basedon SSM that can ex-
pressformally varioussecuritypropertiesincludingauthen-
tication, secrecy andpropertiesrelatedto electroniccom-
merce.We have alsodevelopedanautomaticprocedurefor
evaluatingwell-formedformulaein this logic. We provide



a way of formally reducethe in�nite-state-spaceproblem
into a �nite-state-spaceproblemwhich canbe veri�ed us-
ing modelchecking.Hence,for a well-formedformula, if
theevaluationprocedureterminates,thenit will generatea
counterexampleif the formula is false,or provide a proof
if theformulais true.Althoughtheevaluationprocedureis
not guaranteedto terminate,experienceshows that it does
terminatefor many usefulprotocols. In thosecaseswhen
the proceduredoesnot terminatefor arbitrary con�gura-
tionsof the protocolexecution,terminationcanalwaysbe
forcedby boundingthenumberof concurrentprotocolruns
andthelengthof messages.This is similar to theboundsin
currentmodelcheckerssuchasFDR,Mur � andBrutus.

Athenaalsoexploits several statespacereductiontech-
niques. First, the statetransition is not asynchronously
composedof independentprocesstransitions,hence,avoid
thestatespaceexplosioncausedby asynchronouscomposi-
tion. Second,thestatestructuresandstatetransitionscap-
tureexactcausalrelations,hence,achieve compactandef-
�cient staterepresentations.Third, Athenatakesadvantage
of symbolicstatetransitionsinsteadof explicit statesearch,
by allowing a stateto containfree variables.A state �

���

���

with free term variables,
�

� , representsa classof variable-
freestates,�	�

�


��

�

��


�

���

����� , where
�


 is a substitutionof term
values.A statetransitionbetweentwo stateswhichcontain
free variablesrepresentsa setof statetransitionsbetween
two variable-freestates.Thus,Athenacanrepresentstates
and statetransitionsmuch more ef�ciently . As a special
caseof this, it naturallyavoids the symmetryredundancy
problem. Finally, Athenausesbackwardsearchinsteadof
forward search.With forward search,all the participating
principalshave to be pre-stated.Our approachstartswith
a simpleinitial strandandthenaddnew strandsonly when
necessaryaccordingto exact causalrelations. As demon-
stratedin our experiments,thesetechniquesgreatlyreduce
the statespacethat needsto be explored comparingwith
othercurrentapproaches.

Athenaalsohasthe advantagethat it caneasily incor-
porateresultsfrom theoremproving throughunreachability
theorems. By using the unreachabilitytheorems,we can
prunethe statespaceat an early stage,hence,reducethe
statespaceexplored even further and increasethe likely-
hoodof termination.

Thepaperis organizedasfollows. We �rst review some
basicnotionsand propertiesof strandspaces(section2).
Wethenintroducea logic to reasonaboutstrandspacesand
show how to usethis logic to specify securityproperties
(section3), andexplain theautomaticevaluationprocedure
(section4). Next, we discussthe advantagesof our ap-
proachand compareit with otherapproaches(section5).
Finally, we concludein section6. Proofsketchesof most
propositionsin this paperare omitted and can be found
in [23].

2. Background

This section is a review of conceptsdeveloped by
Thayer, HerzogandGuttman[25]. First,weexplain theno-
tion of termsthatareusedto representthemessagesin the
protocols. Then,we explain the notion of strands,strand
spacesandbundles, andshow how to representprotocols
usingstrands.Finally, wegivetheformaldescriptionof the
penetrator model.

2.1.MessageTerms

The setof atomic termsis the union of a setof “Text”
termsT andasetof “Key” termsK, where

� Text termsT containseveral differenttypesof terms,
such as Principal-names, Nonces, or Bank-account-
number.

� Key termsK containsa setof keys disjoint from T. In
asymmetriccryptosystems,����� representsK'soppo-
sitememberin a public-privatekey pair. In a symmet-
ric key system,��������� .

Thesetof terms
���

� is de�ned inductively asfollows:
� If m is a Text termor aKey term,thenmis a term.
� If m is a term,k is a Key term, then ���

��� is a term.
(This representsencryption.)

� If �

�

and �! areterms,then �

�#"

�! is a term. (This
representsconcatenation.)

Weusethefreeencryptionassumption,where

���

���

�$�%�'&

�(�%)+*

�,���-&	.0/1��/�&32

Thayer, HerzogandGuttmande�ned the subtermrela-
tion 4 : aterm 5

�

is asubtermof term 56 if 5

�

appearsin 5� ;
We de�ne theintermrelation 7 , suchthat 5

�

is a intermof
5� if 5

�

canbeextractedfrom 56 without theapplicationof
thedecryptionoperation.The formal de�nition of the two
relationsareasfollows.

� subtermrelation 4

– 5-498 for 8;:=< iff 51�>8 ;

– 5-4?/ for /-:@� iff 5A�B/ ;

– 5-4��DC

��� iff 5-4>CFE=51�G�DC

��� ;

– 5-49C

"�H

iff 5-49CFE05-4

H

EI51�JC

"�H

.
� intermrelation 7

– 5-798 for 8;:=< iff 51�>8 ;

– 5-7?/ for /-:@� iff 5A�B/ ;

– 5-7��DC

�
� iff 51�K�LC

�
� ;

– 5-79C

"�H

iff 5-79CFE05-7

H

.
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2.2.SSM: Strands,Strand spacesand Bundles

The notionsin this subsectionaremainly from the pa-
per[25]. We extendthemslightly to makethemapplicable
to electroniccommerceprotocols.

Actions. Thesetof actionsAct thatprincipalscantake
duringanexecutionof a protocolincludeextermalactions
suchassendandreceive, anduser-de�ned internalactions
suchasdebit, credit, etc.. In therestof thepaper, we will
only usesendandreceivefor simplicity.

Events. An event is a pair � action,argu� , whereaction
is in Act, andargu is in

� �

� andis theargumentof theac-
tion. For simplicity, we denote� send,a� and � receive,a�

respectively assignedterms ��� 5�� and��� 5�� . We represent
thesetof �nite sequencesof signedtermsas

��� �

�
	 .
Strandsand Strand Spaces.A protocolde�nesthese-

quenceof eventsfor eachrole of theparticipant.A strand
representsa sequenceof actionsof aninstanceof arole.

A strandspaceis a set � with a tracemappingtr: �
�

��� �

��	 .

1. A nodeis a pair � ������� , with �>:�� and i an integer
satisfying ������� length(tr(s)). We say �J���3���
���

belongsto the strands, denotedas � :,� . Clearly,
everynodebelongstoauniquestrand.Thesetof nodes
is denotedby � .

2. If �=���3���
���;:�� , thenindex
�

�

�

� � andstrand
�

�

�

�

� . If
�

8�!

�

�

� �#"

�$�




5�� , where 
 is oneof thesymbols
�%�&� , thenterm

�

�

�

�G5 .

3. If �

�

�
�  :'� , then �

�

�(�  meansthat term
�

�

�

�

�

� 5 andterm
�

�  

�

�)� 5 . This representsthat �

�

sends
a messagea and �

 receivesthemessage.

4. If �

�

���  :�� , then �

�+*

�  meansthat �

�

�
�  occur
in the samestrandwith index

�

�� 

�

� index
�

�

�

�

��� .
This representsan event �

�

followedimmediatelyby
�

 in thesamestrand.

5. A termt originatesfromanode� :,� iff sign(n)� � ;
t 4 term(n); andwhenever �

&

precedesn on thesame
strand,t -4 term(�

&

).

6. A term t uniquely-originatesfrom noden iff t origi-
nateson a unique �G:.� . Noncesandotherfreshly
generatedtermsareusuallyuniquely-originated.

We will alsouse � to refer to the directedgraph
�

���
/

�

whoseverticesarenodesand / �

�

�10

*

� is thesetof
edgesthatcombinesboth typesof relations�

�

�2�
 and

�

�
*

�
 .

Bundles.A bundlerepresentstheprotocolexecutionun-
dersomecon�guration.

A bundle 3$�

�

�546��/

� is a subgraphof � , where /87

�

�90

*

� is the setof the edgesand �:487�� is the set

of nodesincidentwith the edgesin / , and the following
propertieshold:

� C is non-emptyand�nite;

� If �

�

:;3 andsign
�

�

�

�

�)� , thenthereis aunique�  

suchthat �  �<�

�

:;3 ;

� If �

�

:,3 and �  

*

�

�

, then �  

*

�

�

:,3 ;

� C is acyclic.

We saya strand� :;3 if for every node� : � , �0:,3 .
Causal Precedence. Let S be a strandspace,nodes

�

�

, �  : S.De�ne �

�>=>?

�  iff thereis a sequenceof zero
or moreedgesof type � and

*

leadingfrom �

�

to �  in S.
Therelation

=>?

expressesacausalprecedence.

Lemma 2.1. SupposeC is a bundle,then
=

4 is a partial
order, i.e. a re�exive,antisymmetric,transitiverelation.Ev-
ery non-emptysubsetof the nodesin 3 has

=

4 -minimal
members.

Theproofof this lemmacanbefoundin [25].

2.3.Protocolspeci�cation usingstrands

A protocolusuallycontainsseveral roles, suchasinitia-
tors, respondersandservers. The sequenceof actionsof
eachrole is prede�nedby the protocolwith a list of pa-
rameters,suchasprincipalnamesandnonces.This canbe
speci�edasa tracetype, denotedasrole[parameterlist] . A
bindingof theroleandtheparameterlist givesaninstance-
traceof the role. A legal executionof a protocol forms a
bundle,in which thestrandsof thelegitimateprincipalsare
restrictedto theprede�nedtracetypes,role[parameterlist] .
The strandsof the legitimate principalsare referredto as
regular strands. Thebundlealsocontainsstrandswhichare
mappedtopenetratortraces.Thesestrandsarereferredto as
penetrator strands. We explain themin moredetailsin the
next subsection.Wenow giveanexampleof theNeedham-
Schroederprotocol[18] with the �x givenby Gavin Lowe
in [12]. We will refer to this protocolas NSL in the rest
of the paper. Using the standardnotation,the protocol is
de�ned asfollows:

1.
�

�<@8A��B�5C

"

�

�EDGF

2. @
�

�

A��B�
C

"

��H

"

@

�
DGI

3.
�

�<@8A��B��H

�
D

F

Therearetwo rolesin thisprotocol:initiator andrespon-
der. Thestrandsof thetwo rolesarethefollowing :
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��������� 	�

��
�����
������ �������
� 	�

��
�����
������

�����
 "!

���$#%	�&('*)�+

�"���-,�!

���$#.	�&/'0)�+

1

1

1

2

1

1

1

2

34���-,�!

�5�$#6�5�7#%��&/'089+

35���
 "!

���$#(���:#(�5&('*89+

1

1

1

2

1

1

1

2

;����
 "!

� � & ' )�+

;����-,�!

� � & ' )�+

where the parameterlist containsA and B as principal
names,� C and ��H asnonces. � C uniquely-originateson
the �rst nodeof the initiator's strand <�� � 8(�

�

��@ ��� C �
��H


 .
��H uniquely-originateson the secondnodeof the respon-
der'sstrand=?>��A@��

�

�
@ �
� C ��� H


 . A responder'sstrandwith
thebindingof �

�CB

�
@

B

��� C

B

�
��H

B


 is thefollowing :
���6�D�E� 	"F/
��$F(
��5��F/
�����FA�

�
 "!

�5��FG#%	HF%&('*)DI%+

1

1

1

2

�-,�!

���AFG#%����FJ#%�JF%&/'

8

I

+

1

1

1

2

�
 "!

�
��F

&
'

)DIK+

2.4.The Penetrator Model

We usethe samepenetratormodel as the one in [25].
ThepenetratorP hasa setof initial knowledgeinit-info(P)
whichusuallycontainstheprincipalnamesandthekeysthat
areknown initially to the penetrator, denotedas �ML . ��L

usuallycontainsall the public keys, all the privatekeys of
the penetrator, andall the symmetrickeys �

L/N , �
N.L ini-

tially sharedbetweenthepenetratorandprincipalsplaying
bytheprotocolrules.It canalsocontainsomekeystomodel
known-key attacks.

A penetratorcaninterceptmessages,generatemessages
thatarecomputablefrom its initial knowledgeandthemes-
sagesit intercepts.Theseactionsaremodeledby a setof
penetrator strands.

A penetratorstrandis oneof thefollowing,whereg and
h areterms:

� M[t]. Atomic message:� +t � wheret : init-info(P)and
t : T.

� F[g]. Flushing: ���;C � .

� T[g]. Tee: ���;C �
� C �
��C � .

� C[g,h]. Concatenation:���#C �&�

H

��� C

"�H

� .

� R[g,h]. Separationinto components:���;C
" H

�
� C �
�

H

� .

� K[k]. Key: ��� / � where /!:@�CL .

� E[k,h]. Encryption: ��� / �&�

H

��� �

H

� �

� .

� D[k,h]. Decryption: ��� / ���B� �F�

H

���

�
�

H

� .

The different typesof the penetratortracesare called
penetrator roles, which rangesover � M,F,T,C,S,K,E,D� .
It is alsopossibleto extendthe setof penetratortracesto
modelsomespecialability of thepenetratorif needed.

3. The Logic

We �rst introducea logic to reasonaboutstrandspaces
andbundles.Thenweshow how to usethis logic for formal
speci�cationof varioussecurityproperties.

3.1.Syntax

The syntax of the terms consistsof node constants
( � �
�

�

��2(2�2 ), strand constants( �����

�

�(2�2�2 ), bundle constant
( OB��O

�

�(2�2(2 ), andbundlevariable( 35�
3

�

��2(2�2 ).
Propositionalformulasarede�nedasfollows:

�

� : � , � :PO , � :83 , �>:QO , �>: 3 are (atomic)
propositionalformulas;

�SRJT

�

and T

�

.

T

 arepropositionalformulasif T

�

and
T

 arepropositionalformulas.

Finally, well-formedformulas(wffs) are:

�ST , RJU

�

, U

�

.

U

 ;

�WV

3 2

T , where T is a propositional formula, which
doesn't containany otherfreevariablethan 3 ;

whereT is apropositionalformula, U

�

and U

 arewffs, and
3 is a bundlevariable.

Notice,thatin a wff V

3 2

T , T needsto bea propositional
formulaandcannotcontainany othervariablesthan 3 . We
alsousetheobviousabbreviations:

T

�

E

T

 YX

R

�

RJT

�

.

RJT

 

� T

� *

T

 ZX

R$T

�

E

T

 

T

�

*[T

 YX

T

�+*

T

 .

T

 

*

T

�

\

3 2

T

X

R�V

3 2

RJT

3.2.Semantics

Let the set of nodesbe ] . For a given protocol, the
setof the regular strandsandthe penetratorstrandsis ^

L ;
the executiontracesof a protocolp form a setof bundles,
denotedas_5L . Thus,for agivenprotocolp, themodelM is
a pair ( �%] , ^`L , _4L

� , a ), wherea is theinterpretation.The
semanticsof thelogic is givenasfollows:

�

a

�

�

�

�ba

�

�

�

�-a

�

O

� area node,a strandanda bundlein
] �A^`L �c_�L respectively.
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�����

� � :�� iff a

�

�

�

: a

�

�

� . We cansimilarly de�ne
���

� �0: OB�

���

� � : O aswell.

� If f is a propositionalformulaor a wff, then ���

�

RJT

iff �

-

�

�

T .

� If T

�

and T

 arepropositionalformulasor wffs, then
���

�

T

�

.

T

 iff ���

�

T

�

and ���

�

T

 .

�����

�

V

3 2

T iff ���

� � 3

�

O

B


�T for any bundle O

B

in the
model.

3.3.Specifyingsecurity propertiesin the logic

Our logic canspecifya varietyof securitypropertiesin-
cludingelectroniccommerceproperties.However, herewe
mainly focuson the authenticationandsecrecy properties.
Thepropertiesarepresentedin a similar way asin thepa-
per[25] exceptthatweformalizethepropertiesinto thewffs
in our logic.

Authentication

Gavin Lowe[13] proposedagreementpropertiesfor authen-
tication protocols. A protocolguaranteesa participantB
(say, as the responder)agreementfor certainbinding

�

� if
eachtimea principalB completesarunof theprotocolasa
responderusing

�

� , supposedlywith A, thenthereis aunique
runof theprotocolwith theprincipalA asinitiator using

�

� ,
supposedlywith B.

A weaker non-injective agreementdoes not ensure
uniqueness,but requiresonly eachtime a principalB com-
pletesa run of the protocolasresponderusing

�

� , suppos-
edlywith A, thenthereexistsa runof theprotocolwith the
principalA asinitiator using

�

� , supposedlywith B.
The non-injective agreementpropertycan be speci�ed

usingthelogic as:

V

3 2��
	���


���

�+�

:,3$�

*��������

���

���

:,35�

where�
	���


���

��� and
�������

���

��� aretheresponderandtheinitia-
tor strandwith binding

�

� . For example,in theNSLprotocol,
thenon-injectiveagreementpropertycanbespeci�edas

V

3 2��
	���
 �

�

�
@ ���
C

����H




:,3G�

*��������

�

�

�
@ ���
C

����H




:,3 .

Becauseof thefreshnessof thenoncesgeneratedin thepro-
tocol run,usuallytheagreementpropertycanbeprovedaf-
ter thenon-injectiveagreementpropertyis proved,with the
argumentthattherecan't betwo strands

�������

���

���

:,3 since
thenoncesin

�������

���

��� areuniquelyoriginatedfromonly one
strand,i.e. in NSLprotocol, �:C is uniquely-originated in
thestrand

�������

�

�

�
@ �
� C��
�
H


 .

Secrecy

A valuev is secretin a strandspaceSif, for everybundleC
thatcontainsS, theredoesnotexist a node �@:,3 suchthat
term

�

�

�

��� . For example,whenS is a responderstrand,
wecanspecifythesecrecy propertyas:

R

\

3 2

�

�
	���


���

���

:;3J.

�����

	

�

� �

�

:,3

�

4. The Model CheckingAlgorithm

This sectionintroducesa modelcheckingalgorithmfor
wffs. Wefocusonthemostinterestingcase:how toevaluate
a wff of theform V

3 2

T .

Lemma 4.1. If ! is an algorithmthat decidesthevalidity
of any wff of the form V

3 2

T

�5*

T

 in a modelM in �nite
steps,where T

�

is a conjunctionand T

 is a disjunctionof
the atomicpropositions,thenthere existsan algorithm to
evaluateany formulaof the form V

3 2

U in the modelM in
�nite steps,for anypropositionalformula U .

Theproof sketchof this lemmacanbe foundin theap-
pendix.

Hence,it is suf�cient to just explain the procedure! .
Due to the spacelimit, we only show the procedure! for
two cases:

"

�

�

V

3 2 �

�

:;3

*

�� :,3 , and
"

 ��

\

3 2 �

�

:�35�

where�

�

is astrandconstant,�  is aregularstrandconstant.
Thesecasescanbeusedfor evaluatingagreementproperties
andsecrecy propertiesasmentionedin section3. Theother
casesaresimpleextensionsfrom them.

In the following subsections,we �rst introducethe no-
tionsandstatestructuresusedin themodelcheckingalgo-
rithm. Wethenexplain formally how wecanreduceaprob-
lem in an in�nite spaceto a problemof model checking
which is restrictedto a �nite statespace.We thendescribe
in moredetailsthe modelcheckingalgorithm, in particu-
lar thenext statetransitionfunction. We will alsopointout
varioustechniqueswe exploit for statespacereduction.Fi-
nally, we explain how we canuseunreachability theorems
to furtherreducestatespaceexplored.

4.1.Goalsand Goal­bindings

Intuition: Westartwith astrandspacegraphwhichonly
contains�

�

, and thentry all possibilitiesof addingnodes
andstrandsto completeabundle(anexhaustivesearch).To
completea bundle,thegraphneedsto bebackwardclosed
under

*

and � , andacyclic. To makethegraphbackward
closedunder � , it meansthatany termthat is receivedby
a nodemusthave beensentby anothernodein the same

5



graph. Thus,we introducea notion of a goal to represent
thereceivedterms,anda notionof a goal-binding to repre-
sentthata goal termis �rst sentby a node.We applyuni-
�cation to searchfor all possiblegoal-bindings.Whenall
goalsarebound,all received termsareconnectedto their
�rst senders.Hence,thegraphwill bebackwardclosedun-
der � . For any nodein the graph,we addall the nodes,
thatprecedeit in the samestrand,to the graph. Thus,the
graphis backwardclosedunder

*

. Simplecycle-detection
cancheckwhethera graphis acyclic.

Goals. A goal is a pair
�

8E�
�

� , where �

��� �

�

�

�

�8� , 8 7

�

	����

�

�

� and 8 is not a concatenationof othertwo terms.
Thegoal-setof a bundle 3 is thesetof all thegoalsin 3 ,
denotedas �

�

3

� .
Goal Binding. Supposethat 3 is a bundle,thena goal

�

8E�
�

� is boundto node�

&

if �

&

is a
=

4 -minimalmemberof
theset

�

�$�%� :,3

�

8;7

�

	����

�

�

� , �

��� �

�

�

�

� � , and �

=

�

�

2

We say that
� �

8E�
�

�

�
�

&

� is the goal binding for
�

8E�
�

� and

denoteit as �

&

	




� . Thenode�

&

is calleda binderof (t,n).

Wewill alsowrite �

&




� to denote�

&

	




� for some8 , or,

formally, 


���

	�
��

	




2

Proposition 4.2. Let C bea bundle. For anygoal
�

8E���

�

:

�

�

3

� , there existsa node �

&

: 3 where the goal
�

8E�
�

� is
bound.

Proof sketch. Sincesign(n) � � , and �$:
3 , theremust
exist anode�

& &

, where�

& &

�)���

�

	����

�

�

�

� and �

& &

:�3 . So
8#7

�

	����

�

�

& &

� . Therefore,theset
�

is notempty, where
�

�$�%�,:�3

�

8;7

�

	����

�

�

� and �

��� �

�

�

�

� � and �

=

�

�

2

Asshown in Lemma2.1,
�

hasatleasta
=

4 -minimalmem-
ber �

&

. Hence,
�

8E���

� canbeboundto �

&

.

A bundlecontainstheinformationaboutthesequenceof
actionsof eachprincipal (“

*

”) andthe informationabout
who sendsmessagesto whom (“ � ”). Becausethe pene-
tratorcanalwaysintercepta messagefrom a principaland
forward it to anotherprincipal, the informationaboutwho
sendsmessagesto whom(“ � ”) is not importantany more.
Givena received term,it is not importantwho sendsit but
ratherwho sendsit �rst. Therefore,only the goal-binding
information(“ 
 ”) is necessary. This is the intuition why
we introducetherelation“ 
 ”. In thestatestructure,wedo
not keepthe informationaboutthe relation“ � ” but only
thegoal-bindingrelation“ 
 ”.

4.2.StateStructures

Semi-bundles. A semi-bundle
H

�

�

��� ��/��

� is a sub-
graphof � , where /

�
7

*

is thesetof edges,�
� is the

setof nodesincidentto theedgesin / � , andthefollowing
propertieshold:

�

� � is non-emptyand�nite;

� If �

�

:,� � and �  

*

�

�

, then �  

*

�

�

:,/ � ;

�

H

is acyclic.

Noticethat thenotionof a semi-bundlediffersfrom the
notionof a bundlein theaspectthata semi-bundleis back-
wardclosedunder

*

, andnot necessarilybackwardclosed
under� .

States.A stateis a tuple ��� ��� �




����� , where

�

� is asemi-bundlecontainingstrandsof theprincipals;

�

� is thesetof unboundgoalsof � ;

�


 is therelationfor thegoal-bindings;

�

�G�

�




0

*

��	 — a re�exive andtransitiveclosure
of 
 and

*

together.

In otherwords, �

�

� �  iff thereexistsa sequenceof
nodes�B�

&

"

�

�

"��

�

, suchthat �

�

�8�

&

�

, �  1� �

&

� , andfor
any �;: � ����/ � �


 , �

&

"

*

�

&

"��

�

or �

&

"




�

&

"��

�

. Hence,
therelation � is a partialorderon thenodesin � .

Mathematically, � and � canbecomputedfrom � and 
 ,
but we keepthemin the statestructurefor ef�ciency rea-
sons.

If �F������������� �




� ����� � is a stateand O is a bundle,we
say � : O iff � � : O .

Proposition 4.3. If � is emptyin astate��� ��� �




����� , then
there exists a bundle 3 such that � : 3 , and � and 3

containthesamestrandsexceptthat 3 mightcontainsome
more penetrator strandsof type = or < than � .

4.3.The Model CheckingAlgorithm

Bundle Sets.We de�ne thebundlesetof a statel to be
the setof bundlesthat containl, denotedas !

�

�

�

� � O A

"$#

���&%

	

�

� : O

� .
Next StateTransition. If l is a state,thenext statetran-

sition, '�A �

�)( �

	>� a setof states, is a functionwhichmaps
l to thesetof its next states,denotedas *

&

�+'

�

�

� .
We say ' is complete-inclusiveif for any state� it satis-

�es thefollowing properties:

1. *

&

is �nite.

2. !

�

*

&

�

��!

�

�

� , where !

�

*

&

�

���

�

)


-,

)

!

�

�

&

� .

Unreachablestates. If '

�

�

� is emptyfor a state � , we
saythat � is unreachable. This meansthat thereis not any
bundlecontaining� , usuallybecause� containsunsolvable
goals.
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As was mentionedearlier, we focus on explaining the
algorithmfor evaluatingtwo simplewffs:

"

�

�

V

3 2 �

�

:�3

*

�� :�3 , and
"

 �

\

3 2 �

�

:�3 �

where�

�

is astrandconstant,�  is aregularstrandconstant.
Theinitial stepof themodelcheckingalgorithmis to com-
putetheinitial state�

B

�
���

B

���

B

�




B

���

B

� , where�

B

is the
semi-bundlewhich only contains�

�

, �

B

is the goal setof
�

B

, the relation 


B

is empty, and �

B

is the corresponding
partial orderon �

B

. From the de�nition of !

�

�

B

� , we can
derive:

V

3 2 �

�

:;3

*

�  :,3

* V

O : !

�

�

B

�

2 �  : O%2 (4.1)
\

3 2 �

�

:,3

*

\

O%2 O : !

�

�

B

�

2 (4.2)

Themainprocedureis a reachabilityanalysiswith a given
next statetransition' . We will explain thenext statetran-
sition ' in thenext subsection.searchI is theprocedurefor
evaluatingtheformula "

�

, andsearchII for "

 . Wegivethe
pseudocodefor searchI asfollows. searchII is similar to
searchI, andthepseudocodecanbefoundin [23].

procsearchI(initialState)
!

L =
!

initialState
&

;
while

���

���G�E���

���
	�	

do
!

��
��������/���

����	

;
�




���

�

;
�
�


��

�

�

	

;
if

�

��� �E���

���

�

	

then
!

for each
�

�




���

�


��

�


��

�


��

�

+� 

���

!

if !�"$#

 ��

�

then
!

if
��� �E���

�

�

�%	

thenreturnfalse;
else

�


�&('('

�

�

�




�
	

;
&

&

&

&

returntrue;
&

choose(L)is a functionwhich returnsanelementin the
setL. We alwayspick a statewhichcontainstheleastnum-
berof strandsin thesetL �rst.

We now give some intuition how we can reducean
in�nite-state-spaceproblemto a problemin a �nite state
space.First, from the Equation4.1, we transform"

�

into
theequivalentformula,V O : !

�

�

B

�

2 �� : O%2 , where !

�

�

B

� is
thesetof bundleswhichcontain�

B

, asde�nedbefore.Then
"

�

is true,if wecan�nd asetof states* , whichsatis�esthe
following property:

�WV

� : *�2 �( : � ;

�

!

�

�

B

�

� !

�

*

� .

Thus, we reducethe problem in the in�nite statespace
!

�

�

B

� into a �nite statespaceL. The reachabilityanalysis
is a way of searchingfor L. Oncethesearchprocedureter-
minates,the non-emptyleavesof thesearchtreecomprise
thesetL. Weformalizetheseargumentsinto thecorrectness
theorembelow.

Theorem 4.4. Let �

B

be an initial state, and ' be
a complete-inclusive next state transition function. If
searchI( �

B

) terminatesand returns true, then the formula
"

�

is true; if it returnsfalse, then "

�

is false. Thesame
holdsfor searchIIand "

 .

Proof sketch. Weonlygivetheprooffor searchI on "

�

. The
proof for searchII on "

 canbederivedsimilarly.

1. If searchI( �

B

) returnsfalse, then thereexists a state
��� ��� � � �




� ��� suchthatG is emptyand �  -: � . Ac-
cordingto the Proposition4.3, we canobtainat least
a bundle which containsS andhasthe sameregular
strandsasS.Thereforewe �nd thecounterexampleC,

�

�

:,3 and �
 

-:;3 . Hence,"

�

is false.

2. WhensearchI( �

B

) returnstrue, thereachabilityanaly-
sis exploresa statesearchtree < . An exampleof the
statetree is in Figure1. The root is the initial state

�

B

. The children of a tree noden is the next states
'

�

�

� . Let * be the setof non-emptyleaves of T. If
L is empty, thenthereis no bundlewhichcontains�

�

,
so "

�

is true. If L is not empty, from thepseudocode
we canseethat for any �I: * , �� >: � . So for any

� : !

�

*

�

���� : � . Accordingto thecomplete-inclusive
propertyof thenext statetransition' , !

�

�

B

�

� !

�

*

� .
So V

�;: !

�

�

B

�

2 �� : � . Finally, accordingto theEqua-
tion 4.1,wecanseethat "

�

is true.

leaf nodes

empty emptyleafleaf

initial

A solidarrow representsthenext statetransitionrelation,whereas
thedashedarrow standsfor asequenceof next statetransitionre-
lations.

Figure 1. State Search Tree.
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4.4.The next statetransition algorithms

We �rst give the intuition of the next statefunction ' .
For astate���
��� � � �




��� � , wepickagoal CA�

�

8E���

�

: �

fromtheunboundgoalset.Wethen�nd all possiblewaysof
binding C to a node.For eachway of binding,weconstruct
a new next state. The valueof '

�

�

� is the setof all such
next states.If thereis no possibleway of binding C , then
thestate� is unreachableand '

�

�

� returnsanemptyset.
Now we give a moredetaileddescriptionof ' . To �nd

all possiblewaysof bindinga goal C , we usea uni�cation
procedureU. For a goal term t, �

�

8

� returnsall possible
positionsthatcanbind 8 , andthecorrespondingmostgen-
eralsubstitutions,denotedas �

�

� !B�
�




����� ���

"��

��� . � !B�
�


 denotes
a position, which representsthenodeof index i in a strand
of role r. Roler canbeany regular role or penetratorrole.
Eachposition � !B�
�


 canbeboundto astrand�

&

, eitheranex-
istingstrandin Sor anew strand,with thesubstitution�	� �
�

"�� .
Hence,a node�

&

�)� �

&

����� will bind thegoalg. For eachof
such�

&

, weconstructanew next state�

&

�)���

&

���

&

�




&

� �

&

� ,

where


& is thesameas 
 with theaddedbinding �

	




�

&

.
If �

&

is alreadyin � , then �

&

is thesameas � with theadded
�

&

andits precedingnodesin strand �

&

, if they arenot al-
readyin �

&

yet. If �

&

is a new strand,then �

&

is thesameas
� with theaddedstrand�

&

, which containsall thenodesup
to �

&

. Then �

&

and �

&

canbeupdatedappropriately. If there
is a con�ict in updating�

&

and �

&

, e.g.thereis a cycle in
�

&

, then �

&

is anunreachablestateandwill not be returned
asa next state.Thevalueof '

�

�

� is thesetof all suchnext
states�

&

.
Becausewe only add (and never delete) nodesand

strandsin thenext statetransition,andsincethe next state
transitioncoversall possibilitiesof bindinga goal,we can
seethat ' is complete-inclusive. The proof sketchcanbe
foundin [23].

Notice that due to the most generalsubstitutionin a
goal-binding,the nodesandstrandsin a statecancontain
free variables. A semi-bundle �

���

��� in a state � with free
variables,

�

� , representsa setof variable-freesemi-bundles,
�	�

�


��

�

��


�

���

����� , where
�


 is a substitutionof values.Thus,the
state �

���

� � representsa setof variable-freestates. Hence,
wecanrepresentstatesandstatetransitionsmuchmoreef-
�ciently Also, noticethat we only addnodesand strands
whennecessarydueto theexact causalrelation,which re-
ducesthestatespaceevenfurther.

4.5.Unreachability Analysis

In orderto reducethesearchspaceevenfurther, we can
useunreachability theoremsto prove early that a stateis
unreachable.Recallthata stateis unreachableif thereis no
bundlecontainingit. For practicalpurposes,we needto be
ableto expresssuchtheoremsascomputablepredicates� ,

thatis, if �

�

�

� is true,thenthestate� is unreachable.Thus,
we cansimply eliminate � from the setof statesimmedi-
ately.

Theunreachabilitytheoremscanbespeci�c to a partic-
ular protocol,or canbe generaltheoremsthat arenot re-
strictedto any concreteexample. The lattercanbeproven
onceandfor all andincludedin the coreof the tool. This
let themodelcheckereasilyincorporateresultsfrom theo-
rem proving techniquesandgreatlyreducethe statespace
explored. We give two examplesof theunreachabilitythe-
oremsasfollows.

Proposition 4.5. Let C be a bundle,let k :��
� � L . If k
neveroriginatesin a regular node,thenk -4 term(p)for any
penetrator node@!:�3 .

Theproofof thispropositionis in [25].
If a protocolis well-typed,in otherwords,all messages

speci�edin aprotocolhave�x edtypes,wecanalwayscom-
putea numberwhich is themaximumnumberof nesteden-
cryption operationsin a messagethat canbegeneratedby
a legitimateprincipal,denotedas /�� . Thenthe following
propositionholds.

Proposition 4.6. If a state � containsthe following nodes
asshownin the�gur e:

�

�

is thebinder of a term 8

�

, �

�

is on a penetrator strand
�

�

���0� /

�

�

H
�


 , 8

�

7

H
�

;
8

�

containsa numberof nestedencryptionswhich is greater
thanor equalto /

� .
Then� is unreachable,which meansthere is no anybundle
which will contain � .

This propositionis usedto eliminateanin�nite expand-
ing of typeD strand.

!��

���

� �

�


��

�

�

�
 

�

�

+

1

1

1

2

�
 "!

�

�

&����6+

1

1

1

2

�
 ��

+ � !

�

���-,

�

�

+

5. Discussion

Ourapproachhasa numberof advantagesover previous
techniquesfor automaticanalysisof securityprotocols.

First,unlikemostmodelcheckers,ourapproachcanrea-
sonaboutproblemsof in�nite statespace.Whentheeval-
uationprocedureterminates,it will have founda mapping
from thein�nite statespaceto a �nite statespacewhile pre-
servingthevalidity of well-formedformulae.Themapping
is from thesetof bundlesto thenon-emptyleafstatesof the
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searchtreeasdescribedin section4.3. Thus,by analyzing
the�nite statespace,Athenacanderivea proof thata secu-
rity propertyholdsunderany con�gurationof theprotocol
execution.

Second, the state transition in Athena is not asyn-
chronouslycomposedof independentprocesstransitions,
but basedon goal-bindings. Therefore, we avoid the
statespaceexplosion causedby asynchronouscomposi-
tion, while otherssuffer severely from this problem. Most
otherapproachesarebasedon a trace-basedmodel,where
the global state is a list of independentlocal processes
of the principals, and the global state transition is the
asynchronouscompositionof the local processtransitions.
Hence, concurrentevents are modeled by allowing all
possibleinterleaving, and the statespacegrows exponen-
tially with the numberof principalsin the protocolexecu-
tion [20, 21]. In practice,theseapproacheshave dif�culties
handlingprotocolexecutionswith morethantwo initiators
andresponders.Althoughsomeresearchershave explored
observationsthat reducethe numberof statesandpathsto
bechecked[22], andothersarepursuingpartialorderreduc-
tion techniques,thesetechniqueswill still requirea large
numberof statesandpathsto becheckedunnecessarily.

Third, our statesand state transitions,especiallythe
goalsandgoal-bindings,capturetheexactcausalrelations.
By eliminatingunnecessaryinformationin statestructures,
our staterepresentationis morecompactandef�cient than
mostother approaches.Eachstatein our model actually
representsasetof tracesin a trace-basedmodelby lineariz-
ing thepathsin thegraphof thestate.

Forth, unlike mostother approaches,Athenatakesad-
vantageof symbolicstatetransitionsinsteadof explicit state
search.In explicit statesearch,statetransitionshave to be
madefrom oneexplicit stateto another. With securitypro-
tocols, however, explicit statescan be naturally grouped.
A group of statescan transit to the next group of states,
similar to symbolicstatetransitions. In our approach,we
allow a stateto containfree variables. A state �

���

��� with
free term variables,

�

� , representsa classof variable-free
states,�	�

�


 �

�

� 


�

���

����� , where
�


 is a substitutionof term val-
ues.A statetransitionbetweentwostateswhichcontainfree
variablesrepresentsa setof statetransitionsbetweentwo
variable-freestates.Thus,Athenacanrepresentstatesand
statetransitionsmuchmoreef�ciently . As a specialcase
of this,we naturallyavoid thesymmetryredundancy prob-
lem [3], while otherssuffer from it. For example,in most
approaches,the model is composedof a numberof repli-
catedcomponents,i.e. two initiatorsandtwo responders.A
statecanbeidenticalto asecondstateupto asubstitutionof
namesandvariablevalues.Thus,it is enoughto justanalyze
oneof thestatesbecausetheanalysiswill producethesame
outcomefor both. Althoughsomeresearchersarepursuing
symmetryreductiontechniquesfor explicit statesearch,it

#init. #resp. Mur � Brutus
(Red
off)

Brutus
(Red
on)

Athena

1 1 1,706 1,208 146 19
2 2 514,550 *** 186,340 19

Brutus(Redon) meansBrutus with partial order and symmetry
reduction.
Brutus(Redoff) meansBrutuswithoutpartialorderandsymmetry
reduction.

Table 1. Number of states explored in analyz­
ing NSL protocol.

is still dif�cult to doaggressive symmetryreduction.
Fifth, Athenausesbackwardsearchinsteadof forward

search.With forwardsearch,all theparticipatingprincipals
have to be pre-stated.Our approachstartswith a simple
initial strandandthenaddnew strandsonly whennecessary
accordingto theexactcausalrelation.Hence,wereducethe
statespaceexplored by avoiding the exploration of many
unnecessarystatesandpaths.

Sixth, our approachcanuseunreachabilitytheoremsto
proveearlythatastateis unreachable,hence,prunethestate
space.Theunreachabilitytheoremscanbespeci�c to apar-
ticularprotocol,or canbegeneraltheoremsthatarenot re-
strictedto any concreteexample. The lattercanbeproven
onceandfor all andincludedin thecoreof thetool. This let
themodelcheckerincorporateresultsfromtheoremproving
techniqueseasilyandsystematically.

Our experimentalresultsdemonstratetheadvantagesof
usingAthena. For the NSL protocol,Athenaexplored19
statesand proved the agreementpropertyof the protocol
underany con�guration. Thesketchof theanalysiscanbe
foundin theappendix.As shown in table1, thenumberof
statesexploredby Mur � andBrutusgrows rapidly as the
numberof initiatorsandrespondersincrease.For example,
with two initiators and responders,Mur � and Brutus ex-
ploreover 10,000timesasmany statesasAthena.Wehave
alsousedAthenato �nd theknownattacksin theNeedham-
Schroederprotocol [18] and the TMN protocol [24]. We
havealsousedAthenatoprovecertainpropertiesof the1KP
protocol[1] andtheKerberosprotocol[10,11]. Detailedre-
sultsabouttheseexperimentscanbefoundin [23].

6. Conclusions

We proposean ef�cient automaticcheckingalgorithm,
Athena,for analyzingsecurityprotocols.Athenaincorpo-
ratesa logic that can expresssecuritypropertiesinclud-
ing authentication,secrecy and propertiesrelatedto elec-
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tronic commerce.We have developedanautomaticproce-
durefor evaluatingwell-formedformulaein this logic. For
a well-formedformula, if the evaluationproceduretermi-
nates,it will generatea counterexampleif the formula is
false,or providea proof if theformulais true. Athenaalso
exploits several statespacereductiontechniques.It natu-
rally avoids the statespaceexplosion problemcommonly
causedby asynchronouscompositionandsymmetryredun-
dancy. It also hasthe advantagethat it can easily incor-
porateresultsfrom theoremproving throughunreachability
theoremsto furtherreducethestatespaceexploredandin-
creasethelikely-hoodof termination.As shown in our ex-
periments,we successfullyrediscover known �a ws or pro-
vide proofsof propertiesfor protocolswith exploring only
tensof states.
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Appendix A : Proofsof the Propositions

Lemma 4.1. If ! is an algorithmthat decidesthe va-
lidity of any wff of the form V

3 2

T

�>*

T

 in a modelM in
�nite steps,whereT

�

is aconjunctionand T

 is adisjunction
of theatomicpropositions,thenthereexistsanalgorithmto
evaluateany formulaof the form V

3 2

U in themodelM in
�nite steps,for any propositionalformula U .

Proof sketch. Since F is a propositionalformula, it can
alwaysbe transformedinto a Conjunctive Normal Form:

U
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.
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 .'2(2�2 .

T�� , whereT "

��� ������2�2(2 �
� , aredisjunc-
tions of the atomicpropositionsand their negations. Be-
causeuniversalquanti�ersdistributeover conjunctions,
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� , T " canbe written as
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����� �
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� , where � � and �

� areatomicpropositions.This is
equivalentto

�

. �

�

�
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*

�

E

�
�

�
� . So T

" canbeevaluatedin
�nite stepsby ! . Hence,it is easyto seethatwecandecide
F in �nite steps.

Appendix B : The NSL Example

We show a sketchhow to prove theagreementproperty
of the NSL protocolusing Athena. Due to the spacere-
striction,weomit somesteps.Theformulathatneedsto be
checkedis
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Later steps will show that �
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where8�� � 8(C arefree termvariables.Laterstepswill show
that �$C is unreachable.Finally, we �nish the proof after
exploring 19 stateswith the conclusionthat NSL protocol
preservesthenon-injectiveagreementproperty. Hence,the
agreementpropertyholdsaswell, asmentionedin section
3. Themoredetailedanalysisof this examplecanbefound
in [23].
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