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Abstract

We proposean efcient automaticcheding algorithm,
Athena,for analyzingsecurityprotocols. Athenaincorpo-
ratesa logic that can expresssecurity propertiesinclud-
ing authentication sececy and propertiesrelatedto elec-
troniccommece We havedevelopedan automaticproce-
dure for evaluatingwell-formedformulaein this logic. For
a well-formedformula, if the evaluation procedue termi-
nates,it will geneate a counteexampleif the formulais
false,or providea proofif the formulais true. Evenwhen
the procedue doesnot terminatewhenwe allow any arbi-
trary con gurationsof the protocolexecution (for example,
anynumberofinitiatorsandresponders}terminationcould
be forced by boundingthe numberof concurent protocol
runsandthelengthof messagessis donein mostexisting
modelcheders.

Athenaalso exploits several statespacereductiontech-
nigues.lt is basedon an extensionof the recentlyproposed
Strand SpaceModel[25] which captuesexactcausalrela-
tion information. Togetherwith backward seach andother
techniques,Athenanaturally avoidsthe statespaceexplo-
sion problemcommonlycausedby asyntironouscomposi-
tion and symmetryredundancy Athenaalso has the ad-
vantagethatit can easilyincorporate resultsfromtheoem
provingthroughunreadability theoems.By usingthe un-
readability theoems,it can prune the statespaceat an
early stage hence reducethe statespaceexplored andin-
creasethe likely-hoodof termination. As shownin our ex-
periments thesetechniquesdramatically reducethe state
spacethat needgo be explored.

This researclis sponsoredby the National ScienceFoundatiorunder
GrantNo. CCR-9803774Views andconclusionscontainedn this docu-
mentarethoseof the authorsandshouldnotbeinterpretedasrepresenting
theof cial policies,eitherexpressedr implied, of theUnited StatesGov-
ernment.

1. Intr oduction

A security protocol is a communicationprotocol that
usescryptographyto achiese goalssuchasauthentication
and key distribution. Becauseof the subtlety of security
protocols,experiencehasshavn that the protocolscanbe
awed evenwhendesignedcarefully Thus,it is necessary
to developrigorouswaysto analyzetheseprotocols.

Mary researchersave workedon applyingformaltech-
niguesto the analysisof security protocols. They have
developedlogics of knowledge and belief such as BAN
logic [2] andGNY logic [7]; semi-automati@ndfully au-
tomatictoolssuchasthe NRL Analyzer[14], thelnterroga-
tor Model [16], FDR [12], Mur [17], Brutus[5], andRe-
vere[9]; andtheoremproverssuchaslsabelle[19]. Au-
tomaticcheckershave the practicaladvantagethatthey are
easyto useanddo not needthe assistancef experienced
users. Unfortunately currentautomaticcheckerssuffer
from the statespaceaxplosionproblemmainly dueto asyn-
chronousompositiorandsymmetryredundang Mostau-
tomaticcheckersrealsolimited to checkingthe properties
of a security protocolunder certain con gurations of the
protocolexecution,e.g. with two initiatorsandtwo respon-
ders.

Thayer Herzog and Guttman recently proposedthe
StrandSpaceModel (SSM and demonstratedhow to use
SSMto prove certainsecuritypropertiesmanually for ex-
ampleauthenticatiorandsecreg [25]. SSMhastheadvan-
tagethatit containsthe exact causalrelationinformation
which makesproofs concise. Inspiredby their work, we
have developeda new algorithm,Athena for analyzingse-
curity protocolsautomatically

We have designeda logic basedon SSM that can ex-
presdormally varioussecuritypropertiesncludingauthen-
tication, secreg and propertiesrelatedto electroniccom-
merce.We have alsodevelopedanautomatigorocedurdor
evaluatingwell-formedformulaein this logic. We provide



a way of formally reducethe in nite-state-spaceproblem
into a nite-state-spacgroblemwhich canbe veri ed us-
ing modelchecking. Hence,for a well-formedformula, if

the evaluationprocedurderminatesthenit will generatea
countergampleif the formulais false,or provide a proof
if the formulais true. Althoughthe evaluationprocedures

not guaranteedo terminate experienceshavs thatit does
terminatefor mary usefulprotocols. In thosecasesvhen
the proceduredoesnot terminatefor arbitrary con gura-
tions of the protocolexecution,terminationcanalwaysbe
forcedby boundingthe numberof concurrenprotocolruns
andthelengthof messagesThisis similarto theboundsn

currentmodelcheckersuchasFDR, Mur andBrutus

Athenaalsoexploits several statespacereductiontech-
nigues. First, the statetransitionis not asynchronously
composedf independenprocesgransitionshence avoid
thestatespaceaxplosioncausedy asynchronousomposi-
tion. Secondthe statestructuresandstatetransitionscap-
ture exact causalelations,hence achiere compaciandef-
cient staterepresentationsChird, Athenatakesadvantage
of symbolicstatetransitiongnsteadof explicit statesearch,
by allowing a stateto containfree variables. A state
with freetermvariables, , representsa classof variable-
free states, , Where is a substitutionof term
values.A statetransitionbetweertwo stateswvhich contain
free variablesrepresents setof statetransitionsbetween
two variable-freestates.Thus, Athenacanrepresenstates
and statetransitionsmuch more efciently. As a special
caseof this, it naturally avoids the symmetryredundang
problem. Finally, Athenausesbackwardsearchinsteadof
forward search.With forward searchall the participating
principalshave to be pre-stated.Our approactstartswith
asimpleinitial strandandthenaddnew strandsonly when
necessargaccordingto exact causalrelations. As demon-
stratedin our experimentsthesetechniquegreatlyreduce
the statespacethat needsto be explored comparingwith
othercurrentapproaches.

Athenaalso hasthe adwantagethatit caneasilyincor
porateresultsfrom theoremproving throughunreachability
theorems. By using the unreachabilitytheoremswe can
prunethe statespaceat an early stage ,hence,reducethe
statespaceexplored even further and increasethe likely-
hoodof termination.

Thepaperis organizedasfollows. We rst review some
basicnotionsand propertiesof strandspacegsection?2).
We thenintroducealogic to reasoraboutstrandspacesnd
shav how to usethis logic to specify security properties
(section3), andexplain the automaticevaluationprocedure
(section4). Next, we discussthe adwantagesof our ap-
proachand compareit with otherapproachegsection5).
Finally, we concludein section6. Proof sketcheof most
propositionsin this paperare omitted and can be found
in [23].

2. Background

This sectionis a review of conceptsdeveloped by
Thayer HerzogandGuttman[25]. First,we explaintheno-
tion of termsthatareusedto representhe messages the
protocols. Then,we explain the notion of strands, strand
spacesand bundles andshov how to represenprotocols
usingstrandsFinally, we give theformal descriptiorof the
penetator model

2.1.Messagelerms

The setof atomictermsis the union of a setof “Text”
termsT andasetof “Key” termsK, where

Text termsT containseveral differenttypesof terms,
such as Principal-names Nonces or Bank-account-
number

Key termsK containsa setof keys disjointfrom T. In
asymmetricryptosystems, represent&'soppo-
sitemembelin a public-privatekey pair. In asymmet-
ric key system,
Thesetof terms  is de nedinductively asfollows:
If mis aText termor aKey term,thenmis aterm.

If mis aterm,k is aKey term,then is aterm.

(Thisrepresentgncryption.)

If and areterms,then
representsoncatenation.)

isaterm.(This

We usethefreeencryptionassumptionwhere

Thayer Herzogand Guttmande ned the subtermrela-
tion :aterm isasubternofterm if appearin
We de ne theintermrelation , suchthat isaintermof

if  canbeextractedfrom  withouttheapplicationof
the decryptionoperation. The formal de nition of thetwo
relationsareasfollows.

subternrelation

- for iff :
- for iff :
- iff :
- iff
intermrelation

- for iff :
- for iff :
- iff ;

- iff



2.2.SSM: Strands, Strand spacesand Bundles

The notionsin this subsectiorare mainly from the pa-
per[25]. We extendthemslightly to makethemapplicable
to electroniccommerceprotocols.

Actions. The setof actionsAct that principalscantake
during an executionof a protocolincludeextermalactions
suchassendandreceive anduserde ned internalactions
suchasdebit, credit, etc.. In therestof the paper we will
only usesendandreceivefor simplicity.

Events. An eventis a pair action,argu , whereaction
isin Act, andarguis in andis theargumentof theac-
tion. For simplicity, we denote send,a and receive,a
respectiely assignedterms and . We represent
thesetof nite sequencesf signedtermsas

Strands and Strand SpacesA protocolde nesthe se-
guenceof eventsfor eachrole of the participant.A strand
representa sequencef actionsof aninstanceof arole.

A strandspacds aset with atracemappingtr:

1. A nodeis a pair , With andi an integer
satisfying length(tr(s)) We say
belongsto the strands, denotedas . Clearly
everynodebelonggo auniquestrand.Thesetof nodes

is denotedby
2. If , thenindex andstrand
f , where is oneof the symbols
, thenterm
3. If , then meanghatterm
andterm . Thisrepresentthat sends
amessagaand recevesthemessage.
4. If , then meanghat occur
in the samestrandwith index index

This representsn event
in the samestrand.

followedimmediatelyby

5. Atermtoriginatesfromanode iffsign(n)
t term(n) andwheneer precedes onthesame
strandt term( ).

6. A termt uniguely-originagsfrom noden iff t origi-
nateson a unique . Noncesandotherfreshly
generatedermsareusuallyuniquely-orighated.

We will alsouse to referto the directedgraph
whoseverticesare nodesand is the setof
edgesthat combinesboth typesof relations and

Bundles. A bundlerepresenttheprotocolexecutionun-
dersomecon guration.
A bundle is a subgraptof
is the setof the edgesand

, Where
is the set

of nodesincidentwith the edgesin
propertieshold:

, andthe following

Cis non-emptyand nite;

If andsign , thenthereis aunique
suchthat ;
If and , then ;
Cisagyclic.

We saya strand if for every node , .

Causal Precedene. Let S be a strandspace,nodes

, S.De ne iff thereis asequencef zero
ormoreedgeftype and leadingfrom to inS
Therelation  expressescausalprecedence

Lemma2.1. SupposeC is a bundle,then is a partial
order i.e. are exive,antisymmetrictransitiverelation. Ev-
ery non-emptysubsetof the nodesin  has  -minimal
members.

Theproofof thislemmacanbefoundin [25].
2.3.Protocol speci cation using strands

A protocolusuallycontainsseveralroles suchasinitia-
tors, respondersaind servers The sequencef actionsof
eachrole is prede nedby the protocolwith a list of pa-
rameterssuchasprincipalnamesandnonces.This canbe
speci edasatracetype denotedasrole[parametetlist]. A
bindingof therole andthe parametelist givesaninstance-
traceof therole. A legal executionof a protocolforms a
bundle,in which the strandf thelegitimateprincipalsare
restrictedo the prede nedtracetypes role[parametetist].
The strandsof the legitimate principalsare referredto as
regular strands Thebundlealsocontainsstrandswvhichare
mappedo penetratotraces.Thesestrandsarereferredo as
penetator strands We explain themin moredetailsin the
next subsectionWe now give anexampleof theNeedham-
Schroedeprotocol[18] with the x givenby Gavin Lowe
in [12]. We will refer to this protocolas NSLin the rest
of the paper Using the standardnotation,the protocolis
de ned asfollows:

1.
2.
3.

Therearetwo rolesin this protocol:initiator andrespon-
der Thestrandsof thetwo rolesarethefollowing:



where the parametedist containsA and B as principal
names, and asnonces. uniquely-originateon
the rst nodeof the initiator's strand .
uniquely-originaeson the secondnode of the respon-
der'sstrand . A respondegstrandwith
thebindingof is thefollowing:

2.4.The Penetrator Model

We usethe samepenetratormodel as the onein [25].
The penetratoiP hasa setof initial knowledgeinit-info(P)
whichusuallycontaingheprincipalnamesandthekeysthat
areknown initially to the penetratgrdenotedas
usuallycontainsall the public keys, all the privatekeys of
the penetratgrandall the symmetrickeys , ini-
tially sharedbetweerthe penetratomndprincipalsplaying
by theprotocolrules.It canalsocontainsomekeysto model
known-key attacks.

A penetratocaninterceptmessagegeneratenessages
thatarecomputabldromiits initial knovledgeandthemes-
sagest intercepts. Theseactionsare modeledby a setof
penetator strands

A penetratostrandis oneof thefollowing, whereg and
h areterms

M[t]. Atomic message:+t wheret init-info(P)and

t T.

F[g]. Flushing:

T[g]. Tee:

Clg,h]. Concatenation:

R[g,h]. Separatiofnto components:

K[K]. Key: where

E[k,h]. Encryption:
D[k,h]. Decryption:

The differenttypes of the penetratortracesare called
penetator roles which rangesover M,FT,C,S,K,E,D.
It is alsopossibleto extendthe setof penetratotracesto
modelsomespecialability of the penetratoif needed.

3.The Logic

We rst introducea logic to reasoraboutstrandspaces
andbundles.Thenwe shav how to usethis logic for formal
speci cationof varioussecurityproperties.

3.1.Syntax

The syntax of the terms consistsof node constants
( ), strand constants( ), bundle constant
( ), andbundlevariable ( ).

Propositionaformulasarede ned asfollows:

are (atomic)

propositionaformulas;

and arepropositionafformulasif  and

arepropositionaformulas.

Finally, well-formedformulas(wffs) are:

, Where is a propositionalformula, which
doesnt containary otherfreevariablethan ;

where isapropositionaformula, and arewffs,and
is abundlevariable.
Notice,thatin awff ,

formulaandcannotcontainary othervariableshan

alsousetheobviousabbreiations:

needdo bea propositional
. We

3.2.Semantics

Let the setof nodesbe For a given protocol, the
setof the regular strandsandthe penetratoistrandsis
the executiontracesof a protocolp form a setof bundles,
denotechs . Thus,for agivenprotocolp, themodelM is
apair( , , ), where istheinterpretation.The
semantic®f thelogicis givenasfollows:

area node,a strandanda bundlein
respectiely.



iff . We cansimilarly de ne
aswell.

If f is a propositionaformulaor a wff, then

iff
If and arepropositionalformulasor wffs, then
iff and
iff for ary bundle inthe
model.

3.3.Specifyingsecurity propertiesin the logic

Ourlogic canspecifya variety of securitypropertiesn-
cludingelectroniccommerceproperties However, herewe
mainly focuson the authenticatiorand secreg properties.
The propertiesarepresentedn a similar way asin the pa-
per[25] exceptthatweformalizethepropertiesnto thewffs
in ourlogic.

Authentication

Gavin Lowe[13] proposeagreemenpropertiegor authen-
tication protocols. A protocol guarantees participantB

(say asthe responderpgreementfor certainbinding if

eachtime aprincipalB completesarun of theprotocolasa
respondeusing , supposedlwith A, thenthereis aunique
run of the protocolwith theprincipal A asinitiator using ,

supposedlyvith B.

A weaker non-injective agreementdoes not ensure
uniguenesshut requiresonly eachtime a principal B com-
pletesa run of the protocolasrespondeusing , suppos-
edlywith A, thenthereexistsarun of the protocolwith the
principal A asinitiator using , supposedlyvith B.

The non-injective agreemenpropertycan be speci ed
usingthelogic as:

where and aretherespondeandtheinitia-
tor strandwith binding . For example,in theNSLprotocol,
thenon-injectiveagreemenpropertycanbespeci edas

Becausef thefreshnesef thenoncegeneratedh thepro-
tocolrun, usuallythe agreemenpropertycanbe provedaf-
terthenon-injective agreemenpropertyis proved,with the
amgumentthattherecant betwo strands since

thenoncesn areuniguelyoriginatedfrom only one
strand,i.e. in NSLprotocol, is uniquely-originaedin
thestrand

Sececy

A valuev is secrein a strandspaceSif, for everybundleC
thatcontainsS, theredoesnot exist anode suchthat
term . For example,whenSis a respondestrand,
we canspecifythesecreg propertyas:

4. The Model Checking Algorithm

This sectionintroducesa modelcheckingalgorithmfor
wffs. Wefocusonthemostinterestingcase:how to evaluate
awff of theform

Lemmad4.l. If isanalgorithmthatdecideghe validity
of any wff of the form in a modelM in nite
stepswhee s a conjunctionand is a disjunctionof
the atomic propositions,thenthere exists an algorithm to
evaluateany formulaof theform in the modelM in
nite stepsfor anypropositionalformula

The proof sketchof this lemmacanbe foundin the ap-
pendix.

Hence,it is sufcient to just explain the procedure .
Dueto the spaceimit, we only shav the procedure for
two cases:

,and

where isastrandconstant, isaregularstrandconstant.
Thesecasexanbeusedor evaluatingagreemenproperties
andsecreyg propertiesasmentionedn section3. Theother
casesresimpleextensionfrom them.

In the following subsectionswe rst introducethe no-
tions andstatestructuresisedin the modelcheckingalgo-
rithm. We thenexplain formally how we canreducea prob-
lem in anin nite spaceto a problemof model checking
whichis restrictedto a nite statespace.We thendescribe
in more detailsthe model checkingalgorithm, in particu-
lar the next statetransitionfunction We will alsopointout
varioustechniquesve exploit for statespacereduction.Fi-
nally, we explain how we canuseunreadability theoems
to furtherreducestatespaceexplored.

4.1.Goalsand Goal-bindings

Intuition: We startwith a strandspacegraphwhichonly
contains , andthentry all possibilitiesof addingnodes
andstrandgo completea bundle(anexhaustve search).To
completea bundle,the graphneedso be backwardclosed
under and ,andagclic. To makethegraphbackward
closedunder , it meanghatary termthatis receved by
a nodemusthave beensentby anothernodein the same



graph. Thus,we introducea notion of a goal to represent
therecevedterms,anda notionof a goal-bindirg to repre-
sentthata goaltermis rst sentby a node. We apply uni-
cation to searchfor all possiblegoal-bindings.Whenall
goalsarebound,all receved termsare connectedo their
rst sendersHence thegraphwill be backwardclosedun-
der . For ary nodein the graph,we addall the nodes,
thatprecedst in the samestrand,to the graph. Thus,the
graphis backwardclosedunder . Simplecycle-detection
cancheckwhethera graphis agyclic.
Goals. A goalis a pair , Where ,
and is not a concatenatiomf othertwo terms.
Thegoal-setof abundle is thesetof all thegoalsin
denotedas
Goal Binding. Supposéhat
isboundtonode if isa

is a bundle,thena goal
-minimal memberof

theset

, , and
We say that is the goal binding for and
denotédt as . Thenode s calledabinderof (t,n).
Wewill alsowrite to denote for some, or,
formally,

Proposition4.2. Let C bea bundle For anygoal

, there existsa node wheee the goal is
bound.
Proof sketh. Sincesign(n) , and , theremust
existanode ,where and . So
. Thereforetheset is notempty where

and and

-minimalmem-
canbeboundto . O

Asshovnin Lemma2.1, hasatleasta
ber . Hence,

A bundlecontaingheinformationaboutthe sequencef
actionsof eachprincipal (* ") andthe informationabout
who sendsmessageso whom (* ). Becausehe pene-
trator canalwaysintercepta messagérom a principaland
forwardit to anotherprincipal, the informationaboutwho
sendsmessage whom(“ ") is notimportantary more.
Givenarecevedterm,it is notimportantwho sendsit but
ratherwho sendst rst. Thereforeonly the goal-binding
information(* ") is necessaryThis is the intuition why
we introducetherelation” . In the statestructurewe do

not keepthe informationaboutthe relation* " but only
thegoal-bindingrelation* "
4.2.State Structures

Semi-tundles. A semi-lundle is a sub-
graphof , where is thesetof edges, isthe

setof nodesncidentto theedgesn
propertieshold:

, andthefollowing

is non-emptyand nite;

If and , then :

is agyclic.

Noticethatthe notion of a semi-lundlediffersfrom the
notionof abundlein theaspecthata semi-tundleis back-
wardclosedunder , andnotnecessarilypackwardclosed
under

States.A stateis atuple ,Where

is asemi-tundlecontainingstrandsf theprincipals;
is thesetof unboundgoalsof ;
is therelationfor the goal-bindings;

— are exive andtransitive closure

of and together

In otherwords, iff thereexists asequencef
nodes , suchthat , , andfor
ary , or . Hence,
therelation is apartialorderonthenodesn

Mathematically and canbecomputedrom and |,
but we keepthemin the statestructurefor ef ciency rea-
sons.

If is a stateand
say iff

is a bundle,we

Proposition4.3. If  isemptyin a state
there existsa bundle  sud that

containthe samestrandsexceptthat
mote penetator strandsof type or

,then
,and and
mightcontainsome
than

4.3.The Model Checking Algorithm

Bundle Sets.We de ne the bundlesetof a statel to be
the setof bundlesthat containl, denotedas

Next State Transition. If | is a state the next statetran-
sition, a setof statesis afunctionwhich maps
| to thesetof its next statesdenotedas

Wesay iscomplete-inclusivé for ary state it satis-
es thefollowing properties

1. is nite.
2. , Wwhere

Unreachablestates. If is emptyfor a state , we
saythat is unreadable This meanghatthereis notary
bundlecontaining , usuallybecause containsunsohable
goals.



As was mentionedearlier we focus on explaining the
algorithmfor evaluatingtwo simplewffs:

,and

where isastrandconstant, isaregularstrandconstant.
Theinitial stepof the modelcheckingalgorithmis to com-
putetheinitial state ,Where isthe
semi-lundlewhich only contains is the goal setof

, therelation isempty and is the corresponding
partialorderon . Fromthede nition of , We can
derive:

4.1)
4.2)

Themain procedurds a reachabilityanalysiswith a given
next statetransition . Wewill explainthe next statetran-
sition in thenext subsectionseachl is the procedurdor
evaluatingtheformula , andseachll for . Wegivethe
pseudocodefor seachl asfollows. seachll is similar to
seachl, andthepseudacodecanbefoundin [23].

procsearchl(initialState)
L = initialState ;

while do
if then
for each
if then
if thenreturnfalse;
else ;
returntrue;

choose(L)is a functionwhich returnsan elementin the
setL. We alwayspick a statewhich containgheleastnum-
berof stranddn thesetL rst.

We now give someintuition how we can reducean
in nite-state-spaceproblemto a problemin a nite state
space.First, from the Equation4.1, we transform  into
the equivalentformula, , Where is
thesetof bundleswhichcontain , asde nedbefore.Then

istrue,if wecan nd asetof states , whichsatis esthe
following property:

Thus, we reducethe problemin the in nite statespace

into a nite statespacel. Thereachabilityanalysis
is away of searchindor L. Oncethe searchprocedurder
minatesthe non-emptyleaves of the searchtreecomprise
thesetL. Weformalizetheseagumentsnto thecorrectness
theorenmbelow.

Theorem4.4. Let be an initial state, and be
a complete-inclusie next state transition function. If
search| ) terminatesand returnstrue, thenthe formula

is true; if it returnsfalse, then s false Thesame
holdsfor searchlland

Proof sketh. Weonly givetheprooffor seachl on . The

prooffor seachll on  canbederivedsimilarly.

1. If seachl( ) returnsfalse, thenthereexists a state

suchthatG is emptyand . Ac-

cordingto the Proposition4.3, we canobtainat least

a bundle which containsS and hasthe sameregular

strandsasS. Thereforewe nd thecountergampleC,
and . Hence, isfalse.

2. Whenseachl( ) returnstrue, the reachabilityanaly-
sis exploresa statesearchiree . An exampleof the
statetreeis in Figure 1. Therootis theinitial state

The children of a tree noden is the next states
. Let bethe setof non-emptyleavesof T. If
L is empty thenthereis no bundlewhich contains ,
so istrue. If L is notempty from the pseudacode
we can seethat for ary , . Sofor ary

. Accordingto thecomplete-inclusie
propertyof thenext statetransition , .
So . Finally, accordingto the Equa-
is true.

tion 4.1, we canseethat
O

leaf nades

7 1 Y

A solid arrowv representthenext statetransitionrelation,whereas
thedashedarrov standsfor a sequencef next statetransitionre-
lations.

Figure 1. State Search Tree.



4.4.The next statetransition algorithms

We rst give the intuition of the next statefunction
For astate , wepickagoal
fromtheunboundjoalset.Wethen nd all possiblevaysof
binding to anode.For eachway of binding,we construct
a new next state The value of is the setof all such
next states.If thereis no possibleway of binding , then
thestate is unreachabland returnsanemptyset.

Now we give a moredetaileddescriptionof . To nd
all possiblewaysof bindinga goal , we usea uni cation
procedurel. For a goal termt, returnsall possible
positionsthatcanbind , andthe correspondingnostgen-
eralsubstitutionsdenotedas denotes
a position which representshenodeof index i in a strand
of roler. Roler canbeary regularrole or penetratorole.
Eachposition canbeboundto astrand , eitheranex-
istingstrandn Sor anew strandwith thesubstitution
Henceanode will bindthegoalg. For eachof
such ,weconstrucanew next state ,

where isthesameas with theaddedbinding

If isalreadyin ,then isthesameas withtheadded
andits precedingnodesin strand , if they arenot al-

readyin yet.If isanew strandthen isthesameas
with theaddedstrand , which containsall the nodesup

to .Then and canbeupdatechppropriatelylf there

isaconict in updating and , e.g.thereis acyclein

, then is anunreachablstateandwill notbe returned
asa next state.The valueof is the setof all suchnext
states .

Becausewe only add (and never delete) nodesand
strandsin the next statetransition,andsincethe next state
transitioncoversall possibilitiesof bindinga goal, we can
seethat is complete-inclusiveThe proof sketchcanbe
foundin [23].

Notice that due to the most generalsubstitutionin a
goal-binding,the nodesand strandsin a statecan contain
freevariables. A semi-lundle in a state with free
variables, , represents setof variable-freesemi-lundles,

, Where is asubstitutionof values.Thus,the
state represents setof variable-freestates. Hence,
we canrepresenstatesaandstatetransitionsmuchmoreef-

ciently Also, noticethat we only add nodesand strands
whennecessarglueto the exact causalrelation,which re-
duceghe statespaceavenfurther.

4.5.Unreachability Analysis

In orderto reducethe searchspacesven further, we can
useunreadability theoemsto prove early that a stateis
unreachableRecallthata stateis unreachablé thereis no
bundlecontainingit. For practicalpurposeswe needto be
ableto expresssuchtheoremsascomputablepredicates,

thatis, if istrue,thenthestate is unreachableThus,
we cansimply eliminate from the setof statesimmedi-
ately

The unreachabilittheoremscanbe speci ¢ to a partic-
ular protocol, or canbe generaltheoremsthat are not re-
strictedto ary concreteexample. The latter canbe proven
onceandfor all andincludedin the coreof thetool. This
let the modelcheckereasilyincorporateresultsfrom theo-
rem proving techniquesand greatly reducethe statespace
explored. We give two examplesof the unreachabilitythe-
oremsasfollows.

CIfk
term(p)for any

Proposition4.5. Let C be a bundle,let k
never originatesin aregular node thenk
penetator node

Theproofof this propositionis in [25].

If a protocolis well-typed,in otherwords,all messages
speci edin aprotocolhave x edtypes,we canalwayscom-
putea numbemwhich is the maximumnumberof nestecen-
cryption operationsn a messagehat canbe generatedy
a legitimateprincipal,denotedas . Thenthefollowing
propositionholds.

Proposition4.6. If a state containsthe following nodes
asshownin the gure:
is thebinderofaterm ,  is ona penetator strand
containsa numberof nestecencryptionsvhich is greater
thanor equalto
Then is unreadable,which meangher is no anybundle
which will contain .

This propositionis usedto eliminateanin nite expand-
ing of typeD strand.

5. Discussion

Ourapproacthasa numberof advantage®ver previous
techniguedgor automaticanalysisof securityprotocols.

First, unlike mostmodelcheckerspurapproackcanrea-
sonaboutproblemsof in nite statespace.Whenthe eval-
uationprocedurgerminatesijt will have found a mapping
fromthein nite statespacedo a nite statespacewhile pre-
servingthevalidity of well-formedformulae. Themapping
is from thesetof bundlesto the non-emptyleaf stateof the



searchreeasdescribedn section4.3. Thus,by analyzing
the nite statespaceAthenacanderive a proofthata secu-
rity propertyholdsunderary con guration of the protocol
execution.

Second, the state transition in Athena is not asyn-
chronouslycomposedf independenprocesstransitions,
but basedon goal-bindings. Therefore, we avoid the
state spaceexplosion causedby asynchronousomposi-
tion, while otherssuffer severely from this problem. Most
otherapproachearebasedon a trace-basedhodel, where
the global stateis a list of independentocal processes
of the principals, and the global state transition is the
asynchronousompositionof the local procesgransitions.
Hence, concurrentevents are modeled by allowing all
possibleinterlearing, andthe statespacegrows exponen-
tially with the numberof principalsin the protocolexecu-
tion [20, 21]. In practice theseapproachebave dif culties
handlingprotocolexecutionswith morethantwo initiators
andrespondersAlthough someresearcherbave explored
obsenationsthatreducethe numberof statesandpathsto
bechecked22], andothersarepursuingpartialorderreduc-
tion techniquesthesetechniqueswill still requirea large
numberof statesandpathsto becheckedunnecessarily

Third, our statesand state transitions, especiallythe
goalsandgoal-bindingscapturethe exact causakelations.
By eliminatingunnecessarinformationin statestructures,
our staterepresentatiois morecompactandefcient than
most other approaches.Eachstatein our model actually
representa setof tracesn atrace-basedhodelby lineariz-
ing thepathsin thegraphof thestate.

Forth, unlike most other approachesAthenatakesad-
vantageof symbolicstatetransitionsnsteadof explicit state
search.In explicit statesearch statetransitionshave to be
madefrom oneexplicit stateto another With securitypro-
tocols, however, explicit statescan be naturally grouped.
A group of statescan transitto the next group of states,
similar to symbolicstatetransitions. In our approachwe
allow a stateto containfree variables. A state with
free term variables, , represents classof variable-free
states, , where is a substitutionof termval-
ues.A statetransitionbetweeriwo statesvhich containfree
variablesrepresents setof statetransitionsbetweentwo
variable-freestates.Thus, Athenacanrepresenstatesand
statetransitionsmuchmore ef ciently. As a specialcase
of this, we naturallyavoid the symmetryredundang prob-
lem [3], while otherssuffer from it. For example,in most
approachesthe modelis composedf a numberof repli-
catedcomponentg, e. two initiatorsandtwo respondersA
statecanbeidenticalto asecondstateup to asubstitutiorof
namesandvariablevalues.Thus,it isenoughojustanalyze
oneof thestatedecaus¢heanalysiswill producehesame
outcomefor both. Althoughsomeresearcherarepursuing
symmetryreductiontechniquedor explicit statesearch,t

#init.| #resg Mur Brutus | Brutus | Athena
(Red (Red
off) on)

1 1 1,706 | 1,208 146 19

2 2 514,550 *** 186,340 | 19

Brutus (Redon) meansBrutus with partial order and symmetry
reduction.
Brutus(Redoff) meandBrutuswithoutpartialorderandsymmetry
reduction.

Table 1. Number of states explored in analyz-
ing NSL protocol.

is still dif cult to do aggressie symmetryreduction.

Fifth, Athenausesbackwardsearchinsteadof forward
searchWith forwardsearchall the participatingprincipals
have to be pre-stated. Our approachstartswith a simple
initial strandandthenaddnew strandonly whennecessary
accordingo theexactcausatelation.Hence wereducehe
statespaceexplored by avoiding the exploration of mary
unnecessargtatesandpaths.

Sixth, our approachcanuseunreachabilittheoremgo
prove earlythatastateis unreachabléyence prunethestate
spaceTheunreachabilittheoremsanbe speci c to apar
ticular protocol,or canbe generatheoremghatarenotre-
strictedto ary concreteexample. The latter canbe proven
onceandfor all andincludedin thecoreof thetool. Thislet
themodelchecketincorporateesultfrom theorenmproving
technique®asilyandsystematically

Our experimentalresultsdemonstrat¢he advantageof
using Athena. For the NSL protocol, Athenaexplored 19
statesand proved the agreemenproperty of the protocol
underary con guration. The sketchof the analysiscanbe
foundin theappendix.As shaovn in tablel, the numberof
statesexploredby Mur and Brutus grows rapidly asthe
numberof initiatorsandresponderincrease For example,
with two initiators and respondersMur and Brutus ex-
ploreover 10,000timesasmary statesasAthena.We have
alsousedAthenato nd theknown attacksn theNeedham-
Schroedeprotocol [18] andthe TMN protocol[24]. We
have alsousedAthenato prove certainpropertieof the 1KP
protocol[1] andtheKerberogprotocol[10, 11]. Detailedre-
sultsabouttheseexperimentsanbe foundin [23].

6. Conclusions

We proposean ef cient automaticcheckingalgorithm,
Athena,for analyzingsecurityprotocols. Athenaincorpo-
ratesa logic that can expresssecurity propertiesinclud-
ing authenticationsecreg and propertiesrelatedto elec-



tronic commerce.We have developedan automaticproce-
durefor evaluatingwell-formedformulaein thislogic. For
a well-formedformula, if the evaluationproceduretermi-
nates,it will generatea countergampleif the formulais
false,or provide a proofif theformulais true. Athenaalso
exploits several statespacereductiontechniques.It natu-
rally avoids the statespaceexplosion problemcommonly
causedy asynchronousompositiorandsymmetryredun-
dang. It alsohasthe adwantagethatit can easilyincor
porateresultsfrom theoremproving throughunreachability
theoremso furtherreducethe statespacesxploredandin-
creasdhelikely-hoodof termination.As shavn in our ex-
perimentswe successfullyediscoer knovn aws or pro-
vide proofsof propertiesfor protocolswith exploring only
tensof states.
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Appendix A : Proofsof the Propositions

Lemmad4.1l. If is analgorithmthatdecidesthe va-
lidity of ary wff of theform in amodelM in
nite stepswhere isaconjunctiorand isadisjunction
of theatomicpropositionsthenthereexistsanalgorithmto
evaluateary formulaof theform in themodelM in
nite stepsfor ary propositionaformula

Proof sketh. Since F is a propositionalformula, it can
alwaysbe transformedinto a Conjunctve Normal Form:
, Where , aredisjunc-
tions of the atomic propositionsandtheir negations. Be-
causeuniversalquanti ersdistributeover conjunctions,

For each ,  canbe written as

,where and areatomicpropositions.Thisis
equialentto . S0 canbeevaluatedin
nite stepdy . Henceijt is easyto seethatwe candecide

F in nite steps. O

Appendix B : The NSL Example

We shawv a sketchhow to prove the agreemenproperty
of the NSL protocol using Athena. Due to the spacere-
striction,we omit somesteps.Theformulathatneedso be
checkeds

Theinitial state isas

Tobindthegoal
sibilities asfollows.

1.

, therearethreepos-

11

where arefreetermvariables.

Later steps will shav that lead to the correct
execution of the protocol which contains the strand
. Accordingto proposition4.6, we

canseethatthereis no bundlethatcancontain sincein
this protocol . We now computethe next statesof

where arefreetermvariables.Laterstepswill shav
that is unreachable.Finally, we nish the proof after
exploring 19 stateswith the conclusionthat NSL protocol
preseresthe non-injective agreemenproperty Hence the
agreemenpropertyholdsaswell, asmentionedn section
3. Themoredetailedanalysisof this examplecanbefound
in [23].



