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Internet worms have resulted in considerable disruption
of our communications infrastructure [1] and could cause
much more [2]. We propose a design for coordinating a
widely distributed set of network monitors to detect the
emergence of new high-speed worms, develop and validate
signatures for their identification, and model their spread-
ing dynamics in real time. The primary new contribution
of our design is a mechanism for going from the observa-
tion that there is a possible worm to automatically validat-
ing that observation, developing a signature for the worm
if one does not already exist, providing a predictive model
for the worm’s spreading, and statistically quantifying the
level of confidence in these characterizations.

Our work presupposes the ability to detect worm-like
behavior with moderate accuracy as it occurs. This suppo-
sition appears to be well-founded for a significant class of
worms [3], [4], [5].

We represent worm signatures as small graphs annotated
with constraints, consisting of event nodes and causation
edges [6]. Signature nodes are labeled with constraints de-
scribing event characteristics, and the graph as a whole is
annotated with inter-node relational constraints. An actual
behavior is said to match a signature when the signature is
isomorphic to an event history subgraph which represents
that behavior, and the events described by the nodes in that
subgraph satisfy the signature’s constraints.

Whenever a monitor, using existing heuristics and
some new ones, observes suspicious events which are not
matched by any existing signature, our system performs
signature extraction, optimization and validation:

1. A candidate signature is created based on the graph of
those suspicious events.
2. The candidate signature is generalized to maximize the
number of those events which are matched while minimiz-
ing the number of non-suspicious events matched. It is
possible that a signature which appears optimal relative to
the traffic observed at one site may be undesirable for the
Internet as a whole. To remedy this, a monitor further dis-
seminates its locally optimal candidate signature to a set of
monitors which then report back both legitimate and false
match counts to re-optimize the signature.
3. Signature validation is accomplished by gathering data
on the number of observed matches over time from moni-

tors and fitting that data to spreading models using regres-
sion analysis. The quality of the fit is indicative of the
probability that the observed phenomenon is a worm.

We believe that this proposed system has the potential
to detect and characterize any present or potential worm
that has a spreading rate and victim host selection accu-
racy within knowable limits. We have completed an ini-
tial design. The next steps are to complete the prototype
which is currently under development, evaluate the sys-
tem, and make the results public. The primary component
processes (suspicious traffic detection, signature genera-
tion and model fitting) will be studied independently to
assess and improve their correctness and performance us-
ing actual benign and worm traffic traces, simulated worm
behavior and analytical models of possible worms. In ad-
dition, we will test the system as a whole using both con-
trolled experimental data and live traffic in our local test
bed and then on a large-scale test system such as Planet-
Lab[7].

This project also motivates new fundamental research
on network traffic characterization and measurement
methodology. We are looking for characteristics which
separate benign and worm traffic with sufficient confi-
dence, either using low-complexity analysis over large
sample sizes, or high-complexity analysis over small sam-
ples.
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