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ABSTRACT

In practical biometric veri cation applications, we expect to observe alarg e variability of biometric
data. Single classi ers have insuf cient accuracy in such cases. Fus ion of multiple class ersis
proposed to improve accuracy. Typically, classi er decisions are fuse d using a decision fusion rule.
Usually, research is done on nding the best decision fusion rule, give n the set of classi ers. No

account of the decision fusion rule is taken during classi er ensemble gen eration. By taking into
account the decision fusion rule during classi er ensemble generation, th e accuracy on decision
fusion can be improved. The goal of thisthesis research isto generate optimal classi er ensembles.

Thefocusis on ensemble generation rather than the best decision rule evaluation. It has been found
in literature that diversity in classi er decisions improves the Mgjority decision rule accuracy. The
rst part of the thesis nds the role of diversity on the ensemble accurac y. The ensemble accuracy
is equated to the accuracy of the best monotonic decision rule at the given diversity. It is found
in this analysis that the And, Or, and Mgjority decision rules are important. Hence these rules
are investigated in detail to nd their optimal diversity. The second part of th e thesis connects the
theory on optimal diversity can be used to generate optimal classi er ensemb les in practice. An
illustration of the design of multiple classi ers is shown on 2D simulated data. From this, it can
be observed how the ensemble design is linked to optimal classi er diversity. It is assumed that
the same base classi er is used. The class ersin the ensemble are differe nt because of training on
different subsets of the training set. It is also seen that the data distribution and the base classi er

plays arolein the optimal fusion rule as well as the generation of its optimal classi er ensemble.

Thelast part of the thesis applies the learnt guidelines for optimal ensemble generation on real data.
The approachesto ensemble design for And, Or and Mgjority decision rules are demonstrated on the
CMU Pose, Illumination and Expression (PIE) face database and the NIST 24 ngerprint database.

This shows the applicability of these ideas to general biometric veri cation pro blems.
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CHAPTER 1

INTRODUCTION

Characteristics that differ from person to person such as face, nge rprint, iris, pam print, voice,
etc. are considered biometrics. Nowadays, laptops have ngerprint se nsors for computer access.
Iris scans are used to veri cation in government controlled buildings. Cell phones have cameras
and are coming up with ngerprint sensors. These can be used for lock ing access by biometric
authentication [1]. They also add user-friendly features such as linking the phone numbers with
people's faces for easy recognition of the person calling. The US visit program veri es the person
through the face and ngerprint images. Some of the passports have nge rprint and face images
embedded for veri cation. Thus, biometrics are pervading everyday life and will become more
commonplacein future.

Biometric veri cation is being considered for secure access to physical a nd virtual spaces in
place of techniques employing cards and passwords since biometrics cannot be lost or stolen. In
veri cation, a person claims an identity. The biometric veri cation system compa res the biometric
features of the person with the stored templates of the claimed person and provides ayes/no answer.
A related term is identi cation. In identi cation, the person’s biometric feature s are compared to
the stored templates of all people in a database and provides the identity of the person. Recognition
refers to both identi cation and veri cation. In this research work, thefo cusis on veri cation.

Fingerprints have a long history of usage in person recognition, especialy in criminal identi-

cation [2]. Face recognition is currently popular because capturing fa ce images is non-invasive.

Iris recognition has been shown to be highly accurate [3]. However, the natural variability of bio-



metric features presents challenges to recognition. In practice, there would be a large variability
present in the authentic features and perhaps small differences between the authentic and the im-
postor features. Impostor features are the biometric features of any person other than the claimed
person. At times, the stored templates in biometric veri cation contains information not only of the
claimed person but also afew other false clients. In this research work, impostors refer not just to
these false clients but any other person other than the authentic. Varying illumination and posesin
face images, make face recognition chalenging. Challenges in ngerprint recognition are due to
distortion due to pressing the nger on sensor surface, and varying en vironmental conditions such
as dryness, moisture, dirt, etc. in ngers. Varying eyelid occlusion in iris ima ges causes dif culty
in iris recognition. For example, in the Face Recognition Grand Challenge (FRGC) [4] Experiment
4, the baseline Principal Component Analysis (PCA) method has a correct veri cation rate of only
12% at 0.1% False Accept Rate (FAR).

To mitigate the effect of large distortion in biometric recognition, multiple sources of informa-
tion/experts/classi ers can be fused improve accuracy. A classi er pro cesses the input biometric
feature and provides an output. This output is different depending on the recognition task. Recogni-
tion consists of two problems. On presenting a biometric feature such as face or ngerprint image,
aclass er outputs the identity of the person. On the other hand, if the perso n claims an identity,
aclass er outputs a yes or no answer to the claim. Biometric veri cation is of fo cus here in this
work.

There are advantagesto aset of class ers, or aclass er ensemble. D ietterich [5] suggeststhree

reasons why aclassi er ensemble might be better than asingle classi er.

1.1 Reasonsfor theusefulnessof a class er ensemble
1.1.1 Statistical

Let us assume there are a number of classi ers with a good performance o n a given labeled
dataset as shown in Figure 1.1. However, each of these classi ers may h ave a different generaliza-
tion performance on the data. We can pick a single classi er as a solution, an d can run into a bad
classi er for the problem. A better choice could be to use multiple classi ers an d ‘average’ their

outputs. The new classi er may not be better than the single best classi er b ut will diminish therisk



of picking an inadequate single classi er.

Good classifiers

Classifier space

Figure1.1: The statistical reason for combining classi ers. D* isthe best classi er for the data; the
outer curve shows the space of al classi ers; the shaded area is the sp ace of class ers with good
performance.

1.1.2 Computational

Some training algorithms perform hill-climbing or random search, which may lead to different
local optimaas shown in Figure 1.2. We assume that the training process of each individual classi er
starts somewhere in the space of possible classi ers and ends closer to the optimal classi er D*.
Some form of aggregating may lead to a class er that is a better approximation to D than any

singleclassi er D;.

1.1.3 Representation

It is possible that the classi er space considered for the problem does n ot contain the optimal
class er. For example, the optimal classi er for the banana dataset give nin Figure 1.3 isnonlinear.
If werestrict the space of possible classi ersto linear classi ersonly, th en the optimal classi er for
the problem will not belong in this space. However, an ensemble of linear class ers can approxi-

mate any decision boundary with arbitrary accuracy. If the classi er spa ceisde ned differently, the



Classifier space

Figure1.2: Thecomputational reason for combining classi ers. D* isthebest classi er for thedata;
the outer curve shows the space of al classi ers; the dashed lines are th e hypothetical trajectories
for the classi ers during training.

optimal classi er D may be an element of it. In this case, the argument is that training an ensem-
ble to achieve a certain high accuracy is more straightforward than directly training a classi er to

achieve high complexity.

Figure 1.3: Optimal classi er for the displayed banana dataset is nonlinear .

An improvement on the single best classi er or on the group’s average pe rformance for the



genera case is not always guaranteed. However, the experimental work published so far and the
theories developed for a number of specia cases demonstrate the success of classi er combination

methods [6]. The improvement obviously is affected by the fusion strategy which aims to combine
the diverse information from the multiple experts/classi ers. The typica app roach is to study the
information obtained from the different sources and then nd the most ef cient fusion strategy.
Tumer and Ghosh [7] mention that there is little to be gained from combining, regardless of the
chosen scheme if the classi ers make similar or same errors. In many cases, we have the freedom
and/or the necessity to create multiple classi ers. In such situations, we can p ick afusion strategy
and then create the set of multiple classi ers which have the diverse informa tion needed to improve
the accuracy. This thesis focuses on the situation where there is freedom to design classi ersfor a

given fusion rule and develops ways to create the diverse classi er set.

A toy example in Table 1.1 shows the importance of diversity among the classi er decisionsin
the classi er set. Diversity is afuzzy concept and there are no clear de nitionsin the literature. In
this dissertation, we denote differencesin class er decisionsasdiversity in classi er decisions, and
dissimilar scores as diversity in class er scores. By diverse classi er s, we mean that the classi ers
have dissimilar scores and different decisions. We have two sets of three classi ers, S; and S,
making decisions on atwo class problem. Each of the classi ers has a False A ccept Rate (FAR) of
10% and a False Reject Rate (FRR) of 15%. S; isa set of independent classi ers, while S; isaset
of diverse classi ers. For amgjority vote fusion, set S; has an FRR of 6.1% with an FAR of 2.8%,
while set S, has zero error (as explained below). Thus, the diverse classi er set S, can achieve
improved accuracy over that of the independent class ers.

Theanalysisfor obtaining the optimal set S, for the Mgjority ruleisprovided in detail in Chapter
3. The key in obtaining an optimal classi er ensemble isto consider the probab ilities for the set of
decisions.The Majority rule makes an error on the authentic data for the set of decisions ’'000’,
010", 001’ 100'. When the authentic data probabilities for these sets of decisions are lowered,
the Magjority rule error on authentics reduces. The optimal classi er set minimiz es the sum of these
probabilities. Thisisa constrained minimization problem with the constraintsthat x the individual
class er errors and that the sum of all the classi er set probabilities sho uld add to 1. For this
example, the constrained minimization solution yields a zero error for the Mgjority rule.

There are numerous fusion strategies and Chapter 2 provides a survey of fusion methods. When



classi er decisions | Probability of decision combination
Impostor Authentic
S [ S22 S S,
000 0.729 | 0.7 | 0.003 0.0
001 0.081 | 0.1 | 0.019 0.0
010 0.081 | 0.1 | 0.019 0.0
011 0.009 | 0.0 | 0.108 0.2
100 0.081 | 0.1 | 0.019 0.0
101 0.009 | 0.0 | 0.208 0.2
110 0.009 | 0.0 | 0.108 0.2
111 0.001 | 0.0 | 0.614 0.4
Magjority rule error | 0.028 | 0.0 | 0.061 0.0

Table 1.1: Comparison of accuracies for the majority vote fusion for an independent classi er set
and adiverse classi er set

the classi er provides a soft decision or probability, the sum, weighted sum, product, min, max on
these soft decisions or scores are commonly employed. These may not be the best score fusion
rules and hence the whole space of score fusion rules should be considered. The space of possible
score fusion rulesis vast but unknown. Research needs to be done to enumerate the number of score
fusion rules. We choose to work with decision fusion rules as the number of rulesis xed.

The literature on the theoretical behavior of the classi er set for optimal en semble performance
is also provided in Chapter 2. It is found that the classi er outputs in the ens emble need to be
diverse to achieve optimal accuracy. Once the classi er ensemble is gene rated, the diversity in
classi er outputs remains unchanged. This implies that the classi er ensemble generation is more
important, in order to obtain optimal diversity between theclass er outputs. Th e common ensemble
generation methods such as Bagging [8] and Boosting [9] are described in this chapter. It is found
that there is a lack of classi er output diversity in these ensemble generatio n methods [10]. The
literature on producing or selecting a diverse class er ensemble is review ed. This literature is
surprisingly sparse and shows only limited success.

Thegoal of thisthesisisto generate optimal classi er ensembles. These ens embles have optimal
diversity in order to achieve maximum ensemble fusion accuracy. Chapter 3 analyzes the effect
of class er diversity on ensemble fusion. Diversity measures are prov ided in the Appendix to
quantify classi er ensemble statistical dependence. A three classi er set  is analyzed to relate the
diversity to the ensemble accuracy. The ensemble accuracy is equated to the accuracy of the best



monotonic decision rule at the given classi er ensemble statistical dependen ce. It is found that the
best decision rule is most likely to be one of the Or, And, or Majority decision rule. Hence these
rules are examined in detail in this Chapter to know the optimal diversity for these rules.

The biggest missing link in the literature is the connection between the analytical optimal en-
semble diversity and the practical generation of the ensemble. This dissertation bridges the gap
between the theory and practice. Asa rst step, illustrations of optimal classi er ensemble design
on simulated 2D data are shown. This clari es the achievement of optimal ense mble diversity by
the best classi er ensemble. It is assumed throughout this dissertation that the classi er ensemble
consists of the same base classi er. For example, for alinear base classi  er, the different classi ers
in the ensemble all have linear boundaries but the location of the boundary changes from classi er
to class er. From theillustrations, it is observed that the data distribution and the base classi er
together in uence the best decision rule. The guidelines for designing op timal classi er ensembles
for the And, Or, and Majority decision rules are obtained in this chapter.

The design of the classi er ensemble having the desired diversity has bee n shown to be chal-
lenging in the literature. Using the ideas obtained from the classi er design on simulated data,
application of classi er design to real databases is shown in Chapter 5. We propose new classi er
ensemble generation methods by using different data subsets that are chosen to achieve the desired
diversity. These ideas are illustrated on the CMU face Pose, Illumination and Expression (PIE)
database and the NIST 24 ngerprint database to show the applicability of th ese ideas to practi-
cal biometric veri cation problems. As a comparison, the performance of en sembles generated for
Bagging [8] and Boosting [9] are shown.

Chapter 6 summarizes the key contributions of the dissertation and provides possible future
directions. For ef cient selection of impostor training subsets, good cluste ring of the impostor data
is required. Good clustering for classi er ensemble generation should be dependent on the base

classi er. Finding such clustering techniquesis part of the future work o n thisthesis.



CHAPTER 2

LITERATURE SURVEY ON CLASSIFIER FUSION

Our approach to improve the performance of biometric veri cation utilizes the f usion of multiple
classi er outputs. This chapter reviews some representative papers on classi er fusion in pattern
recognition. Class er fusion is aspecialized topic in the much broader eld o f information integra-
tion. Other common terminologies for information integration are data fusion and multisensor data
fusion. A brief overview of information integration is provided initially to familiarize the reader to
the terminology used. It is presented to show where classi er output fusion tsin the overal eld
of information integration. The next section focuses on common methods of classi er output fu-
sion. Classi er outputs can bein the form of scores, which can be mapped to posterior probabilities
of classes; or can be in the form of decisions. These outputs can be combined in different ways to
produce a nal scoreor decision. An aternative way isto select onecla ssi er output based on apre-
diction of the accuracy of the various classi ers. Typical classi er outp ut combination and selection
strategies employed in literature are described in Section 2.2. The performance of fusion/selection
of classi er outputs is affected signi cantly by the generated multiple classi e rs. Generation of
multiple class ers has different requirements than the design of asingle clas s er. Hence, Section
2.3isdevoted to aliterature review of multiple class er generation techniques. Finally, adiscussion

of the strategies followed in this dissertation and their advantages is given in Section 2.4.



2.1 Overview of Information I ntegration

Information integration concepts and techniques can be categorized according to several differ-

ent perspectives. Some categories and their subgroupings as given by Dasarathy [11] are:
Application
Fusion objective
Fusion process input-output (1/0) characteristics

Sensor suite con guration

2.1.1 Application

Studies in the information fusion area can be grouped on the basis of application domain. This
is a natural distinction, because some concepts may be relevant only in some application environ-
ments as, for example, veri cation in biometric applications and noncooperati ve target recognition

in military applications. Some typical application areas are
Biometrics
Defense
Robotics
Medicine
Space

The application areas can have considerable overlap in terms of objectives as well as the fusion
concepts and techniques used to realize those objectives. While our research effort can be applied

to many different domains, the focus is on biometric applications.



2.1.2 Fusion objective

Fusion concepts can be categorized according to the goals set for the fusion process. Typi-
cally, the fusion objectives of a speci ¢ application scenario include one o r more of the following

functions

Detection of the presence of an object (e.g., face detection, target detection in military

applications)
Recognition of an object or an event (e.g., face identi cation and face ve ri cation)

Identi cation of the category of an object or event (classi cation, e.g.,  ngerprint

classi cation into global patterns such aswhorl, loop, arch, etc.)
Tracking of an abject or continued monitoring of an event

Conjunction of information from multiple sources to make an intelligent decision (e.g.,

multi-modal biometric fusion)

In thisthesis, we focus on the recognition task, speci cally on biometric veri  cation.

2.1.3 Fusion processinput-output (1/0O) characteristics

An important characterization of the fusion process is based on what is being fused. Major

classi cations are
Datafusion : Datafrom multiple sources (sensors) are fused
Feature fusion : Features from multiple sources are combined

Classi er output fusion : Outputs (subdivided into scores and decisions ) from multiple

classi ersare combined
Temporal fusion : Fusion of data, features or classi er outputs obtained from different times
Some of the related terminology equivaences[6] in the literature are given bel ow.

datafusion information integration multisensor and multisource data fusion

10
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Figure 2.1: Alternative fusion input-output characteristics

featurefusion symbolic fusion information fusion fusion at an intermediate level
object input datapoint example instance case
classier  hypothesis learning machine expert

class er ensemble  set of class ers

Xu et a [12] distinguish among three types of classi er outputs, namely 1) c lass label outputs,
2) rank level, where the alternatives are ranked in order of plausibility, and 3) measurement level,
namely scores or probabilities of classes. We refer to all types of outputs as decisions.

Temporal fusion [13], [14], [15], i.e. fusion of data or information acquired over aperiod of time
can occur at any of the rst three levels mentioned here and hence can b e considered orthogonal to
their categorization.

In addition, depending on the input and output modes, the three level hierarchy can be further

categorized into vefusion processinput and output dependent modes , as shown in Figure 2.1 [11].
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2.1.3.1 Datain- Data out Fusion

This fusion mode is typically referred to as data fusion. Fusion paradigms in this category
are generally based on techniques developed in the traditional signal and image processing elds.
Multidimensional data fusion can be accomplished through principal component analysis or other
transform techniques, including frequency domain analysis tools. Image fusion falls into this cat-
egory. Image fusion algorithms attempt to produce a single fused image that is more informative
than any of the multiple source images used to produce the fused image.

Satellite imaging for terrain visualization, geographic information system generation from mul-
tiple sources for mapping and charting, medical imaging for human body visualization and diagno-
sis, multisensor and image fusion for robot guidance, etc. are some applications where image and

spatial fusion are utilized.

2.1.3.2 Datain - Feature out Fusion

Here, data from different sensors are combined to derive some form of feature of the object
under observation. Fusion in this mode can be looked upon as either data fusion (fusion of data) or
feature fusion (fusion resulting in features) depending on whether one is concerned with the input
or output. Most classi ers process datato obtain features. For example, the Polynomia Correlation
Filters by Mahaanobis and Kumar [16] can fuse data from multiple sensors such as Infrared data

and Ladar data to provide a single correlation output (features).

2.1.3.3 Featurein - Feature out Fusion

In this mode of feature fusion, derived features, instead of sensed measurements, are typically
combined quantitatively, as in a multi-dimensional feature space; qualitatively, as in a heuristic
decision logic process; or through a combination of such qualitative and quantitative information.
This stage especially includes fusion in systemsin which each sensor has aunique data structure and
features obtainable from one sensor are not derivable from another. For example, minutiae features
from ngerprints and facial features such as edge information from ey es, nose, etc, from faces are

distintive to their respective sensors.
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2.1.3.4 Featurein - Decision out Fusion

This is one of the more common fusion paradigms encountered in literature. Here, the inputs
are the features from different sensors and the output of the fusion process is a soft score or hard
decision. This mode is referred to as either feature fusion (that is, fusion of features input) or
decision fusion (fusion resulting in adecision output). One exampleis[17] where correlation output
features from multiple modalities ( ngers) are combined using a Support Vec tor Machine (SVM) to

provide amore reliable global decision.

2.1.3.5 Decision In - Decision Out Fusion

This mode has both the inputs and outputs as decisions and is commonly referred to as decision
fusion. This thesis is focused on this approach. Depending on the speci ¢ sensors deployed in
the sensor suite, fusion at the data and feature levels, that is fusion in the previous four modes,
may or may not be always practical. For example, data fusion requires compatible sensors that
are appropriately registered to to permit data level integration. In cases where thisis not practical,
decisions will have to be made at each sensor based on the data derived from the local sensor,
and thse local decisions will have to be passed on to the fusion processor for integration. Another
examplefor this mode of fusion: different biometric veri ers may be sold by d ifferent vendors, who
are in general unwilling to give access to scores and only provide the nal decisions. Evenif it is
not the best fusion strategy in all cases, decision fusion is aways a feasible approach. This fusion

mode is the main thrust of thisthesis.

2.1.4 Sensor Suite Con guration

Another perspective in grouping the studies in the decision fusion eld par ticularly, is that of
sensor suite con guration. Parallel, and serial or tandem con guration s are most common. Com-
binations of serial and parallel con gurations are also conceivable. S ensor networks are used in
wireless communication, building access control through biometrics [18] or other sensors, auto-
matic target recognition (ATR) applications to provide better decisions, etc. Varshney [19] presents

techniques for fusion in sensor suites having independent sensors.
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Figure2.2: Parallel sensor suite fusion
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Figure 2.3: Serial sensor suite fusion

Sensor m

2141 Paralld Suite

A paralel sensor suite consists of aset of n sensorsthat areinterrogated in parallel, as shownin
Figure 2.2. The data, features, or decisions, derived from these sensors are combined by the fusion
processor. Thisscenario iswell suited to model similar, if not identical, sensors capable of operating
independently of one another more or less simultaneously. Typical multi-modal biometric fusion

applications are in this mode. ATR applications also frequently use this mode.

2142 Serial Quite

A seria sensor suite, as shown in Figure 2.3, consists of a set of m sensors that are interro-
gated in series or tandem; the data, features or decision derived from these sensors are combined
sequentially. This mode is particularly suited for scenarios with sensors of varying ranges of effec-
tiveness and can model sequential target hand-over from one sensor to the next. One application in
the biometrics domain is the sequential person veri cation/identi cation as the pe rson moves from
one room to another in a building or from one building to another [18] in ade ned area.

Classi er design and generation may make use of one or more topics within the b road eld

of data fusion, for example, image fusion from multiple sensors (data fusion), fusion of linear
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transformations of log spectral components of speech (feature fusion), and a nal fusion of features
to provide a decision. While a brief overview of information integration has been provided here,
there are several books, conferences and publications that provide a representation of this broad
theme, to which the readers are referred to for further information. For example, the books by
Hall [20], Hall and Llinas[21], Abidi et a. [22] and Aggarwal [23], and the conference series’ SPIE
Conference on Multisensor Data Dusion, |EEE International Conference on Multisensor Fusion
and Integration for Intelligent Systems and |EEE International Conference on Information Fusion
have more information on the broad eld of information integration.

For the application envisaged in this thesis, i.e., multiple classi ers making decision s on the
same test object, the paraled suite is the most suitable as there is no temporal information. We
focus on literature using the parallel fusion scheme in this chapter. In the next section, we present

categorization of decision fusion or classi er output fusion and discuss representative literature.

2.2 Class er output fusion

This section presents different methods of combining multiple classi er outputs to provide a
nal output.The classi er fusion area has been extensively investigated . The conference series Mul-
tiple Classi er Systems has many papers on the topic of class er fusion. The book Combining
Pattern Classi ers [6] by Kunchevais awell researched survey of publicationsin this eld.

Kleinberg's [24] important paper provides a statistical framework for classi er generation and
improvement on combination. Kleinberg [24] introduced the concept of stochastic discrimination
(SD) for generation of multiple weak classi ers that are combined using the s um rule to form a
strong classi er. These classi ers, as well as their combination, are ove r-training resistant under
certain strong mathematical assumptions of indiscernibility between training and test sets with re-
spect to the weak class ers. Thisrequirement would lead to the need for a large training set, which
may not be available in practice.

However, there have been many heuristic approaches for classi er co mbination that have been
found to be successful and some of the typical approaches are presented in this section. Classi er
outputs can either befused or selected [6]. Inclassi er fusion, typically each classi erissupposed to

have knowledge of the whole feature space, whilein classi er selection, e ach classi er is supposed
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to have good knowledge of a part of the feature space and is expected to make correct classi cation
of abjects in that part. Typically majority vote or average decisions are used in classi er fusion,
while one classi er is selected based on the test sample in classi er selection. There are schemes
that are in between these two pure schemes. The fusion of experts [25 ] where another separate
class er isused to decide which classi er in the ensembleis selected, or how the classi ersoutputs
are weighted to make the nal decision on thetest sample, isan example of anin- between approach.

Some synonyms of the fusion-selection approach in the literature [6] are provided below.
fusion vs selection
competitive classi ers vs modular approach
multiple topology vs hybrid topology

In this section, representative papers on hard decision fusion methods are discussed in Subsec-
tion 2.2.1 and typical soft decision fusion rules are presented in Subsection 2.2.2. A third category
isclass er selection, where the most accurate classi er is selected for ag iven test input. Classi er

selection strategies are discussed in Subsection 2.2.3.

2.2.1 Hard Decision Fusion

OVERVIEW: This subsection enumerates decision combination methods. Majority and
Weighted-Majority voting are commonly used in two class (veri cation) prob lems. Majority vot-
ing is de ned only for two-class problems. In multi-class problems (identi ¢ ation), Plurality voting
istypically used. The class having the largest number of votesisthe chosen classin Plurality voting.
Plurality voting on a two-class problemis Majority voting. A review of papersanalyzing the limits of
accuracy of these combination methods is also provided in this section. The Naive Bayes approach
provides its nal decision based on the assumption of independent classi er outputs. The nal es-
timate of the posterior probability of the test input is proportional to the the product of the class
conditional probabilities of the different classi ers. Multinomial methods als o combine classi er
output vectors based on posterior probability estimates. Multinomial methods estimate the poste-

rior probability of the class er output vector from the training data. Rather th an a decision of the
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most likely class, classi er outputs can be in the form of ranks. Different strategies for combination
of rank outputs from different classi ers are presented.

The fusion of classlabel outputsin aparalel manner is considered in thisthesis. Mgjority [26],
[12], [27] and plurality voting [28] are commonly used class label fusion rules. Plurality voting
is used in identi cation, where the class with the maximum number of votes is declar ed as the
identi ed class. An extension to the mgjority rule is the weighted mgjority rule [29], w hich is a
reasonable extension when classi ers in the ensemble do not have the same accuracy and more
weight could be given to classi ers that are more accurate. In addition to th e mgjority vote, there
are other decision fusion rules for two class problems such as ‘and’, ‘or’ for which some analysis
has been done [19], [30]. Other approaches to label fusion include Naive Bayes [31], Multinomial
methods [32] and Wernecke's methods [33]. Literature on these rules and their analysisto nd the

limits of their accuracy is reviewed in this subsection.

2.2.1.1 Labd Fusion Rules

Lam and Suen [26] offer theoretical analysis of limits of mgjority voting for independent clas-
si ersthat have the same individual classi cation probability. Resultsare p rovided for the limits of
majority vote classi cation probability when the number of classi erstendstoin  nity. Analysison
the increase in correct classi cation probability when two new classi ersa re added is also given.

When classi ers are independent, and each has a different accurac y, then the weighted majority
rule can be used instead of the mgjority rule. Shapley and Grofman [29] show that the weights on the

classi er decisions are dependent onthe classi er accuracy. Thewe ight ontheith classi er decision

(/ log 1p‘pi ), with its classi cation accuracy equal to pj, isoptimal to maximize the accuracy of the
independent classi er ensemble. The proof is based on the Bayes optimal discriminant fu nctionsfor
theclassi er outputs. It should be noted that the proof showsthat assign ing weightsto the classi ers
does not guarantee minimum classi cation errors, since the prior probabilitie s of the classes are not
taken into account.

Typicaly, classi ers are assumed to be statistically independent for tractab ility of analysis and
independence is viewed favorably. However, in most cases, the classi er ensemble generation leads
to statistically dependent classi ers. Recently, some attention has been devo ted to dependent classi-

er fusion. Kunchevaet al [27] showed that dependent classi ers  may provide abetter accuracy than
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independent classi ers when using the mgjority vote fusion for identi cation . Upper and lower lim-
its on the majority vote accuracy are derived theoretically with respect to equal individual classi er
accuracy p, the number of classi ers, N, and the pairwise dependence between classi ers, mea-
sured by the Q statistic [34]. The Q statistic is a measure of the diversity in veri cation decisions
produced by two classi ers. The results support the intuition that negativ e pairwise dependence be-
tween classi ersis bene cial. Intuitively, the best improvement of the majority vote accuracy over
the individual classi er accuracy will be achieved when exactly b(N=2)c + 1 votes are correct for
atest sample (or none of the votes are correct). Any extra correct vote will be wasted because it

is not needed to give the correct class label. When p is less than 2XN=2c*1

, then this combination
can be achieved leading to maximum majority vote accuracy of Pmaj = ﬁ and this happens
when all pairs of classi ers are negatively dependent.

Matan [35] gives tight upper and lower bounds on majority voting accuracy on two classes
(veri cation) when the classi ers are statistically dependent and have un equal error probabilities.
Demikelker and Altincay [28] compare plurality voting performance of classi er ensembles that
have the best and the worst joint distributions to classi er ensembles that ha ve independent joint
distributions. These distributions are obtained by formulating the combination operation as an opti-
mization problem. The best and the worst correct classi cation probability is given for atwo class
problem with N classi erswhereall classi ershave equal individual classi er prob  abilities. Exten-
sion to multi-class problems is shown by an example. Thereis an example of a3 class, 4 classi er
problem. For class ers with unegual error probabilities, there is an examp le given for 2 class, 5
classi er problem where one classi er has an unequal error probab ility. The optimum solution gives
arecognition probability of 1 as N approachesto innity if p > 1=M, where M is the number of
classes. The best and the worst distributions when an additional classi e r is added to the system are
also found.

There are alarge number of label fusion rules. For example, for two classlabelsof N classi ers,
there are 22" |abel fusion rules. For independent classi ers, the best fusion ruleis monotonic [19],
thus reducing the search space for the best decision fusion rule (explained in Appendix 7.2). For
independent class ers, the likelihood ratio increases as the number of cla ssi ers declaring authen-
tic increases. Hence, if agiven set of class er decisions is declared a s authentic in the fusion rule,

monotonically increasing rules would declare authentic when a larger number of classi ersin the
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set declare authentic. However, for a large number of class ers, the n umber of monotonic rules
is large (exponential). Varshney [19] considers the fusion of independent classi ers and provides

analysisto nd the best fusion rule and best thresholds on the scores of individual classi ers, given

the probability distributions of the scores. When the class ers are not con ditionally independent,
then the joint probability distribution of the scores needs to be known. In typical biometric appli-
cations which are of interest in this thesis, the training data size is too small to estimate the joint
probability distributions of the scores. The number of non-linear coupled equations (N + 2N) [19]
that need to be simultaneously solved increases exponentially with the number of classi ers, N, and
the computational effort becomes prohibitive. This computation becomes easier for conditionally
independent classi ers.

Schubert et al. [36] nd the worst case Receiver Operating Charac teristic (ROC) curves of sta
tistically dependent classi ers for the two-classi er ‘or’/*and’ rulesgi  ven the ROC curves for indi-
vidual classi ers. Measures of dependence or correlation are den ed. However, they assume that
there is constant correlation between classi ers at every pair of thresh olds on the classi er scores.
This is not a valid assumption since the correlation between classi er decision s depends on the
thresholds chosen. Schubert et al. corrected this assumption in [30], where they account for the fact
that the correlation between classi er decisions changes at different th resholds. They show a sim-
ulated example of atwo class, two classi er ‘and’ fusion when analytical ex pressions are present
for the individual classi er ROCs aswell asthe errorsfor the ‘and’ ru le given the thresholds on the
individual class ers. At different points on the ROC for the ‘and’ rule , there are different values of
correlation between classi er decisions. In practice, we will not have an alytical expressions for the
individual classi er errors and more importantly for the errors of the fus ion rule, which depends on
the joint distribution of the classi er scores.

Thisthesis uses asimilar approach to Demirekler and Altincay’s approach [28] to analyze other
decision fusion rules. The difference is, for any decision fusion rule other than the mgjority rule,
conditional dependence matters while it does not matter for the majority rule. In addition, we con-
sider the favorable and the unfavorable distributions rather than just the best and the worst case
distributions. At favorable (unfavorable) dependence, accur acy on fusion is better (worse) than
accuracy on fusion at statistical independence. We also consider classi ers with different classi -

cation probablities instead of considering only classi ers with the same accur acy for combination.
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This approach is detailed in Chapter 3.

2.2.1.2 Naive Bayes Combination

The Naive Bayes or Simple Bayes method assumes the class er decisions ar e conditionally
independent. The Bayesruleisused to estimate the posterior probability conditioned on the decision
Vectoru= uy; wu, ::: un . (ujistheithclass er'sdecision)i.e, P (!¢ ju), wherecisthe
classlabel. Assumingtheclass ersare conditionally independent, the poste rior probability isgiven

by
— P(¥c)P(ujlc)

. P (u)
P (!CJ U) P(!C)&E\‘:lP(uij!c) (21)
P (u)

As the denominator does not depend on the class labdl, it can be ignored. Domingos and Pazzani

[31] found that the Naive Bayes method is surprisingly accurate even when the classi er decisions
are not conditionally independent. They compared the performance of the Naive Bayes method
assuming independent classi er probabilities to three other approachesto classi cation. They used
28 datasets with dependent features for evaluation. The Naive Bayes method was the best for 10
of the 28 datasets. They computed the pairwise feature dependence using mutual information.
For independent features, the mutual information is zero. Mutual information is highest when the
features provide identical information. However, they did not normalize the mutual information.
While the lower limit of mutual information is zero, the upper limit is unde ned. Since they did not
normalize the diversity measure, it is hot known how much pairwise dependence is present in the
datasets.

For atwo class problem, they show the Naive Bayes method assuming independent classi ersis
optimal in half the space of (p; r; s). Here, p isthe prior probability of one of the classes, r and s are
the posterior probabilities of the two classes, assuming independence of all classi er probabilities.

Further, attempts to amend the naive Bayes by including estimates of some dependencies do not
always pay off. The dif culty in implementing this method in practice for biometric a pplications
with typically small data sets is that the estimates of individual classi er conditiona | probabilities

are inaccurate.
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2.2.1.3 Multinomial methods

Inthisgroup of methods, the posterior probabilities, P (1. j u), are estimated based on thetrain-
ing data. The behavioral knowledge space (BKS) [32] and Wernecke's methods [33], are examples
of the multinomial approach. To have reliable estimates, the data set should be large.

Huang and Suen [32] proposed the Behavior Knowledge Space (BKS) method. Based on the
training data, a BKS lookup table is created for each decision vector u containing the estimates of
P (1¢ j u). The class with the highest posterior probability islabeled as the representative class for
this cell. During the test phase, the BK'S lookup table is accessed using the decision vector u, and
its representative classis assigned as the decision on the test object. Empty cellsin the lookup tables
are either labeled randomly or use the label based on the magjority rule. Ties are resolved arbitrarily.
The BKS method is often overtrained due to limited data, with poor results on the test data.

Wernecke's [33] method aims at reducing overtraining. In each cell of the lookup table, the 95
percent con dence intervals of the posterior probability estimates are calc ulated. If the con dence
intervals overlap, then an aternate labeling method is used for that cell. The least wrong classi er
for that cell is used to |abel the cell.

2.2.1.4 Rank Level Combination

Instead of providing the most probable class, ranks of the top choices of classes can be provided.
The Borda Count [37] is awell known combination scheme for rank level combination, which isa
generalization of the mgjority voting rule. Let BJj be the number of classes ranked below class J,

J =1;2;:::; N by theith classi er. The Borda Count for the jth classis given by
Bj = B; (2.2)

The Borda Count decision ruleisto pick the class er with the highest B;.

Ho [38] introduces some rank combination schemes. An intersection method and a union
method are proposed for class set reduction. The rst method computes th e intersection of large
neighborhoods taken from each classi er. The lowest rank given by that class er to the true class
in the training set is chosen as a threshold (determines the size of the neighborhood) for that classi-

er. For atest pattern, classes ranked above the thresholds are selec ted and intersected. The second
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method computes the union of small neighborhoods taken from each classi e r. The thresholds on
the ranks are selected by a max-min procedure. For each training object, the rank of the correct
class by each of the classi ersis noted. The best (minimum) rank among these is placed under the
class er that producesit. For each classi er, the maximum of these best r anks for each classi ers
is found among all the training objects. This maximum rank is the neighborhood of that classi er.

The union of the neighborhoods of each classi er contains the true class .

The highest rank method proposed by Ho [38] is a rank reordering method. N classi ers are
applied on the given test object to nd the ranks of different classes. E ach class receives N ranks.
The minimum (highest) of these N ranksis assigned to that class as its score. The classes are then
sorted by these scores to derive a combined ranking for that object. Tiesin the combined ranking
may be broken arbitrarily to achieve a strict linear ordering. In empirical results the author notes
that the Borda Count is better and improves the accuracy at all ranks. The highest rank method can
improve the accuracy in the top ten choices substantially. Because of arbitrarily broken ties, this
method does not give a good top choice performance.

Al-Ghoneim and Kumar [39] introduce the Pooled Ranking Figure of Merit (PRFM), which is
ageneralized rank level combination scheme. The plurality decision rule, the average rule and the
Borda Count are specia cases of the PRFM. The Ranking Figure of Merit (RFM) de ned in [40]
from each the N class ersis averaged to obtain the PRFM. The RFM is a differentiable family o f
objectivefunctionsthat rewardsthe classi er for making better rankings . The object that is correctly
class ed as the rst rank will receive the maximum reward. If the object is ranked second, it will
have asmaller reward, the third ranked object will have asmaller reward than the second ranked one
and so on till the top k choices. The PRFM does not require numerical scoresfrom al classi ers. It
has a unifying framework and can combine classi ers providing scores w ith those providing class

|abels or ranks.

2.2.2 Soft Decision Fusion

OVERVIEW: This subsection enumerates soft classi er output combination methods. C las-
s ers typically produce scores. These scores are converted to prob abilities using normalization

schemes, which are enumerated in Section 2.2.2.1. Sum, Weighted-Sum, product, and to a smaller
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extent, order statistic combiners, are the commonly used soft decision fusion schemes. A review
of the analysis and empirical results done on these fusion rules is given Section 2.2.2.2. The pos-
terior probabilities of a given class from all classi ers are combined using th ese fusion rules to
yield the nal posterior probability of the same class. Hence these fusion ru les are class-conscious
combiners. Dempster-Shafer combination and Decision Templates are class-indifferent combiners.
These class-indifferent combiners use the posterior probabilities of all classes from each classi er
to provide the nal posterior probabilities. Details of these class-indifferen t combination methods
are provided in Section 2.2.2.3.

Most classi ers produce a soft decision or score. Soft decision fus ion is a popular fusion strat-
egy. The scores are normalized to obtain estimates of the aposteriori probablities. A further reason
for normalizing the scores is to fuse classi er scores of different rang es obtained from different
types of classi ers. The simple or weighted sum/average, order statistic comb iners are sometypical
fusion rules applied to the normalized scores. In this section, some typica methods of hormalizing

scores, followed by literature review on the typical fusion rules and their accuracy are given.

2.2.21 Normalizing Scores

Duda et a. [41] propose a softmax output for normalizing discriminant and neural network
scores. Let s1(X);s2(X); :::; Sc(X) be the output of the classi er for the ¢ classes. The normalized
output is given by
. OXP(si ()

k=1 €XP(sk(X))
Some typical methods for normalizing scores for two class problems enumerated in Jain et

softmax j(X) = (2.3)

a [42] are given below. The scores isnormalizedto , and S represents the set of all scoresfor the

class er.
. _ s  min(S)
Min-Max = ax(S)  min(s) 24)
_ s mean(S)
zscore = TSdG) (2.5
Median Absolute Difference(MéD) = medianjs median(S)j (2.6)
2 1 ;
= ifs<t
double sigmoid function = __ Lrexp( 2(s )=r1) (2.7)
- 1 otherwise

1+exp( 2(s t)=r2)
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where t is the reference operating point.

mean(S)

1 S
Tanh =5 tanh 0:01 Std(S) +1 (2.8)

The Min-Max and z-score normalization are sensitive to outliers[42]. The Min-Max normaliza-
tion retains the original distribution except for a scaling factor, whereas the z-score normalization
does not retain the original input distribution. The median and median absol ute difference (MAD)
are insensitive to outliers and the points in the extreme tails of the distribution. A normalization
scheme using median and MAD would be robust. However, when the score distribution is not
Gaussian, median and MAD are poor estimates of the location and scale parameters. Therefore, this
normalization technique does not retain the original input distribution and does not transform the
scores into a common numerical range. Capelli et al. [43] introduced the double sigmoid function,
which hasalinear rangein (t ri;t ry) for given operating point t, and has an exponential char-
acteristic outside thisrange. But, it requires careful tuning of the parameterst, rq, r, to obtain good
ef ciency. Generally, thevalue of tischoseninthe region of overlap between authentic and impos-
tor scores, and ry, rp are the extent of overlap on the left and right side, respectively. The scoresin
the overlap region are linearly transformed while those outside are non-linearly transformed. The
Tanh normalization introduced by Hampel et al. [44] isrobust to outliers and is ef cient.

Shu and Ding propose an Adaptive Con dence Transform (ACT) [45 ] according to the theory of
Classi ers’ Con dence Analysis as a better normalization method for distanc e (similarity) scores. It
is atwo step process and outperforms the Min-Max and Tanh normalization methods. For ¢ classes
and N classi ers, the rst step computes a generalized condence  g(!;jxi) for class j, given the
data vector x; used by the ith classi er.
minij()((Sli(Xi)) ‘k=1;2;:uN (2.9)

manSij()((?;(Xi)) k=1:2;:0N (2.10)

The generalized con dence is given by Eq.(2.9) when s;j(X;) is the distance measure between the

g(1jjxi) =1

or,g(1jjxi) =1

data vector x; and the template data vector of class j given by the ith classi er. When sj(X;) isa
similarity measure, the generalized con dence is computed by Eq.(2.10).

The second step maps the generalized con dence into the a posteriori probability using a map-
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ping function () by P (¥;jxi) = f(g(¥jjXi)). Let thedomain of the generalized con dencebe T.
Let X beasampleinthetraining set St. Lety = g(¥;jXi). For 8y 2 T, choose a small closed set
[y ;y+ ] Themapping function f(y) is computed by
. P}\Ll ?gl:lnt(fXjX 2 ?T and g(!jjxi) 2.[y ;y+ Jand X 2 150)
j=icount (FXjX 2 Sy andg(jjxi) 2y  ;y+ 19)

(2.12)

where function count(.) counts the number of elementsin a set.

2.2.2.2 Typical fusion rules on probability estimates

Some of the commonly used fusion rules on these normalized scores or probabilities are smple
and weighted sum/average, product, min, max, and other order statistics, and generalized mean [46]

given by

L 3 LE
x )= g s (212)

N .
where s;j isthe ith classi er’'s normalized score anoll >1< isthe test object.

Ross and Jain [47] empirically evaluate some score fusion rules on biometric data. The sum
rule on the scores, the Fisher Disciminant [41] linear classi er on concate nated classi er ensemble
scores and decision trees are compared. It is found that the sum rule outperforms the other rules.
Wang and Casasent [48] nd that utilizing the data quality information of the imag es in weighting
the sum of scores improves accuracy over the simple sum or weighted sum rule. The weights
for the weighted sum rule are typically based on the error rates of the individual class ers [49].
Wang and Casasent provide results of face and ngerprint score co mbination. They weight the
ngerprint scores based on the quality of the training and test ngerprin t images and error rates of
the ngerprint and face class ers. The face scores are weighted su ch that the sum of weightsis
equal to 1.

Zhang and Chen [50] propose discriminant class ers that project fea tures that are concate-
nated classi er ensemble scores, onto a subspace, Symmetric Max Minimal dis tance on Subspace
(SMMS) and Generalized SMMS (G-SMMS). The SMMS tries to identify a subspace where al
authentic training scores are projected into a single point and impostor training scores are projected
far way from that point. The SMM S maximizes the minimal distance of the projection of impostors

from the authentic projection point. The Generalized SMM S relaxes the constraint that all authentic
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training samples are projected to asingle point. It also considers the optimal direction of the linear
SVM as afeasible solution to ensure that its solution is no worse than the SVM [51]. The veri -
cation of the test feature is done by projecting it onto the obtained subspace and comparing it to a
threshold.

While there have been many empirical evaluations of score fusion rules, there has been limited
work done on understanding the underlying theory behind score fusion. Kittler et a [52] attempt to
justify the sum, product, min, max, and median rules as simpli cations or bounds o f the maximum
a posteriori probability of the ensemble of conditionally independent classi ers. However, most o f
these assumptions are not reasonable. E.g. thejusti cation for the sumrule uses the assumption that
the posterior probabilities of the classi ers are close to the prior probability. With this assumption,
the maximum sum (of posterior probabilitiesof classi ers) isequivaent tothe maximum aposteriori
probability. This assumption would imply a uniform conditional probability density on the data or
features, which isunrealistic.

Tumer and Ghosh [53] provide a better justi cation for the good performan ce of the mean (or
sum) than Kittler et a. [52]. They show that thisis because the bias and variance of the deviation of
decision boundary of the classi ers with respect to the optimal Bayes decis ion boundary is reduced
on combination by the mean (or sum). In addition to the simple mean, Tumer and Ghosh [53], [54]
provide an analytical framework to quantify the improvementsin classi er fus ion for order statistic
combiners such as min, max and median.

Tumer and Ghosh [53], [54] assumethat the classi er outputs approximate thea posteriori prob-
ability of the class. They consider asingle dimensional input with asingle mode probability density
and relate the classi er's error/decision boundary to the optimal Bayes error/decision boundary.
The total error of the class er is equal to the min Bayes error plus an adde d error due to shifting
the decision boundary with respect to the optimal Bayes decision boundary. A rst order or linear
approximation of the a posteriori probability within a suitably chosen region about the optimum
boundary is assumed. Using this assumption, the bias and variance components of the combiner
decision boundary with respect to the optimal boundary are examined. The bias and variance terms
should be reduced in the combiner to improve accuracy.

In the absence of classi er bias, the reduction in the added error is direc tly proportional to the

reduction in the variance. For linear combiners, if the errors of individual classi ers are zero mean
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i.i.d., the factor of reduction in boundary variance is shown to be N, the number of classi ers that
are combined. If the errors of individual classi ers are zero mean i.i.d., th e added error of the order
statistic combiner is obtained by applying a reduction factor to the added error of the individual
classi er. The reduction factor is obtained from tables that are depende nt on the distribution of the
data and the order statistic used. The authors assume Gaussian distribution of the deviation of the
combiner decision boundary with respect to the optimum Bayes boundary. The error of the order
statistic combiners are higher than the error of the linear (average) combiner. When the classi ers
are biased and/or have positively correlated outputs, the reduction factors on the added error of the
individual class er are smaller.

Tumer and Ghosh [53], [54] use the correlation coef cient as a diver sity measure on classi er
scores. The correlation coef cients on scores is de ned in Appendix 7 .4.1. For statistically inde-
pendent classi ers, the correlation coef cient iszero. Tumer and Ghs oh [53], [54] nd that the error
reduces as the value of the correlation coef cient reduces. They only consider positive values of the
correlation coef cient. They do not deduce the effect of a negative v alue of the correlation coef-
cient between class er outputs. This is important because at a negative value of the correlation
coef cient, the added error of the mean (sum) score combiner would be sma ller than the added error
of statistically independent classi ers. While they attempt to design classi er e nsembles for linear
combiners, they are not successful. Their methods are discussed in the next section on ensemble
generation techniques.

Xieand Kumar [55] proposed class-dependent feature analysis (CFA) method where the scores

of N classi ersare used as features. The CFA feature for aninput X is given by the array
2 3
s1(X)

CFAX) =8 si(x) %: (2.13)

sn(X)
Let CFA; be the representative CFA feature array for the jth class. The CFA feature of the test
input, CF A(X), is compared to the representative CFA vector of the jth class using a distance or

similarity measure to determine the class label. Xie and Kumar [55] used this approach when the
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classi ers can only act on two class problems. The classi ers are design ed to recognize one class
and regject al other classes. For correlation Iter [56], [57] based cla ssi ers, the cosine distance or

normalized correlation was found to be the most accurate.

2.2.2.3 Class Indifferent Combiners

Decision Templates [58] and Dempster-Shafer combiners [59] are examples of class indifferent
combiners. For a given input X, each classi er can provide a degree of support or probability for
each of ¢ classes. Without loss of generality, we can assume the ¢ degrees of support are in the

interval [0; 1]. The outputs from the N classi ers can be organized ina decision pro le asamatrix

2 3
s1:1(X) s1;(X) S1,¢(X)
DP(X) =8 si1(xX) Si;j (X) Sic(X) - (2.14)
sn;1(X) sn;j (X) SN;c(X)

wheress;;j isthe ith classi er’s probability for the jth class. Class conscious combiners such as sum
and weighted sum, product, and order statistic combiners operate on one column of the decision
pro le at atime. Classindifferent combiners utilize al the elements of the decisio n pro le to make
a nal decision. The elements of the decision pro le can be treated as featu resin a new feature
space referred to as the intermediate feature space in the class indifferent combiner literature. Any
type of class er can be used that takes the intermediate feature space as in put and outputs a class
label.

In the decision templates approach proposed by Kuncheva et a. [58], a representative decision
pro le for each class j, say the mean of al decision pro les of that class, is chosen as the decisio n
template DTj. The decision pro le of the test input is compared to the decision templates of e ach
class using a similarity or distance measure and the closest match is declared as the class label of
the test input. In other words, this is a nearest mean approach in the intermediate feature space.
Any distance measure such as Eucledian, Minkowski and Mahalanobis distance can be used. The
authors compare 11 different fuzzy measures of similarity and conclude that integral measures of

similarity seem to perform better.
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Dempster-Shafer combination [59], which takes inspiration from the Dempster-Shafer belief

theory, uses three steps to arrive at the support for each class.

1 Let DTji denote the ith row of decision template DT;. Let Dj(x) bethe ith classi er’s output
vector representing the probabilities of all classes. The proximity j:i(X) between DTji and
Dj(x) iscomputed as

. 2 1
1+ DT} Di(x)

j;i(X) = P 1 (2.15)

- 2
k=1 1+ DT} Di(x)

wherek:k denotes any matrix norm. Thusfor each decision template, thereare N proximities.
2. Foreveryclassj = 1;2;:::;candfor every classi er i = 1;2;:::;N, the following belief

degrees are calculated.
Q
j;i(X}1 k&L(l k;i (X))

by (Di(x)) = 5 i (2.16)
I i) 1 e ki(X))
3. The nal degrees of support for each class are
W
i) =K  bj(Di(x)) (2.17)

i=1

where K isanormalizing constant.

2.2.3 Class er Selection

Ho et a [38] introduced the concept of dynamic classi er selection (DCS) as an aternative
to classi er ensemble combination where the most appropriate classi er is cho sen to make the
decision. The principlebehind classi er selectionisthat different classi  ersmay be more competent
in different regions of the data/feature space. Depending on the region where the test input is,
the most competent classi er for that region is chosen to make the decision. F inding the regions
of competence, estimating the competence of classi ers in each region and ch oosing a selection
strategy (e.g., choosing the best classi er or weighting the decisions by the competence) are the

main problemsin classi er selection.
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Classi er selection istypicaly done by estimating the local accuracy (around the test point) of
the classi ersin the test phase. Thisis attempted by nding the K nearest neighbors Kny to the
test input x in the training or validation set, and then computing the competence of the classi e rson
these K objects [60]. Another way proposed by Giancinto and Roli [61] isto estimate the classi er
competence by aweighted average of theclassi er’spredictionfor the correct labelsinthe K nearest
neighbors. If an object xj hasthe classlabel 1 = I(X;j), let Pi(¥« = I(Xj)jxj) be the a posteriori
probability estimate of the ith class er for the correct class 1y. These probabilities are weighted
by the distances of the test input to the K nearest neighbors. The competence of the ith classi er for

< aiven
x is given by ijany'IDDi(!k:I(Xj)jxj)(1:d(x;Xj))' (2.18)
. Xj2Knx (1:d(X;Xj)) | |

where d(x; Xj) isthe distance between x and X;.

Ai(x) =

An alternative approach is to nd the competence after the class labels are found for the test
input X by all classi ers. If the ith classi er provides aclass label |;, then the K nearest neighbors
that the ith classi er declared as |; are found. The classi er competence isthe proportion of objects
in that set that have the true class label of I [60].

Woods et a. [60] proposed another modi ed approach. Among the K nearest neighbors of the
test input X, ndtheset KnX of objectsthat have the true class label k. The a posteriori probability
estimate of the ith classi er for class k, Pi(!xjX;) isfound for these objects. These are weighted
based on the distance of the object to the test input to nd the competence.
x;2kng Pi(TkiXj) (1=d(X; %;))

SUML, o (120(X; X))

Shin and Sohn [62] proposed a combination of DCS and classi er ensemble method for fusion.

Ai(x) =

(2.19)

Multiple decision trees are built, but two clusters of trees are chosen based on the local accuracy of
the test sample, and these are combined through majority voting.

Methods of classi er selection aswell asclass er fusion are applied afte r the classi er ensem-
bleis designed. However, the classi er ensemble design is much more importan t than the selection
or fusion. This is because either classi er selection or classi er fusion ¢ annot be effective in re-
ducing the ensemble error when the classi er ensemble has poor diversity . Appendix 7.4 describes

measures of diversity of classi er outputs. Optimal ensemble design methods a re the key contribu-

30



tions of this dissertation. Details of common ensemble generation techniques are provided in the

next section.

2.3 Class er ensembledesign

Aswas mentioned earlier, for improved performance on classi er fusion, theclassi er ensemble
design is crucid. If al class ers in the ensemble make errors on the same ob jects, any fusion
strategy would yield poor results. Thus diverse classi ers should be present in the ensemble for
effective fusion. Ensemble design has several types of groupingsin literature, which are enumerated

as follows.

Decision Optimization Vs Coverage Optimization: The ensemble design approach could be geared
to either decision optimization or coverage optimization. Decision optimization refersto nding and

optimizing the fusion rule given a xed ensemble of classi ers; while covera ge optimization refers
to methods of creating adiverse set of classi ersassuming a xed fusion rule. The fusion-selection
grouping can be thought of as a subdivision of the decision optimization - coverage optimization

grouping. The latter approach isfollowed in thisthesis.

Overproduce and Select methods Vs Generative methods: Classi er ensembles can either be ob-

tained from generative methods to obtain the desired diverse classi er en semble directly or over-
producing the classi ers and selecting a subset having the desired dive risty. The former approach is
more dif cult. Several papers follow the latter approach. Giacinto and Roli [63] aim to choose an
independent classi er ensemble for fusion with majority voting using the over produce and choose
strategy. Multiple neural network classi ers are generated through a ra ndomized approach (i.e.,
random initialization). Different base class ers (e.g., different type of neural networks (NN) such
as Radial Basis Function (RBF) NN, Multilayer Perceptron (MLP), etc.) are used in this over-
production process. If the classi ersin the ensemble are all obtained fro m the same classi cation

algorithm, by using different parameters of the classi cation algorithm (inclu ding different training
sets, different feature sets), then the classi cation algorithm is called the b ase class er. They use

the double fault diversity measure [34] (described in Appendix) for clustering classi ers. A pair of
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class ers from different clusters have alower double fault measure ( or more diversity) than a pair
of classi ers from the same cluster; in other words classi ersin differen t clusters are more proba
ble to make different errors on the same objects than classi ers in the same clu ster. One classi er
from each of the different clustersis selected to form the ensemble. The ensemble with the highest
accuracy is chosen as the best ensemble.

Margineantu and Dietterich [64] [65] use ensemble pruning to select a diverse ensemble from
the set of classi ers produced by AdaBoost [9]. This is done by iterati vely choosing a pair of
class ers having the highest value of a diversity measure (based on the kappa measure [34]) until
the desired number of class ersisreached.

Ban eld et al. [66] propose thinning the ensemble fromtheentireset of classi ersto obtainthe
diverse ensemble. They de nean ensemble diversity measure which is the proportion of uncertain
datapoints. For these uncertain points, the number of correct votesf rom the classi er ensemble
is between 10% and 90%. The class er that is most often incorrect on the u ncertain points is
removed from the ensemble. This step is repeated until desired ensemble size is reached.

However, all these methods for over produce and select have the problem that either the overpro-
duction strategy or the selection strategy to nd the best ensemble is not optimal. It will be shown
later in this thesis that the overproduction strategy will not be successful unless there is a careful
selection of different base classi ers. The selection strategy will not be optimal unlessthereis con-
sideration of diversity among all classi ersin the ensemble (rather than pair wise classi er diversity
used in [63], [64], [65]). In this thesis, we propose generative methods to design the classi er en-
semble directly. Instead of using diversity measures as passive tools for monitoring the ensemble,
new ways of using the diversity requirement in the class er ensemble gene ration itself are put forth.

These are provided in Chapter 5.

Random Generation Vs Nonrandom Generation: There are many papers on randomized ensemble
generation aimed at statistically improving fusion accuracy on combination of a large number of
classi ers. There are some approaches using prior knowledge to improv e classi er diversity that
aim to improve upon the random generation methods. Some of these random and non-random
approaches will be discussed in the following subsections.

These different groupings of classi er ensemble design are present in each of the following
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levels of creating the ensemble.
Class er level: Use different base class ers
Data level: Use different data subsets

Feature level: Use different feature subsets

2.3.1 Different baseclass ers

Different base classi ers may be chosen to form the ensemble with the idea th at these classi-
erswill be independent. Thisis an ad-hoc approach to building the ensemble. There are severa
types of base class ers. Some of the commonly used classi ers for face r ecognition are Princi-
pal Component Analysis (PCA) [67] [68], Linear Discriminant Analysis (LDA) [69], Independent
Component Analysis [70], Support Vector Machines (SVM) [71], [51]. Minutiae based classi-
ers[2] are common for ngerprint recognition. Gabor wavelets based classi ers[3] are typically
used for iris recognition. Correlation Filters have been successfully used for al image based bio-
metrics [57], [72], [73], [74], [75], [76], [77]. Treeclassi ers such as decision trees, classi cation
and regression trees [ 78] are also used in the classi er fusion literature .

Using different base classi ersis a naive approach to ensemble gener ation. This approach does
not have any theory to back it up. It is not possible to predict the diversity between the classi er
outputs of different base class ers. It is apurely empirical approach and hence is not followed in

this dissertation.

2.3.2 Different data subsets

Bagging [8] and boosting [79], [9] are common methods of generating classi er ensembles by
using different data subsets. These methods are also used in ensemble generation through different
feature subsets. Hence, we rst present some common approachesto ¢ lassi er ensemble generation

using different data subsets.

33



2.3.2.1 Bagging

Bagging was rst proposed by Breiman [8] as Bootstrap AGGregatlNG. In bagging, class ers
are generated in a parallel manner by training on boostrap replicates of the training set. The boot-
strap samples are obtained by random sampling with replacement from the original training set.
The classi er outputs are combined through majority (in veri cation application s) or plurality (in
identi cation applications) voting. Bagging works when the base classi er u sed is such that small
changesin the training set result in large changes in the classi er output ( unstable classi ers).

If the classi er outputs were independent, then the majority vote is guarantee d to increase the
ensemble accuracy over those of inidividual classi ers [26]. Bagging aims to create independent
classi ers by using independent training sets. In practice, there is only o ne training set available.
Bootstrap training sets are obtained by choosing a random subset of the training data. In reality,
these bootstrap samples are not independent samples of the data distribution. Further, even if inde-
pendent samples were used for training, the classi er decisions need no t be independent. The in-
dependent training samples may not drastically change the classi cation bou ndaries. The statistical
dependence between classi er decisions depend on the classi cation bo undaries. If the classi ca
tion boundaries are similar, the classi er outputswill be positively dependent. Empirical evaluations
support the fact that the classi er outputs in bagging are typically positive ly dependent [10].

Even though the classi er outputs are not independent, bagging does re duce the ensemble error.
Domingos [80] provides some hypothesis of why bagging works. According to Domingos, bagging
shifts the prior distribution of the classi er models towards models that have hig her complexity (as
the ensemble itself). Such models are assigned a larger likelihood of being the right model for the
problem. The ensemble is in fact a single complex class er picked from the ne w distributions.
Schapire et a. [81] supports this argument saying that voting infact increases the complexity of the
system. The ensemble generation methods proposed in this dissertation are compared to bagging in
Chapter 5. It is our observance that random generation of classi er e nsembles as used in bagging
yields poorer performance. Further, Magority voting (as used in Bagging) need not be optimal.

Reasons and further discussion are provided along with the resultsin Chapter 5.



2.3.2.2 Boosting

In boosting [79], the class er ensemble is generated in a sequential and in cremental manner,
by adding one class er at atimeto the ensemble. The current class er isge nerated by resampling
or reweighting the training data. Initially the sampling or weighting distribution is uniform and pro-
gresses towards the increasing the likelihood of dif cult datapoints. The distributionis modi ed
based on the weighted error of the ensemble. The classi er outputs are typ ically combined through
weighted majority voting. With the reweighting implementation, it is typically assumed that the
base classi ers can directly use the modi ed distribution of the training dataas weights.

The current classi er in boosting is aimed at correctly classifying the misclas si ed samples of
the previousensemble. Whiletheinitial classi erstypically have good genera lization characteristics
and have good individual classi er accuracy, the later classi erswill f ocuson outliersin thetraining
data and may have lower individual classi er accuracy. Due to the weighte d majority voting, the
ensemble will have improved accuracy over the individual class ers.

Freund and Schapire [9] introduced a variant of boosting called Adaboost, which comes from
ADAptive BOOSTing. Adaboost for two classesis explained below [9]. It is assumed that there are
N training samples X, i = 1;2;::; M with their associated labels y; withy; 2 f0; 1g. Assume N
class ers are designed sequentially. The distribution of the training samples is associated with a
set of weights w!, where | refers to the classi er index and i refers to the training sample index.
Initially, the distribution is uniform with the weights wl; = 1=M. In the resampling version of
Adaboost, the distribution is used to sample the training data. In the reweighting version, the base
classi er weights al the training samples based on the distribution weights. The Ith classi er label
of the kth training sampleis given by h;(xy).

Thealgorithm Adaboost isgiveninthe Table 2.1. The agorithm isexplained for the reweighting
version. The explanation can be suitably modi ed for the resampling version . Theinitial classi er
uses al the training images equally in the reweighting version. An average error on the training set
isfound for thisinitial classi er. The weights of the training samples are modi e d in the next step.
The misclass ed training samples are given more weightage. The next classi er in the sequence
is computed using the new weights. In this classi er, more weightage is given to the misclass ed

samples (by the previous classi er). In this way, each new classi er in the sequence is generated
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by providing more weightage to the misclassi ed training samples by the last classi er. During
the test phase, a decision is made by the Adaboost algorithm using al the classi ers present in the
ensemble. Thisdecision isaweighted sum of each classi er’sdecision. Th e decisions are weighted

based on the accuracy of each classi er; more accurate classi ersar e given alarger weight.

Initializetheweightsw! = 1=M, i = 1;2;::; M.
For 1 =1;2;:;N
1. Computetheclass er h;.

P

2. Calculatetheweighted error of hy: 1= w!jhi(xi)  vij
i=1

3. %t | = lil

4. Set the new weightsto bew

1 jhy(x; ii
l+1 _ w} | i) vil

i =) - N
- 1w= Il i) vil
i=

Output tI§ nal decision

<1 it P gz pho 2T log(ls
hf(X)Z_ ) =1 g(_l) |() §|=1 g(_l)

~ 0; otherwise

Table 2.1: The Adaboost algorithm for two classes.

For multiple classes, two extensions of Adaboost algorithm, Adaboost.M 1 and Adaboost.M2 are
provided in [9]. With Adaboost, the ensemble error on the training data quickly converges to zero
even with very few classi ers. Interestingly, the test error reduces with additional class ers even
after the training error reaches zero. This phenomenon is possibly explained through the margin
theory [9], [81] in relation to the Vapnik-Chervonenkis (VC) dimension [71].

There are several papers on extensions and modi cations of Adaboost. DOOM (Direct Op-
timization of Margins) [82] is another extension. Schapire and Singer [83], Allwein et a. [84]
provide interesting variants of Adaboost with Error Correcting Codes (ECOC) ensembles, multi-
label classi ers and multi-class problems. Several ad-hoc variantsinclud e arc-x4 by Breiman [85],
MultiBoosting by Webb [86], Adaboost-V C by Long and Vega [87].

In this thesis, we sample the training set to create statistically dependent classi ers. The base
classi er behavior, i.e., how the classi er outputs change with different tr aining sets, is taken into
account while sampling the training set, in order to create the desired diversity in the classi er
ensemble. This is completely different from bagging, where the base classi er behavior is never

taken into consideration. Boosting empirically takes into account the base classi er behavior by
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creating the current classi er on the misclassi ed samples of the previous en semble. However, it
is found there is not much diversity present even in the ensemble created by Boosting [10]. Com-
parison of Bagging and Boosting with our proposed ensemble design is done in Chapter 5. The
results demonstrate the improvement in ensemble diversity as well as ensemble accuracy with our

proposed approach.

2.3.3 Different feature subsets

Classi ers using different feature subsets could be used to form the en semble. These subsets
could be randomly chosen, obtained through some natural groupings, or some other heuristic meth-

ods aimed to create diverse ensembles.

Natural Grouping: Some problems have natural groupings of features, which are utilized in design-
ing class er ensembles. For example, in text-independent speech identi ¢ ation, different groups
of features are related to the pitch of the signal and the speech spectrum. The speech spectrum can
be further characterized by the linear predictive coef cients, the ceps trum, and so on [88]. Each
grouping of features can be used to design a classi er and their outputs ¢ an be fused rather than
designing asingle classi erson all features.

2.3.3.1 Random Selection

The random subspace method (RSM) by Ho [89] uses randomly chosen feature subsets of pre-
de ned sizeto build each classi er of the ensemble. Theclassi ersoutputs  are then weighted based
on their error and combined. Ho [89] suggests that good performance for tree classi ersis found
when the prede ned size is about half the total feature size. This method wo rks well when thereis
redundant information dispersed over al the features rather than being concentrated on subsets of
features.

Latinne et al [90] combine bagging with RSM. B random bootstrap replicates are sampled from
the training data. For each bootstrap replicate, R random subsets of features are sampled. The
class er ensembleisof sze N = B R class ers. Theideaisto create more diverse class ers
than either bagging or RSM. Latinne et a [90] claim that the combined method outperforms each
of the individual methods.

37



Skurichina et a [91] compares the performance of the RSM to bagging, i.e., class ers built
on randomly chosen data subsets. The RSM is resistant to the number of redundant features when
the classi cation ability in the feature set is spread over all the features. Th e bagging method is
unaffected either by the number of redundant features, or, the redundancy representation. Thisis
because all features are used in designing the classi er. Bagging may ou tperform the RSM for
highly redundant feature subspaces where the discrimination power is condensed in a few features.
The RSM outperforms bagging when the discrimination power is spread over all features. Bagging
is useful for classi ers with a nondecreasing learning curve construc ted on critical training sample
sizes. The RSM isuseful for classi ers having adecreasing learning ¢ urve constructed on small and
critical training sample sizes.

Pekalsa et a. [92] use distances (dissimilarity representations) as features. Thisis useful when
the number of features for each object is prohibitively large or when they have little discriminative
power. The distances of the given object to the n objects of the training set is used as a feature
set (of sizen). The RSM is applied to select a random subset of features and a linear discriminant
class er is applied to each random subset. Pekalsa et al. recommend choo sing a subset between 4
to 30 percent of the total features. Pekalsa et al. [93] extend this idea by using p multiple distance
measures. Each object is then characterized by pn features. They nd that using distance measures
or dissimilarity representations that are of different nature results in better performance on their
combination.

Genetic algorithms (GA) offer aguided random search (to nd the ensemble of feature subsets)
in the space of all possible feature subsets. A GA operates on a set of M chromosomes. The
population is evolved by producing offspring and keeping a set of M ttes t individuals, using some
tness criterion. There are two approaches using GA to nd the feature s ubsets in the ensemble.
In the rst approach [94], each chromosome is a representation of afe ature subset. For example, a
binary valued chromosome of length n (for atotal of n features) hasitsith value /0 if the ith feature
is present/not present in the feature subset. If the tness function is pur ely the classi er accuracy
(based on the given feature subset), the GA will converge to asingle solution and all feature subsets
of the population will be identical. Hence, a tness function that is a combination of the classi er
accuracy and its diversity (either based on the feature subset, which is not much useful, or based

on the classi er output diversity) with respect to the classi er ensemble is u sed to obtain a good
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ensemble. The problem with this approach is that the ensemble accuracy is not gured into the
evolution process. The second approach [95] overcomes this problem by having each chromosome
as a representation of the entire feature subset ensemble and using the ensemble accuracy as the
tness function. When feature subsets are digjoint, the chromosome is an inte ger valued vector
representation of size n, with the ith value denoting the classi er that usesthe ith feature; zero will
mean none of the classi ersusethe ith feature. When the feature subsets intersect, the chromosome
is binary valued with size N n, for an ensemble size of N. The kth row of n bits will represent
the feature subset for the kth classi er.

2.3.3.2 Non-Random Selection

Oza and Tumer [96] propose input decimation as a simple way of selecting feature subsets that
outperforms the random subset sel ection method. They design N = ¢ classi ers, where ¢ isnumber
of classes. Each classi er has a favorite class. The correlation between each feature and the class
label variable is used to determine the feature subsets. The class |abel variable has value O for all
objects that are not in the ith class and 1 for all objects that are in the ith class. The n correlations
of the features are sorted according to their absolute value, and the features corresponding to the
n; largest values are chosen as the subset for the ith classi er. Each classi er has a favorite class,
but is trained to recognize all classes. Various feature selection methods can be used instead of
sorted correlations such as oating selection [97] and sequential group [98]. However, this approach
yielded poor resultsin [7] compared to data subset classi er ensemble gen eration.

An improvement to the above approach by Puuronen et al [99] uses an iterative approach to in-
crease the ensemble accuracy. Here, theinitial ensemble is obtained from the favorite class model.
The classi er whose output differs the least from the outputs of other class ersis identi ed as
the median classi er. This classi er is found using pairwise diversity measures. n feature subset
replacements are found by changing the feature subset of the median classi er. This is done by
atering the present/absent status of each feature, one at atime. The ensemble accuracy of each re-
placement is computed and the ensemble with the highest accuracy is kept. This processis repeated
iteratively till no further improvement in the ensemble accuracy is found. This greedy agorithm
has been shown experimentally to converge quickly and improve on the initial ensemble. Several

variants of this approach can be designed. In[100], theinitial ensembleis obtained from the random
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subspace selection method. Instead of varying the feature subset of the median classi er, al classi-
er feature subsets can be varied. In this case, computing the ensemble ac curacy for all variations
becomes prohibitively expensive. Hence, the authors use a weighted combination of the classi er
accuracy and its diversity with respect to the ensemble as a measure to choose the best ensemble.

Gunter and Burke [101] propose an incremental method, i.e., add a feature subset based classi-
er to the ensemble one at atime. The feature subset of the previousclass  ersis banned, athough
an intersection of the feature subsetsis alowed. The authors recommend the oating search method
for being both robust and computationally reasonable, although they suggest any feature selection
method can be used. The authors use different feature selection algorithms relying on their subopti-
mality to produce different feature subsets. The ensemble accuracy isused as an evaluation criterion
of the incremental ensemble.

This dissertation does not use the feature subset ensemble generation approach since it was

found to be less successful than data subset ensemble designin [7].

2.4 Discussion

For classi cation problems, weneed to have a nal classi er to providead ecision. Theclassi er
design and generation may make use of one or more fusion process input-output characteristics, for
example, image fusion from multiple sensors (data fusion), fusion of cepstral coef cients and linear
predictive coef cients of the speech spectrum (feature fusion), and a nal fusion of features to
provide adecision. We focus on classi er fusion as the best means to ach ieve our goal of improving
veri cation performance on a single biometric modality.

The combiners for soft decision fusion can be many and hence dif cult to investigate. In the
literature, some typical methods such as sum, product, weighted sum and order statistics are investi-
gated. In the hard decision fusion, there are a xed number of fusion ru les and hence we investigate
these rules. Furthermore, with optimal choice of thresholds, the fusion of hard decision rules pro-
vides better accuracy than fusion of similar soft decision rules. This point can beillustrated with the
help of some results obtained in Chapter 5 on classi er ensemble fusion. A 3- classi er ensembleis
generated for the OR fusion rule on the NIST 24 plastic distortion ngerprin t database. A portion of

the 3-classi er ensemble scores are plotted in Figures 2.4 and 2.5. The auth entic score plots contain
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sorted authentic scores of the rst classi er. The other scores (other authentic classi er scores) are

the corresponding scores of the sorted 1st-classi er authentic scores . In other words, the scores of
the three classi ers on the same image are plotted at the same index on the x-axis . The OR decision
fusion rule is similar to a thresholded version of the MAX score fusion rule. For a threshold of
18.17 on the MAX score fusion rule, the FRR is 1.4% and the FAR is zero. If al three class ers

are thresholded with athreshold of 18.17, and the resulting decisions are fused with the OR rule, the
same FRR of 1.4% and FAR of zero isabtained. In this case, OR and MAX followed by athreshold
are exactly the same. Now, if the thresholds on the classi er scores are ch anged to 18.17, 17.66,
17.42 for the 1<t, 2nd, and 3rd classi ers, respectively, the OR fusion resultsin an FRR of 0.7% and
an FAR of zero. Here, the OR fusion has alower error than the MAX score fusion. The threshold of
two classi ers (2nd and 3rd class er) are lowered from the threshold o n the MAX score, and this
results in a better accuracy. Since decision fusion rules have similar or better accuracy than similar

score fusion rules, decision fusion rules are of focus in this thesis.
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Figure 2.4: (@) Authentic scores of a3-class er ensemble.

We investigate hard decision fusion rules and the class er characteristics needed to improve
accuracy on fusion in the next chapter, Chapter 3. Asin classi er selec tion, our approach in this

thesisis also to make each classi er in the ensembl e to be responsible for apar t of the feature space
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but the nal decision is based on the fusion rule. The part of the feature space to which is each
class er is designed to be responsible for is based on the fusion rule. Th is approach has stricter
constraints than the classi er selection approach. Chapters 3 and 4 offe r insight on this approach.

Tumer and Ghosh [7] say that the gains obtained by combining however, are often affected
more by the selection of what is presented to the combiner, than by the actual combining method
chosen. In [7], the authors compare four different methods of designing the classi er ensemble;
bagging or bootstrapping with the chosen linear combiner, data partitioning by training each classi-
erondifferent (k 1)-of-k subsets of the training set, feature partitioning by input decimation and
spatial partitioning using a weighted mixture of experts[25]. They found that neither the feature
partitioning nor the spatial partitioning lead to signi cant improvements. Further more, both these
methods are dif cult to ne tune, as small changes in design (e.g., changing the number of input
features) leads to large changes in the combiner performance. However, they found the data par-
titioning methods to be promising. In this thesis too, we investigate data partitioning methods for
designing the classi er ensemble. We tune the data partitioning according to the chosen combiner.
These methods are illustrated on simulated data in Chapter 4 in order to understand the approach
and demonstrated on real datain Chapter 5.
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CHAPTER 3

ROLE OF STATISTICAL DEPENDENCE BETWEEN
CLASSIFIERS

OVERVIEW: Often in Biometric applications, there is insuf cient data to model the distribu-

tions of authentic and impostor scores of multiple classi ers. Evenif they ar e estimated, the optimal
Bayes rule error is dif cult to obtain analytically because of the complex dis tributions of biomet-
ric scores. For Gaussian score distributions with unequal authentic and impostor covariances, the
Bayes decision boundary is quadratic. It isdif cult to nd an expressio n for the resulting minimum
probability of error. Due to this, nding the ROC for this case is hard. Decisio n fusion rules are
computationally easier to apply on the scores. A threshold on each classi er score provides the
classi er's decision. These decisions are fused using a decision fusion r ule to obtain a nal deci-

sion of the class er ensemble. The decision boundary in the N dimensional classi er ensemble
score space (when there are N classi ers) is composed of a set of lines for decision fusion rules.

These decision boundaries are simpler than the optimal Bayes decision boundary, which would be
a curve for quadratic decision boundaries.

For N classi ers, there are 22" decision fusion rules, and evaluati ng the performance of all
these rules is computationally infeasible. In Section 3.1, we investigate if the optimal decision rule
is monotonic for statistically dependent classi er decisions. In Section 3.2, w e evaluate the per-
formance of monotonic fusion rules for three-classi er decision fusion of statistically dependent
Gaussian score distributions. We examine if statistical dependence plays a role in the accuracy

of a decision fusion rule. We also examine whether the best monotonic decision rule varies with
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statistical dependence. We nd the OR, AND, MAJORITY rules are the impo rtant decision fusion
rules in Section 3.2. Hence we analyze each of these decision fusion rules separately in Sections
3.3 to 3.5 to know their best/worst and favorable/unfavorable values of sta tistical dependence.
Class er scores are thresholded to obtain decisions. An optimal set of th resholds on the multiple
classi er scores needs to be obtained for optimal fusion with each of the dec ision fusion rules. Sec-
tion 3.6 provides a method to minimize the search for optimal thresholds on the classi er scores for
AND/OR decision fusion. Section 3.7 provides the summary, conclusions and original contributions
provided in this chapter.

In practice, the distributions of biometric scores may be complex, (e.g., Gaussian Mixtures).
More importantly, there is often insuf cient data to even estimate the distributions of the authentic
and impostor scores. In such cases, estimating the Bayes rule error is hard. It is computationally
easier to evaluate simple decision fusion rules. Decision fusion is focused on in thisthesis.

It isfound that diverse classi ersimprove accuracy [27]. The notion of diversity between clas-
s ersishot clear cut in the literature. A complete description of the joint proba bility of classi er
decisionsisideal for analysis: to nd the best decision fusion rule, the ac curacy on fusion, the com-
parison to independent classi er fusion, etc. Complete information about th e statistical dependence
between class ersis dif cult to obtain. The joint probability of the classi er  decisionsis dif cult
to obtain due to insuf cient data for statistical analysis. Further, the computa tional complexity for
computing the joint probability is high.

Kunchevaet al [34] attempt to answer the following questions on diversity:
1. How do we de ne and measure diversity?
2. How are the diversity measures related to the accuracy of the ensemble?

3. Isthere abest diversity measure that is useful to describe ensembles that have minimum

error?
4. How can we use the diversity measures to design the classi er ensembles ?

To answer the rst question, they studied ten different diversity measur es and found their limits
and values for independent classi er ensembles. These diversity meas ures are included in alist of

diversity measures provided in Appendix 7.4. They found that the diversity values for independent



classi ers from these measures are not always constant. Further, the limits of the diversity values
are also not constant and may depend on the accuracy of the classi ers. Ruta and Gabrys [102]
raised a question of symmetry of the diversity measures. Some measures have different values of
diversity when the class labels are switched and these measures are not symmetric. One example
of a non-symmetric measure is the double fault measure (provided in Appendix 7.4), which is the
probability P (u31 = 0;u, = 0jH1). Since P (uy = 0;u, = 0jH;) & P (u; = 1;u = 1jHyp), this
measure is not symmetric.

For the second question, they simulate many different classi er ensembles, nd the diversity
measure values and the accuracy for the majority vote for each of these ensembles. For ensembles
that have better accuracy than the independent classi er ensemble, they study the diversity values
and attempt to nd a threshold on these values that can predict better accur acy than independent
classi ers. This approach yielded moderate answers to the question. The re was not a clear separa-
tion between diversity valuesfor the more accurate ensembles and the | ess accurate ensembl es (than
independent ensembles), hence the ambiguity. Another approach they use isto design classi er en-
sembles for real databases and check if there is a relation between the diversity measures and the
accuracy. They did not nd any de nite relation between the accuracy a nd the diversity measures.
However, they say this could be due to the classi er ensemble design strateg y. Ensembles designed
for obtaining diversity such as Adaboost classi ers could show arelatio n between the diversity and
the ensembl e accuracy. They were also unsuccessful in giving any answersto the questions 3 and 4.

In this dissertation, we use a different approach to answer the last three questions. The key
to answer these questions is to start from the joint probability distributions since they completely
characterizes the problem. Since Kuncheva et a. [34] did not gure the role of the probability
distributions into their analysis, it is not surprising that they found inconclusive results. We modify

these questionsto:

1. How do diversity measures describe the joint probability of the classi er decisions?

2. Isit possible to completely decribe the joint probability through one or agroup of diversity

measures?

3. What are the joint probability distributions that improve the accuracy (over those of

independent classi ers)?
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4. What are the values of the diversity measures for the above probability distributions?
5. How can we design classi er ensembles to have favorable joint probab ility distributions?

In this chapter, we start with the assumption that the complete joint probability between classi-
ers known. The relation between the joint probability and the ensemble fusio n accuracy is found.
When the joint probability of scores is known, the optimal decision fusion accuracy as a function
of the statistical dependenceisfound in Section 3.2. With known joint probability of the decisions,
the accuracy of important decision fusion rules as a function of statistical dependence is found in
Sections 3.3 to 3.5. The values of diversity measures at speci ¢ values of joint probability that im-
prove or reduce the accuracy over statistical independence are then found in the sections mentioned.
This establishes a clearer relation between values of the diversity measures and the ensemble fusion
accuracy. The number and type of diversity measures that are required to describe the joint prob-
ability between classi ers (for ensembles more accurate than independent classi er ensembles) is
also known in these sections. The answers to modi ed questions 1 to 4 are ex plored in this chap-
ter. Later in thisthesis, we provide a more de nite answer to design classi er  ensembles that have

favorable joint probability distributions.

Biometric veri cation isthe application of focusin thisthesis. Thisisatwo class pr oblem. The
conditional dependence on authentics and impostors should be considered for accurate understand-
ing of the problem. By not conditioning on authentics and impostors, misleading results will be
obtained. For example, it was concluded by Shipp and Kuncheva [103] that there was not much
dependence between combination methods and diversity measures. Ten combination methods in-
cluding Mgjority, Min, Max and average were studied. Ten diversity measures including the Q
statistic and the correlation coef cient were evaluated. However, the analysis done here is mis-
leading because the class-conditional errors and class-conditional diversity values were not taken
into account. However, thereis a speci ¢ relation between the class conditio nal accuracies of these
combination methods and the class-conditional diversity values. Thisrelation will be shown for the
AND, OR and Mgjority decision fusion rulesin this chapter.

In this dissertation, we will loosely refer to conditional independence (dependence) or condi-
tionally independent (dependent) classi ers for classi ers whose dec isions are conditionally inde-

pendent (dependent), but the meaning should be clear. When classi er decisions are conditionally
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independent, the joint classi er statistics and error probabilities for differ ent binary decision fusion
rules are known from the individual classi er error probabilities. When the classi er decisions are
conditionally dependent, the error probabilities after decision fusion may be larger or smaller than
when the classi er decisions are conditionally independent. The conditiona | dependence for which
the error probabilities after fusion with a given decision fusion rule are smaller (larger) than those
of conditionally independent classi er decisions, is known as favorab le (unfavorable) condi-
tional dependence for the given decision fusion rule. When the error probability is the smallest for
agiven decision fusion rule at a particular value of conditional dependence, that value is known as
the optimal conditional dependence for the given decision fusion rule.

Let us start by describing the notation followed in this chapter. We assume that there are two
classes, authentics and impostors, which need to be discriminated in veri catio n applications. Let
Hg and H1 be the two hypotheses denoting impostors and authentics, respectively, with prior prob-
abilities Py and P1. We assume that there are N classi ers that map the input biometric data into
scoresyi; (i = 1;2;::N). Let the conditional densities on the scores under the two hypotheses be
denoted by p(yijHj);J = 0;1. These distributions are typically unknown in practice and must be
estimated. By using thresholds  on these scoresy;, decisions u;; (i = 1;2;::N) are obtained. The
decisions declare which of the two classes, i.e., authentics or impostors, the input data belongs to.

The false acceptance rate (FAR) for the ith classi er is given by
YA

Peai = Prob(uj = 1jHo) = p(yijHo)dyi (3.1)

Zl;l
where Zj;; is the decision region corresponding to hypothesis H; for the ith classi er, i.e., hypoth-

esis H; is declared true by the ith classi er for any score y; falling in the region Z;;i. Let Z bethe

entire score space sothat Z = Zg.j [ Z1:i; 81 and Zp.i \Z31.; = ;8i, thenull set. Thefalsergection
rate (FRR) for the ith classi er is given by
Z
Peri = Prob(uj = 0jH;) = p(yijH)dyi; i =1;::: N (32
ZO;i

A related term commonly referred to isthe probability of detection, Pp. The probability of detection

for theith classi eris
Z

Poi =1 Pgri =Prob(ui =1jH;) = p(yijH)dyi; i =1;:::;N (3.3

Zl;l
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Decision fusion using the fusion rule isapplied on the decisions uj; (i = 1; 2;::N) to provide
aglobal decision ug, i.e.,
Uo = (uU1;Uz2;:::;uUN): (349
The probability of false acceptance for the fusion ruleis
Pea = Prob(ug = 1jHp) (3.5)
and the probability of false rejection for the fusion ruleis

Per = Prob(ug = 0jH1) (3.6)

The Bayes risk function minimization performed over the set of fusion rules and the best

thresholds =1 1;:::; n]onthescorescan bewritten as
min R = min : (P()CFAPFA + P1CgrPE R)Z (37)

Here, Cra is the cost associated with false acceptance and Cgg is the cost associated with false
rejection. It is assumed that there is no cost for making correct decisions. The best fusion rule

minimizes the average cost, and is chosen based on the likelihood ratio test:

up =1

Pugu2iiiiiunjH) = PoCra _

Pug;u2;:iiiunjHo) ~ PiCer

(3.9)

U():O

3.1 Optimal Decision Rules

OVERVIEW: After designing the classi er ensemble, it is of interest to know the optimum
decision fusion rule that maximizes the accuracy of the ensemble. Thiswould mean searching over
the set of possible decision fusion rules for the optimum decision fusion rule. Search over the total
22" decision fusion rules is computationally infeasible. For statistically independent classi ers,
it is shown that monotonic rules are optimal [104], [19], thus reducing the search space. In this

section, it isstudied if monotonic rules are optimal for statistically dependent classi ers. Theresults
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of our analysis show that monotonic rules are not optimal in general for even two statistically
dependent decisions. However, there are speci ¢ regions of (Per;Pra; a; i), Where monotonic
rulesareoptimal. 5 are ; arethecorrelation coef cients of decisions on authentics and impostors,
respectively. The results of the analysis and the regions where monotonic rules are optimal for two
statistically dependent classi ers are shown in this section. The proof is giv en in Appendix 7.3.

As mentioned before, for N classi ers on a two class problem, there are 22" decision fusion
rules [19] amd searching for the best decision rule for a given set of class ersisexponential in N.
It has been shown that monotonic rules are optimal for statistically independent classi ers [104],
[19]. When (1 Pgri) Peai;i = 1;:::; N, which is a reasonable assumption for good
classi ers, monotonically increasing rules are optimal. Monotonically decrea sing rules are optimal
when Peri < Peai;i = 1;:::;N. Let [S1(K) So(N  K)] be a set of decisions with k 1's and
(N k) 0's. When the optimum decision rule is monotonicaly increasing, the likelihood ratio
of [S1(kK) So(N k)] is less than or equa to the likelihood ratio of [S1(K") So(N  k")], where
K'>kandS1(k)  S1(k). Theinequalities of the likelihood ratios are reversed for monotonically
decreasing rules. Their proofs of these statementsare givenin Appendix 7.2. Thisreducesthe search
set for optimum decision fusion rules from 22" decision fusion rules. For statistically dependent
classi ers, it is not yet known if monotonic rules are optimal. In this section, it is studied whether
monotonic rules are optimal when 2 out of N classi er decisions are statistically dependent while
the rest are statistically independent.

It is assumed that Pp; Pei;i = 1;:::;N for al class ers. Conditions are found as to
when the optimal rule is monotonically increasing. Since Pp; Pri forthe N 2 datistically
independent decisions, the optimal rule for the N classi er decisions is monotonically increasing
if the optimal rule for the 2 statistically dependent decisions are monotonically increasing. When
the optimal rule of 2 classi ersis monotonically increasing, the likelihood ratios (L LR) of the two
classi er decisions should have the following inequalities.

P(u=[0;0]jH1) P(u=[1;0ljHy) P(u=[1;1]jH1)

P(U=[0;0H) PU=[L0IH)) P(u=[L1lHo) (39

and
P(u=[0;0]jH1) Pu=[0;1]jH;) P(u=[1;1]jHq),

P (u = [0;0]jHo) P (u =[0; 1]jHo) P(u = [L; 1]jHo)’ (3.10)
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The Bahadur-Lazars eld expansion [105] expressesthe LLRsinter msof the classi er decision
probabilities and correlation coef cients between the decisions. A set of in equalities based on the
constraints in Eq.(3.9) and EQ.(3.10) are found to satisfy the monotonically increasing optimum
decision fusion condition. These inequalities are expressed in terms of (PeRr; Pra; a; i). One
example of aset of 5 & 0; j & 0) values where the inequalities do not hold is shown. Thisis
suf cient to state that monotonic rules are not optimal in general for statistica lly dependent deci-
sions. Regions of (PeRr; PrA; a; i) Where the inequalities hold, i.e., where monotonic rules are
optimal for 2 statistically dependent decisions are also shown. A brief description and the results of
the analysis are given below. Details of the proof are given in Appendix 7.3.

Kam et a. [106] described the optimum fusion rule for correlated decisions (Eq.3.8) in terms
of the Bahadur-Lazar eld expansion [105] of the joint probability of the decisions. The Bahadur-
Lazars eld expansion expresses the conditional joint probability in terms o f normalized decisions
Zi-n, and correlation coef cients of the normalized decisions. The normalized d ecisions z;.;, have
zero mean and unit standard deviation. They are given by
o ui P (ui = 1jHp) ;

P(ui =1jHn)( P (ui = 1jHn))

The correlation coef cients of the normalized decisions are as follows.

h=0;1 (3.11)

Zi:h =

second order correlation coef cients  jj:n = E (Zi;nzjn) = Pu Zi:nZj;nP (UjHR); h = 0;1
third order correlation coef cients ijk:h = E (Zi:nZj;nZk;h)
= Pu Zi:nZj;nZknP (UjHR); h = 0; 1
N th order correlation coef cients 12::N:h = E (Z1:nZ2:h 111 ZNen)
Pu Z1:nZ2;h 111 Zn;hP (UjHR) h =051
(3.12)
The Bahadur-Lazar eld expansion of the likelihood ratio [106] of the op timum decision rule

(Eq.3.8) for N classi ersis

Uo=1

QN . +P__ ic1ZiqZi i+ . .
nizlp(UiJHl) 1 i< ij:1ZinnZj + o 12::N;121;122;1 - - - ZN;1 > (313)

N F |
i=1 P (UijHo) 1+ i<j 1;:0Zi;0Zj;0 * i+ 12::N;022;022;0 1 ZN;0 <

Uo=0
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We now examine the correlations for which the optimal fusion rule is monotonic. Lets rst
consider the case of N decisions where two of the decisions are correlated and the remaining de-
cisions are independent of the others. This may occur when two classi er s are based on the same
algorithm (say correlation Iters) with different training sets, and the remain ing classi ers are based
on other algorithms (say SVM, Neura Networks, PCA, etc.), which may result in independent de-
cisions from other classi ers. Without loss of generality, we assume that u; and u, are correlated
and uj;i = 3;:::;N areindependent. Let uz..;n = uz ::: uy denote the independent
correlation coef cient between the rst two decisions is nonzero while the higher order correlation
coef cients are zero.

[tisassumedl Pgri Prai;i=1;:::;N. Let

Pr i
- 0 3.14
FAI (1 PFAi) ( )
and
FRizﬁ 0 (3.15)
(1 Peri)

For further sumpli cation, it is assumed that the error probabilties of the rs t two decisions are
equal, PEr1 = Prr2 = Prriz and PEa1 = Pra2 = Pra1z. L&t Fr1 = Fr2 = FR12 ad
FAL = Fa2 = fga12. Fromthederivationsgivenin Appendix 7.3, the following conditions are to

be satisti ed for the optimal decision fule of u = [us; Uy; us.....n ] to be monotonically increasing.

120 FAR2(1+ Fr12) + (1 FRrR12 FAL2)

12:1 3.16
1+ Far (3.16)
12201 + Fr12) (' FRrR12 FA12)

. ’ 3.17
12 Fr2(1 + Fa12) (317

. 1+ + (1
120 12:1 Fr12( FA12) + ( FA12 FR12) (3.18)

1+ FRr12)

(1 + 1

120 12:1( Faz) ( FAI2 FR12) (3.19)

Faz(l+ Fri2)
Egs.(3.16) to Eq.(3.19) place bounds on the values of 1.1 and 120 for which the optimal fusion
rule is monotonically increasing. The bound on a correlation coef cient  12:j;j = 0; 1 depends on

the values of gri2 and ga12 aswell ason the value of the other correlation coef cient  12.; 1 &
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J;1 =0; 1. Substituting thevalues 121 = 0and 12,0 = 0intheEgs.(3.16) and 3.17, the following

inequalities are obtained.

(1 Fr12 FAL2) 1 Fr12 FA12)
0 3.20
Fr2(1 + Fa12) 1+ Fa12) (3.20)

For (1 Pgr12) Pra12, Whichisareasonable assumptionfor good class ers, it can beshow n

that
FR12 FA12 1 (3.22)

By EQ.(3.21), and as griz and gai2 are positive, it can be observed that Eq.(3.20) holds for any
value of PEr12 and PEago satisfying (1 Peri2)  Prai2. Inother words, the optimal fusion rule
is monotonically increasing for statisticaly independent classi ercswhen (1 Pgri2)  Praie.
Thisvalidates our approach asthisisthe same claim madein[104], [19] for statistically independent
class ers.

It isinteresting to note that when either of the correlation coef cients 121 or 120 isegual to

1, the other correlation coef cient should also be equal to 1 for these inequalitiesto hold.

12,01+ Fr12) (1 FR12 FA12) ] 12,0 FaR2(1+ Fr12)+(1 FRrRi2 FA12).
Fr12(1+ Fa12) 121 1+ Far2 !
mboxwith 120 =1 (3.22)
D 121=1

This shows by counter-example that the optimal fusion rule is not monotonically increasing for
120 = 1; 12:1 €& 1. Hence, monotonic rules are not optimal in general for statistically dependent
classi er decisions.

The regions where monotonically increasing decision rules are optimal for statistically depen-
dent two-classi er decisions can be obtained from Eq.(3.16) to EQ.(3.19) . Since the interest isin
diverse decisions, the values of the correlation coef cients at maximum di versity are found. It is of
interest to know whether there are any regions where monotonically increasing rules are optimal at
maximum diversity in the decisions. There is maximum diversity when the two classi er decisions
are exactly complementary, and this represents the lower limit on the correlation coef. When the
two class er decisions u; and u, are exactly complementary, i.e., if one classi er's decision is

1, the other classi er's decision is O, it can be shown that the correlation ¢ oef cients between the
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authentic and impostor decisions are as follows.

8
= PErR1z  — P 05
M1 Peoid) — FR12, FFRI12 .
min 121 = - ﬁ EFRlz; ) (323)
FR12) — . .
- PEr12 FR12’ Prri2 > 035
D 1 min 12:1 0 (3.24)
(3.25)
8
= PEalz  — ‘P 05
. M1 Pcaid) 2y 2 .
(I v @29
- Pra12 = FAlZ; Praiz > 05
D 1 min 12:0 0 (3.27)
(3.29)

Thevalidity of the rst of the above four equationsis shown later in Section 3 .3 for two-classifer
complementary authentic decisions. The derivation of the second of the above two equationsis ex-
actly same when the conditional dependence on authentics is replaced with the conditional depen-
dence on impostors. It should be noted that the maximum diversity depends on the value of PEr12
and Pg a12 and the theoretical lower limit of the correlation coef cient lies between-1 an d 0.

The region where monotonic rules are optimal is of interest. By staying within this region in
classi er combination, the search for the optimum decision rule will be limited to mono tonic rules.
For a given value of the authentic correlation coef cient 129, the region where monotonically
increasing rules are optimal is shown below. When the authentic correlation coef cient, 121 IS
equal to 0.8, Figure 3.1 shows the regions of (Pra12; PEr12) Where the optimum decision fusion
rule is monotonically increasing. This represents the entire possible region where 1 Pgri»
Pea12. In other words, the region of (Per12; PEa12) for optimal monotonically increasing rulesis
not limited for the chosen value of conditionally dependent authentic decisions. These regions are
found by checking where the inequality constraints on 12.0 given in Eq.(7.33) and Eq.(7.33) hold
when the value of the authentic correlation coef cient is 0.8.

The limits of the impostor correlation coef cient, 12,0 at this region of (Prri2; Pra12) are
shown in Figure 3.2. The upper limit of the impostor correlation correlation coef cient varies be-

tween 1 and 0.8. The lower limit varies between -1 and 0.8. Thisimplies that thereisalarge region
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