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ABSTRACT

This thesis presents fundamental limits and practical algorithms for multi-sensor sys-

tems in ‘large-scale detection’ applications. Multi-sensor systems combine multiple sensor

observations to detect or estimate the state of an environment. We de�ne ‘large-scale de-

tection’ as a detection problem where sensors are used to detect the state of a discrete grid

or vector. Such problems characterize many important applications, including detection

and classi�cation of targets in a geographical area using a s ensor network, and detecting

complex chemicals using a chemical sensor array.

While multi-sensor systems have been deployed in large-scale detection applications,

many basic theoretical questions regarding sensor allocation and sensor selection have not

been addressed in earlier work. To understand the performance limits of such systems,

recent work proposed the idea of a ‘sensing capacity.’ While a de�nition was provided,

the existence of a strictly positive sensing capacity, and therefore the practical value of this

idea, remained an open question. One of the main contributions of this thesis is to de�ne

a sensing capacity that allows for a tolerable detection error. For this de�nition, we prove

the existence of a positive sensing capacity for a number of multi-sensor system models.

The sensing capacity provides fundamental limits on the number of sensor measure-

ments required to detect the state of an environment. We obtain our theoretical results

by using the insight that large-scale detection problems bear a striking resemblance to the

problem of communicating over a noisy channel. In communications, Shannon’s celebrated

channel capacity results bound the maximum rate of transmission below which coding

schemes with error probability arbitrarily close to zero are feasible. For a large-scale de-

tection application, our results bound the minimum number of sensors required to achieve

a desired detection accuracy with arbitrarily small probability of error.



iv

We analyze the sensing capacity for several multi-sensor system models, and extend this

analysis to account for spatial and temporal dependence in the environment being sensed.

Sensing capacity differs signi�cantly from channel capaci ty, since it is not a mutual infor-

mation. This has practical implications for the problem of sensor selection. In addition,

our results differ signi�cantly from classical detection t heory, where the probability of er-

ror approaches zero as the ratio of hypotheses to sensor measurements goes to zero. In

contrast, we show that there exists a positive ratio of the size of the grid or vector being

detected to the number of sensor measurements below which error can be made arbitrarily

close to zero.

An important implication of our theoretical results is the connection provided by the

sensing capacity between multi-sensor systems and the large number of coding ideas used

to build communications systems. To demonstrate the bene�t of this insight, we extend the

idea of sequential decoding from convolutional codes to multi-sensor systems. Sequential

decoding is a low-complexity decoding heuristic for convolutional codes that works well

at rates suf�ciently below the channel capacity. In simulat ions of robot mapping, we show

that this idea can be applied to sensor fusion in multi-sensor systems, as an alternative to

complex algorithms such as the belief propagation algorithm.

To demonstrate the impact of the ideas presented in this thesis in a practical applica-

tion, we show how a simple IR thermometer can be used to detect multiple targets. In

practice, such sensors are used to estimate the temperature of a speci�c object. To enable

the use of such sensors in target detection, we develop a realistic physics-based sensor

model that accounts for the interaction of multiple hot targets with the sensor. In simula-

tion, we demonstrate that for a suf�cient number of IR sensor measurements, sequential

decoding algorithms have sharp empirical performance transitions, becoming both compu-

tationally ef�cient and accurate. Empirically, the sequen tial decoding algorithm achieves
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accurate decoding with bounded computations per target position given a suf�cient num-

ber of sensor measurements. This result suggests the existence of a ‘computational cut-off

rate’ at rates suf�ciently below the sensing capacity, simi lar to the one that exists for chan-

nel codes. In addition, these results demonstrate a computationally ef�cient way to obtain

accurate detection using noisy, low-resolution sensors. Other approaches such as belief

propagation achieved inferior accuracy with a signi�cantl y higher computational burden.

We validate the feasibility of our approach in a series of experiments using an actual IR

temperature sensor. Our results point to the possibility of building a cheap alternative to

expensive IR cameras using simple IR sensors.
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CHAPTER 1

INTRODUCTION

Advances in the integration of communication, computation, and sensing have sparked a

surge of interest in multi-sensor systems with a large number of sensors. The term ‘multi-

sensor systems’ refers to systems that combine multiple sensor observations to obtain in-

formation about an environment [1], [2], [3]. Examples of such systems include sensor

networks, chemical sensor arrays, and autonomous robots. A large number of sensors en-

able such systems to reduce noise by exploiting redundant measurements, and to resolve

ambiguity by exploiting diverse sensor locations. Further, in many sensor network applica-

tions, such as pollution monitoring and border security, the environment being sensed has

a large scale that exceeds the range of any one sensor. As a result, collecting measurements

from multiple sensors is essential in such applications. While sensor networks are an exam-

ple of a multi-sensor system, we are careful to distinguish between the two terms. Research

in sensor networks explicitly accounts for the effect of communication on distributed sens-

ing. In this thesis, we focus exclusively on the problem of sensing an environment using

multiple sensors.

Obtaining information about an environment can be cast as either an ‘estimation’ or

a ‘detection’ problem. In estimation problems, such as the problem of estimating a con-

1
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tinuous �eld to within a desired distortion, the state of the environment is continuous.

In detection problems, such as binary hypothesis testing, the state of the environment is

represented as a �nite set of hypotheses. In this thesis, we d e�ne and study ‘large-scale

detection’ problems, where the state of the environment belongs to an exponentially large,

but structured set of hypotheses. These problems characterize many important and diverse

sensing applications, such as detecting vehicles over a geographical area using a sensor

network, and detecting complex substances using a chemical sensor array.

Despite the signi�cant number of deployed multi-sensor sys tems, previous theoretical

work cannot answer many basic design questions in a general manner. One of the reasons

for the lack of a general understanding is the large variety of dissimilar application domains.

Examples include pollution monitoring, surveillance, computer network monitoring, and

detecting complex chemical substances. Sensing modalities also differ widely. Examples

include acoustic, seismic, and infrared sensors. The sheer diversity of multi-sensor systems

makes it dif�cult to gain insight that is both general and use ful.

We exploit the structure of large-scale detection problems to demonstrate a fundamental

information-theoretic relationship between the number of sensors and the ability of a multi-

sensor system to detect the state of the environment to within a desired accuracy. Using

our theoretical results, we demonstrate a useful and novel tradeoff between sensing and the

computational complexity of detection. Finally, we show the impact of these theoretical

and algorithmic insights by using a simple IR temperature sensor to detect multiple targets.

1.1 MOTIVATING APPLICATIONS

To motivate the study of large-scale detection problems, we consider the following

examples.
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Robotic Mapping: In mapping [4], robots collect sensor measurements to map an

unknown environment for the purpose of navigation. [5] introduced occupancy grids, one

of the most popular approaches to this problem. In occupancy grids, the environment is

modeled as a discrete grid, where each grid location has a value corresponding to the state

of the environment. For example, in a binary grid a ‘0’ can indicate free space, while a

‘1’ can indicate an obstacle. A robot traversing an unknown environment collects sensor

measurements that encode the state of the environment. For example, a robot using a sonar

sensor emits a wide acoustic pulse and measures the time until a re�ected pulse is sensed.

These readings are ambiguous, since one cannot infer the precise location of the obstacle

that caused the re�ection from a single sensor reading. In ad dition, sonar readings are

noisy. As a result, multiple sensor measurements must be used to distinguish among an

exponentially large number of possible grid states. The sequence of sonar readings can be

viewed as a noise-corrupted codeword corresponding to the state of the grid. While robotic

mapping systems have been successfully implemented in practice, little can be said about

their theoretical performance. Theoretical understanding could shed light on the number

of sensor measurements required to map an unknown environment. In addition, theory

can provide insight into questions about sensor selection. Is it better to use cheap, low-

power, wide-angle sensors or expensive, high-power, narrow-angle sensors? A theoretical

framework could inform an answer to this question.

Video Surveillance: [6] used multi-camera sensor networks to detect and track objects

across multiple areas, and [7] uses multiple cameras to localize moving objects in a room.

The region under surveillance can be viewed as a three-dimensional grid. For example,

each grid position can have a binary value, representing motion or lack of motion in that

grid position. As in the previous example, the number of states of this grid is exponential

in the number of grid blocks. Each camera observes a subset of grid blocks, but intro-
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duces ambiguity by reducing a three-dimensional volume to a two-dimensional image. As

a result, multiple camera images must be combined to detect the state of the environment.

The set of images encodes the grid state. While practical systems for surveillance applica-

tions are deployed, a theoretical framework for understanding performance limits for such

problems is not available.

Chemical Sensor Arrays: Identifying a complex chemical substance is a third example

of a large-scale detection problem. In this application, the output of chemical sensor arrays,

consisting of heterogeneous chemical sensors, is used to distinguish among a large number

of substances [8]. A substance can be modeled as a mixture of constituent chemicals at var-

ious discrete concentration levels, resulting in an exponentially large set of possible states.

Each chemical sensor in the array reacts to a subset of chemicals. For example, sensors

can output a voltage proportional to a weighted sum of the concentrations of a subset of

chemicals. The output of a chemical sensor array encodes the state of the sample being

sensed. As in the previous two examples, theory could provide insight into the practical

design of such sensor arrays.

Vehicle Detection and Classi�cation: Target detection and classi�cation in a geo-

graphical area is an important class of applications for sensor networks [9], and a �nal

motivating example of a large-scale detection problem. We consider the problem of detec-

tion and classi�cation using seismic sensors, as demonstra ted in [9], [10]. The environment

can be modeled as a discrete grid, where each position can contain targets of multiple types.

The number of target con�gurations is exponential in the num ber of grid blocks. Seismic

sensors are scattered randomly on this grid, and sense the vibrations of targets over subsets

of the grid. The intensity of vibration is dependent on the target’s distance from the sensor,

and therefore a single sensor cannot distinguish between many targets far away and a single

target nearby. The set of seismic sensor outputs encodes the location and class of targets in
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the �eld.

The examples discussed above motivate the de�nition of a lar ge-scale detection prob-

lem presented in the following section.

1.2 LARGE-SCALE DETECTION

In classical detection theory [11], an environment being sensed can take on one of M

states. For example, in a binary hypothesis testing application, M = 2. Large-scale de-

tection problems are a structured subset of detection problems de�ned using the following

two assumptions, which characterize the examples considered in Section 1.1.

1. The state of the environment is an element in the set of all discrete vectors or grids.

2. Each sensor produces a noise-corrupted function of a subset of the entries in the state.

Due to the �rst assumption, the number of feasible states is e xponentially large. For

example, if the state of the environment is a binary vector of length k, M = 2k. The second

assumption restricts the feasible relationships between the state of the environment and

sensor output. For such sensors, output for different states is dependent. As a result, similar

states (e.g. nearly identical state vectors) are likely to cause similar sensor outputs. We will

elaborate on this point in Chapter 2. Sensor measurements must be fused to detect the state

of the environment. We refer to the problem of using such noisy sensor measurements to

detect a grid or a vector as a large-scale detection problem.

The problem of large-scale detection differs from the problem of distributed detection

[12]. In distributed detection, multiple sensors are used to distinguish among some �nite

set of hypotheses. However, the set of hypotheses is not exponentially large, nor is it

structured. Further, no assumptions restrict the relationship between the hypotheses and

the sensor outputs. Instead such problems focus on the performance attainable when each
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sensor locally compresses the sensor observations by making a detection decision, and the

local decisions are forwarded to a fusion center.

1.3 THESIS SUMMARY

This thesis presents theoretical, algorithmic, and experimental results. These results are

summarized below.

1.3.1 Theory - Sensing Capacity

We obtain our results by drawing an analogy between sensing and communications.

This analogy is inspired by a general observation about the similarity of the two prob-

lems in [13]. For a �xed sensor con�guration, each state of th e environment induces a

corresponding set of sensor outputs. This set of sensor outputs can be viewed as a noise-

corrupted ‘codeword,’ which must be ‘decoded’ in order to detect the state of the envi-

ronment. In communications, Shannon’s channel capacities provide fundamental limits on

rates of transmission where error arbitrary close to zero is achievable. Is there such a limit

for multi-sensor systems?

[13] proposed the idea of a ‘sensing capacity’ in order to �nd the minimum number

of sensors required to sense multiple targets. In this work, the sensing capacity is de�ned

as the maximum ratio of targets to sensors, for which the probability of error of a sensor

network can be made arbitrarily close to zero. The question of whether there exists a pos-

itive sensing capacity, and therefore the practical value of the sensing capacity, remained

open. The sensing capacity as de�ned in [13] is zero, and ther efore lacks practical value.

The infeasibility of error-free detection using a strictly positive ratio of targets to sensors

is due to the important observation, presented in Chapter 2, that in multi-sensor systems

codewords are dependent. However, the ideas behind the de�n ition of sensing capacity
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presented in [13] motivated our theoretical work. One of the main contributions of this

thesis is to introduce a de�nition of sensing capacity that a llows for detection to within a

tolerable distortion. For this de�nition, we prove the exis tence of a strictly positive sens-

ing capacity for a number of multi-sensor system models. Our sensing capacity results

bound the minimum number of sensors for which detection error arbitrarily close to zero is

achievable.

In Chapter 2 we introduce a simple but useful multi-sensor system model that can be

used to model applications such as chemical sensor array-based detection and computer

network monitoring. We bound the sensing capacity for this model. The sensing capacity

bound differs signi�cantly from the standard channel capac ity results, and requires novel

arguments to account for the constrained encoding of a sensing system. This is an important

observation due to the use of mutual information as a sensor selection heuristic [1]. Our

result shows that this is not the correct metric for large-scale detection applications. Exten-

sions are presented to account for non-binary target vectors, target sparsity, and heteroge-

neous sensors. Plotting the sensing capacity bound, we demonstrate interesting tradeoffs.

For example, perhaps counter-intuitively, sensors of shorter range can achieve a desired

detection accuracy with fewer measurements than sensors of longer range. Finally, we also

compare our sensing capacity bound to simulated multi-sensor system performance. In

these empirical results, detecting a larger vector required fewer sensors to achieve a desired

accuracy than detecting a smaller vector. This observation is analogous to the information-

theoretic insight in communication that codes with a large block length can be used to

achieve lower error rates.

Chapter 2 also introduces a multi-sensor system model that accounts for contiguity in a

sensor’s �eld of view. Contiguity is an essential aspect of m any classes of sensors. For ex-

ample, cameras observe localized regions and seismic sensors sense vibrations from nearby
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targets. We analyze the sensing capacity for two cases, where the state of the environment

is modeled as a vector and as a two-dimensional grid. While a one-dimensional vector can

model sensor network applications such as border security and traf�c monitoring, results

about two dimensions signi�cantly increase the type of appl ications to which our bounds

apply.

Chapter 3 contains an analysis of the effect of spatial and temporal dependence on the

sensing capacity. To demonstrate the effect of spatial dependence, we bound the sensing

capacity for an environment modeled as a Markov Random Field. For temporal depen-

dence, we analyze the sensing capacity when the state of an environment is modeled as a

sequence of discrete vectors with Markov dependence.

1.3.2 Algorithms - Sequential Decoding

In Chapter 4 we demonstrate how the insight of the sensing capacity can be used to

achieve a novel tradeoff between sensing and the computational complexity of detection.

We �rst introduce the problem of detection complexity in lar ge-scale detection applica-

tions and discuss the design choice it presents between complexity and accuracy. Drawing

an analogy between multi-sensor systems and convolutional codes, we show how this de-

sign choice can be altered by using additional sensors. We extend the sequential decoding

algorithm, used to decode convolutional codes, to the context of multi-sensor systems. In a

simulated robotic mapping application, we demonstrate that this algorithm exhibits a sharp

performance transition for suf�cient sensor measurements , becoming both computation-

ally ef�cient and accurate. Given enough sensor measuremen ts, sequential decoding is as

accurate and computationally more ef�cient than more compl ex algorithms, such as belief

propagation.
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1.3.3 Experiments - Detecting Targets Using an IR Temperature Sensor

Chapter 5 demonstrates the impact of our theoretical and algorithmic work in an IR

temperature sensing application. In experiments and simulation, we use a low-resolution,

inexpensive, non-contact IR temperature sensor. Typically, such sensors are used to esti-

mate the temperature of a speci�c object at a distance. Inste ad, we demonstrate that this

sensor can be used in a large-scale detection application to detect multiple targets in a grid.

Due to its physical aperture, the sensor is affected by multiple target locations in a grid at

the same time. Using sequential decoding, and a suf�ciently large number of sensor mea-

surements, we demonstrate accurate large-scale detection results in both experiments and

simulations. These results were obtained in a computationally ef�cient manner, since for

suf�cient sensor measurements the running time of sequenti al decoding is linear in the sen-

sor’s �eld of view. In contrast, algorithms such as belief pr opagation have running time that

is exponential in the sensor’s �eld of view. The results of th e experiment are also interesting

in their own right, since they demonstrate the potential of using a cheap IR sensor instead

of an expensive IR camera in applications such as industrial monitoring and robotics.

1.3.4 Contributions

The following is a concise list of the contributions of this thesis.

1. De�ned ‘large-scale detection’ problems, and developed a useful analogy between

multi-sensor systems in large-scale detection applications and communication across

a noisy channel.

2. Introduced a de�nition of sensing capacity that allows fo r detection to within a de-

sired distortion, and proved that this sensing capacity is strictly positive for several

multi-sensor system models. This information-theoretic result presents fundamental
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limits on the performance of multi-sensor systems and leads to a number of design in-

sights. The proof required novel arguments to account for the codeword dependence

that distinguishes multi-sensor systems from communications systems.

3. Demonstrated sensing capacity bounds that account for sensor heterogeneity, non-

binary targets, and target sparsity. Proved sensing capacity bounds that account for

temporal and spatial dependence in the environment.

4. Demonstrated how the tradeoff between computational complexity and accuracy in

large-scale detection can be altered by collecting additional measurements, using the

insight of the connection between communications and multi-sensor systems. Ex-

tended sequential decoding algorithm from convolutional codes to the context of

multi-sensor systems. Empirically demonstrated that above a certain number of sen-

sor measurements, sequential decoding becomes both accurate and computationally

ef�cient. This behavior suggests the existence of a ‘comput ational cutoff rate’ anal-

ogous to the one that exists in channel codes. In simulation, we showed that for suf-

�cient sensor measurements, the computational complexity of sequential decoding

increased linearly with sensor range, while the computational complexity of belief

propagation increased exponentially.

5. Showed how a simple IR temperature sensor can be used to detect multiple targets.

Introduced a physics-based model to enable the use of this sensor in a large-scale de-

tection application. Validated the performance of sequential decoding in simulation

using our realistic sensor model, and compared it to other algorithms. Our exper-

iments demonstrate accurate detection of multiple hot targets in a high-resolution

grid. These experiments point to the feasibility of building an inexpensive alternative

to expensive IR cameras.
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1.4 NOTATION

We denote random variables and functions by upper-case letters (X), and instantiations

or constants by lower-case letters (x). Bold-font denotes vectors (X). A sequence of

vectors is also denoted using bold font, and its elements are denoted using a superscript

index (Xn). log(�) has base-2. Sets are denoted using calligraphic script (X ). D(P jjQ)

denotes the Kullback-Leibler distance between probability mass functions P and Q, and

H(P ) denotes entropy of a random variable with probability mass function P . H(QjP ) is

the conditional entropy of a random variable with conditional probability mass function Q

given another random variable with probability mass function P .



CHAPTER 2

SENSING CAPACITY OF
MULTI-SENSOR SYSTEMS

In this chapter we introduce fundamental limits on the performance of multi-sensor systems

in large-scale detection applications. These results are obtained using the key insight that

the problem of large-scale detection using noisy sensors and the problem of communicating

over a noisy channel share fundamental similarities. Much of the work presented in this

chapter appears in [14] and [15].

2.1 MULTI-SENSOR SYSTEMS AND COMMUNICATION CHANNELS

The examples described in Section 1.1 motivate the multi-sensor system model shown

in Figure 2.1. A discrete target vector v represents the state of the environment. The term

‘state’ and ‘target vector’ are used interchangeably in this thesis. A �xed sensor con�gu-

ration encodes the state as a vector of noiseless sensor outputs that form the codeword x.

The observed, noisy sensor measurements are written as y, a noise-corrupted version of x.

Finally, a detection algorithm uses y to compute a guess of the state of the environment v̂.

The multi-sensor system model shown in Figure 2.1 is similar to the classical communi-

cation channel model shown in Figure 2.2. The target vector v corresponds to the message

12
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Figure 2.1: Multi-sensor system model.
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Channel
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Figure 2.2: Communication channel model.

m being sent. The multi-sensor system acts as a channel encoder, producing the code-

word x. Finally, a detection algorithm acts as a channel decoder on the noise corrupted

codeword y. Shannon’s celebrated Channel capacity results provide limits for the com-

munications channel [16]. Is there such a limit for the multi-sensor system model? [13]

proposed the idea of a sensing capacity, but the existence of a positive sensing capacity,

and therefore the practical value of this idea, remained an open question. Using the def-

inition presented in [13], the sensing capacity is zero, and therefore lacks practical value.

The infeasibility of positive sensing capacity using this de�nition is due to the observation,

discussed below, that in multi-sensor systems codewords are dependent. Inspired by this

earlier work, [17] introduced a de�nition of sensing capaci ty that allowed for detection to

within a tolerable distortion, and demonstrated a model for which this sensing capacity can

be strictly positive. This result demonstrates that the sensing capacity plays a role in our

multi-sensor system model analogous to the role of channel capacity in a communications

channel. However, because the models differ in signi�cant w ays, the notions of channel

capacity and sensing capacity also differ.

The most important difference between the multi-sensor system model and a communi-

cation channel model is at the encoder. In communications, the content of the message and
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its codeword representation can be decoupled. Further, the channel encoder can implement

any mapping between message and codeword. As a result, two highly similar messages

can be differentiated with arbitrarily high accuracy. In contrast, a multi-sensor system en-

coder uses the same sensor con�guration to encode all states of the environment. Further,

since sensors react to some phenomena in the environment and are limited by physical

constraints, the codeword associated with a particular state of the environment is a direct

function of that state. Therefore the state and its codeword representation are coupled. As

a result, two highly similar states of the environment cannot be distinguished with arbitrar-

ily high accuracy. While similarities between the sensing system model and the channel

model motivate the application of insights about communications from information theory,

signi�cant differences between the two models require care in applying such insights in

order to understand the impact of these differences on the �n al theoretical results.

2.2 SENSING CAPACITY OF THE ARBITRARY CONNECTIONS MODEL

In this section we de�ne and analyze the sensing capacity of t he arbitrary connections

model, a simple but useful model introduced in [17]. The graphical nature of this model

is inspired by a general graphical model for sensor networks introduced in [18], the �rst

publication of which we are aware that introduced the idea of modeling sensor networks as

a graphical model.

2.2.1 Arbitrary Connections Model

Figure 2.3 shows an example of the arbitrary connections model. The state of the

environment is modeled as a k-dimensional binary target vector v. Each position in the

vector may represent the presence of a target in an actual region in space, or may have

other interpretations, such as the presence of a speci�c che mical in a sample. The possible
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Figure 2.3: Arbitrary connections model with k = 7; n = 4; c = 2; and a sum sensing
function.

target vectors are denoted vi, i 2 f1; : : : ; 2kg. We say that ‘a certain v has occurred’ if that

vector represents the true state. We de�ne a multi-sensor sy stem s(k; n) as a graph showing

the connections of n sensors to k positions in the target vector. The multi-sensor system

has n identical sensors. Sensor ‘ senses exactly c out of the k spatial positions (shown

in the graph as c connections). We refer to such sensors as having a range c. Ideally,

each sensor produces a value x 2 X that is an arbitrary function of the targets which it

senses, x‘ = 	(v‘t1 ; : : : ; v‘tc
). Thus, the ‘ideal output vector’ of the multi-sensor system

x depends on the sensor connections, and on the target vector v that occurs. However, we

assume that each sensor output y 2 Y is corrupted by noise, so that the conditional p.m.f.

PY jX(yjx) determines the output. Since the sensors are identical, PY jX is the same for all

the sensors. Further, we assume that the noise is independent in the sensors, so that the

‘sensor output vector’ y relates to the ideal output x as PY jX(yjx) =
Qn

‘=1 PY jX(y‘jx‘).

Given the noise corrupted output y of the multi-sensor system, we detect the target vector

v which occurred by using a detector g(y). Because of the constrained encoding of a

multi-sensor system, we allow the decoder a distortion of D 2 [0; 1]. Denoting dH(vi;vj)
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as the Hamming distance between two target vectors, the tolerable distortion region of

vi is Dvi
= fj : 1

k
dH(vi;vj) < Dg. Given that vi occurred, the detector is in error if

g(y) 62 Dvi
.

Figure 2.3 shows the target vector v = (0; 0; 1; 0; 1; 1; 0), indicating 3 targets among

the 7 target positions. In this example, the sensing function 	 is a sum that indicates the

number of positions which contain a target, x‘ =
Pc

u=1 v‘tu
, so that x 2 X = f0; 1; : : : ; cg.

Such a function could model a chemical sensor that is sensitive to a subset of chemicals

and whose output is linearly proportional to the number of such chemicals present in the

sample. More complex, e.g. nonlinear, relationships between chemicals and sensor output

require a different choice of 	. In the �gure, each sensor senses two target positions, and

the sensors encode the target vector as x = (1; 0; 2; 1). However, due to noise, the observed

vector of sensor outputs is y = (1; 1; 2; 1). The target vector v0 = (0; 1; 1; 0; 1; 1; 0),

which differs from v in one target position, is encoded as x = (1; 1; 2; 1). As a result a

detection algorithm can easily confuse v0 for v, demonstrating the limitation imposed by

the constrained encoding of a multi-sensor system.

The arbitrary connections model describes large-scale detection problems that do not

have a spatial aspect. Examples of such applications include the detection of complex

chemical and computer network monitoring. Disease detection in a population where in-

dividual samples can be combined is another such application. In addition to practical

utility, this model is easy to analyze and provides useful insights into large-scale detection

problems.

2.2.2 Sensing Capacity De�nitions

How many sensor measurements must a multi-sensor system collect to detect a tar-

get vector to within a desired distortion? To answer this question, we de�ne the idea of
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a ‘sensing capacity’ for the arbitrary connections model. The probability of error of a

multi-sensor system given that target vector vi occurred is Pe;i;s = Pr(errorji; s;xi;y) =

Pr(g(y) 62 Dvi
jvi; s;xi;y). The expected probability of error for a multi-sensor system

is Pe;s =
P

i Pe;i;sPV (vi). The rate R of a multi-sensor system is de�ned as the ratio of

target positions being sensed to the number of sensor measurements, R = k
n

. The sensing

capacity of a multi-sensor system, C(D), is de�ned as the maximum rate R such that be-

low this rate there exists a sequence of multi-sensor systems s(dnRe; n) whose expected

probability of error across all target vectors goes to zero with increasing n, that is, Pe;s ! 0

as n ! 1 at a �xed rate R.

Is C(D) nonzero? One of the main contributions of the theorem presented in this sec-

tion is to demonstrate that the sensing capacity can be strictly positive for the arbitrary

connections model. We use a random coding argument to obtain a bound on the sens-

ing capacity for the arbitrary connections model. Instead of constructing a sequence of

multi-sensor systems directly, we bound the expected probability of error, averaged over

a randomly generated ensemble of multi-sensor systems. The multi-sensor systems are

generated as follows. Each sensor connects to c randomly chosen target positions out of

the k possible positions. The connections are made independently, and are chosen with re-

placement. Therefore a sensor can choose the same target position more than once. These

random connections differentiate our model from the model used in [18], and enable us to

use the method of types [19] to prove our bounds. Further, [18] presents a factor graph

model where the factors are posterior probabilities of targets conditioned on sensors. The

arbitrary connections model only models the probabilities of sensors given targets. Our

model is similar to the model introduced in [20], though sensors are limited in the number

of targets to which they can connect. This difference, also enables the use of the method of

types. When we take the expectation over all such randomly generated multi-sensor sys-
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tems, the ideal sensor outputs associated with each target vector become random. Since a

multi-sensor system produces a codeword that is a function of the target vector, codeword

distribution depends on the occurring target vector. We denote the random vector which

occurs when vi is the target vector as Xi. Because each sensor forms its connections in-

dependently, PXi
(xi) =

Qn

‘=1 PXi
(xi‘). It is important to note that sensor outputs are in

general not independent, and are only independent when we condition on the occurrence

of a particular target vector. Further, it is important to note that the random vectors Xi and

Xj associated with a pair of target vectors vi and vj, respectively, are not independent,

since the sensor connections produce a dependency between them. Thus, the ‘codewords’

fXi; i = 1; 2; : : : ; 2kg of the multi-sensor system are non-identical and dependent on each

other, unlike channel codes in classical information theory. Using this probabilistic model

for multi-sensor system generation, we write the expected probability of error, averaged

over the multi-sensor system ensemble, as Pe = E S[Pe;S]. Theorem 1 in Section 2.2.3

bounds this quantity to prove a lower bound CLB(D) on the sensing capacity C(D).

The statement of the result presented in this section relies on the method of types [19],

and requires an explanation of types and joint types. Since in the random multi-sensor

system construction, each sensor connects to c target positions independently, the distri-

bution of a sensor’s ideal output Xi depends only on the type 
 = (
0; 
1) of vi. The

type of target vector vi is a histogram of the number of 0’s and 1’s in vi. Here, 
0 de-

notes the fraction of zeros in vi. Since sensor connections are generated independently

and uniformly across target positions in the arbitrary connections model, we can write

PXi
(xi) = P 
;n(xi) =

Qn

‘=1 P

(xi‘) for all vi of the same type 
.

Since a single multi-sensor system encodes all target vectors, pairs of codewords are

dependent, unlike codes in communications. The joint probability of two codewords PXiXj

depends on the joint type of the target vectors vi and vj. The joint type is � = (�00; �01; �10; �11).
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vj 
 of vj � of vj with vi = 0010110

0010110
�

4
7
; 3

7

� �

4
7
; 0; 0; 3

7

�

0000110
�

5
7
; 2

7

� �

4
7
; 0; 1

7
; 2

7

�

1000011
�

4
7
; 3

7

� �

2
7
; 2

7
; 2

7
; 1

7

�

0000000
�

1; 0
� �

5
7
; 0; 3

7
; 0
�

Table 2.1: Joint types � for four pairs of target vectors.

Here, �01 is the fraction of positions in vi;vj where vi has bit ‘0’ while vj has bit ‘1’. We

de�ne �00; �10; �11 similarly.

Following the notation introduced in [19], � 2 Pk(f0; 1g; f0; 1g), indicating that

� is in the set of joint types of k-bit binary vector pairs. Again, since sensor connec-

tions are generated independently and with uniform probability across target positions,

PXi ;Xj
(xi;xj) = P�;n(xi;xj) =

Qn

‘=1 P
�(xi‘; xj‘) for all vi;vj of the same joint type �.

Since the joint type � also de�nes the type 
 of vi, we have �00 +�01 = 
0, �10 +�11 = 
1.

We give speci�c examples of these quantities using the examp le shown in Figure 2.3,

where c = 2 and sensors count the number of targets present in the target positions that

they sense. Table 2.1 lists the types of four vectors vj, and their joint type with the target

vector in the example vi = 0010110. Given a target vector, a sensor will output ‘2’ only if

both of its connections connect to positions with a ‘1.’ For a vector of type 
, this occurs

with probability (
1)
2. Table 2.2 describes the complete output p.m.f. for a randomly

generated sensor, given that a vector of type 
 occurred. Given two target vectors vi;vj of

joint type �, a sensor will output ‘0’ for both target vectors only if both its connections are

connected to target positions that have a ‘0’ bit in both these target vectors. This happens

with probability (�00)2. Table 2.3 lists the complete joint p.m.f. PXiXj
(xi; xj) = P�(xi; xj)

of a randomly generated sensor for two target vectors with a joint type �.
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Xi Xi = 0 Xi = 1 Xi = 2
PXi

(
0)
2 2
0
1 (
1)

2

Table 2.2: Distribution of Xi in terms of the type 
 of vi when c = 2.

PXiXj
Xj = 0 Xj = 1 Xj = 2

Xi = 0 (�00)2 2�00�01 (�01)2

Xi = 1 2�00�10 2 (�10�01 + �00�11) 2�01�11

Xi = 2 (�10)2 2�10�11 (�11)2

Table 2.3: Joint distribution of Xj and Xi in terms of the joint type � of vi;vj when c = 2.

2.2.3 Sensing Capacity Lower Bound

We specify two probability distributions which we will utilize in the main theorem of

this section. The �rst is the joint distribution of the ideal output xi when vi occurs, and the

noise corrupted output y, PXiY (xi;y) =
Qn

‘=1 PXiY (xi‘; y‘) =
Qn

‘=1 PXi
(xi‘)PY jX(y‘jxi‘).

The second distribution is the joint distribution of the ideal output xi corresponding to vi

and the noise corrupted output y generated by the occurrence of a different target vec-

tor vj. We can write this joint distribution as Q(j)
XiY (xi;y) =

Qn

‘=1Q
(j)
XiY (xi‘; y‘) =

Qn

‘=1

P

a2X PXi;Xj
(xi‘; xj = a)PY jX(y‘jxj = a). Note that, although Y was produced

by Xj, Xi and Y are dependent because of the dependence of Xi and Xj.

We argued earlier that, due to the random multi-sensor system construction, PXi
and

PXiXj
can be computed using the type 
 of vi and joint type � of vi;vj respectively. Thus,

we write PXiY (xi;y) =
Qn

‘=1 P


XiY

(xi‘; y‘), where P 

XiY

(xi; y) = P 
(xi)PY jX(yjxi).

Similarly, we writeQ(j)
XiY (xi;y) =

Qn

‘=1 Q
�
XiY (xi‘; y‘) whereQ�

XiY (xi; y) =
P

a2X P
�(xi; xj =

a)PY jX(yjxj = a). We are now ready to state the main theorem of this section.
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Theorem 1 (Sensing Capacity Theorem for the Arbitrary Connections Model) The sens-
ing capacity at distortion D is bounded as,

C(D) � CLB(D) = min
�

�01+�10�D
�00+�01=
0
�10+�11=
1

D
�

P 

XiY

kQ�
XiY

�

H(�) �H(
)
(2.1)

where 
 = (0:5; 0:5) and � = (�00; �01; �10; �11) is an arbitrary probability mass function.

The most striking difference between the result shown in Theorem 1 and Shannon’s

channel capacity results is that the bound on the sensing capacity is not a mutual informa-

tion. From the de�nition of Q�
XiY , we notice that if the ‘codewords’ Xi were independent,

the Kullback-Leibler distance would reduce to the mutual information between Xi and its

noisy version Y . This is an important difference because of the frequent use of mutual

information as a sensor selection metric (e.g. [1]), and indicates that the mutual informa-

tion is not the correct notion of information for large-scale detection applications. The

difference between channel capacity and sensing capacity arises due to different codeword

geometries. In proofs of the achievability of channel capacity, since a codeword can be

arbitrarily assigned to a message in communications, codewords are distributed uniformly.

In a multi-sensor system, the codeword distribution depends on the state of the environment

(the target vector). Codewords are clustered, with similar target vectors encoded as similar

codewords. As a result, similar target vectors are more likely to be confused due to noise

than dissimilar target vectors. The Kullback-Leibler distance in Theorem 1 is the appropri-

ate information measure for such a codeword geometry. The denominator in Theorem (1)

accounts for disparities in the size of codewords clusters. The minimization over the joint

type appears because the �closest� target vectors dominate the error probability. Thus, the

sensing capacity is similar to classical channel capacity, with differences arising due to the

non-identical, dependent codeword distribution.

The proof of Theorem 1 broadly follows the proof of channel capacity provided by Gal-
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lager [21], by analyzing a union bound of pair-wise error probabilities, averaged over ran-

domly generated multi-sensor systems. However, it differs from [21] in several important

ways. In our multi-sensor system model, the codewords are dependent and non-identically

distributed. To prove our bound, we group the exponential number of pair-wise error terms

into a polynomial number of terms using the method of types.

Proof: We assume a maximum-likelihood detector gML(y) = arg maxj PY jX(yjxj).

For this detector, we consider Pe = 1
2k

P

i Pe;i, where we assume that the target vectors are

equally likely. Pe;i is the error probability when the ith target vector occurs, averaged over

all randomly generated multi-sensor systems. For a �xed mul ti-sensor system s, there is a

known and �xed correspondence between target vectors vi and codewords xi. Since our

sensor network is chosen randomly, the set of codewords is random, C = fX1; : : : ;X2kg.

Pe = E V Y C [Pr(g(Y ) 62 DV jV ; C;Y )] (2.2)

Using the fact that we are taking the expectation of a probability, we bound Pe as follows,

Pe � E V Y C

"

X

w

Pr(g(Y ) 2 SwjV ; C;Y )�

#

(2.3)

where � 2 [0; 1], and fS1;S2; : : :g is a partition of the complement of DV , denoted DC
V .

Using the union bound, we upper bound the probability Pr(g(Y ) 2 SwjV ; C;Y ) as fol-

lows,

Pe � E V Y C

"

X

w

 

X

j2Sw

Pr(g(Y ) = jjV ; C;Y )

!�#

(2.4)

The term Pr(g(Y ) = jjV ; C;Y ) is a pair-wise error term that depends only on the code-

words Xi and Xj. Using this observation, the fact that x� is a concave function for

� 2 [0; 1], and Jensen’s inequality, we obtain,

Pe � E V Y Xi

"

X

w

 

X

j2Sw

E Xj jXi
[Pr(g(Y ) = vjjV ;Xi;Xj;Y )]

!�#

(2.5)
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The term Pr(g(Y ) = vjjV ;Xi;Xj;Y ) is a one zero function, equaling one when g(Y ) =

vj and zero otherwise. Using our assumption that g is an ML detector, we upper bound this

probability as follows,

Pe �
1

2k

X

i

X

xi2X n

X

y2Yn

PXi
(xi)PY jX(yjxi)

�
X

w

0

@

X

j2Sw

X

xj 2X n

PXj jXi
(xjjxi)

�

PY jX(yjxj)

PY jX(yjxi)

�
1

1+�

1

A

�

(2.6)

The bound in equation (2.6) has an exponentially large number of terms. Earlier in this

chapter, it was shown that the distributions in this bound can be completely speci�ed by the

type 
 and joint type �, rather than the speci�c i; j pair of target vectors. To do this, we

choose each Sw to be a distinct joint type �, and let w index the set S
(D) of all � that are

the joint type of vi and vj 2 DC
vi

. We group the summation over i according to the type of

vi. Grouping according to the type and joint type enables us to take advantage of the fact

that the number of types is polynomial in k. After grouping according to types, we write

equation (2.6) as,

Pe �
1

2k

X




�(
; k)
X

xi2X n

X

y2Yn

P 
;n(xi)PY jX(yjxi)

�
X

�2S
 (D)

0

@�(�; k)
X

xj 2X n

P�;n(xjjxi)

�

PY jX(yjxj)

PY jX(yjxi)

�
1

1+�

1

A

�

(2.7)

where �(
; k) is the number of target vectors vi of length k and type 
, and where �(�; k)

is the number of target vectors vj of length k and joint type � with a target vector vi of

type 
. S
(D) is de�ned as

S
(D) = f� : �01 + �10 � D; �00 + �01 = 
0; �10 + �11 = 
1g (2.8)

Using standard results from the method of types [19] about the number of binary vectors of
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a given type, we obtain the bound, �(
; k) � 2kH(
). The number of vectors with a given

joint type is bounded as,

�(�; k) =

�

k
0

k�00

��

k
1

k�11

�

� 2k(H(�)�H(
)) (2.9)

Combining equation (2.7) with the bounds on � and �, and using the conditional indepen-

dence of sensor outputs, we obtain,

Pe �
X




X

�2S
 (D)

2�k(1�H(
))2k�(H(�)�H(
))2�nE(�;�) (2.10)

where E(�;�) is de�ned as below,

E(�;�) = � log

 

X

ai2X

X

b2Y

P 
i(ai)PY jX(bjai)
1

1+�

�

X

aj2X

P�(aj jai)PY jX(bjaj)
1

1+�

��

!

(2.11)

Since the number of types 
 and joint types � are upper bounded by (k+ 1)2 and (k + 1)4

respectively, and k = dnRe, implying k < nR + 1, (2.10) is bounded as,

Pe � 2�n(o1(n)+Er(R;D)) (2.12)

where o1(n) ! 0 as n ! 1, and where Er(R;D) is de�ned as,

Er(R;D) = min



min
�2S
 (D)

max
0���1

(E(�;�) +R(1 �H(
)) � �R(H(�) �H(
))) (2.13)

The average error probability Pe ! 0 as n ! 1 if Er(R;D) > 0. Observing that

E(0;�) = 0 8�, we let � go to zero, rather than optimizing it, thus resulting in a lower

bound on Er(R;D). In the above expression, this implies that in order for R to be achiev-

able, E(�;�)
�

+ R 1�H(
)
�

� R(H(�) � H(
)) must be positive for all types and joint types

as � ! 0.

For H(
) 6= 1, 1�H(
)
�

! 1 as � ! 0. For such a 
, Pe ! 0, since Er(R;D) is

positive for all rates R. Since we seek to bound R for which Er(R;D) is positive for all



2.2 SENSING CAPACITY OF THE ARBITRARY CONNECTIONS MODEL 25

types and joint types, we let 
 = (0:5; 0:5). This implies that as � ! 0, R is achievable

when the derivative of E(�;�) with respect to � at � = 0 is greater than R(H(�) �H(
)).

It can be easily shown that @E(�;�)=@�
�

�

�=0
= D(P 


XiY
kQ�

XiY ). Using this derivative in

the analysis above, we see that the achievable rates R are bounded as below.

R � min
�

�01+�10>D
�00+�01=
0
�10+�11=
1

D
�

P 

XiY

kQ�
XiY

�

H(�) �H(
)
(2.14)

where 
 = (0:5; 0:5), and � is an arbitrary p.m.f., since n ! 1. Therefore, the right hand

side of (2.14) is a lower bound on C(D). �

2.2.4 Numerical Results

We compute the capacity bound CLB(D) in (1) for various distortions, noise levels, and

sensor ranges. A sensor of range c is connected to c target positions. We assume that the

sensing function 	 simply counts the number of target positions in the sensor range with a

target present. The sensor noise model assumes that the probability of counting error decays

exponentially with the error magnitude. In the �gures, ‘Noi se = p’ indicates that for a

sensor, P (Y 6= X) = p, with Y = X assumed. In Figure 2.4, we demonstrate CLB(D) for

various sensor noise levels and ranges. We compute this bound by systematically sampling

the space of possible �. While � is a four-dimensional vector, because of constraints

we need to sample only two dimensions in order to search over all valid �. In all cases,

CLB(D) approaches 0 as D approaches 0. This occurs because similar target vectors have

similar codewords due to dependence in the codeword distribution. The relative magnitude

of the bounds for sensors of various c and noise levels describes tradeoffs among sensor

types that can be captured by our result. Some tradeoffs are intuitive. For example, lower

noise sensors of range c have a higher sensing capacity than higher noise sensors of the
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same range. Other tradeoffs are more complex. For example, the tradeoff between short

and longer range sensors depends on the desired distortion. Sensors of range 4 and noise

0:10 result in a higher sensing capacity than sensors of range 2 and noise 0:01 for distortion

above 0:047. The opposite is true for distortions below 0:047. Thus, the bound presented

in (1) describes complex tradeoffs between sensor noise, sensor range, and the desired

detection accuracy.

Figure 2.5 shows CLB(D) at D = 0:1 as a function of sensor noise level for sensors of

various range and sensing functions. This �gure demonstrat es that the strategy of simple

sensor replication, which is a popular practical method for reducing error probability, can

be inef�cient. For example, for sensors of range 4 and a sum sensing function, a rate of 0:61

is achievable at noise level 0:1. If each sensor with noise 0:1 is replicated three times and

majority decoding is used, the noise can be reduced to 3 � (0:1)2 � 0:9 + (0:1)3 = 0:028.

For a noise level of 0:028, CLB(0:1) equals 0:91 for a sensor of range 4 and a sum sensing

function. However, due to sensor replication, the rate is reduced to 0:91=3 = 0:303. This

rate is signi�cantly lower than the rate of 0:61 for sensors of noise 0:1 achievable by using

our random multi-sensor system construction. Thus, the bound indicates that cooperative

sensor strategies can require signi�cantly fewer sensor me asurements than sensor replica-

tion. Figure 2.5 also shows CLB(D) at D = 0:1 for sensors with c = 4 and a weighted

sum sensing function with weights f1; 0:5; 0:25; 0:1g. This sensing function has a higher

sensing capacity than sensors with the same range and an un-weighted sum sensing func-

tion across all noise levels. We conjecture that this occurs because a weighted sum can

distinguish among more target con�gurations than an un-wei ghted sum. Interestingly, the

gap between the two sensing functions increases with increasing noise.

Using the loopy belief propagation algorithm [22] we empirically examined sensor

probability of error as a function of rate. We generated multi-sensor systems of various
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Figure 2.4: CLB(D) of arbitrary connections model for sensors of varying noise levels and
range.
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Figure 2.6: Average empirical error rate of belief propagation based detection for varying
rates, and the corresponding sensing capacity bound.

rates by setting the number of targets, and varying the number of sensors. We chose the

number of connections to be c = 4, the distortion level to be 0:1, and the noise level to be

0:1 (i.e. P (Y 6= X) = 0:1, with Y = X ). As in the previous section, we assume that the

probability of error decays exponentially with error magnitude. We empirically evaluated

the average error rate obtained in decoding target vectors in a randomly generated set of

multi-sensor systems. We plotted the average error rate for each rate value, and for various

numbers of targets as shown in Figure 2.6. As the number of targets increase, the transition

from high error to low error rate becomes increasingly sharp. This indicates a higher per

sensor utilization for larger detection problems, and an insight similar to the ideas of using

codes with a large block length in communications. All the error curves are well below the

capacity value CLB(0:1) = 0:62. We conjecture that this occurs because belief propagation

is suboptimal for graphs with cycles.
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2.2.5 Extensions

Section 2.2.1 introduced a multi-sensor system model where each sensor is allowed

to make arbitrary connections to the target vector. In several situations, more complex

multi-sensor system models may be necessary. This section describes extensions of the

arbitrary connection model. Extensions that account for contiguity in sensor connections

require a new model and are discussed in Section 2.3. The �rst extension considers non-

binary target vectors. Binary target vectors indicate the presence or absence of targets at the

spatial positions. A target vector over a general �nite alph abet may indicate, in addition to

the presence of targets, the class of a target. Alternatively, the entries of non-binary vectors

can indicate levels of intensity or concentration. Assuming a non-binary target vector, we

can de�ne types and joint types over an alphabet V , and apply the same analysis as before

to obtain the sensing capacity bound below.

C(D) � CLB(D) = min
�

P

a 6=b �ab�D
P

b �ab=
a

D
�

P 

XiY

kQ�
XiY

�

H(�) �H(
)
(2.15)

where 
 =
�


a = 1
jVj
; a 2 V

�

, while � = (�ab; a; b 2 V) is an arbitrary probability mass

function.

The second extension allows the following a priori distribution over target vectors. As-

sume that each target position is generated i.i.d. with probability PV over the alphabet V .

This may model the fact that targets are sparsely present. The previous analysis can be ex-

tended to a Maximum-a-Posteriori (MAP) detector, instead of the ML detector considered

earlier, resulting in the following sensing capacity bound.

C(D) � CLB(D) = min
�

P

a 6=b �ab�D
P

b �ab=
ia

D
�

P

i

XiY
kQ�

XiY

�

H(�) �H(
j) �D(
jkPV )
(2.16)

where 
i = PV , � = (�ab; a; b 2 V) is an arbitrary probability mass function and 
j is
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the marginal of � calculated as 
jb =
P

a �ab.

A third extension accounts for heterogenous sensors, where each class of sensor possi-

bly has a different range c, noise model PY jX , and/or sensing function 	. Let the sensor of

class l be used with a given relative frequency �l. For such a model, the sensing capacity

bound is as follows.

C(D) � CLB(D) = min
�

P

a 6=b �ab�D
P

b �ab=
ia

P

l �lD
�

P

i;l

XiY
kQ�;l

XiY

�

H(�) �H(
j) �D(
jkPV )
(2.17)

where 
i = PV , � = (�ab; a; b 2 V) is an arbitrary probability mass function and 
j is

the marginal of � calculated as 
jb =
P

a �ab.

2.3 SENSING CAPACITY OF CONTIGUOUS CONNECTIONS MODEL

In this section, we analyze the sensing capacity of a multi-sensor system model that

models contiguity in a sensor’s connections. Figure 2.7 shows an example of such a model.

Sensor ‘ is connected to exactly c contiguous positions out of the k spatial positions. In

contrast, the arbitrary connections model analyzed in the previous section did not account

for localized sensor observations since each sensor could sense any c (not necessarily con-

tiguous) spatial positions.

2.3.1 Higher Order Types

The statement of the result for contiguous models requires higher order types [19]. We

introduce circular c-order types and circular c-order joint types. We de�ne the circular

c-order type of a binary sequence (i.e., a target vector) as a 2c dimensional vector, 
, where

each entry in the vector corresponds to the frequency of occurrence of one of the possible

subsequences of length c. A circular sequence is one in which the last element of the
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Figure 2.7: Multi-sensor system model with k = 7; n = 4; c = 3, contiguous connections,
and a sensing function corresponding to the weighted sum of the observed targets.

sequence precedes the �rst element of the sequence. The tota l number of subsequences of

length c that can occur in a circular sequence of length k is k. For example, for a binary

target vector and c = 2, 
 = (
00; 
01; 
10; 
11). While it is possible to prove our bound

using non-circular types as shown in [23], circular types lead to the same asymptotic result

with the bene�t of signi�cantly simpler notation. The notat ional simplicity arises out of

the fact that the lower order circular types are precise marginals of the higher order circular

types. Although all the types in this section are circular, we will omit the word ‘circular’

when referring to types in the remainder of this section for brevity.

We denote the set of all c-order types over the alphabet Vc for target vectors of length

k as Pk(Vc). Since each sensor independently chooses a block of c contiguous spatial

positions, the distribution of its ideal output Xi depends only on the c-order type 
 of the

target vector vi which occurs. For a sensing function 	 and a target vector vi of type 
,

PXi
(Xi = x) =

X

a2Vc

	(a)=x


a
:
= P 
(x) (2.18)

Next, we note that the joint distributionPXiXj
depends on the c-order joint type � of the

ith and jth target vectors vi;vj. � is the vector of �(a)(b), the fraction of positions in vi;vj
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where vi has a bit subsequence a while vj has a bit subsequence b. For example, when c =

2 and V = f0; 1g, � = (�(00)(00); : : : ; �(11)(11)). We denote the set of all c-order joint types

over the alphabet Vc for target vectors of length k as Pk(Vc;Vc). Each � 2 Pk(Vc;Vc)

must satisfy the normalization constraint that the sum over all entries of � equals one.

Since the joint type � also de�nes the type 
 of vi, for all fag 2 Vc we must have 
a =

P

b2Vc �(a)(b). Taking advantage of the fact that for circular types, lower order types are

precise marginals of higher order types, we denote �(a)(b) =
P

a02Vc�1

P

b02Vc�1 �(aa0)(bb0).

�(a)(b) is the normalized count of locations, where target vector i has value a, while target

vector j has value b. Since each sensor depends only on the c contiguous targets bits which

it senses, PXi ;Xj
depends only on the joint type �. For target vectors vi,vj of c-order joint

type �,

PXiXj
(Xi = xi; Xj = xj) =

X

a;b2Vc

	(a)=xi; 	(b)=xj

�(a)(b)
:
= P�(xi; xj) (2.19)

For example, for binary target vectors and c = 2, vectors 00000000; 01101000; 01000111

have 
 = (1; 0; 0; 0); (3=8; 2=8; 2=8; 1=8); (2=8; 2=8; 2=8; 2=8), respectively. Table 2.4

contains the 2-order joint type of two target vectors. Consider a sensor network where

each sensor is randomly connected to c = 2 contiguous spatial positions. We assume that

	 outputs the number of targets which the sensor observes. Thus, each sensor has an ideal

output alphabet X = f0; 1; 2g. For target vectors of type 
, P (Xi = 0) = 
00; P (Xi =

1) = 
01 + 
10; P (Xi = 2) = 
11. Given two target vectors vi;vj of joint type �, a

sensor will output ‘0’ for both target vectors only if both of its connections see a ‘0’ bit in

both target vectors. This happens with probability �(00)(00). Table 2.5 lists the joint p.m.f.

PXiXj
(xi; xj) = P�(xi; xj) for all output pairs xi; xj corresponding to joint type �. The

table shows that Xi; Xj are not independent, in general.

To prove Theorem 1, we bounded the number of target vectors vj that have a given
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�(ab)(cd) cd = 00 cd = 01 cd = 10 cd = 11

ab = 00 0 0 1/8 2/8
ab = 01 1/8 1/8 0 0
ab = 10 1/8 1/8 0 0
ab = 11 0 0 1/8 0

Table 2.4: � with c = 2 for vi = 01101000 and vj = 01000111.

PXiXj
Xj = 0 Xj = 1 Xj = 2

Xi = 0 �(00)(00) �(00)(01) + �(00)(10) �(00)(11)

Xi = 1 �(10)(00) + �(01)(00) �(01)(01) + �(01)(10) + �(10)(01) + �(10)(10) �(10)(11) + �(01)(11)

Xi = 2 �(11)(00) �(11)(01) + �(11)(10) �(11)(11)

Table 2.5: Joint distribution of Xj and Xi in terms of the joint type � of vj and vi, with
c = 2.

joint type with a target vector vi in equation (2.9). To prove a sensing capacity bound for

the contiguous connections model, we prove a bound on the number of target vectors vj

that have a joint c-order type � with a target vector of c-order type 
 in the lemma below.

Before proceeding, we introduce the following notation. The set of length k target vectors

of c-order type 
 is denoted T k

 . The set of pairs of length k target vectors of joint type �

is denoted T k
� . The set of length k target vectors that have joint c-order type � with a given

vector of type 
 is denoted T k
�j
.

Lemma 1 (Bound on jT k
�j
j ) The number of binary vectors of length k with c-order joint

type � for a given vector of c-order type 
, denoted jT k
�j
j, is bounded as follows

jT k
�j
j � C(k)2k(H(~�j�0)�H(~
j
0)) (2.20)

C(k) = 22(c�1)k2c�1
(k + 1)22(c�1)

and �0 = f�(a)(b); 8a; b 2 Vc�1g is a probability mass
function de�ned as �0

(a)(b) =
P

a;b2V �(aa)(bb). ~� = f~�(aa)(bb); 8a; b 2 Vc�1; 8a; b 2 Vg is

a conditional probability mass function de�ned as ~�(aa)(bb) =
�(aa)(bb)

�0
(a)(b)

. 
 0 = f
0
a; 8a 2

Vc�1g is a probability mass function de�ned as 
0
a =

P

a2V 
aa. ~
 = f~
aa; 8a 2
Vc�1; 8a 2 Vg is a conditional probability mass function de�ned as ~
aa = 
aa


0
a

.

Proof: To bound jT k
�j
j, we begin by bounding jT k


 j. The c-order type 
 of a binary
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vector speci�es a 2-order type (referred to as a Markov type) of a vector whose entries

are in an alphabet of cardinality 2c�1. Consider the vector 011010001. Denoting a pair of

bits using f0; 1; 2; 3g, as we move from left to right over this vector, one bit at a time, the

sequence obtained is 132120012. The 3-order type 
 speci�es the 2-order type over this

new vector. For example, the fraction of times 1 transitions to 3 is equal to 
011 and the

fraction of times 1 transitions to 2 is equal to 
010. Any c-order type over a binary sequence

can thus be mapped to a 2-order type over a sequence with symbols in an alphabet of

cardinality 2c�1. [24] proves bounds on the number of sequences that correspond to a 2-

order circular type over a sequence with an alphabet V . Given our mapping from a c-order

type to a 2-order type, we can apply this result to obtain the following bound,

jT k

 j � C1(k)2k(H(
)�H(
0)) = C1(k)2kH(~
j
0) (2.21)

where C1(k) = k�2c�1
(k + 1)�22(c�1)

. We now bound jT k
� j using a similar argument. The

c-order joint type � of a pair of binary vectors speci�es a 2-order type of a single vector

whose entries are symbols from an alphabet of cardinality 22(c�1). We consider an example

for a 3-order joint type, and for vectors v = 011010001 and v0 = 101011011. We can

rewrite these vectors as a single vector whose entries at location i are de�ned by the pair of

entries vi; v
0
i and the subsequent pair of entries vi+1; v

0
i+1. These four entries, combined as

vivi+1v
0
iv

0
i+1 are mapped to a symbol in an alphabet of cardinality 24 by reading the entries

as a binary number (i.e. 0000 = 0, 0001 = 1, : : :). In this manner, v and v0 are mapped to a

vector (6; 14; 10; 9; 11; 2; 1; 7; 11). The 3-order joint type � speci�es the 2-order type over

this new vector. For example, the fraction of times 1 transitions to 7 is equal to �(001)(011)

and the fraction of times 2 transitions to 1 is equal to �(000)(101). Any c-order joint type over

a binary sequence can thus be mapped to a 2-order type over a sequence with symbols in an

alphabet of cardinality 22(c�1). We use the results of [24] again. Given our mapping from a
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c-order joint type to a 2-order type, we can apply this result to obtain the following bound,

jT k
� j � C22

k(H(�)�H(�0)) = C22
kH(~�j�0) (2.22)

where C2 = 22(c�1). We observe that jT k
�j
j depends only on the type 
 of the vector on

which we are conditioning, and not on the actual vector. Therefore, jT k
�j
j =

jT k
�

j

jT k

 j

. Using

equations (2.21) and (2.22), we obtain the following bound,

jT k
�j
j � C(k)2k(H(~�j�0)�H(~
j
0)) (2.23)

where C(k) = C�1
1 (k)C2 �

2.3.2 Sensing Capacity Lower Bound

We de�ne P 

XiY

and Q�
XiY as they were de�ned for the arbitrary connections model

bounds, with the only difference arising from the use of c-order types instead of types.

Theorem 2 (Sensing Capacity Theorem for the Contiguous Connections Model) The sens-
ing capacity at distortion D satis�es,

C(D) � CLB(D) = min
�

�(0)(1)+�(1)(0)�D

D
�

P 

XiY

kQ�
XiY

�

H(~�j�0) �H(~
j
 0)
(2.24)

where � 2 P(f0; 1gc; f0; 1gc), 
a =
P

b2f0;1gc �(a)(b), and H(~
j
 0) = 1.

If we specialize this result to the case of c = 1, this theorem provides a bound that

coincides with our bound for the arbitrary connections model. The proof of the sensing

capacity lower bound is similar for the arbitrary and contiguous connections models. The

main differences in the proofs arise due to the contiguity of sensor �eld of view, which

necessitates the use of c-order types. Extensions demonstrated in Section 2.2.5 for the

arbitrary connections model can be easily applied to the contiguous connections model.

Proof Outline: The proof of Theorem 2 is essentially identical to the proof of Theorem

1, with types and joint types replaced by c-order types and joint types. The use of these
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higher order types requires counting arguments described in Lemma 1. For c-order types,

we bound � in equation (2.7) as follows,

�(
; k) = jT k

 j � 2kH(~
j
0) (2.25)

For c-order joint types, we bound �(�; k) = jT k
�j
j in equation (2.7) using Lemma 1. The

set S
(D) is de�ned as,

S
(D) =

(

� : �0 + �1 � D; 
a =
X

b2f0;1gc

�(a)(b)

)

(2.26)

Given these new bounds and de�nitions, and the substitution of c-order types for types, the

proof of Theorem 1 can be applied directly to prove Theorem 2.

2.3.3 Numerical Results

In Figure 2.8, we compare CLB(D = 0:025) for multi-sensor systems with localized

(i.e., contiguous connections model) and non-localized (i.e., arbitrary connections model)

sensing. We assume that the sensing function 	 is a weighted additive function, with

weights f1; 0:5; 0:25; 0:1g for c = 4 and f1; 0:5; 0:25g for c = 3. The sensor noise model

used throughout this section assumes that the probability of error decays exponentially with

the error magnitude. In the �gures, ‘Noise = p’ indicates that for a sensor, P (Y 6= X) = p,

with Y = X assumed. Contiguous sensor �eld of view causes a signi�cant reduction in

sensing capacity. We conjecture that this effect is similar to the inferior performance of

channel codes that have �nite memory, such as convolutional codes, as opposed to LDPC

codes. Further, it is interesting to note that the gap in sensing capacity between sensors of

range c = 3 and c = 4 is larger for the arbitrary connections model than the contiguous

connections model.

To compute the bound shown in Theorem 2, we solve a sequence of convex optimiza-
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Figure 2.8: CLB(0:025) for localized and non-localized sensors.

tion problems. Rather than computing the bound directly, we �nd the largest R for which

the minimum of f(�) = D
�

P 

XiY kQ�

XiY

�

� R(H(~�j�0) � H(~
j
 0)) over all valid � is

greater than 0. Minimizing f(�) is a convex optimization problem, since f(�) is convex

in � and the set of valid � is convex. Since H(~
j
0) = 1, the convexity of f(�) in � can

be proven using the log-sum inequality and the concavity of entropy.

2.3.4 Extension to Two-dimensional Fields

The sensing capacity bounds obtained in this section can be extended from discrete

target vectors to two dimensional ‘target �elds.’ This exte nsion requires the introduction

of two dimensional types. Such types are histograms over the set of possible two dimen-

sional patterns. We �rst analyzed the sensing capacity for a two-dimensional contiguous

connections model in [25].

Figure 2.9 shows an example of our multi-sensor system model. The state of the envi-



2.3 SENSING CAPACITY OF CONTIGUOUS CONNECTIONS MODEL 38

Figure 2.9: Multi-sensor system model with k = 5; n = 2; c = 1.

ronment is modeled as a k � k grid with k2 spatial positions. Each discrete position may

contain no target or one target, and therefore the target con�guration is represented by a k2-

bit target �eld f . The possible target �elds are denoted fi, i 2 f1; : : : ; 2k2
g. Target �elds

occur with equal probability. The multi-sensor system has n identical sensors. Sensor ‘

located at grid block Fh senses a set of contiguous target positions within a Euclidean dis-

tance c of its grid location (though this approach can be extended to other sensor coverage

models). Circular boundary conditions are assumed. Figure 2.9 depicts sensors with range

c = 1. Each sensor outputs a value x 2 X that is an arbitrary function of the targets which

it senses, x = 	(ffv : v 2 Sc;hg), where Sc;h is the coverage of a sensor located at grid

block Fh with range c. Since the number of targets sensed by a sensor depends only on the

sensor range, we write the number of targets in a sensor’s coverage as T (c) = jSc;hj. We

assume a simple model for randomly generating multi-sensor systems, where each sensor

chooses a region of Euclidean radius c with equal probability among the set of possible

regions of radius c. This would occur, for example, if sensors were randomly dropped on

a �eld. All de�nitions from the one-dimensional contiguous model extend directly, with
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target vectors v replaced by �elds f . The rate is de�ned as R = k2

n
.

For a sensor located randomly in the target �eld, the probabi lity of a sensor producing a

value depends on the number of target patterns that correspond to that value in the sensor’s

range, and can thus be written as a function of the frequency of patterns in the �eld. The

two-dimensional type 
i is a vector that corresponds to the normalized counts over the set

of possible target con�gurations in the sensor’s �eld of vie w in a �eld f i. For a sensor of

range c, 
i is a 2T (c) dimensional vector, where each entry in the vector 
i corresponds to

the frequency of occurrence of one of the possible jScj bit patterns. The set of sensor types


 of a k � k �eld is denoted P2
k(f0; 1gT (c)). 
(0) and 
(1) are the number of zeros and ones

respectively in a vector of type 
. These quantities can be directly computed from 
.

Next, we note that for a sensor of range c, the conditional probability PXiXj
depends on

the two-dimensional joint type � of the ith and jth target �elds fi;fj. For a; b 2 f0; 1gT (c),

� is the matrix of �(a)(b), the fraction of positions in fi;fj where fi has a target pattern

a, while fj has a target pattern b. We denote the set of all joint sensor types for sensors

of range c observing a target �eld of area k2 as P2
k(f0; 1gjScj; f0; 1gT (c)). Since the output

of each sensor depends only on the contiguous region of targets which it senses, PXiXj

depends only on � (discussed in Section 2.3.1). �(1)(0) is the number of grid locations

where �eld i has a target and �eld j does not, and can be computed directly from �. �(0)(1)

is similarly de�ned and computed.

Using the de�nitions of two dimensional types in the de�niti ons ofP 
i

XiY andQ�
XiY from

the one-dimensional contiguous connections model, we can prove the following bound for

sensing a two-dimensional �eld. The sensing capacity at dis tortion D satis�es,

C(D) � CLB(D) = min
�

�(0)(1)+�(1)(0)�D

D
�

P

i

XiY
kQ�

XiY

�

H((
j(0); 
j(1)))
(2.27)

where 
i;
j 2 P2(f0; 1gT (c)), 
i(0) = 0:5 and 
i(1) = 0:5, and � 2 P2(f0; 1gT (c); f0; 1gT (c)).
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Proof Outline: The proof is essentially identical to the proof of Theorem 1, with types

and joint types replaced by two-dimensional types and joint types. For two-dimensional

types, we bound � as follows,

�(
i; k) � 2k2H((
i(0) ;
i(1))) (2.28)

For two-dimensional joint types, we bound � as,

�(�; k) � 2k2H((
j(0) ;
j(1))) (2.29)

The bounds on � and � are loose, and the author is not aware of tighter combinatorial

bounds for two-dimensional types. The set S
(D) is de�ned as in equation (2.26). Given

these new bounds and de�nitions, and the substitution of 2D t ypes for types, the proof of

Theorem 1 can be applied directly to prove this result.

2.4 RELATED WORK

The performance limits of multi-sensor systems with many sensors is an active area of

research in the context of sensor networks. The performance of sensor networks is lim-

ited by both sensing resources and non-sensing resources such as communications, com-

putation, and power. One set of results has been obtained by considering the limitations

that communications requirements impose on a sensor network. [26] extends the results

in [27] to account for the different traf�c models that arise in a sensor network. [28] studies

network transport capacity for the case of regular sensor networks. [29] studies the im-

pact of computational constraints and power on the communication ef�ciency of sensor

networks. [30] has considered the interaction between transmission rates and power con-

straints. Another set of results has been obtained by extending results from compression to

sensor networks. Distributed source coding [31], [32] provides limits on the compression
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of separately encoded correlated sources. [33] applies these results to sensor networks. [34]

provides an overview of this area of research.

In contrast to the work mentioned above, we focus directly on the limits of detecting the

state of the environment using noisy sensor observations. The notion of sensing capacity

characterizes the limits that sensing (e.g. sensor type, range, and noise) imposes on the at-

tainable accuracy of detection. We do not examine the compression of sensor observations,

or the resources required to communicate sensor observations to a point in the network.

Instead, we focus on the limits of detection accuracy assuming complete availability of

noisy sensor observations. Among existing work in information theory, the problem we

investigate in this chapter is unlike a source coding problem, and is similar to a channel

coding problem. However, the multi-sensor system model we investigate is fundamentally

different from a standard communications channel.

Our work is most closely related to work on detection and classi�cation in sensor net-

works. [12] describes a large body of work on distributed detection where the number of

hypotheses is small. [35], [36] extend this work to consider a decentralized binary detec-

tion problem with noisy communication links to obtain error exponents. [37] analyzes the

performance of various classi�cation schemes for classify ing a Gaussian source. This is an

m-ary problem where the number of hypotheses is small. [38] analyzes the performance of

suboptimal classi�cation schemes for classifying multipl e targets. While the number of hy-

potheses is exponential in the number of targets, the paper considers a coarser partitioning

of the hypotheses to avoid the large-scale detection problem. [39] considers the problem

of sensor placement for detecting the location of one or few targets in a grid. This prob-

lem is most closely related to the large-scale detection problems addressed in this thesis.

However, due to restrictions on the numbers of targets, the number of hypotheses remains

small in comparison to a large-scale detection problem. A coding-based approach was
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used to bound the minimum number of sensors required for discrimination, and to propose

structured sensor con�gurations. However, sensors were no iseless, and of limited type, and

no notion of sensing capacity was considered. In contrast to existing work on detection

and classi�cation in sensor networks, we demonstrate funda mental performance limits for

large-scale detection problems.

The problem of estimating a continuous �eld using a sensor ne twork is an active area

of research. [40] considers the relationship of transport capacity and the rate distortion

function of a continuous random processes. [41] proves limits on the estimation of an in-

homogeneous random �eld using sensors that collect noisy po int samples. Other work on

the problem of estimating a continuous random �eld includes [42], [43], [44], [45]. [46]

considers the estimation of continuous parameters of a set of underlying random processes

through a noisy communications channel. The results presented in this chapter consider

the detection of a discrete state of an environment. We do not consider extensions to envi-

ronments with a continuous state.

2.5 SUMMARY

In this chapter we de�ne and lower bound the sensing capacity for several multi-sensor

system models. The �rst model we introduce is the arbitrary c onnections model, which

accounts for sensors without spatial constraints (e.g. chemical sensors). The second model

we consider is the contiguous connections model, which accounts for sensors limited to

viewing contiguous target positions. Our proofs are based on Gallager’s proofs for the

achievability of channel capacity, but require signi�cant new arguments to account for the

codeword dependence that distinguishes multi-sensor systems from communications sys-

tems. Extensions are presented to account for sensor heterogeneity, non-binary targets,

target sparsity, and two dimensional target grids. In Chapter 3 we bound the sensing capac-
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ity of more complex target models that account for temporal and spatial dependence in the

environment.



CHAPTER 3

SENSING CAPACITY FOR
ENVIRONMENTS WITH STATISTICAL

DEPENDENCE

In many sensing applications, the environment contains structure that can potentially sim-

plify the sensing task. This structure impacts the sensing capacity. For example, in Section

2.2.5 we considered the impact of target sparsity on the sensing capacity. In this chapter,

we extend our analysis further to consider the effect of spatial and temporal dependence on

the sensing capacity.

3.1 TEMPORAL DEPENDENCE

Many sensing applications require a multi-sensor system to monitor an environment

evolving through time. Examples include pollution, traf�c , and agricultural monitoring.

One approach to such applications is to ignore temporal correlation and detect a �snap-

shot� of the environment at each time period ( [42], [45], [44 ]). The large-scale detection

problems studied thus far in this thesis also deal with the problem of detecting the state

of the environment at a single point in time. In this section we analyze an alternative ap-

proach, presented in [47], that jointly encodes a sequence of environment states in order to

44
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Figure 3.1: Multi-sensor system model.

take advantage of the temporal dependence inherent in the sensing applications mentioned

above. Rather than using a �xed number of sensor measurement s per time period spread

out uniformly in space, we consider a multi-sensor system that queries sensors at random

times and spatial locations. This random sampling model is interesting due to the real-

world constraints of sensor network deployments [48]. For example, in a sensor network,

resources such as bandwidth are variable and therefore the number of measurements col-

lected per time instant is also variable. In addition, sensor deployment is rarely precise, so

that obtaining spatially uniform sensor measurements is dif�cult.

3.1.1 Model

The environment is modelled as a sequence of t k-dimensional binary vectors, as shown

in Fig. 3.1. At time m, a k-bit ‘target vector’ vm describes the target con�guration in the

k positions. Each position may represent the presence of a target in some spatial region, or

may have other interpretations, such as the presence of a chemical. For example, in a pol-
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lution monitoring application, each entry in the target vector corresponds to the presence of

a pollutant in some spatial region. Given no pollutant, a spatial area is unlikely to become

polluted. However, once a pollutant is introduced, it is unlikely to dissipate for some period

of time. In such an application, there is a strong temporal correlation in the target vectors

representing the state of the environment. Our model assumes that sensors are available

at every possible location. We assume that the multi-sensor system collects n sensor mea-

surements. Each sensor measurement is obtained from a sensor chosen at a random time

and spatial location. The collected sensor measurements provide noise-corrupted functions

of the pollution in subsets of the spatial region at different point in time, and are used to

detect the target vector sequence which occurred. In this section we analyze the effect of

temporal dependence on the minimum number of sensor measurements required to detect

a target vector sequence to within a desired accuracy.

Fig. 3.1 shows a sequence of t target vectors, v = fv1; : : : ;vtg. The possible sequences

of target vectors are denoted vi, i 2 f1; : : : ; 2ktg. Given the mapping between the target

vector sequences vi and their indices i, we use both symbols interchangeably. We say that

‘a certain v has occurred’ if that sequence of vectors represents the true sequence of target

con�gurations. In this paper, the temporal dependence of th e sequence of target vectors is

modelled as a set of independent Markov chains. Conditioned on all the previous target

vectors in the sequence, the probability of a target vector depends only on the previous tar-

get vector, that is PV mjV m�1;:::;V 1(vmjvm�1; : : : ;v1) = PV mjV m�1(vmjvm�1). Conditioned

on the previous target vector, the probability of a target vector position h depends only on

the value of target position h in the previous target vector, that is PV mjV m�1(vmjvm�1) =

Qk

h=1 PV jV 0(vm
h jvm�1

h ). PV jV 0 is a binary Markov transition function.

The multi-sensor system collects n sensor measurements over the time interval f1; : : : ; tg.

As in Chapter 2, we de�ne a random multi-sensor system (analo gous to a random code in



3.1 TEMPORAL DEPENDENCE 47

communications) as follows. Each sensor randomly selects one of the t time instants, say

time m. It then selects (i.e., senses) c contiguous spatial positions out of the k spatial posi-

tions of vector vm, as in the contiguous connections model introduced in Section 2.3. We

refer to such sensors as having a range c. Each sensor senses a value x 2 X that is a given

function of the targets which it senses, x = 	(vh1; : : : ; vhc
). For example, this function

could be a weighted sum of the target bits which the sensor observes, x =
Pc

u=1wuvhu
.

Such a sensing function is appropriate for IR temperature sensors that sense a weighted

sum of the IR radiation of the objects in their �eld of view.

Thus, the ‘ideal output vector’ x of the multi-sensor system depends on the sensor

connections, and on the target vector sequence v that occurs. However, we assume that

each sensor output y 2 Y is corrupted by noise, so that the conditional p.m.f. PY jX(yjx)

determines the output. Since the sensors are identical, PY jX is the same for all the sensors.

Further, we assume that the noise is independent in the sensors, so that the ‘sensor output

vector’ y relates to the ideal output x as PY jX(yjx) =
Qn

‘=1 PY jX(y‘jx‘). Observing the

output y, a decoder (described in detail below) must determine which of the 2kt sequences

of target vectors vi has actually occurred.

3.1.1.1 Temporal Types

We use the method of types [19] to prove our bound in Section 3.1.2. The probabil-

ity of a sequence of binary target vectors is completely determined by the number of bit

transitions, and the probability of the initial vector. We de�ne the temporal type � of a

sequence v of vectors as a four dimensional vector � = (�00; �01; �10; �11). �01 is equal to

the number of times a target position containing a target at time m did not contain a target

at time m � 1, normalized by k(t � 1), the total number of transitions in the sequence.

The other entries of � are similarly de�ned. We assume that the probability of the i nitial

target vector is lower bounded by some constant q. Using these de�nitions, and standard
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arguments from the method of types, we can write and bound the probability of a sequence

as follows,

qPV (� ) � PV (v) � PV (� ) (3.1)

PV (� ) = 2�k(t�1)(D(�kPV jV 0��)+H(�)�H(�)) (3.2)

where � is the marginal of � , that is �a = �a0 + �a1 for a 2 V , where V = f0; 1g. The

notation PV jV 0 � � is de�ned as (PV jV 0 � �)(a; b) = PV jV 0(bja)�(a) for a; b 2 V . We

denote the set of all temporal types over the alphabet V2 for a sequence of t target vectors

of length k as Pk;t�1(V2).

3.1.1.2 De�nitions

We de�ne the multi-sensor system S(kt; n) as a randomly generated graph with connec-

tions between the sensors and a sequence of target vectors. For such a randomly generated

multi-sensor system, the ideal output x is a function of the multi-sensor system instanti-

ation s(kt; n) and the occurring sequence of target vectors v. Xi is the random vector

which occurs when vi is the target vector sequence. Xi is random because of the random

generation of S(kt; n).

The p.m.f. of Xi can be easily obtained. Since the connections of each sensor are

formed independently, PXi
(xi) =

Qn

‘=1 PXi
(xi‘). It is important to note that sensor out-

puts are in general not independent, and are only independent when we condition on the

occurrence of a particular target vector sequence. Further, it is important to note that the

random vectors Xi and Xj, associated with a pair of target vector sequences vi and vj

respectively, are not independent, since the sensor connections produce a dependency be-

tween them. Thus, the ‘codewords’ fXi; i = 1; 2; : : : ; 2ktg of the multi-sensor system are

not identically distributed and dependent on each other, unlike channel codes in classical

information theory.
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Given the noise corrupted output y of the multi-sensor system, we detect the target

vector sequence v which generated this noisy output by using a decoder v̂ = g(y). We

allow the decoder a distortion of D 2 [0; 1]. Our distortion metric dH is the normal-

ized Hamming distance between the two sequences, which is de�ned as dH(vi;vj) =

1
kt

Pt

m=1 dHamming(vi
m;vj

m). We de�ne the tolerable distortion region of vi as Di = fj :

dH(vi;vj) < Dg. Given that vi occurred, the probability of error is Pe;i;s = Pr(errorji; s;xi;y) =

Pr(g(y) 62 Diji; s;xi;y). Averaging this probability over all multi-sensor systems, we

write the average error probability, given that vi occurred, as Pe;i = ES[Pe;i;S]. We use the

average error probability over all target vector sequences Pe =
P

i Pe;iPV (vi) as our error

metric.

Each target vector contains k positions, and the sequence of target vectors is of length

t. Therefore the total number of target positions being detected is kt. We de�ne the ‘rate’

of the multi-sensor system as the ratio of the total number of target positions being sensed

to the number of sensor measurements, R = kt
n

. Given a tolerable distortion D, we call R

achievable if the sequence of multi-sensor systems S(kt; dkt
R

e) satis�es Pe ! 0 as t ! 1

and k ! 1. The temporal sensing capacity of the multi-sensor system is de�ned as

C(D) = maxR over achievable R.

3.1.1.3 Sensor Types

The output of the sensors depends completely on the higher order Markov types of the

target vectors, as demonstrated in Section 2.3.1. We introduce sensor types and sensor

joint types. We de�ne the sensor type of a target vector vm as a 2c dimensional vec-

tor, 
m, where each entry in the vector corresponds to the frequency of occurrence of

a speci�c subsequence of length c. For example, for a binary target vector and c = 2,


m = (
m
00; 


m
01; 


m
10; 


m
11). We assume a circular target vector, in which the last element of

the sequence precedes the �rst element of the sequence. The t otal number of subsequences
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of length c that can occur in a circular target vector of length k is k. This assumption sim-

pli�es notation, and does not affect asymptotic results. Th e sensor type 
 of a sequence

of target vectors is de�ned as 
a = 1
t

Pt

m=1 

m
a , for a 2 Vc with V = f0; 1g. We denote

the set of all c-order types over the alphabet Vc for a sequence of t target vectors of length

k as Pk;t(Vc). Since each sensor independently chooses a block of c contiguous spatial

positions, the distribution of its ideal output Xi (which is sensed when the ith target vector

vi occurs) depends only on the c-order type 
 of vi, as shown in Section 2.3.1. Thus,

PXi
(xi) = P 
;n(xi) =

Qn

‘=1 P

(xi‘) for all vi of type 
.

Next, we note that the conditional probability PXj jXi
depends on the sensor joint type

� of the ith and jth target vector sequences vi;vj. � is the vector of �(a)(b), the frac-

tion of positions in vi;vj where vi has a subsequence a while vj has a subsequence

b. For example, when c = 2, � = (�(00)(00); : : : ; �(11)(11)). We denote the set of all c-

order joint types over the alphabet V2c for a sequence of t k-dimensional target vectors as

Pk;t(V
c;Vc). Since the joint type � also de�nes the type 
 of vi, for all fag 2 Vc we must

have 
a =
P

b2Vc �(a)(b). We denote �(a)(b) =
P

a02Vc�1

P

b02Vc�1 �(aa0)(bb0). Since each

sensor depends only on the c contiguous target positions which it senses, PXj jXi
depends

only on the joint type � as shown in Section 2.3.1. Thus, PXj jXi
(xjjxi) = P�;n(xjjxi) =

Qn

‘=1 P
�(xj‘jxi‘) for all i; j of the same joint type �.

3.1.2 Temporal Sensing Capacity Lower Bound

The main result of this section is to show that the temporal sensing capacity C(D) of

multi-sensor systems is non-zero, and to characterize it as a function of sensor type (range,

sensing function, noise) and the temporal dependence of the environment. As in sensing

capacity proofs presented in Chapter 2, the proof broadly follows the proof of channel ca-

pacity provided by Gallager [21], by analyzing pair-wise error probabilities, averaged over
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randomly generated sensor systems. However, it differs from the earlier sensing capac-

ity proofs in several important ways. One important difference is the probabilistic model

which provides different weights for different messages (i.e., sequences of target vectors).

As in the earlier sensing capacity results, we use the method of types [19] to obtain our

results. However, the error probabilities are governed by both temporal and sensor types,

and thus terms must grouped using both types.

We de�ne P 

XiY and Q�

XiY
as they were de�ned in Section 2.3, with the only difference

arising from the use of c-order types de�ned over sequences of target vectors instea d of over

an individual target vector. We are now ready to state the main theorem of this section.

Theorem 3 (Temporal Sensing Capacity) The temporal sensing capacity at distortionD
for transition probability PV jV 0 ,

C(D) � CLB(D) = min

i

min
�

�(0)(1)+�(1)(0)�D

min
�j

D
�

P

i

XiY
kQ�

XiY

�

H(PV jV 0 � �i) �H(�i) �D(�jkPV jV 0 � �j)
(3.3)

where the sensors have range c, where 
i 2 P(Vc) and � 2 P(Vc;Vc), and where
�j 2 P(V2) with marginals that are consistent with 
j , that is for a 2 V , �j;a0 + �j;a1 =
P

a2Vc�1 
j;aa where 
j is obtained from �. �j is obtained by marginalizing � j and �i is
obtained by marginalizing 
i, that is for a 2 V , �i;a =

P

a2Vc�1 
i;aa.

Proof: In a �xed multi-sensor system s, there is a �xed and known correspondence

between vj’s and xj’s. For such a multi-sensor system, we assume a MAP decoder,

gMAP(y) = arg maxj PV jY ;S(vjjy; s) = arg maxj PY jX(yjxj)PV (vj). We begin by an-

alyzing Pe = E V S[PejV S], where PejV S is the probability of error given a target vec-

tor sequence and a �xed multi-sensor system. Taking the expe ctation over all multi-

sensor systems makes the codewords random. Denoting the set of random codewords as

C = fX1; : : : ;X2ktg, we can write Pe = E V Y C[PejV C], where PejV A = Pr(g(Y ) 62
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DV jV ;Y ; C). Since PejV C is a probability, we bound Pe as follows,

Pe � E V Y C

�

X

w

Pr(g(Y ) 2 SwjV ;Y ; C)�

�

where � 2 [0; 1] and fS1;S2; : : :g is any partition of fj : j 62 DV g. Using the union bound

to upper bound Pr(g(Y ) 2 SwjV ;Y ; C) in terms of pairwise error probabilities, we obtain

the bound,

Pe �
X

i;y;x1;:::;x
2kt

PV (vi)PY ;X1;:::;X
2kt

(y;x1; : : : ;x2kt)

�
X

w

�

X

j2Sw

Pr(g(y) = jjv;y; C)

��

(3.4)

Pr(g(y) = jjv;y;x1; : : : ;x2kt) is a pairwise error, depending only on X i and Xj. Using

this fact, the concavity of x� for � 2 [0; 1], and Jensen’s inequality, we obtain the following

bound on (3.4).

Pe �
X

i;y;xi

PV (vi)PY Xi
(y;xi)

X

w

�

X

j2Sw

X

xj

� PXj jXi
(xj jxi) Pr(g(y) = jjv;y;xi;xj)

��

(3.5)

Pr(g(y) = jjv;y;xi;xj) is the probability of selecting target vector sequence j when

target vector sequence i occurred, given the codewords associated with the pair of target

sequences and the noise corrupted sensor outputs. Using the MAP decoder, this term equals

zero when the a posteriori probability of vi is higher than the a posteriori probability of vj,

and one otherwise. Combining these observations and (3.5) we obtain,

Pe �
X

i

PV (vi)
X

xi2X n

X

y2Yn

PXi
(xi)PY jX(yjxi)

�
X

w

�

X

j2Sw

X

xj 2X n

PXj jXi
(xjjxi)

�

PY jX(yjxj)PV (vj)

PY jX(yjxi)PV (vi)

�
1

1+�
��

(3.6)
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The bound (3.6) has an exponential number of terms. Using the method of types to choose

the partitions Sw, we group the exponential terms into a polynomial number of terms. It

was argued earlier that in our multi-sensor system, PXi
(xi) = P 
i(xi) depends only on the

sensor type 
i of the ith target sequence, while PXj jXi
(xjjxi) = P�(xjjxi) depends on

the joint sensor type � of the ith and jth sequences. It was also shown that PV (v) � PV (� i)

can be bounded using the temporal type � of the target sequence. The temporal types and

sensor types have to be consistent, and since (3.6) depends on both, we group terms into

partitions according to both � and �j. We bound (3.6) using types below,

Pe �
X


i

X

�i2T (
i)

PV (� i)�(
i; � i)
X

xi2X n

X

y2Yn

P 
i(xi)PY jX(yjxi)

�
X

�2S
i
(D)

X

�j 2T (
j)

�

�(�; �j)
X

xj 2X n

P�(xjjxi)
(PY jX(yjxj)PV (�j))

1
1+�

(qPY jX(yjxi)PV (�i))
1

1+�

��

(3.7)

S
i
(D) is the set of joint sensor types that result in an error and are consistent with sequence

vi. S
i
(D) = f� : �(0)(1) + �(1)(0)] � D; 
i;a =

P

b �(a)(b)g.

T (
) is a set of temporal types � that contains the set of such types consistent with

the sensor type 
. The set is de�ned using the necessary condition that the num ber of

ones in v speci�ed by � must be consistent with the number of ones speci�ed by 
. This

condition is necessary but not suf�cient, and therefore (3. 7) is an upper bound on (3.6).

T (
) = f� :
P

a2Vc�1 
aa � 1
t

� t�1
t

(�0a + �1a) �
P

a2Vc�1 
aag.

�(�; �j) is the cardinality of the target sequences vj that have a joint type � with vi

and temporal type �j. We bound this cardinality as �(�; �j) � 2k(t�1)(H(�j)�H(�j)). � is

the cardinality of the target sequences vi that had sensor type 
i and temporal type �i. We

upper bound this cardinality as �(
i; �i) � 2k(t�1)(H(�i )�H(�i)).

Using the independence of sensor outputs conditional on the target vector, the joint



3.1 TEMPORAL DEPENDENCE 54

p.m.f.s can be simpli�ed as below,

Pe �
X


i;�j 2T (
i)

X

�2S
i
(D)

X

�j 2T (
j)

2�k(t�1)D(�ikPV jV 0 ��i)

� 2�k(t�1)(H(�j )�H(�j))PV (�j)
��

1+�PV (�i)
�

1+� 2�nE(�;�) (3.8)

E(�;�) is de�ned as below,

E(�;�) = � log

 

X

ai2X

X

b2Y

P 
i(ai)PY jX(bjai)
1

1+�

�
�

X

aj2X

P�(ajjai)PY jX(bjaj)
1

1+�

��

!

(3.9)

Using the fact that the number of types 
i, �i,�, and �j is polynomial in kt and that n =

dkt
R

e, (3.8) is bounded as,

Pe � 2�kt(�o1(kt)+Er(R;D)) (3.10)

where o1(kt) contains terms not included in the error exponentEr(R;D), since o1(kt) ! 0

as t ! 1 and k ! 1. Er(R;D) is de�ned as,

Er(R;D) = min

i

min
�i2T (
i)

min
�2S
i

(D)
min

�j 2T (
j)
max
0���1

1

R
E(�;�) +D(� ikPV jV 0 � �i) � �

�

�

1 + �
(H(�j)

�H(�j)) �
1

1 + �

�

D(� jkPV jV 0 � �j) �D(� ikPV jV 0 � �i) � (H(�i) �H(�i))
�

�

Observing thatE(0;�) = 0 8�, we let � go to zero, rather than optimizing it, thus resulting

in a lower bound on Er(R;D). In the above expression, this implies that in order for R to

be achievable, E(�;�)
�

+R
D(�ikPV jV 0��i)

�
� R( �

1+�
(H(�j) �H(�j)) � 1

1+�
(D(� jkPV jV 0 �

�j) �D(� ikPV jV 0 � �i) � (H(�i) �H(�i))) must be positive for all types even as � ! 0.

For � i 6= PV jV 0 � �i,
D(�ikPV jV 0��i)

�
! 1 as � ! 0. For such a � i, Pe ! 0 since

Er(R;D) is positive for all ratesR. Since we are looking to boundR for whichEr(R;D) is
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positive for all types in the minimization, we let � i = PV jV 0 ��i, for which D(� ikPV jV 0 �

�i) = 0. Letting � i = PV jV 0 � �i for some �i, R is achievable when the derivative of

E(�;�) with respect to � at � = 0 is greater than R(�D(� jkPV jV 0 � �j) +D(� ikPV jV 0 �

�i) + (H(�i) �H(�i))). It can be easily shown that @E(�;�)=@�
�

�

�=0
= D(P 


XiY
kQ�

XiY
).

Using this derivative in the analysis above, we see that the multi-sensor system can achieve

any rate R bounded as below.

R � min

i

min
�

�(0)(1)+�(1)(0)�D

min
�j

D
�

P

i

XiY
kQ�

XiY

�

H(PV jV 0 � �i) �H(�i) �D(�jkPV jV 0 � �j)
(3.11)

where 
i 2 P(Vc) and � 2 P(Vc;Vc), and where �j 2 P(V2), since kt went to in�nity

and thus the types are no longer constrained by k and t. Because t ! 1, the bound does

not depend on the initial �eld types. However, the marginals of �j must be consistent with


j , that is for a 2 V , �j;a0 + �j;a1 =
P

a2Vc�1 
j;aa, where 
j is obtained from �. �j is

obtained by marginalizing � j and �i is obtained by marginalizing 
i, that is for a 2 V ,

�i;a =
P

a2Vc�1 
i;aa. The right hand side of (3.11) is a lower bound on C(D). �

3.1.3 Numerical Results and Discussion

We compute the temporal sensing capacity bound CLB(D) for environments with prob-

abilistic models, where p is the probability of transition from a one to a zero and from a

zero to a one. We assume that the sensors have range c = 3 (i.e., they sense three contigu-

ous target positions) and that the sensing function 	 outputs a weighted sum of the target

positions in the sensor’s �eld of view with weights f1,0.5,0.25g. The sensor noise model

assumes that the sensor’s output is �ipped to another sensor output with probability 0:1.

In Figure 3.2, we demonstrate the effect of temporal correlation on CLB(D) by varying p.

Decreasing values of p correspond to increasing temporal dependence, and a lower entropy

rate. Figure 3.2 demonstrates that CLB(D) increases as temporal dependence increases.
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Figure 3.2: CLB(D) curves for environments with different Markov transition matrices
(e.g. lower p speci�es a lower entropy rate).

This implies that fewer sensor measurements are necessary to achieve a desired distortion

with decreasing entropy rate. We also plot the bound shown in Theorem 2 for detecting a

single target vector, where all target vectors are equiprobable. As p approaches 0:5, tem-

poral correlation decreases and the temporal capacity bound approaches the bound for a

single target vector.

3.2 SPATIAL DEPENDENCE

Spatial dependence is an important aspect of many sensing applications. For example,

in surveillance applications, people may be sparse but arrive in groups. Another example

is demining. Landmines are often emplaced in a structured manner, and knowledge of this

spatial structure can be exploited to sense a mine�eld more e f�ciently [49], [50]. Finally,

in a pollution monitoring application, pollution occurs over some localized area. How does

such spatial dependence affect the sensing capacity?
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Figure 3.3: In the Markov random �eld analyzed in this chapte r, each target position (de-
picted as a node) is connected to twelve surrounding target positions. For example, the grey
nodes form the set of neighbors of the black node.

In Section 2.3.4 we analyzed the sensing capacity when the state of the environment

is a two dimensional target grid. Such an extension required the introduction of two di-

mensional types. In our analysis, we assumed that all grid con�gurations were equally

likely. To demonstrate the effect of spatial dependence, we analyze the sensing capacity

of target grids distributed as Markov random �elds [51]. Thi s is a widely used model (e.g.

distributed detection, image processing) that captures spatial dependencies. Such a model

allows one to model environments with structure such as target sparsity, likely target con-

�gurations, and spatial contiguity among targets. This pro blem was �rst studied in [25].

3.2.1 Markov Random Fields

Figure 2.9 shows an example of our multi-sensor system model. The de�nitions used

are identical to the ones introduced in Section 2.3.4. The main difference from these earlier

results is that target �elds are distributed as a Markov rand om �eld. A Markov random �eld

is modeled as a graph, where each target position Fh corresponds to a node. The subscript

h indexes the set of possible grid locations. Figure 3.3 depicts the Markov random �eld
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model we assume in this section, where each node (i.e., target position) is connected to

twelve nodes surrounding it. While other Markov random �eld s models can also be ana-

lyzed using the ideas presented in this section, we chose our model to facilitate a simpler

proof. The set of twelve grid blocks which are neighbors of Fh in the graph are written

as Nh. We assume circular boundary conditions, where the targets on the boundaries are

adjacent to the opposite boundary. We assume that all f have positive probability, and that

conditioned on the value of its neighbors, the probability of a target is independent of the

remaining target position. According to the Hammersley-Clifford theorem, the distribution

of a Markov random �eld with these two properties can be writt en as a Gibbs distribu-

tion [51]. A Gibbs distribution for a Markov random �eld can b e written as a normalized

product of positive functions over the cliques in the graph of the Markov random �eld.

Figure 3.4 depicts �ve type of cliques that occur in our Marko v random �eld model. Each

clique is associated with a separate function. In this chapter, for simplicity, we consider

the case where the clique functions associated with all cliques are equal to the constant 1,

except for the cliques consisting of �ve nodes. As remarked e arlier, other models can be

analyzed using the approach described in this chapter. We assume that the function associ-

ated with all �ve node cliques is a conditional p.m.f. PF jF 0 , and the set of nodes in a clique

of �ve nodes centered on position h is denoted Ch. We write the Gibbs distribution for F

as follows,

PF (f) = Z�1
Y

h

PF jF 0(fhjfv; v 2 Ch) (3.12)

where Z is a normalization constant.
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Figure 3.4: Five types of cliques that occur in our model.

3.2.2 Field Types

To express the results obtained in this chapter, we introduce the de�nition of a �eld type

�. Since the probability distribution of a Markov random �eld has a factorized form as

shown in (3.12), depending only on quintuplets of values (i.e., a node and its four adjacent

neighbors in the grid), we can rewrite the probability of a Markov random �eld as a product

over the set of possible quintuplets. Each term in the product will have an exponent equal

to the number of times that quintuplet of values occurred in the �eld. We refer to the vector

of normalized counts of the number of times each quintuplet occurred in a �eld f i as the

�eld type �i. �i is a normalized thirty-two dimensional vector for binary �e lds. (3.12) can

be rewritten in terms of � as follows,

PF (�) =
1

Z

Y

fag2f0;1g5

2k2�a log(PF jF 0(a5ja1;:::;a4)) (3.13)

The set of �eld types of a k � k �eld is denoted P2
k(f0; 1g5). We can write (3.13) using

standard information-theoretic terms as follows.

PF (�) = 2�k2(D(�kPF jF 0��0)+H( ~�j�0)+ 1
k2 log(Z)) (3.14)

where �0 = f�0
a; 8a 2 f0; 1g4g is a probability mass function de�ned as �0

a = �a0 + �a1.

~� = f~�aa; 8a 2 f0; 1g4; 8a 2 f0; 1gg is a conditional probability mass function de�ned

as ~�aa = �aa

�0
a

. The set of ~� is denoted ~P(f0; 1g5). The notation PF jF 0 � �0 is de�ned as

(PF jF 0 � �0)(a; b) = PF jF 0(aja)�0
a for a 2 f0; 1g;a 2 f0; 1g4.



3.2 SPATIAL DEPENDENCE 60

The set of length k � k target �elds of �eld type � is denoted T k2

� . Using (3.14), and

assuming PF jF 0 2 ~P(f0; 1g5), we can prove the following upper bound on the cardinality

of T k2

� using arguments described in Theorem 12.13 in [52].

jT k2

� j � 2k2(H( ~�j�0)+ 1
k2 log(Z)) (3.15)

We refer to the type 
 de�ned in Section 2.3.4 as a sensor type. The �eld types � and the

sensor types 
 of a �eld f must be consistent with each other. Due to the circular boundary

conditions of our Markov random �eld graph, the marginals of types are precisely equal to

types over smaller sets. Thus when c > 1, � can be obtained precisely by marginalizing


, while for c = 0, 
 can be obtained by marginalizing �. For c = 1, the two types are

identical. Taking advantage of this fact for c � 1, we can use sensor types to write (3.12)

as follows

PF (
) =
1

Z

Y

fag2f0;1gT (c)

2k2
a log(PF jF 0 (a5ja1;:::;a4)) (3.16)

As for the �eld types, we can write 3.16 using standard inform ation-theoretic terms,

PF (
) = 2�k2(D(
kPF jF 0�
0)+H(~
j
0)+ 1
k2 log(Z)) (3.17)

where 
0 = f
a; 8a 2 f0; 1gT (c)�1g is probability mass function de�ned as 
0
a =

P

a2V 
aa.

~
 = f~
aa; 8a 2 f0; 1gT (c)�1; 8a 2 f0; 1gg is a conditional probability mass function de-

�ned as ~
aa = 
aa


0
a

.

The set of length k � k target �elds of �eld type 
 is denoted T k2


 . As is the case for

the �eld type, we can use (3.17) to upper bound the cardinalit y of T k2


 .

jT k2


 j � 2k2(H(~
j
0)+ 1
k2 log(Z)) (3.18)
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3.2.3 Sensing Capacity Lower Bound

Proving a sensing capacity bound when the target grid is distributed as a Markov ran-

dom �eld requires the careful use of sensor and �eld types in a consistent manner. The

theorem is proved in a manner similar to the previous sensing capacity bounds proved in

this thesis. Due to important differences that account for the Markov random �eld model,

we describe the proof below. Because of the use of loose bounds for counting the type

classes of two-dimensional types, the bound is loose. However, it can be easily updated if

tighter counting results are discovered. We use the de�niti ons for two-dimensional target

grids presented in Section 2.3.4 to state the following two theorems.

Theorem 4 (Sensing Capacity for a 2D Markov Random Field, c � 1) The sensing ca-
pacity at distortion D for a target �eld distribution described in Section 3.2.1,

C(D) � CLB(D) = min
�

�(0)(1)+�(1)(0)�D

D
�

P 
i

XiY kQ�
XiY

�

H( ~
ij
0

i
) �D(
jkPF jF 0 � 
0

j
)

(3.19)

where the sensors have range c � 1, where 
 i;
j 2 P2
k(f0; 1gT (c)) and � 2 P2

k(f0; 1gT (c); f0; 1gT (c)),
where 
i = PF jF 0 � 
0

i
.

Proof

The proof of this theorem is similar to the proof of Theorem 1. However, differences

in the details are suf�cient to merit a partial repetition. W e assume a maximum a posteriori

(MAP) detector gMAP(y) = arg maxj PF jY (fjjy) / arg maxj PY jX(yjxj)PF (fj). For

this detector, we consider Pe = E [Pe;i] =
P2k2

i=1 PF (fi)Pe;i. Pe;i is the error probability

when the ith target �eld occurs, averaged over all randomly generated mu lti-sensor systems.

For a �xed multi-sensor system s, there is a known and �xed correspondence between target

�elds fi and codewords xi. Since our multi-sensor system is chosen randomly, the set of

codewords is random, C = fX1; : : : ;X2k2 g.

Pe = E FY C [Pr(g(Y ) 62 DF jF ; C;Y )] (3.20)
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Using the fact that we are taking the expectation of a probability, we bound Pe as follows,

Pe � E FY C

"

X

w

Pr(g(Y ) 2 SwjF ; C;Y )�

#

(3.21)

where � 2 [0; 1], and fS1;S2; : : :g is a partition of the complement of DF , denoted DC
F .

Using the union bound, we upper bound the probability Pr(g(Y ) 2 SwjV ; C;Y ) as fol-

lows,

Pe � E FY C

"

X

w

 

X

j2Sw

Pr(g(Y ) = jjF ; C;Y )

!�#

(3.22)

The term Pr(g(Y ) = jjF ; C;Y ) is a pairwise error term that depends only on the code-

words Xi and Xj. Using this observation, the fact that x� is a concave function for

� 2 [0; 1], and Jensen’s inequality, we obtain,

Pe � E FY Xi

"

X

w

 

X

j2Sw

E Xj jXi
[Pr(g(Y ) = fjjF ;Xi;Xj;Y )]

!�#

(3.23)

The term Pr(g(Y ) = fjjF ;Xi;Xj;Y ) is a one zero function, equaling one when g(Y ) =

fj and zero otherwise. Using our assumption that g is a MAP detector, we upper bound

this probability as follows,

Pe �
X

i

PF (fi)
X

xi2X n

X

y2Yn

PXi
(xi)PY jX(yjxi)

�
X

w

0

@

X

j2Sw

X

xj 2X n

PXj jXi
(xjjxi)

�

PY jX(yjxj)PF (fj)

PY jX(yjxi)PF (fi)

�
1

1+�

1

A

�

(3.24)

The bound in equation (3.24) has an exponentially large number of terms. Section

3.2.2 showed that the distributions in this bound can be completely speci�ed by the types


i and 
j , and joint type �, rather than the speci�c i; j pair of target �elds. To do this,

we choose each Sw to be a distinct joint type �, and let w index the set S
i
(D) of all �

that are the joint type of fi and fj 2 DC
fi

. Since c � 1, we group the summation over i

according to the sensor type of fi. Grouping according to the type and joint type enables us
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to take advantage of the fact that the number of types is polynomial in k2. After grouping

according to types, we write equation (3.24) as,
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S
i
(D), the set of joint sensor types that result in an error, is de�n ed as,

S
(D) = f� : � 2 P2
k(f0; 1gT (c)); �(0)(1) + �(1)(0) � D;
i;a =

X

b

�(a)(b)g (3.26)

jT k2

�j
i
j is the number of �elds fj that have a joint type � with respect to fi. We bound

jT k2

�j
j as,
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i
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j j
0

j
)) (3.27)

This is a loose upper bound, and we are not aware of tight bounds for the cardinality of this

set.

Combining equation (3.25) with (3.27) and (3.18), and using the conditional indepen-

dence of sensor outputs, we obtain,

Pe �
X


i

X

�2S
i
(D)

2�k2(D(
ikPF jF 0�
0

i
))2k2�(H( ~
j j
0

j
))2k2 �

�+1
(D(
ikPF jF 0 �
0

i
)+H( ~
i j
0

i
))

� 2�k2 �

�+1
(D(
j kPF jF 0 �
0

j
)+H( ~
j j
0

j
))2�nE(�;�) (3.28)

where E(�;�) is de�ned as below,
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Since the number of sensor types 
i and joint sensor types � are upper bounded by (k2 +

1)T (c) and (k2 + 1)2T (c), respectively, and k2 = dnRe, implying k2 < nR + 1, (3.28) is
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bounded as,

Pe � 2�n(o1(n)+Er(R;D)) (3.30)

where o1(n) ! 0 as n ! 1, and where Er(R;D) is de�ned as,
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Observing that E(0;�) = 0 8�, we let � go to zero, rather than optimizing it, thus

resulting in a lower bound on Er(R;D). In the above expression, this implies that, in order

for R to be achievable, E(�;�)
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i, all rates

are achievable in our lower bound. Since we seek to bound the largest achievable R, we
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analysis above, and relaxing the conditions � 2 P2
k(f0; 1gT (c); f0; 1gT (c)) by dropping the

restriction that target �elds are restricted to area k2 in the de�nition (3.26) of S
i
(D) (thus

weakening the bound), we see that a multi-sensor system can achieve any rate R bounded

as below.
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Therefore, the right hand side is a lower bound on C(D). �
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For the case of c = 0, the proof has one primary difference. Since the �eld type � can

be marginalized to compute the sensor types 
, all the target �elds are grouped according to

�. We let � be the joint �eld type of target �elds fi (with �eld type �i) and fj. Using these

de�nitions, we can write the sensing capacity theorem for th e case of c = 0 as follows,

Theorem 5 (Sensing Capacity for a Markov Random Field, c = 0) The sensing capac-
ity at distortion D for target �eld distribution described in Section 3.2.1 sat is�es,
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where �i, �j,
i, and � are obtained by marginalizing the joint �eld type �, and where
�i = PF jF 0 � �0

i
.

3.3 SUMMARY

In this chapter, we demonstrated the impact of spatial and temporal dependence on the

sensing capacity. We lower bound the sensing capacity of a multi-sensor system that detects

a sequence of dependent target vectors. We do not assume spatial or temporal regularity

in the sensor measurements. We only assume that a �xed number of sensor measurements

jointly encode all the target vectors. Our bound depends on the entropy rate of the temporal

process. For lower entropy rates, we have higher sensing capacity. In the second part

of this chapter, we analyze the effect of spatial dependence on the sensing capacity by

modeling the environment as a Markov random �eld. A key contr ibution of this proof is

the application of arguments from the method of types to Markov random �elds. Chapters

2 and 3 present a series of theoretical contributions that yield insight about the fundamental

limits and tradeoffs of multi-sensor systems. In Chapter 4 we present how insight from our

theoretical work can impact the practical design of multi-sensor systems.



CHAPTER 4

SENSING AND THE COMPLEXITY OF
DETECTION

We proved the information-theoretic results presented in Chapters 2 and 3 indirectly. Rather

than demonstrating a design of a multi-sensor system that achieves the desired perfor-

mance, we prove its existence non-constructively. Besides fundamental performance lim-

its, do our bounds provide insight into how to build practical multi-sensor systems? In this

chapter, we explore how the concept of a sensing capacity can directly impact the design

of multi-sensor systems. Using the insight of a connection between multi-sensor systems

and channel coding, we demonstrate a novel tradeoff between sensing and detection com-

plexity. This tradeoff was �rst introduced in [53].

The problem of detection complexity in large-scale detection applications becomes

more severe as sensor range or �eld of view increases. This co mplexity is caused by the

large number of dependent variables that occur when conditioning on sensor observations.

Section 4.1 describes the problem of detection complexity and reviews various sensor fu-

sion algorithms in this context. Section 4.2 describes a practical design tradeoff between

computational complexity and detection accuracy. Using the connection between channel

coding and sensing introduced by the sensing capacity, we show how this tradeoff can be

66
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altered using additional sensor measurements. Section 4.3 introduces a connection between

multi-sensor systems and convolutional codes, and Section 4.4 extends the sequential de-

coding algorithm from convolutional coding to multi-sensor systems. Finally, Section 4.5

applies sequential decoding in a simulated robot mapping scenario. We compare sequential

decoding to occupancy grids [5] and belief propagation [22], two well-known approaches

for detecting the state of discrete variables using noisy observations. Empirical results

demonstrate that given suf�cient sensor measurements ther e is a threshold effect, with the

computational complexity of sequential decoding dropping sharply. This empirically ob-

served threshold is known as the computational cutoff rate, and is expected given the insight

of a sensing capacity. For a range sensor example, we empirically demonstrate that, while

belief propagation has exponential complexity in sensor range, sequential decoding has

linear complexity in sensor range. Despite this disparity in complexity, the two algorithms

achieve similar accuracy in simulations.

4.1 COMPLEXITY OF DETECTION

Obtaining accurate detection of the environment using noisy sensor measurements poses

a signi�cant computational challenge in many large-scale d etection applications. One of

the primary reasons for these high computational costs is that sensor output is typically

affected by multiple parts of the environment at the same time. One example of such an ap-

plication is vehicle detection and classi�cation using sei smic sensors, as described in [9].

In such an application, we can model the area being monitored as a discrete grid. Each

grid location can contain one of several types of vehicles. The number of possible vehi-

cle con�gurations is therefore exponentially large. Seism ic sensors can sense vibrations

over a large area, and are thus affected by multiple vehicles simultaneously. As a result,

measurements from a single sensor cannot distinguish among multiple vehicle con�gura-
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tions. Therefore, one must fuse multiple sensor measurements to detect the state of the

environment. The fact that sensors are affected by multiple parts of the environment at

the same time is a common thread in many large-scale detection applications. In another

example, [54] describes the use of wide-angle sonars to map an indoor environment in a

robotic mapping application. Such sonar sensors emit a wide pulse and experience multi-

path effects. Thus, their time-of-�ight measurements are a ffected by multiple obstacles in

the environment. Finally, [55] uses an array of Infrared (IR) temperature sensors to detect

pedestrians. An IR temperature sensor absorbs IR radiation from multiple objects in its

�eld of view simultaneously.

Obtaining the maximum likelihood (ML) or maximum a posteriori (MAP) detection

of the state of a discrete grid or vector can be very computationally expensive due to the

large number of dependencies that arise when we condition on sensor measurements. As a

result, different parts of the environment must be detected jointly. Without exploiting any

structure, a brute force approach to computing ML or MAP estimates is exponential in the

size of the state vector or grid, and therefore typically impractical.

In order to exploit probabilistic structure, the complex dependencies induced in the en-

vironment by various sensor measurements can be captured using the formalism of graph-

ical models [18], [56]. In a graphical model the sensors and the environment are modeled

as a graph, e.g. with one node for every sensor and every discrete sensed region. Edges

connect sensors to the parts of the environment which they observe. In such graphical mod-

els, message passing-based inference algorithms have been proposed by many researchers

as a means for fusing sensor measurements [57], [18], [56]. Such algorithms suffer from

exponential complexity in either the largest degree of the graph or clique size in an induced

graph. As a result, such algorithms are impractical for sensors that cause a large number

of dependencies. To better understand the computational complexity of detection in large-
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scale detection, we examine algorithms for inference in graphical models. Such algorithms

can be broken into three large categories: exact, sampling, and variational [58].

Exact algorithms compute the precise probability distribution of variables in a graphical

model by exploiting graph structure. An important example of such methods, the junction

tree algorithm, was applied by [57] to various problems in sensor networks. The junction

tree algorithm has a computational complexity that is exponential in the largest clique size

induced while constructing a junction tree from the original graph. The variational ap-

proach recasts inference as an optimization problem for a typically simpli�ed model [58].

A popular example of this approach is loopy belief propagation, which [56] applied to in-

ference in sensor networks. Belief propagation has complexity that is exponential in the

largest degree of the graph. For sensor fusion, algorithms such as the belief propagation

and junction tree algorithms are primarily useful for sensors that interact with a small num-

ber of variables, such as temperature and bias in a temperature sensor [57]. However, many

sensors have signi�cant range and thus induce large degrees and cliques, rendering algo-

rithms such a belief propagation and the junction tree algorithm impractical. This occurs

because the output of such sensors is affected by multiple parts of the environment. For

example, the Senscomp sonar1, a sensor popularly used in robotics, emits a wide acoustic

pulse over a range of 35 feet. This sensor has a low angular resolution, and thus the re�ec-

tion of the pulse is affected by the presence or absence of obstacles in a large area. In a

graphical model where the environment is modelled as a discrete �eld, such a sensor would

have a large degree since it is connected to every node in the environment that can affect

the acoustic pulse. Similarly, sensor deployments where multiple sensors observe the same

location in the environment produce nodes with large degrees and induce large cliques in a

graphical model.

1 Senscomp 600 Series Instrument Transducer: www.senscomp.com



4.2 DESIGN DILEMMA 70

Sampling approaches use ideas such as importance sampling and MCMC methods to

conduct inference in graphical models [58]. [59] applies such an MCMC method to the

problem of answering queries in a sensor network modelled as a Bayesian network. [60]

uses sampling-based approximations of belief propagation messages to apply belief propa-

gation to the problem of sensor self-calibration in sensor networks. Such approaches reduce

computational complexity through Monte Carlo approximations.

In addition to these graphical model approaches, we mention one of the most commonly

used algorithms in robotics for fusing sensor measurements (e.g. sonar and laser range

sensors) to detect environments that can be modelled as discrete �elds. Occupancy grids [5]

solve the joint detection problem by assuming a simpler model that eliminates many of the

dependencies in the original graphical model. While this results in a loss of accuracy, it

also yields very low computational complexity.

4.2 DESIGN DILEMMA

Faced with the computational complexity of detecting discrete vectors or grids using

sensor measurements, a multi-sensor system designer is typically confronted with a choice

between accurate algorithms that have high computational complexity, and algorithms that

are less accurate but are less computationally expensive. In practice, inaccurate but com-

putationally ef�cient algorithms (e.g. occupancy grids [5 ]) are combined with high quality

but expensive sensors (e.g. SICK laser range �nders 2) to achieve good detection results.

Accurate but computationally expensive algorithms can enable accurate sensing with cheap

sensors such as Senscomp sonars, but can be too computationally intensive for real-time

implementation (e.g. [61], [62]). In this chapter, we argue that this tradeoff between com-

plexity and accuracy can be altered by increasing the number of sensor measurements. We

2 SICK website: http://www.sick.com/ecatalog/en.html
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present a novel family of algorithms based on a connection between decoding convolutional

codes [63] and detection in multi-sensor systems. For a suf� cient number of sensor mea-

surements, our algorithms show sharp empirical performance transitions, becoming both

computationally ef�cient and accurate.

4.3 CONNECTION WITH CONVOLUTIONAL CODES

The idea of extending techniques used to ef�ciently decode c onvolutional codes to the

problem of detection in sensor networks is motivated by the connection between coding

in communications and multi-sensor systems demonstrated in Chapters 2 and 3. Convo-

lutional codes [63] constitute one of the main approaches to encoding messages for trans-

mission in communications channels. In such codes, an encoder has a �nite memory. This

means that the output of the encoder depends not only on the bit at the encoder input at that

time, but also on a �nite number of immediately preceding inp ut bits. Convolutional codes

achieve low probability of error for large memory encoders, where accurate ML decoding

using algorithms such as the Viterbi algorithm [64] becomes computationally intractable.

One of the techniques used to overcome the computational costs of decoding convolutional

codes with large memory is sequential decoding. The idea of sequential decoding was �rst

introduced in [65]. This approach accurately decodes messages in practice by relying on

a suf�cient number of redundant transmitted bits, that is, f or some rate below the chan-

nel capacity. Theoretical results about sequential decoding indicate the existence of this

performance regime for some computational cutoff rate below the channel capacity [66].

Below this computational cutoff rate, the average computational effort required to decode

a bit remains bounded by a constant that does not depend on the overall message length.

Perhaps the most striking feature of sequential decoding algorithms for convolutional codes

is that their computational complexity is constant in the size of the memory. Another good
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property is the comparative simplicity of their implementation.

Our contiguous connections multi-sensor system model (e.g. Figure 2.3) shares a fun-

damental similarity with convolutional codes. While a convolutional encoder has a causal

structure not shared by multi-sensor systems, a similar �ni te memory property exists in

the context of spatially distributed sensing. In multi-sensor systems, a target position is

encoded not only based on its value, but also based on the values of nearby target positions.

The geometry of a sensor’s �eld of view and the sensor locatio n determine which sub-

sets of the environment are jointly encoded. Similarly to the computational dif�culty faced

when decoding convolutional codes with large memory, sensors of large range induce many

dependencies in the environment that render precise ML or MAP estimation too compu-

tationally expensive for practical use (as described in Section 4.1). Given this connection

between convolutional codes and multi-sensor systems, we were motivated to investigate

whether the computational challenge of detection (i.e., decoding) in multi-sensor systems

could be overcome by taking advantage of additional sensor measurements. In the context

of the concepts of capacity and computational cutoff rate, taking additional measurements

corresponds to operating suf�ciently below the sensing cap acity to enable low complexity

detection. The simulation results presented later in this chapter indicate a sharp transition

in the computational complexity of our algorithm as a function of the number of sensor

measurements.

Across the various approaches to sensor fusion described in Section 4.1, we have not

seen an emphasis on the tradeoff between sensing and detection complexity, which is the

primary focus of this chapter. We will compare the performance of our sequential decoding

algorithm to loopy belief propagation and occupancy grids as a function of the number of

sensor measurements and sensor range. However, the primary focus of this chapter is not to

exhaustively compare sequential decoding to other algorithms. Instead, we describe a novel
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Figure 4.1: Simple deployment of three range sensors in a 3 � 3 grid world.

tradeoff between sensing and detection complexity, demonstrate the bene�t of exploiting

the connection between error correcting codes and sensing, and provide results that will

demonstrate the promise of a sequential decoding approach to detection in sensor networks.

4.4 SEQUENTIAL DECODING FOR LARGE-SCALE DETECTION

In large-scale detection applications, the lowest probability of error is achieved by al-

gorithms that detect the MAP state of the variables which comprise an environment using

a set of sensor measurements. The main insight behind sequential decoding, translated to

the context of distributed sensing, is that for suf�ciently low noise conditions (achievable

using low noise sensors, or multiple sensor measurements), most of the effort expended

by exhaustively considering all potential states of the environment is spent on considering

very unlikely states. Instead, a more ef�cient strategy is t o explore only the most promising

states of the environment. To take advantage of this insight, a sequential decoding algo-

rithm sequentially guesses the variables in the environment, evaluates partial guesses using

a path metric, and generates new hypotheses based on extending the hypothesis with the
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highest path metric.

We consider the Stack algorithm, a sequential decoding algorithm introduced separately

by [67] and [68] to decode convolutional codes. We present this algorithm in a form that we

adapted to the problem of detection in distributed sensing, and we discuss the most salient

differences between its traditional application in convolutional codes and in our adaptation

for distributed sensing. The stack algorithm as used for convolutional decoding cannot be

trivially applied to a sensing problem due to the different structures of the two problems.

While convolutional encoders typically have a natural ordering in time, that is, they can

operate from left to right on the time axis, there is no such obvious ordering when sensing

an environment. Furthermore, the structure of the encoder itself is far less restricted in

distributed sensing due to the typically uneven distribution of sensor measurements, and

the wide array of possible sensor types.

We begin by reviewing a simple distributed sensing scenario as illustrated in Figure 4.1.

This �gure depicts a 3 � 3 environment, where each grid block is either empty or contains

a target. Four sensors are placed in this environment, each with its own corresponding

view of the environment. In general, a discrete grid is represented by a set of variables

F1; : : : ; Fk. A MAP estimation algorithm seeks to identify the maximum probability as-

signment of F1; : : : ; Fk given the observed sensor measurements. We assume that Fi is a

binary random variable, corresponding to the presence or absence of a target, though ex-

tensions to non-binary targets are possible. To understand the operation of our algorithm,

we �rst translate the sensor deployment depicted in Figure 4 .1 into a graph as shown in

Figure 4.2. The graph consists of the �eld variables that are to be detected, the noisy sensor

output variables that are observed, and the sensors, shown as squares. The �eld variables

that correspond to a sensor’s �eld of view, referred to as the sensor’s scope, are shown by

connections in the graph between the sensor and those variables. For example, the scope
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Figure 4.2: Graph representation of the simple scenario presented in Figure 4.1.

S1 of sensor 1 in the graph is fF1; F2; F3g. The sensor ‘ outputs x‘, which is a function

	‘ of its scope. For example, x1 =  1(f1; f2; f3) in Figure 4.2. In the example shown in

Figure 4.1 we assume that the sensors are simple range sensors. These sensors output the

distance to the nearest target. However, we don’t observe the noiseless sensor output x‘

of sensor ‘, but instead observe the noisy sensor output y‘. In the range sensor example,

this corresponds to observing a distance that is greater than or less than the actual distance

with some probability. The noise model of the sensor is characterized by the probability

distribution PY jX .

The algorithm sequentially generates hypotheses about variable values. This process

can be viewed as a search on a tree, as shown in Figure 4.3. Each level of the tree corre-

sponds to a variable Fi. From each node in the tree (except for leaf nodes) there are two

possible paths, corresponding to assigning a value of 0 or 1 to the variable Fi corresponding

to that node. A path hp of length kp in the tree represents a sequence of variable assignments

over the �rst kp variables. For example, in Figure 4.3 the path h1 corresponds to assigning
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Figure 4.3: Illustration of the operation of the stack algorithm.

F1 = 0; F2 = 0; F3 = 0 and the path h2 corresponds to assigning F1 = 0; F2 = 0; F3 = 1.

The tree represents an exponential number of paths, and therefore exhaustive exploration of

all paths is not computationally feasible. We therefore ask the question, which path in the

tree is the most promising to extend? Since the paths are not of equal length, this cannot be

answered by simply extending the path which makes the sensor observations most likely.

The reason for this is that long paths will tend to have a lower likelihood, and thus only

shorter paths will be extended, leading to an exhaustive exploration of the tree. Instead,

we derive a path metric using the approach used to derive the Fano metric in the sequential

decoding of convolutional codes [63]. Differences between the coding and sensing settings

induce different path metrics, which is one of the primary differences in the application of

the Stack algorithm to the problem of large-scale detection. The Fano path metric can be

derived using Bayes rule by evaluating the posterior probability of a particular path in a

tree conditioned on the structure of the convolutional encoder and the noisy received bits.

Similarly, we can derive our path metric by evaluating the posterior probability of a path hp
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through a tree, conditioned on the sensor deployment D (i.e., the mapping between sensors

and target positions), and the noisy sensor observations y. We denote our path metric as

�, and we describe its derivation below. In this paper we focus on �elds in which each

variable Fi is i.i.d. with PF (Fi = 1) = t and PF (Fi = 0) = 1 � t. Using Bayes rule,

the posterior probability that the �rst kp variables, denoted F kp, equal hp given D and y is

written as,

P (F kp = hpjD;y) =
P (yjD;hp)P (hpjD)

P (yjD)
(4.1)

We assume the sensor network deployment is independent of the state of the grid, and

therefore P (hpjD) = P (hp). We denote the number of ones and zeros in path hp as

k1
p and k0

p. Using our independence assumptions about the �eld variabl es, we can write

P (hp) = (1 � t)k0
ptk

1
p . In order to make the path metric computationally inexpensive,

we make the approximation that the denominator factors as P (yjD) =
Qk

i=1 PY (yijD).

Similarly, we assume that sensor observations in the term P (yjD;hp) factor in a similar

manner. Conditioning on a path hp allows us to group terms in this factorization according

to sensor scope. For any path hp, the set of sensors is split into the sets fY1;Y2;Y3g. Y1

represents the set of sensors whose scope is completely speci�ed by the path, Y2 represents

the set of sensors whose scope is partially speci�ed by the pa th, and Y3 corresponds to the

set of sensors whose scopes are completely not speci�ed in th e current path. Using these

de�nitions, we approximate the term P (yjD;hp) as below,

P (yjD;hp) �
Y

i12Y1

P (yi1jhp;D)
Y

i22Y2

P (yi2jhp;D)
Y

i32Y3

P (yi3jD) (4.2)

The terms of the �rst product in (4.2) can be rewritten to re�e ct the fact that sensor

scopes in the product are completely speci�ed by the path hp. Therefore, we can write

P (yi1jhp;D) = PY jX(yi1jxi1). De�ning �(hp;D;y) = logP (F kp = hpjD;y), and using
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the simpli�cations and approximations described above, we write � as follows,

�(hp;D;y)
:
=
X

i12Y1

log
PY jX(yi1 jxi1)

PY (yi1jD)
+

X

i22Y2

log
P (yi2jhp;D)

PY (yi2jD)
+ k0

p log(1 � t) + k1
p log(t) (4.3)

As we can see in equation (4.3), the path metric consists of two main sums. The �rst

sum is identical to the Fano path metric [63] used in sequential decoding for convolutional

codes. This term is typically interpreted as the information gain provided by a particular

transmitted bit, or in our case a noisy sensor observation. The second sum, over the set of

sensors with partially speci�ed inputs, arises due to the ma nner in which sensors encode

the environment, such as the non-unidirectional in�uence o f sensor observations. Though

this term has the same general form as the �rst sum, it causes t he heaviest computational

burden of the algorithm due to the unspeci�ed sensor inputs. Though in the worst case, the

complexity of this term is exponential in the number of unspeci�ed grid blocks in a sensor’s

range, for many realistic sensor models this term has complexity that corresponds to the size

of a sensor’s output alphabet. For example, for range sensors (e.g. sonar, infrared, laser

range �nders), the computational complexity is quadratic i n a sensor’s range. The reason

for this is that the range is completely determined by the �rs t solid obstacle to which the

sensor has a clear line of sight. Our simulation results in Section 4.7 re�ect this observation.

The path metric � allows the Stack algorithm to compare partial paths in the tree. The

Stack algorithm is written in pseudocode below.

Stack Algorithm

1. Load stack with the root of the tree and the metric zero.

2. Remove the top path in the stack, and insert its successors with their associated met-
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Figure 4.4: Illustration of the operation of the Stack algorithm in decoding the graph de-
picted in Figure 4.2, leading to the partially explored tree depicted in Figure 4.3.

rics into the stack. Sort the stack.

3. If the top path in the stack leads to a leaf of the tree, return with the top path as the

estimate. Otherwise go to step 2.

Figure 4.4 depicts the operation of the stack algorithm in decoding the graph shown in

Figure 4.2, leading to the partially explored tree depicted in Figure 4.3. In the algorithm’s

�rst step, the algorithm begins at the root of the tree. The ro ot has only two successors in the

tree, F1 = 0 and F1 = 1. Each path is evaluated using our path metric �. The paths are then

sorted using their path metric values. The path with the highest path metric is extended by

guessing further. These new paths are stored in the stack, evaluated using the path metric,

and sorted in order to decide which path to extend. The algorithm is halted when a path

reaching a leaf node of the tree has the best value in the stack. It is important to note that

while choosing which path to extend is done greedily, sorting of the stack according to the

path metric values allows for backtracking in the tree exploration.

One important difference between the coding and sensing settings that we have thus far

not addressed arises due to the irregular structure of sensor measurements as compared to

the regularity of a convolutional code. A convolutional code can be decoded by proceeding

through the received codeword in a unidirectional manner. Due to the structure of the
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code, the number of noisy observations per decoded bit is constant. However, no such

directionality or regularity exists in the context of distributed sensing. It is therefore not

clear how one should schedule the guessing of the variables F1; : : : ; Fk. While one can

propose a number of intuitive heuristics for constructing such a schedule, choosing an

optimal schedule appears to be a hard problem. In the experiments described in this chapter

we used the simple heuristic of guessing the most frequently observed grid blocks �rst.

4.5 ROBOTIC MAPPING SIMULATION

4.5.1 Sequential Decoding Performance

To characterize the performance of our sequential decoding detection algorithm, we

conducted a series of simulation-based experiments in Matlab. In our experiments, we

sensed a �xed size k � k grid using a variable number of sensor measurements n. Using

our sequential decoding algorithm, we detected the state of the environment and plotted

the algorithm’s performance as a function of the number of measurements. For each value

of n, we repeated our experiment 500 times. The experiment is described in greater detail

below.

In each of our experiments, the simulator instantiates a random 20�20 grid world. Each

grid block in the environment is independently instantiated as a solid object with probabil-

ity 0:2. A �xed number of sensors are then dropped on the obstacle-fr ee grid blocks of

this environment, and are given a random orientation in one of the four cardinal directions.

Given this �xed sensor con�guration, each sensor takes a ran ge measurement correspond-

ing to the distance to the nearest obstacle. The output of these range measurements is

then corrupted by noise. The noise corrupts the range measurements with a probability of

0:1, with the probability assigned to the reported distance decaying as a Gaussian from the

actual range measurement value.
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Figure 4.5: Sequential decoding distortion as a function of the number of sensor measure-
ments, for sensors of two different maximum range values.

Figure 4.5 depicts average distortion as a function of the number of sensor measure-

ments and sensor range. Distortion is computed as the fraction of the 400 grid blocks

which were misclassi�ed (i.e., free space ‘0’ classi�ed as a n obstacle ‘1’ and vice versa).

With an increasing number of sensor measurements, the average accuracy of the estimates

obtained increases. This �gure indicates that the sequenti al decoding algorithm is capable

of combining noisy sensor measurements to produce accurate detections. It is interesting

to note that the difference in sensing accuracy between the short and long range sensors

decreases as the number of sensor measurements increases. At 900 measurements, shorter

range sensors actually have a lower distortion than the longer range sensors. To understand

this result, we note that range sensors have an output alphabet that grows linearly with

range, while the possible states of grid blocks in their �eld of view grows exponentially.

As a result, larger range sensors become essentially uninformative above a certain number

of sensor measurements, while shorter range sensors continue to be informative. Neither

type of sensor seems to approach a distortion of 0. This seems reasonable, given the limited
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Figure 4.6: Average number of steps in which the sequential decoding algorithm converged
as a function of the number of sensor measurements, for sensors of two different maximum
range values.

ability of range sensors to distinguish among grid block con�gurations.

Figure 4.6 illustrates the dependence of the complexity of sequential decoding on the

number of sensor measurements. A Stack algorithm converges when a path that extends

to a leaf of the tree (i.e., a path that speci�es all environme nt variables) achieves the high-

est path metric in the stack. This �gure plots the average num ber of steps the sequential

decoding algorithm required in order to converge as a function of the number of sensor

measurements. This graph depicts two interesting phenomena. First, it demonstrates a

threshold behavior in the algorithm’s complexity. Below three hundred sensor measure-

ments (for sensors of range 3), the number of steps required for convergence grows very

rapidly. Above this number of measurements, the number of steps required for conver-

gence approaches the number of variables that are to be estimated in the environment. The

transition in computational complexity occurs at 250 measurements for a sensor of range

5. This �gure thus demonstrates an empirically observed shar p transition in computational
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complexity as a function of the number of sensor measurements. Another interesting ob-

servation is that for sensors of longer range, the algorithm required fewer steps in order

to converge. Drawing on our work on the sensing capacity, we conjecture that this oc-

curs because sensors of longer range can yield a higher sensing capacity than shorter range

sensors. Therefore, for the same number of measurements, multi-sensor systems using

longer range sensors are operating further below their sensing capacity, resulting in better

sequential decoding performance.

4.5.2 Comparison with Occupancy Grids and Belief Propagation

We compare our sequential decoding algorithms to two widely used algorithms. The

�rst algorithm, occupancy grids [5], is a computationally e f�cient algorithm for detecting

the state of an environment using sensor measurements. It is widely used in robotics for

applications such as mapping environments using range sensors [4], and in other sensing

applications such as pedestrian detection using heat sensors [55]. Occupancy grids model

the world as a discrete grid, where grid blocks are independently and identically distributed.

This algorithm avoids the problem of jointly detecting the grid blocks by estimating the

state of each grid block independently of the other grid blocks. The second algorithm,

loopy belief propagation [22], is an approximate algorithm for conducting inference in

a graphical model. This algorithm has been applied to a wide variety of applications,

including error correcting codes [69] and sensor networks [56].

To compare sequential decoding to the performance of these two algorithms, we con-

duct experiments similar to those presented in Section 4.5.1. In our experiments, we sensed

a randomly generated size 20 � 20 grid using a variable number of sensor measurements

n. For a given set of noisy sensor observations, we used sequential decoding, occupancy

grids, and belief propagation to detect the environment. For each value of n, we repeated
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Figure 4.7: Average distortion of Belief Propagation, Occupancy Grids, and Sequential
Decoding as a function of the number of sensor measurements.

our experiment 500 times. In Figure 4.7 we plot the performance of the three algorithms as

a function of the number of sensor measurements. For the same number of measurements,

occupancy grids were the least accurate among the three. This is not surprising, since

the independence assumptions they make are quite strong, and ignore many of the depen-

dencies induced by sensor observations. The belief propagation algorithm and sequential

decoding algorithm exhibit similar accuracy, with sequential decoding being slightly more

accurate on average for more than 150 sensor observations, and less accurate below that

number. The similar accuracies of belief propagation and sequential decoding algorithms

are achieved with signi�cantly disparate computational co sts.

Figure 4.8 depicts the running times of the three algorithms as a function of sensor

range. The results were obtained using the same type of simulations used to obtain Fig-

ure 4.7, with the number of sensor measurements �xed at n = 400. Occupancy grids run

signi�cantly faster than the other two algorithms. This com putational ef�ciency, achieved

by strong independence assumptions which also cause low accuracy, is one of the primary
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Figure 4.8: Average running time of Belief Propagation, Occupancy Grids, and Sequential
Decoding as a function of sensor range.

reasons for the algorithm’s popularity in practical applications. In contrast, the running

time of the belief propagation algorithm increased exponentially with sensor range. This

occurs because the range of the sensor is directly proportional to its degree in the graphi-

cal model, and belief propagation’s complexity is exponential in this degree. As a result,

though it achieves good accuracy, this algorithm is only computationally ef�cient for sen-

sors of small range. The sequential decoding approach is more expensive than occupancy

grids, as can be expected since it doesn’t make the assumption that grid blocks can be de-

tected independently. Sequential decoding running time grows linearly with sensor range

for sensors of range four or greater. Sensors of range two result in slower running times,

perhaps as a result of their lower sensing capacity (see discussion of Figure 4.6).

Taken together, Figures 4.7 and 4.8 demonstrate that for a suf�cient number of sensor

measurements, the sequential decoding approach can provide detection as accurate as belief

propagation, with a signi�cantly smaller amount of computa tion. While occupancy grids

run in an even smaller amount of time, the assumptions they make in order to achieve this
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Figure 4.9: Mapping of a simulated indoor environment using Occupancy Grids and Se-
quential Decoding.

reduced complexity signi�cantly degrade detection accura cy.

4.5.3 Mapping Example

To demonstrate the practical potential of sequential decoding algorithms we simulated

a sensing application of indoor mapping using range sensors. We compare the performance

of sequential decoding to occupancy grids since they are widely used for such applications.

Starting with an image of an of�ce �oor plan, we obtained a 100�100 discrete grid map de-

picted in the left hand side of Figure 4.9. We randomly placed range sensors in the empty

grid blocks of this environment, chose a random orientation, and simulated noisy range

sensor measurements. The range measurements were corrupted with noise, such that with

probability 0:05 they reported a range measurement that was different from the measured

range value. Using sensors of range 15, we collected 10; 000 such noisy range measure-

ments. Using our sequential decoding algorithms, we produced the estimate shown in the

right hand side of Figure 4.9 in 13; 921 iterations. An interesting complication in this sim-

ulation occurred due to the fact that range sensors are limited to observing the boundary

of a solid object, and thus predictions for the interior grid blocks of large solid objects are

meaningless. To make this uncertainty explicit, we checked whether the gain in our path
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metric equaled zero to �ag grid blocks where the sequential d ecoding algorithm lacked ev-

idence for choosing one grid block value over another. In Figure 4.9 such grid blocks are

denoted using light gray. We applied the occupancy grid algorithm to the same sensor mea-

surements in order to obtain the detection shown in the center of Figure 4.9. By comparing

this detection with ground truth, we can see that the occupancy-grid detection is signi�-

cantly noisier and more inaccurate than the estimate obtained by applying the sequential

decoding algorithm. Further, in order to mark grid blocks about which the occupancy grids

algorithm was uncertain, we applied the same idea used to �ag such grid blocks in sequen-

tial decoding. If the probabilities for zero and one for a particular grid block were equal,

we �agged such grid blocks as uncertain. As can be seen in Figu re 4.9, this approach did

not �ag any grid blocks as uncertain. This occurs because the occupancy grid algorithm

makes strong assumptions that result in incorrect probabilities. As a result, reasoning with

these probabilities requires a more ad hoc solution.

4.6 SUMMARY

In this chapter we describe a design tradeoff between computational complexity and

the accuracy of detection in large-scale detection applications. Using insights from the

theoretical work in the previous chapters, we propose that this tradeoff can be altered by

collecting suf�cient sensor measurements. This proposal i s driven by an analogy between

multi-sensor systems and convolutional codes. We extend sequential decoding, a decod-

ing heuristic used to ef�ciently decode convolutional code s, to the context of large-scale

detection. In a robotic mapping simulation, this algorithm demonstrated a transition in

computational complexity for suf�cient sensor measuremen ts. This transition suggests that

there exists a ‘computational cutoff rate’ for multi-sensor systems analogous to the one

that exists for channel codes. Our results indicate that for suf�cient sensor measurements,
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sequential decoding can provide similar accuracy as the more computationally expensive

belief propagation algorithm. In Chapter 5 we test the ideas presented in this chapter using

a complex sensor model and real sensor data.



CHAPTER 5

DETECTING MULTIPLE TARGETS USING
AN IR THERMOMETER

In Chapter 4, we demonstrated a novel relationship between the number of sensor measure-

ments and computational complexity in large-scale detection applications. In preliminary

simulations, we showed that the complexity of sequential decoding dropped sharply above

a certain number of sensor measurements. In this chapter, we demonstrate the implications

of this result in a real sensing application. We focus on the problem of using a cheap IR

temperature sensor to accurately detect multiple hot targets in a discrete �eld. The suc-

cess of these experiments suggests the feasibility of building an inexpensive alternative to

expensive IR cameras. Such a system would have application in pedestrian detection, au-

tonomous search and rescue operations, home monitoring, and industrial monitoring. In

contrast to a point temperature sensor, the IR temperature sensor we consider in this chap-

ter absorbs incoming IR radiation from a wide area. Thus, when sensing the temperature

of an object that partially occupies its �eld of view, the sen sor’s output is also affected by

the temperature of other nearby objects. Parts of this chapter present results from [70].

In Section 5.1 we brie�y discuss the problem of IR thermometr y, the conventional use

of non-contact IR temperature sensors, and the unconventional way in which we make use

89
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of such sensors. We present a physics-based model for the IR sensor we used in our ex-

periments in Section 5.2. To test the performance of sequential decoding using our sensor

model, we conduct a number of simulations which we discuss in Section 5.3. Our results

show that for a suf�cient number of sensor measurements, seq uential decoding exhibits a

sharp empirical performance transition, becoming both computationally ef�cient and ac-

curate. To better accommodate the large �elds of view of the s ensors used in this paper,

we introduce an approximation step in the sequential decoding algorithm that speeds up its

execution. We provide extensive comparisons with other algorithms, including a publicly

available, optimized version of belief propagation (BP) [22]. Our simulations demonstrate

that while BP has exponential complexity in sensor �eld of vi ew, sequential decoding has

linear complexity in sensor �eld of view (for a suf�cient num ber of sensor measurements).

Despite this disparity in complexity, sequential decoding was found to be much more accu-

rate for these large �eld of view sensors. We also compare wit h a fast, greedy bit-�ipping

(BF) algorithm, inspired by a simple algorithm used to decode LDPC codes [71]. Finally,

we show that the behavior of sequential decoding across different simulations provides in-

teresting insights regarding sensor selection. Section 5.4 describes a sequence of physical

experiments where we demonstrate successful detection of multiple targets using an IR

sensor. These results demonstrate the possibility of using simple sensors for large-scale

detection applications using the ideas presented in this thesis.

5.1 IR THERMOMETRY

In this chapter we focus on non-contact sensors which measure temperature by sensing

the IR radiation emitted by a hot object. Such sensors have a wide array of applications,

including people detection in security systems, industrial process and product inspection,

and environmental monitoring. The IR temperature sensor modeled in our simulation and




