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Abstract

The broadcast nature of the wireless medium makes the communication over this medium vulnerable
to eavesdropping. This report considers the problem of secret communication between two nodes,
over a fading wireless medium, in the presence of a passive eavesdropper. The assumption used is
that the transmitter and its helpers (amplifying relays) have more antennas than the eavesdropper.
The transmitter ensures secrecy of communication by utilizing some of the available power to
produce ‘artificial noise’, such that only the eavesdropper’s channel is degraded. Two scenarios
are considered, one where the transmitter has multiple transmit antennas, and the other where
amplifying relays simulate the effect of multiple antennas. The channel state information (CSI)
is assumed to be publicly known, and hence, the secrecy of communication is independent of the

secrecy of CSI.

This work was supported in part by Cylab, CMU under grant DAAD19-02-1-0389 from the Army Research Office.
Part of the results in this report have been presented in VTC Fall ’05 and MILCOM ’05.
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Chapter 1

Introduction

1.1 Secrecy Problem in a Wireless Environment

The broadcast nature of the wireless medium makes wireless networks easily accessible. Advances in
wireless communication technology has made it possible to stay connected to the network anywhere,
anytime. However, this ease of accessibility also makes it easy to overhear communication over this
medium, thus raising privacy concerns. Secrecy problems involve three nodes; transmitter, receiver
and an eavesdropper. We consider the problem of secret communication, over a wireless medium,
where the transmitter wants to transmit a secret message to the intended receiver, such that the
eavesdropper is unable to decode it. The eavesdropper is assumed to be passive and hence, its
location, and even its presence will be uncertain to the transmitter. Thus, in the presence of

passive eavesdroppers, secrecy must be guaranteed regardless of the eavesdropper’s position.

1.2 Background

Claude Shannon laid the theoretical foundation for the study of secret communication [1]. He
showed that perfect secrecy is achievable only if the secret key is at least as large as the secret
message. However, this pessimistic result was based on the assumption that the eavesdropper has
access to precisely the same information as the receiver, except the secret key. Later, [2] considered

a scenario where the receiver and the eavesdropper have separate channels, and showed that secret



communication is possible if the eavesdropper’s channel has a smaller capacity than the receiver’s
channel. The paper generalized the scenario considered in [3] where the eavesdropper’s channel
was a degraded version of the receiver’s channel; and hence, the former was guaranteed to be worse
than the latter. The paper also defined the notion of ‘secrecy capacity’, which essentially is the
maximum rate at which the transmitter can reliably communicate a secret message to the intended
receiver, without the eavesdropper being able to decode it. However, if the eavesdropper happens
to have a better channel than the receiver (e.g., if the eavesdropper is closer to the transmitter,
versus the receiver), then the secrecy capacity is zero, meaning that secrecy could not be guar-
anteed for an arbitrary location of the eavesdropper. [7] presented a solution to this problem,
where the transmitter can use some of the available power to transmit artificially generated noise.
Since, this noise is generated by the transmitter, the transmitter can design it such that only the
eavesdropper’s channel is degraded. Thus, by selectively degrading the eavesdropper’s channel, the
eavesdropper’s channel can be made worse than the receiver’s channel, and secret communication

can be guaranteed, based on the result in [2].

Two schemes for generating artificial noise were introduced in [5]. In the first scheme, the trans-
mitter can use multiple transmit antennas to generate ‘artificial noise’. This scenario was chosen
because the artificial noise scheme can be presented in a simple manner, in this case. This scenario
models a base station wanting to communicate a secret message to a mobile handset. In the sec-
ond scheme, it was shown that even if the transmitter does not have multiple transmit antennas
but ‘amplifying relays’ [20] (or ‘helper nodes’) are present, the effect of multiple antennas can be
simulated and artificial noise can still be produced. This scenario models a mobile handset, with
a single antenna, wanting to communicate a secret message to another mobile handset or the base
station. The multiple antenna scheme was further analyzed in [6]. The paper explored the notion
of ‘MIMO secrecy capacity’ and showed that it behaves differently from MIMO capacity, showing
that the secrecy requirement changes the behavior of MIMO capacity. For example, the paper
showed that secrecy capacity does not increase monotonically with the minimum of the number of
transmit and receive antennas, unlike the celebrated result on usual MIMO capacity [8]. Thus, the
paper highlighted the need to characterize MIMO secrecy capacity. The paper further showed that
with the use of artificial noise, a certain minimum rate of secret transmission can be guaranteed,

regardless of the eavesdropper’s position. Both of these papers assessed the artificial noise schemes



through Monte Carlo simulations. [7] presented results on the minimum guaranteed secrecy ca-
pacity, which is defined as the minimum secrecy capacity, that can be guaranteed regardless of
the eavesdropper’s position, assuming a fading channel model. This required a modification of the
schemes analyzed in [5] and [6] to ensure non-zero minimum guaranteed secrecy capacity. The

paper presented analytical results in addition to simulation results.

Note that the result in [2], and consequently, this report, considers information theoretic secrecy
which is provably secure, as opposed to classical symmetric encryption schemes [4]. Information
theoretic secrecy does not assume that a secure key exchange has occurred between the transmitter
and the receiver, as is assumed in the classical symmetric encryption schemes. On the other hand,
the secrecy rates guaranteed by the information theoretic results might be substantially smaller than
those achievable through symmetric encryption schemes. Thus, information theoretic schemes can
be used in conjunction with the classical schemes, by generating keys which can then be used to
perform symmetric encryption. However, practical codes are not known which can achieve the rates

guaranteed by information theoretic results on secrecy.

1.3 Related Work

In related work, [9] presented a technique for introducing ambiguity in the eavesdropper’s channel,
using multiple transmit antennas. However, secrecy capacity obtained using this scheme was not
analyzed. [10] described a technique for secret communication where the channel state information
(CSI) was used as the secret key. In particular, the phase information was used as a secret key and
the transmitter compensated for the phase before transmission. The phase of the eavesdropper’s
channel, being different from that of the receiver’s channel, in general, prevented the eavesdropper
from decoding the secret message. [11] generalized this technique for the multi-antenna scenario.
[12] obtained an abstract characterization of secrecy capacity of the kind discussed in [10]. In
contrast, this paper assumes that the CSI is publicly known, and thus, it cannot be used to obtain
a secret key. The secrecy of the schemes discussed in this paper is independent of the secrecy of
the CSI. However, in this paper, we make the (admittedly strong) assumption that the number of
eavesdropper antennas is strictly smaller than the number of transmitter (along with amplifying

relays) antennas. This assumption may be valid in certain scenarios, such as a powerful base station



deploying several antennas, serving as a transmitter. [13] analyzed secrecy capacity for slow fading
wireless channels, but without the use of artificial noise. This report shows that much lower outage

probabilities can be guaranteed using artificial noise.

1.4 Outline

This report is organized as follows. Chapter 2 formulates the secrecy problem considered in this
report. It introduces the two scenarios considered in this report, one with multiple antennas at the
transmitter, and the other with amplifying relays. Chapter 3 introduces the scheme for artificial
noise generation, using multiple transmit antennas. This chapter assumes that both the receiver
and the eavesdropper have a single antenna each. Chapter 4 presents the scheme for artificial
noise generation, when all the nodes have a single antenna each. This chapter shows how the
effect of multiple transmit antennas can be reproduced with the help of amplifying relays. Chapter
5 characterizes the behavior of MIMO secrecy capacity. It also presents analytic results on the
minimum guaranteed average secrecy capacity, in the regime of large number of antennas. Chapter
6 presents simulation results that characterize secrecy capacity obtained using the two different

schemes. Chapter 7 concludes the report.



Chapter 2

Problem Scenario

2.1 Introduction

In this report, we consider the problem of guaranteeing secret communication, in a wireless medium,
in the presence of a passive eavesdropper. The key idea in this report is that it is possible to selec-
tively degrade the eavesdropper’s channel, regardless of it’s position, so that it’s channel is worse
than the receiver’s channel. This can be achieved by utilizing the multipath nature of the wireless
channel which results in independent fading channels for the receiver and the eavesdropper. Since
fading for the different channels is independent, the transmitter can design a signal, such that it
only cancels out at the receiver, and not at the eavesdropper. This signal can be used as an arti-
ficial noise signal, which will selectively degrade the eavesdropper’s channel. The transmitter can
use some of the available power to transmit this artificially generated noise, so that eavesdropper’s
channel can be made worse than the receiver’s channel, and secret communication can be guar-
anteed. This report considers two scenarios, which demonstrate different methods of generating
artificial noise. In the first scenario, the transmitter can use the degrees of freedom provided by
multiple transmit antennas, to generate artificial noise. In the second scenario, the transmitter has
only a single transmit antenna. However, it can coordinate with amplifying relays, to produce the
effect of multiple transmit antennas. In this scenario, we assume that transmissions of all nodes

are synchronized (which is clearly an idealistic assumption).

We denote vectors and matrices with bold font. { is used to denote the Hermitian operator.



For convenience, we measure information in nats instead of bits (i.e., log,.(-) is used to calculate

entropy). We first consider the simpler Scenario 1.

2.2 Multiple Antennas: Scenario 1

Scenario 1 in Fig. 2.1 shows transmitter A with N7 antennas, receiver B with Ng antennas and an
eavesdropper E with Ng antennas. An eavesdropper with multiple antennas is an abstraction of
the case where, a) either the eavesdropper has multiple receive antennas or b) several eavesdroppers
(with perhaps one antenna each) collude. The latter case of collusion can be modeled as a single
eavesdropper with multiple antennas, if we assume that their received signals can be processed by
a central node. Clearly, this form of collusion represents the worst case scenario in terms of secrecy
capacity, given a fixed number of colluding eavesdroppers. Hy and Gy denote the channels of the
receiver and the eavesdropper respectively, at time k. A transmits x; at time k. B and E receive,

respectively,
z, = Hpxp +ng, (2.1)
yi = Gixg+ e, (2.2)

where the components of n; and ey are i.i.d. Additive White Gaussian Noise (AWGN) samples
with variance 02 and o2, respectively. Block fading is assumed, meaning that Hj and Gy are
constant over a block of large number of symbols so that information theoretic results can be
applied within each block and Hg, Gj in different blocks are independent. Thus, encoding and
decoding is performed independently for each fading block. A more general fading channel could
be used, but the resulting analysis will be much more complicated [21]. The elements of Hj and
Gy are assumed to be complex numbers, i.i.d. and independent of each other. This would occur
under ‘rich scattering’ [14]. It is assumed that the receiver is able to estimate its channel Hy
perfectly and feed it back to the transmitter noiselessly. Further, we assume that the transmitter
can authenticate the fed back channel gain, perhaps using some shared initial key. The eavesdropper
is assumed to be passive, which means that the eavesdropper only listens but does not transmit.
Hence, the transmitter may not know the eavesdropper’s channel Gj;. However, it is assumed
that the eavesdropper may know both the receiver’s and its own channel. Note that the secrecy

of this scheme is not dependent on the secrecy of the channel gains. The transmitter is assumed



(a) Scenario 1 (b) Scenario 2

Figure 2.1: Framework for secrecy capacity

to have a power constraint of Py, i.e., E[szk} < Py. The secrecy condition is defined in terms of
equivocation rate. Let the secret message m”™ = (my,...,mg) be encoded into xV. z"V and y™v
are then obtained following (2.1), (2.2). The rate of transmission between the transmitter and the
receiver is R = H(m)/N. The equivocation rate is defined as R, = +H (mX |y™). Perfect secrecy
is achieved (as defined in [2]) if R, = R. Note that this secrecy condition restricts the rate at which
the eavesdropper can obtain the secret information. A stricter secrecy condition can be used which

restricts the total amount of secret information obtained by the eavesdropper, using the techniques

introduced in [19]. The same secrecy condition is used in the next scenario as well.

2.3 Multiple Amplifying Relays: Scenario 2

In the previous scenario, the transmitter can utilize its multiple transmit antennas for secret trans-
mission. The second scenario considers the case where the transmitter does not have multiple
transmit antennas, but instead, has amplifying relays for cooperation. Henceforth, in this paper,
we will refer to them as relays. Scenario 2 in Fig. 2.1 shows transmitter A, intended receiver B and
an eavesdropper F with only a single antenna each. But several relays (Hy, Ha, . .., Hy) exist to aid
secret communication from A to B. The multiple relays must simulate the effect of having multiple
transmit antennas. However, unlike Scenario 1, the transmitter cannot directly control the signal
transmitted by the relays. The channel gain from X to Y is denoted axy, which models a fading
channel. Note that the channels are not necessarily reciprocal, i.e., in general axy # ayx. A flat

fading channel model is assumed, similar to (2.1), (2.2). Again, it is assumed that the channels



gains remain constant over a large number of symbols, so that information theoretic results can be
applied within each fading block. The transmission of secret information from the transmitter to
the receiver occurs in two stages which will be discussed in detail in a later chapter. It is assumed
that all the channel gains are known to all the nodes (possibly, even to the eavesdropper). Again,
the secrecy of our communication scheme does not depend on the secrecy of channel gains. We
assume that the total power transmitted by all the nodes for both the stages (including nodes A,
B and the relays), is constrained to Fy. The exact form of the power constraint will be specified

later.



Chapter 3

Artificial Noise using Multiple

Transmit Antennas

3.1 Introduction

In this chapter, we consider the first scenario (Scenario 1). To introduce our scheme, this chapter
assumes that both the receiver and the eavesdropper have a single antenna each, and that multiple
eavesdroppers cannot collude (i.e., Ng = Ng = 1). An example of such a scenario is a wireless LAN,
with the base station as the transmitter. The concept of artificial noise can be clearly illustrated
in this scenario. The artificial noise is produced such that it lies in the null space of the receiver’s
channel, while the information signal is transmitted in the range space of the receiver’s channel.
This design relies on knowledge of the receiver’s channel, but not of the eavesdropper’s channel.
The receiver’s channel nulls out the artificial noise and hence, the receiver remains unaffected by
the noise. However, in general, the eavesdropper’s channel will be degraded, since its range space
will be different from that of the receiver’s channel, and hence, some component of artificial noise

will lie in its range space.



3.2 Artificial Noise Generation

We now describe how the transmitter can generate artificial noise to degrade the eavesdropper’s
channel. The transmitter chooses x;, as the sum of information bearing signal s; and the artificial
noise signal wy,

Xk = Sk + Wg. (3.1)

Both s; and w; are assumed complex Gaussian vectors. wy is chosen to lie in the null space of
H,, such that Hyw, = 0. If Z;, is an orthonormal basis for the null space of Hj, then wj = Z vy,
and ZLZk = I. Then, the signals received by the receiver and the eavesdropper are given by,

respectively,

zi = Hpgsg + ng, (3.2)

ue = Gysk + Grwy + e (3.3)

Note how the artificial noise wy, is nulled out by the receiver’s channel but not necessarily by the

eavesdropper’s channel. Thus, the eavesdropper’s channel is degraded with high probability, while

that of the receiver remains unaffected. If wj; was chosen fixed, the artificial noise seen by the

eavesdropper would be small if ||Ggwyg|| turned out to be small. To avoid this possibility, the

sequence of wy is chosen to be complex Gaussian random vectors in the null space of Hi. In

particular, the transmitter chooses elements of vi to be i.i.d. complex Gaussian random variables
2

with variance o7, and independent in time as well. It follows that the elements of wy are also

Gaussian distributed.

3.3 Secrecy Capacity

Since Hy, is a vector channel, the transmitter chooses the information bearing signal as s, = ppug,
where uy is the information signal. We assume that Gaussian codes are used. pg is chosen such
that Hypr # 0 and ||px|| = 1. Now, secrecy capacity is bounded below by the difference in mutual

information between the transmitter and the receiver versus the transmitter and the eavesdropper

10



[2, 15],

Secrecy Capacity > C'4

sec

|Hkpk|205)_l
o

=I(Z;U) - I(Y;U) (3.4)

|kak’20'5 ) (3 5)
E|Gywg|? + 027 ’

= log(1+ og(1+

where E|Gpwy|? = (GkaZLGL)Ug. For a passive eavesdropper, Gy, is not known to the transmit-
ter, so using the concavity of log(-) and the i.i.d. assumption of Gy, the average secrecy capacity is
maximized by choosing py = H]JL/||H;€|| Thus, the information bearing signal s;, lies in the range

space of HZ whereas the artificial noise is transmitted in the null space of Hz

C? . is arandom variable because it is a function of random channel gains Hy, and Gj. Therefore,
we study average secrecy capacity and outage probability (or outage capacity). We assume that

the total transmit power, given by fi(02,02) = E[xlxk] < Py =02+ (Ny —1)02, is constrained to

Py. Now, 02,02 can be chosen to maximize the lower bound on average secrecy capacity,
H 2 2 G 2 2
Ci =  max E [k@HM) ~log(14— ’;pﬂ' Tu___ ). (3.6)
fi(og,03)<Py Hi,Gp o (GLZiZ, G )o2 + 02

Note that the definition of C'2_ involves both the expectation over Hy, Gy, and the optimization

sec

over 02, o2. Similar notation will be used in the later chapters to denote maximum average secrecy

2

e

capacity. C% . depends on the AWGN power seen by the eavesdropper o

sec

which depends on the
position of the eavesdropper. The worst case situation would occur if 2 — 0 (e.g., when the
eavesdropper is much closer to the transmitter, compared to the receiver). The secrecy capacity
obtained in this scenario will be the minimum secrecy capacity that can be guaranteed, irrespective
of the eavesdropper’s position, given by,

[Hy[*o5

SN — |Grpi|*o
a > (¢ = E |log(l1+————F) — log(1 U
O 2 O = s B Jon(1 0075 ol o O

) 37)

3.4 Asymptotic Analysis

2

Note that the minimum guaranteed average secrecy capacity can be positive, even as o7

— 0,
unlike the case where artificial noise is not used (i.e., if only the information bearing signal is
transmitted). To see this, consider a specific choice for signal and artificial noise powers, o2 = 6P,
and 02 = (1 — 0)Py/(Nr — 1), for some fixed §. Now, the second term in (3.7) is a constant,

while the first term tends to infinity, as Py — oo. Thus, C%.,,, — 00, as Fy — oo which shows

11



2

that C¢ is non-zero for large enough Fy. Further, as o7

sec,mg — 00 (e.g., when the eavesdropper is

much farther from the transmitter, than is the receiver), the second term in (3.6) goes to zero, for
any choice of 02, 02. Now, C%_ can be maximized by choosing 02 = P, hence obtaining average
capacity as the average minimum guaranteed secrecy capacity. Fig. 6.1 shows that C'9, . achieves

sec

capacity when o2 — oo, while C%_ achieves a non-zero Clecmg When o2 — 0.

12



Chapter 4

Artificial Noise in Multiple

Amplifying Relays Scenario

4.1 Introduction

In Chapter 3, we saw that multiple antennas at the transmitter can be used to produce artificial
noise. We now consider the case when the transmitter has only a single antenna. The method used
in the previous chapter can no longer be used here. However, we assume that several relays are
present to aid the secret transmission of information. Coordination with the relays can, hopefully,
simulate the effect of multiple antennas in producing artificial noise. However, as opposed to the
case of multiple transmit antennas, the relays are not in direct control of the transmitter. How can
they then coordinate in transmitting the artificial noise (which, by definition, is random and cannot

be known to the relays)? We now describe a novel 2-stage protocol that achieves this coordination.

4.2 Artificial Noise Generation

In the first stage, the transmitter and the intended receiver both transmit independent artificial
noise signals to the relays. The relays and the eavesdropper receive different linear combinations of
these two signals. In the second stage, the relays simply replay a weighted version of the received

signal, using a publicly available sequence of weights (i.e., weights that may also be known to the

13



eavesdropper). At the same time, in this second stage, the transmitter transmits its secret message,
along with a weighted version of its artificial noise, which was transmitted in the first stage. The
weighted version is generated such that the artificial noise component due to the transmitter is
canceled at the receiver. The artificial noise component due to the receiver is anyway known to the

receiver, and can be canceled off by the receiver. The two stages are now described in detail.

Stage 1: A and B transmit aap x and y respectively. H; and E receive, respectively,

TH, = QAH, XAB T+ aBm; Y+ N (4.1)

TE1 = QAEQABT+apgy-+er (4.2)

Stage 2: A and H; transmit — ), i aan, o, © + 2 and f3; rp, respectively. B and E

receive,

rp = aapz+ Y Biopm onpy+ > Biamsni+no (4.3)
i 5
rpe = aapz+laap Yy Biaam ame —oaap Yy Bioamomnp) T+
5 i
> Biopm, ampy+ Y B ame ni+ e (4.4)
i i

Here, {e;}2_;, {n:}Y, are AWGN noise samples of variance o2 and o2 respectively. £3; are i.i.d.
complex Gaussian random weights used by the relays (known publicly). z is the Gaussian infor-
mation bearing signal which must be communicated by A to B, while x and y are transmitted to
conceal the transmission of z. Note that y is known to the receiver, and hence, it can be easily

canceled off by the receiver. Thus, the equivalent channel from A to B is given by
TB = aapz +npg, (4.5)

where ng = Zfi’{ Biocr; Bni + ng. Note how A’s transmission of — Zfi’{ BioaH; g, BT cancels out
the transmission of the relays precisely, only at the intended receiver, but not at the eavesdropper,
thus causing artificial noise in the latter. Thus, the coordination with the relays enabled the
transmitter to generate artificial noise, such that it degrades only the eavesdropper’s channel.
Varying the (§; performs the same function as varying wy in Scenario 1, and thus, reduces the

probability of the artificial noise being nulled at the eavesdropper. The channel from A to F can

14



be written as,

rE:hzz+sz( 7 ) +n, (4.6)
0 el QAB OAE QOBE
h, = ,n = N JHyy= N , (4.7)
QAR Yo B amp ni+ ez Y > iti BiaBH, amE

where v = aap Zf\;}{ Bi @AH, OH,E — CAE ZZ]\Q{ Biccam, o, . Note that (4.5), (4.6) are similar to

the ones obtained for the multiple antenna scenario (3.2), (3.3).

4.3 Secrecy Capacity

Eq. (4.6) represents a Single Input Multiple Output (SIMO) channel which is degraded by both

AWGN and interference, and its capacity is given by [16],

C = log|h.,hlc? + K| —log K], (4.8)
hi1)?02 + |hi2|?02 + o2 0
K — ’ 11| x ’ 12| y e . (749)
0 E[|ho1[*|oF + El[hoaPloy + X0 (lam, 5?03, )0y, + o2

where hi1, hi2, ho1, hoo are the elements of H,,. Note that the off-diagonal elements of K are zero,
because (3;’s are assumed complex Gaussian. Thus, the lower bound on secrecy capacity is given

by,

Cl.=1(Z,Rp) — I(Z; Rp,, RE) = log(1 + |aap|*0?/oa ) — log|h.hlo? + K|/|K|,  (4.10)

where 02 = Zi]ifi(|aHiB|2a%i)U% + 02. Note the similarity in expressions in (3.5) and (4.10).
Ch . is a random variable because it is a function of random channel gains. The (average) total

power, transmitted by all nodes, in the two stages, is given by fa(02,02,02%,¢) = (2Ny& + 1)02 +

Yy
(Ngé& + 1)05 + 02 + Ny€&, where we choose aéi = ¢ Vi for simplicity. Further, it is assumed that

E[laxy|?] = 1. The combination of powers (02,02,02,&) is chosen to maximize the average C”

x Yy sec
and hence,
R - 2.2/ 2\ T2
sec — f2(032370r§,%)§(,f)§130 E[log(l + ’OZAB| Jz/UnB) IOg ’hzhzgz + K|/‘K|]7 (411)

where the expectation is over all the channel gains. Note that the total transmit power (including

transmit power of relays) is constrained to Fj.

15



4.4 Asymptotic Analysis

Again, secrecy capacity depends on the AWGN power seen by the eavesdropper 2. The minimum

guaranteed average secrecy capacity, Cgec’mg

can be obtained by putting o2 = 0. It is clear that by
choosing the specific values, 02 = 0y Py, 02 = 01 Py, 012/ = 03Py (where 6, 01, 02 > 0 and satisfy the

power constraint), putting o2 = 0, and letting Py — oo, the second term in (4.11) is a constant,

while the first term goes to infinity. Therefore, C’Qec’mg — 00, as Py — oo. Further, as 02 — oo,

the second term in (4.11) goes to zero. In that case, the first term can be maximized by choosing
U%i = 0 and setting 02 = Py, thus achieving average capacity of the transmitter-receiver link as

the minimum guaranteed average secrecy capacity. Fig. 6.2 shows that CL_ achieves the usual

. 2 ile O achi Ch 2
Shannon capacity when o; — oo, while C¢,. achieves a non-zero Cg. ,,, when o — 0.
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Chapter 5

Artificial Noise in MIMOQO Scenario

5.1 Introduction

In the previous two chapters, we presented methods for artificial noise generation, both using
multiple transmit antennas and relays, assuming a single-antenna eavesdropper. It was shown that
in both the scenarios, some minimum secrecy capacity can be guaranteed, using artificial noise,
so long as the transmitter, along with relays, has more than one antenna. We now consider an
extension of the multiple antenna scenario where all the nodes, including the eavesdropper, can
have multiple antennas. In recent years, several results have characterized the capacity of such
Multiple Input Multiple Output (MIMO) communication systems, showing a linear increase in
capacity with the minimum of the number of transmit and receive antennas [8]. In this chapter,
we characterize the minimum guaranteed ‘MIMO secrecy capacity’, and show that it does not
necessarily grow linearly with the minimum of the number of transmit and receive antennas, and

thus behaves differently from the usual MIMO capacity.

Consider the case where Ng = Ng, i.e., both the receiver and the eavesdropper have similar
capabilities. An increase in the number of receive antennas affects two aspects of secrecy capacity;
the ability to utilize ‘parallel channels’ and the ability to produce artificial noise. Intuitively, the
more the number of receive antennas, more the number of parallel channels that can be created
between the transmitter and the receiver, leading to capacity gain. On the other hand, more

receive antennas (and thus, more eavesdropper antennas) requires artificial noise to be produced in
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more dimensions (artificial noise is produced in at least Np dimensions), thus limiting the number
of dimensions available for information transmission. These two opposing effects suggest that the
effect of increasing Np(= Ng) on MIMO secrecy capacity is not obvious. [6] investigated the notion
of MIMO secrecy capacity and showed that its behavior differs from that of capacity. However, [6]
considered the case when the eavesdropper’s channel is degraded with AWGN. We now consider the
worst case scenario, where the eavesdropper’s channel has no AWGN, and hence characterize the
minimum guaranteed secrecy capacity. The transmission strategy needs to be modified compared

to [6], in order to obtain non-zero secrecy capacity.

5.2 Artificial Noise Generation

Equations (2.1), (2.2) hold in this case, except that we have matrix channels Hy and Gg. The
elements of noise vectors, n; and e; are i.i.d. AWGN samples. The transmitter transmits x; as
in (3.1), where Hywy = 0, so that wy = Zpvy. However, in this case we choose Zj to be a subset
of an orthonormal basis of the null space of Hy. The receiver and the eavesdropper receive vector
signals z; and yy, respectively. Based on (3.3), the eavesdropper E observes colored Gaussian noise

with covariance K = (GkaZLGL)O'g + Io2.

5.3 Secrecy Capacity

Now, the lower bound on secrecy capacity is given by [2, 15],
Clie = 1(Z;S) ~ I(Y;S) = log|lo? + HyQH[| ~log (K + GrQ:GLI/[K]),  (5.1)

where Qg = E[sksz} and si is complex Gaussian distributed. The minimum guaranteed secrecy
capacity can be obtained by substituting K with K’ in (5.1), where K’ = (GkaZLGJ]L)O'E. We
immediately note that in order to avoid the case |K'| = 0, the rank of Zj; (which lies in the null-
space of Hy), must be at least Ng. Thus, the transmitter must use at least Np dimensions for
artificial noise. The remaining dimensions can be used for transmitting the information signal. Let

Nyp and Ng denote the number of dimensions used for artificial noise and the information signal,

respectively. The transmitter first chooses Nyp, where Np < Nyp < Np — 1. It then determines
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Ng = min(Ng, Ny — Nyp). Then, it designs Qs and Zj, based on Hy. Let the Singular Value
Decomposition (SVD) of Hy, be given by Hy = UkAkV]t. The transmitter chooses s = Viri and
the receiver processes the received signal (zj) by multiplying it by UL. Then, the equivalent channel
to the receiver becomes z; = Apry + ng, where the components of n; are i.i.d. complex Gaussian
with mean 0 and variance o2. To maximize the mutual information between the transmitter and
the receiver, the transmitter chooses Q, = E[rkrz] = diag(o*g’l,...,crz’NT), with {03,@' chosen
according to the waterfilling solution, corresponding to the Ng largest singular values of Hy, with

power constraint of Pj,r.(< Py). Zyj consists of Nyp columns of Vj, which do not contribute to

the signal space. Then, the minimum guaranteed secrecy capacity is given by,

Clhcimg = 108|102 + ArQeAl| — log (|K' + Gy V,Q: VIGI/K']). (5.2)
ce is a random variable because it is a function of random channel gains H; and Gg. We

sec,mg

assume that the total transmit power, given by trace(E[xka]) = trace(VerVZ) + Nyp 02, is

v

constrained to Py. Now, Py, ¢, = trace(VerV};), Nyp and Jg are chosen to maximize the average

Ca

sec,mg>

a -
Csec,mg -

max Ellog [0 + AxQeAL| — log (K’ + GV, Q:VIGLI/K )], (5.3)
tr(ViQeV])+Nypo2<Py

where the expectation is over the random gains Hy, Gy.

5.4 Asymptotic Analysis

Analytical results on (usual) MIMO capacity are available for the asymptotic case of large number

of antennas. We derive similar analytical results for MIMO secrecy capacity C% for large

sec,mg’

number of antennas. (We also compare the two through numerical results, later in this section.)
The presence of artificial noise significantly complicates the asymptotic analysis. Recall that the
SVD of H = UkAkV;L. The transmitter chooses Ny p, and then designs the covariance matrices

for artificial noise (Qn), and (Qs),

0 0 3 0

Q. = Vi L)V Q= ViQev] = vi( Vi, (5.4)

(%

0 In,,o 0 O
where 3¢ is a Ng X Ng diagonal matrix, obtained as the waterfilling solution over the Ng largest

singular values of Hy. Let V; denote the matrix with the first Ng columns of Vi, and V5 denote the
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matrix with last Nyp columns of Vi. Then, Qg = V125VJ{, and Zj; = V5. We define Gl =GV,
and GQ = G V3. Note that due to the orthonormality of [V, V3, Gl and Gg both have circularly
symmetric i.i.d. complex Gaussian distributed elements. Eq. (5.3) can now be written as,

Clecmg = max Ellog |IU72L + AkQFAL\ — log |C‘rlZSC-‘wJ{ + Gzégag\ + log |(~}2G503]L5.5)
tr(ViZsVI)+Nypo2<Py

Now, the second term can be written as a function of 3g as, S(Xs) = E[log \GlZSGI + égé;ag”
Then, S(PEsP') = E[log |GPEPIG] + GoGlo?|] £ 5(x,), (5.6)

where P is a permutation matrix, and (a) holds because the elements of G are circularly symmetric
i.i.d. complex Gaussian random variables. Let N be the number of such permutation matrices.

Then,

1 - - J
S(Xs) = NZEuogplpzstc.{+G2G;agu
P
b -1 - -~
< Ellog|Gi > (PELPHG] + G2 Glo?)]
P
= E[log|GiGlo? + G2Glo?]

< Ellog|E[G1G02 + G,Glo2)
Go Gq

= B[} 10g (Puugo + Mio?)) (5.7)

where o2 is the arithmetic mean of the diagonal elements of 3. (b) and (c) hold due to the

concavity of log-determinant function. The expectation in the final equation is over {)\;}, which

are the eigenvalues of the Wishart matrix Ggég, which have the following distribution [17, 18].

1 /8_1 8—1 2 B
p()) = i\/A 11+ 50, (B 12 <A< (VB 1
0, otherwise,

(5.8)

where § = max(Ng/(N7 — Ng), (Nr — Ng)/NEg). Therefore,

Pipgo + \io?
Clecmg 2 Cleemg(LB) = max Ellog [lr2 + ArQeAj| = Y log (22 270,
sec,mg sec,mg tT(VIEsVI)‘i’NNDU%SPO n std ZZ: )\10_3

(5.9)
Now, given the distribution of eigenvalues of a Wishart matrix (5.8), the lower bound obtained

in (5.9), can be computed numerically. Note that for the first term in (5.9), we consider the Ng
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largest eigenvalues, and hence, the distribution given in (5.8) has to be modified appropriately, as
follows. In the limit of large number of antennas, the distribution of eigenvalues can be used as a
histogram. Let Ay, be such that, f;; p(A)d\ = Ng/Npg. Then, the distribution of one of the largest

Ng eigenvalues is given by,

p(A) - Nr/Ns, A >\
PNg(A) = (5.10)
0, otherwise.

Fig. 5.1 shows the variation of C%,.,,,(LB) (normalized w.r.t. Ng) calculated using (5.9), as a
function of Ng, while keeping the proportion of transmit, receive and eavesdropper antennas fixed.
In particular, for this figure, Ny/Ng = 5 and Ng/Ng = 1. Note that the variation of CZ,.. ,,(LB)
with Npg is similar to that of average capacity, in this case. Intuitively, a fixed proportion of the

dimensions are used to produce artificial noise, and the number of dimensions used to transmit the

signal also increases proportionally. Thus, the secrecy capacity increases with the number of receive
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antennas. Fig. 5.2 shows the variation of (normalized) C%, . (LB) with Ng, with Ny (= 1000)
and the ratio Ng/Ng (= 2) kept fixed. In this case, the (normalized) average capacity remains
fairly constant, whereas the (normalized) m(LB) reduces with increasing Ng, especially when
Npr (and hence, Ng) is large. Recall that at least Ngp dimensions must be used for generating
artificial noise to guarantee non zero average secrecy capacity. As Np increases, the number of
dimensions available for transmitting the signal reduces, reducing secrecy capacity. Similar trends

can be observed in the simulation results, obtained for a small number of antennas, presented next.
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Chapter 6

Simulation Results

6.1 Introduction

We use Csec,mg to refer to both Cf,. ., and C’gec’mg, and Cie. to refer to both C%,. and C" . when
the context is clear. We use similar notation for the average capacities. We compute the minimum
guaranteed average secrecy capacity m, which is compared with the average capacity of the
transmitter-receiver link (without secrecy requirements), both computed under a power constraint
of Py. Further, given an outage capacity Coytage, we compute the outage probability Pr{Cjsccmg <
Coutage}. m and outage probability are computed using Monte Carlo simulations, using 10°
and 10 iterations, respectively. In the multiple antenna scenario, it is assumed that the elements
of Hy and Gy, are statistically independent complex Gaussian random variables with E[|h; ;] =
E[|g;;|*] = 1. The channel gains are assumed to be i.i.d. complex Gaussian with E[jaxy|*] = 1.
For computing the outage probabilities for a given number of transmit antennas (or number of

amplifying relays) and total transmit power Py, the combination of powers used is the one found

by performing the optimization for Csec mg-

6.2 Variation of Secrecy Capacity with Distance

Figures 6.1 and 6.2 show the variation of Cy.. with the distance between the transmitter and

eavesdropper, for the multiple antenna and multiple amplifying relays scenario respectively. The
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Figure 6.2: Minimum guaranteed average secrecy capacity: variation with distance (multiple am-

plifying relays scenario)

variation in eavesdropper’s distance was modeled by varying the per-antenna SNR at the eaves-
dropper. The distance between the transmitter and receiver is assumed to remain constant. Figures
6.1 and 6.2 show that in both the scenarios, when the eavesdropper’s distance from the transmitter
is much larger than that of the receiver (i.e., when the eavesdropper’s SNR is low), Cie. is close
to the average capacity, as expected. As the eavesdropper comes closer to the transmitter, Cie.
reduces. However, instead of becoming arbitrarily small, it ultimately approaches a floor. This is
an important result, since, this guarantees a minimum average secrecy capacity, regardless of the
eavesdropper’s position. This effect is produced by the fact that artificial noise power can be made

proportional to the signal power, which is not the case for AWGN.
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6.3 Average Minimum Guaranteed Secrecy Capacity

Figures 6.3 and 6.4 show the variation of m with the total available transmit power Fj.
Note that in both the scenarios, the behavior of Csecmg is similar to that of average capacity.
Further, in the case of multiple antenna scenario, m increases with Np, just like average
capacity. In the multiple amplifying relays scenario, on the other hand, m reduces as Ny
increases. The primary reason for this behavior is that, as Ny increases, the power available per
node reduces. As opposed to the multiple antenna scenario, the relays are not under the direct
control of the transmitter. Any cooperation between the transmitter and the relays (or among

the relays themselves) requires multiple transmissions, which makes this scheme inefficient as Ng
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increases. However, we note that if there is more than one colluding eavesdropper, we will need to

use more than one relay node to ensure secrecy.

All simulation results related to characterizing the behavior of m show that, as expected,
average capacity is an upper bound on m. The difference between the two represents the loss in
capacity because of the secrecy requirement. This loss occurs because of two reasons. Firstly, only
part of the power Py, is used for the information signal while the rest of the power (Py — Piyf0)
is used for creating artificial noise. This reduces the mutual information I(Z;S) (or I(Z; Rp))
between the information signal and the signal received by the receiver. Secondly, the information
that the eavesdropper gains about the information signal I(Y;S) (or I(Z ;RE71,RE72)) reduces
secrecy capacity, based on (3.4), (4.10) or (5.1).

Fig. 6.5 shows that Cgecmg increases with Ng, similar to average capacity, when Ny (=10)

and Ng are fixed. An increase in Ny increases the average capacity, and also increases I1(Z;S), as
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the number of dimensions available for transmitting the information signal increase. Further, for
a fixed Ng, m reduces with Ng, as expected. In Fig. 6.6, the ratio between Np and Ng was
kept constant, and Np was kept fixed at 10. Two cases are considered, one with Ng = Ng and the
other with Ng = 2Npg. Specifically, the case Ng = N suggests fairness, as both the eavesdropper
and the receiver nodes are assumed to have similar capabilities. An interesting phenomenon is
observed in both the cases; secrecy capacity attains a maximum at a value of Ni smaller than
Nrp, rather than at Ng = Np, as would be the case with usual MIMO capacity. Intuitively, as
Npg increases, the number of dimensions available for transmission of information signal becomes
limited. Further, more power is required to produce artificial noise with the same noise power per
dimension. It can be observed that the maximum occurs roughly when Ni + Ng =~ Np, although
we were unable to prove this conjecture analytically. These trends show that secrecy capacity does

not behave like the usual MIMO capacity (without secrecy requirements).
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6.4 Outage Probability

Figures 6.7 and 6.8 show the variation of outage probability with Ng, with the ratio between Ng
and Ng kept constant, for a fixed outage capacity. For all of these simulations, the SNR per
antenna Py/02 was fixed at 10 dB. Figures 6.7 and 6.8 show the same interesting phenomenon
as described earlier for m; the outage probability is minimized at a value of Ng less than
Np. When Np is small, the outage probability is limited mainly by the diversity available on
the transmitter-receiver link, rather than by the secrecy requirement, since almost all the parallel
channels of the eavesdropper are interference limited, with a high probability. As Ng increases, the
number of parallel channels of the receiver increase resulting in high diversity, and hence, the outage
probability reduces. However, for large Ni (and hence, large Ng), at most N7 — Ng dimensions are
available for transmission of information signal, again reducing the available diversity, and hence,
increasing the outage probability. Fig. 6.9 shows the variation of outage probability with Ny, for
the multiple amplifying relays scenario. As opposed to the multiple antenna scenario, the outage
probabilities (for a fixed outage capacity) are fairly constant, as Ny is varied. The results suggest
that as Ny increases, the limitation on the power available for information signal, is balanced out

by the increase in the number of dimensions available for generating artificial noise.
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Chapter 7

Conclusion

This report considered the problem of secret communication in a fading environment, in presence
of passive eavesdroppers. The eavesdroppers were assumed to know the channel gains of all the
channels (thus, secrecy was not dependent on the secrecy of channel gains) and they were allowed
to collude. The report showed how secrecy can be achieved, by adding artificially generated noise
to the information signal. It was shown that multiple antennas can be used to generate artificial
noise, such that only the eavesdropper’s channel is degraded. Further, even if the transmitter has
only a single antenna, artificial noise can still be produced, with the help of amplifying relays. A
necessary condition for using the method of artificial noise is that the total number of transmit
antennas (including relays) must exceed the number of eavesdropper antennas. It was shown that
MIMO secrecy capacity behaves differently from non-secret MIMO capacity, so that MIMO design is
different under the secrecy requirement. It was shown that a non-zero rate for secret communication
can be guaranteed, regardless of eavesdropper’s position, i.e., even if the eavesdropper is much
closer to the transmitter, compared to receiver. Further, it was shown that low outage probabilities
of secrecy capacity can be achieved. Analytical results were presented for the multiple antenna

scenario, in the regime of large number of antennas.
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