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CHAPTER 1

INTRODUCTION

Fault-tolerant distributed storage involves storing data redundantly across multiple storage-nodes.
Some systems support only replication, while others also use more space-efficient (and network-
efficient) erasure-coding approaches in which a fragment, which is smaller than a full copy, is
stored at each storage-node. Client read and write operations interact with multiple storage-nodes,
according to some consistency protocol, to implement consistency in the face of client and server
faults and concurrent operations.

To implement strong consistency semantics (e.g., linearizability [11]), before the system returns
a value for a read, it must be verified that this same value (or a later value) will be returned to
subsequent readers. In a crash failure model, it is typically necessary that sufficiently many other
storage-nodes have received the value (or fragment thereof). Tolerating Byzantine failures addi-
tionally requires coping with poisonous writes—i.e., writes that lack integrity, meaning that not
all correct storage-node fragments come from the same original value—and stuttering clients that
repeatedly write an insufficient subset of fragments. Most consistency protocols perform such veri-
fication proactively, at significant expense, with extra rounds of communication or digital signatures
during every write operation.

In recent work [7], we proposed read/write consistency protocols that use versioning storage to
avoid proactive verification. Rather than verification occurring during every write operation, it is
performed by clients during read operations. Read-time verification eliminates the work for writes
that become obsolete before being read, such as occurs when the data is deleted or overwritten.
Such data obsolescence is quite common in storage systems with large client caches, as most reads
are satisfied by the cache but writes must be sent to storage-nodes to survive fatlures. One major
downside to read-time verification, however, is the potentially unbounded cost: a client may have
to sift through many incomplete and ill-formed write values before finding the most recent com-

plete value. A Byzantine client could degrade service by submitting large numbers of bad values.



A second practical issue is that our particular approach to verification for erasure-coding, called
validating timestamps, requires a computation cost equivalent to fragment generation on every read.

This paper introduces lazy verification, in which the storage-nodes perform verification in the
background. Lazy verification avoids verification for data that has a short lifetime, just like read-
time verification. In addition, it allows verification to occur during otherwise idle periods, which
can eliminate all verification overhead in the common cases. Verification delays will only be expe-
rienced when a read occurs for a data-item before verification of the most recent write operation to
it completes.

This paper describes and evaluates the design and implementation of lazy verification in the
PASIS storage system [7]. Several techniques are introduced for reducing the impact of verification
on client reads and writes, as well as bounding the read-time delay that faulty clients can insert
into the system. For example, a subset of updated storage-nodes can verify a write operation and
notify the others, reducing the cdmmunication complexity from O(N?) to O(bN) in a system of N
storage-nodes tolerating b failures; in practice, this reduces the number of messages by 33% even
in the minimal system configuration, for example. Appropriate scheduling allows verification to
complete in the background. Appropriate selection of updates to verify can maximize the number
of verifications avoided (for writes that become obsolete). The overall effect is over a factor of four
higher write throughput.

Our lazy verification implementation limits the number of unverified write operations in the
system and thus the number of retrievals that a reader must perform to complete a read. When the
limit on unverified writes is reached, each write operation must be verified until the storage-nodes
restore some slack. Limits are tracked on a per-client basis, a per-data-item basis, and on a storage-
node basis (locally). Combined, the different limits can mitigate the impact of Byzantine clients
(individually and collectively) while minimizing the impact on correct clients. In the worst case, a
collection of Byzantine clients can force the system to perform verification on every write operation,
which is the normal-case operation for most other protocols.

The remainder of this paper is organized as follows. § 2 provides context on fault-tolerant
storage, read-time and lazy verification, and related work. § 3 describes how lazy verification is per-

formed and techniques for maximizing its efficiency. § 4 describes our prototype implementation.



& 5 evaluates lazy verification and demonstrates the value of our techniques for tuning it and for

bounding faulty clients. § 6 summarizes this paper’s contributions.



CHAPTER I1

BACKGROUND AND RELATED WORK

Survivable distributed storage systems tolerate client and server faults by spreading data redun-
dantly across multiple storage-nodes. This section outlines the system model on which we focus,

the protocol in which we develop lazy verification, and related work.

2.1 System model and failure types

We focus on distributed storage systems that can use erasure-coding schemes, as well as replica-
tion, to tolerate Byzantine failures [12] of both clients and storage-nodes. An m-of-N erasure-coding
scheme (e.g., information dispersal [16]) encodes a data-item into N fragments such that any m al-
low reconstruction of the original. Generally speaking, primary goals for Byzantine storage systems
include data integrity, system availability, and efficiency (e.g., {3, ?}).

Data integrity can be disrupted by faulty storage-nodes and faulty clients. First, a faulty storage-
node can corrupt the fragments/replicas that it stores, which requires that clients double-check in-
tegrity during reads. Doing so is straightforward for replication, since the client can just compare the
contents (or checksums) returned from multiple servers. With erasure-coding, this is insufficient,
but providing all storage-nodes with the checksums of all fragments (i.e., a cross checksum [6]) al-
lows a similar approach. Second, a faulty client can also corrupt data-items with poisonous writes.
A poisonous write operation [14] gives incompatible values to some of the storage-nodes; for repli-
cation, this means non-identical values, and, for erasure-coding, this means fragments not correctly
generated from the original data-item (i.e., such that different subsets of m fragments will recon-
struct to different values). The result of a poisonous write is that different clients may observe
different values depending on which subset of storage-nodes they talk to. Verifying that a write is
not poisonous is difficult with erasure-coding, because one cannot simply compare fragment con-
tents or cross checksums—one must verify that all fragments sent to storage-nodes were correctly

generated from the same data-item value.



Faulty clients can also affect availability and performance by stuttering. A stuttering client
repeatedly sends to storage-nodes a number of fragments (e.g., m — 1 of them) that is insufficient
to form a complete write operation. Such behavior can induce significant overheads because it
complicates verification and may create long sequences of work to be completed ahead of correct
operations.

Our work on lazy verification occurs in the context of a protocol that operates in an asyn-
chronous timing model. But, there is no correctness connection between the timing model and
verification model. Asynchrony does increase the number of storage-nodes involved in storing each
data-item, which in turn increases the work involved in verification. Thus, the performance benefits

of lazy verification are higher.

2.2 PASIS read/write protocol and delayed verification

We develop the concept of lazy verification in the context of the PASIS read/write protocol [7,
23]. This protocol uses versioning to avoid the need to verify write operation completeness and
correctness during its execution. Instead, such verification is performed during read operations.
Lazy verification shifts the work to the background, removing it from the critical path of both read

and write operations in common cases.

The PASIS read/write protocol provides linearizable [11] read and write operations on data
blocks in a distributed storage system [8]. It tolerates crash and Byzantine failures of clients, and
operates in an asynchronous timing model. Point-to-point, reliable, authenticated channels are as-
sumed. The protocol supports a hybrid failure model for storage-nodes: up to  storage-nodes may
fail, b <t of which may be Byzantine faults; the remainder are assumed to crash. For clarity of
presentation, we focus exclusively on the fully Byzantine failure model in this paper (i.e., b =1t),
which requires N > 4b + 1 storage-nodes. The minimal system configuration (N = 4b+ 1) can be
supported only when the reconstruction threshold m satisfies m < b+ 1; in our experiments we wili
consider m = b+ 1 only.

At a high level, PASIS read/write protocol proceeds as follows. Logical timestamps are used
to totally order all writes and to identify erasure-coded data-fragments pertaining to the same write

across the set of storage-nodes. For each write, a logical timestamp is constructed by the client that



is guaranteed to be unique and greater than that of the latest complete write (the complete write with
the highest timestamp). This is accomplished by querying storage-nodes for the greatest timestamp
they host, and then incrementing the greatest timestamp value received. The client then sends
the data-fragments to the storage-nodes. Storage-nodes retain all versions (i.e., each written value
ordered by logical timestamp) until they are garbage-collected using the techniques we develop in
this paper (see § 3.4).

To perform a read, clients issue read requests to a subset of storage-nodes. Once a quorum of
storage-nodes reply, the client identifies the candidate—the response with the greatest logical time-
stamp. The read operation classifies the candidate as complete, repairable, or incomplete based on
the number of responses that share the candidate’s timestamp value. If the candidate is classified as
complete, the data-fragments, timestamp, and return value are verified. If verification is successful,
the candidate’s value is decoded and returned; the read operation is complete. Otherwise, the candi-
date is reclassified as incomplete. If the candidate is classified as repairable, it is repaired by writing
data-fragments back to the original set of storage-nodes. Prior to performing repair, data-fragments
are verified in the same manner as for a complete candidate. If the candidate is classified as incom-
plete, the candidate is discarded, previous data-fragment versions are requested, and classification
begins anew. All candidates fall into one of the three classifications, even those corresponding to

concurrent or failed writes.

The process of verification ensures that erasure-coded data is not corrupted by Byzantine-faulty
servers or poisoned by Byzantine-faulty clients. To perform verification, PASIS employs validating
timestamps, in which a cross checksum [6] is included within the logical timestamp of a write opera-
tion. A cross checksum is the set of cryptographic hashes of the N erasure-coded data-fragments for
that write. Storage-nodes verify that the data-fragment sent to them in a write request corresponds
to the appropriate hash in the cross checksum, before accepting the write request, in order to prevent
a client from making it look like the storage-node corrupted the data-fragment. Finally, clients vali-
date the cross checksum at read-time by regenerating all the erasure-coded data-fragments and then
the cross checksum. Validating the cross checksum at read-time completes verification, checking

that the write was not poisonous.

Note that the majority of the verification work (the last step) is performed by the client during the



read operation. The lazy verification approach developed in this paper addresses this issue by having
the storage-nodes communicate, prior to the next read operation if possible, to complete verification
for the latest complete write. Each storage-node that observes the result of this verification can
inform a client performing a read operation. If at least b+1 confirm verification for the candidate,
read-time verification becomes unnecessary. § 3 details how lazy verification works and techniques
for minimizing its performance impact.

Lazy verification also addresses the two other issues with delayed verification: garbage collec-
tion and unbounded read-time delays. To safely garbage collect unneeded versions, a storage-node
must be sure that a newer value is part of a complete and correct write; that is, it needs verification
of the newer value. Of perhaps greater concern are Byzantine client behaviors (attacks) that can
lead to an unbounded but finite amount of work that must be completed during subsequent read
operations. Specifically, unbounded (but finite) sequences of poisonous or incomplete writes may
have to be traversed in order to identify the latest complete write value. Lazy verification enables
storage-nodes to enforce bounds on such latent work. § 3.3 describes how such bounds are achieved

and the consequences.

2.3 Related work

The notion of verifiability that we study is named after a similar property studied in the context
of m-of-N secret sharing, i.e., that reconstruction from any m shares will yield the same value
(e.g., [4, 15]). However, to address the additional requirement of secrecy, these works employ more
expensive cryptographic constructions that are efficient only for small secrets and, in particular, that
would be very costly if applied to blocks in a storage system. The protocols we consider here do

not require secrecy, and so permit more efficient constructions.

Most previous protocols perform verification proactively during write operations. When not
tolerating Byzantine faults, two- or three-phase commit protocols are sufficient. For replicated
data, verification can be made Byzantine fault-tolerant in many ways. For example, in the BFT
system [3], clients broadcast their writes to all servers, and then servers reach agreement on the
hash of the written data value by exchanging messages. In other systems, such as Phalanx [13],

an “echo” phase like that of Rampart [17] is used: clients propose a value to collect signed server



echos of that value; such signatures force clients to commit the same value at all servers. The use of
additional communication and digital signatures may be avoided in Byzantine fault-tolerant replica
systems if replicas are self-verifying (i.e., if replicas are identified by a collision-resistant hash of

their own contents) [14].

Verification of erasure-coded data is more difficult, as described earlier. The validating time-
stamps of the PASIS read/write protocol, combined with read-time or lazy verification, are one
approach to addressing this issue. Cachin and Tessaro [?] recently proposed an approach based
on asynchronous verifiable information dispersal (AVID) {?]. AVID’s verifiability is achieved by
having each storage-node send their data fragment, when it is received, to all other storage-nodes;

such network-inefficiency eliminates most of the benefit of erasure-coding.

Lazy verification goes beyond previous schemes, for both replication and erasure-coding, by
separating the effort of verifying from write and read operations. Doing so allows significant reduc-
tions in the total effort (e.g., by exploiting data obsolescence and storage-node cooperation) as well

as shifting the effort out of the critical path.

Unrelated to content verification are client or server failures (attacks) that increase the size of
logical timestamps. Such a failure could significantly degrade system performance, but would not
effect correctness. Bazzi and Ding recently proposed a protocol to ensure non-skipping timestamps
for Byzantine fault-tolerant storage systems [?] by using digital signatures. Cachin and Tessaro [?]
incorporate a similar scheme based on a non-interactive threshold signature scheme. Validating
timestamps do not ensure non-skipping timestamps, but we believe the lazy verification could be
extended to provide bounded-skipping timestamps without requiring digital signatures. This will be

an interesting avenue for future work.



CHAPTER III

LAZY VERIFICATION

An ideal lazy verification mechanism has three properties: (i) it is a background task that never im-
pacts foreground read and write operations, (ii) it verifies values of write operations before clients
read them (so that clients need not perform verification), and (iii) it only verifies the value of write
operations that clients actually read. This chapter describes a lazy verification mechanism that at-
tempts to achieve this ideal in the PASIS storage system. It also describes the use of lazy verification
to bound the impact of Byzantine-faulty clients (§ 3.3) and its application to the garbage collection

of unnecessary versions (§ 3.4).

3.1 Lazy verification basics

To perform verification of a complete block version, a storage-node must validate its timestamp.
Figure 1 illustrates the construction and validation of a timestamp in the PASIS read/write protocol.
Like any other read, timestamp validation requires the storage-node to generate a cross checksum
based on the erasure-coded fragments it reads. If the generated cross checksum matches that in the
timestamp, then the timestamp validates.

Once a block version is verified successfully, a storage-node sets a flag indicating that verifi-
cation has been performed. (A block version that fails verification is poisonous and is discarded.)
This flag is returned to a reading client within the storage-node’s response. A client that observes
b+ 1 storage-node responses that indicate a specific block version has been verified need not itself
perform verification, since at least one of the responses must be from a correct storage-node.

Without lazy verification, each storage-node returns its timestamp history and the latest block
version in response to a read request. With lazy verification, each storage-node returns its timestamp
history and the latest block version that has either passed verification or not been verified yet. In so
doing, clients performing a read are more likely to receive the block versions necessary to complete

in a single round-trip, avoiding unnecessary round-trips to fetch prior block versions.
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Figure 1: Illustration of the construction and validation of timestamps.

When possible, lazy verification is scheduled during idle time periods. Such scheduling min-
imizes the impact of verification on foreground requests. Significant idle periods exist in most
storage systems, due to the bursty nature of storage workloads. Golding et al. [5] evaluated various
idle time detectors and found that a simple timer-based idle time detector accurately predicts idle
time periods for storage systems. Another study showed that this type of idle time detector performs

well even in a heavily loaded storage system [2].

Although pre-read verification is the ideal, there is no guarantee that sufficient idle time will
exist to lazily verify all writes prior to a read operation on an updated block. Then, there is the ques-
tion of whether to let the client perform verification on its own (as is done in the original description
of the PASIS read/write protocol), or to perform verification on-demand, prior to returning a read
response, so that the client need not. The correct decision depends on the workload and current load,
considering that an on-demand verification consumes roughly Ims in the common case on modemn
hardware (see § 5). This cost is non-trivial in a high-performance storage system, particularly when

most reads can be served from storage-node caches.

3.2 Cooperative lazy verification

Each storage-node can perform verification for itself. But, the overall cost of verification can be
reduced if storage-nodes cooperate. As stated above, a client requires only b+ 1 storage-nodes to

perform lazy verification for it to trust the result. Likewise, any storage-node can trust a verification
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