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Abstract

In this thesis, we present a viable face recognition system that is implemented on a Pocket PC
that can work in real-time. Firstly, we examine the benefits of having such a system and the
challenges that are faced in building such a system. We then present the equipment suitable for
realizing such a real-time face recognition system on a PDA. An analysis of existing recognition
algorithms has to be performed in order to choose one that is suitable for our svstem.
Experiments are performed using CMU-PIE dataset with harsh variable illumination where we
determine that Advanced Correlation Filters is a suitable approach. Among the different
Advanced Correlation Filters we determine which ones are better optimized in speed and memory
constraints for PDA implementation. This includes fast fixed-point implementation of 2D Fourier
Transform optimal for Pocket PC platform. In addition, we discuss about the fast face detection
algorithm we incorporated in the system. We also detail an efficient algorithm for synthesizing
these filters efficiently in order to minimize computation load and making the system practical
with real-time enrollment of users. We show how different types of Advanced Correlation Filter
methods perform using a small database collected using the PDA using the implemented face
detection and processing algorithm running real-time. Finally we discuss future work and how

this system can be ported to work on cell-phones.



Chapter 1

Introduction

1.1 Motivation

Access control systems utilizing biometrics is currently a hot field in security. Biometrics offers
solutions to vulnerabilities found in current access control systems which are based on passwords
or ID cards which can be lost or stolen. Biometrics provides us with identifying features that are
unique to each individual person; like facial image, fingerprint, voice, iris etc. These biometric
features provide enhanced security since we always have them and so we cannot lose them like
keys and ID cards. Moreover, these features are more difficult to replicate or spoof.

Now that biometric recognition has progressed to a decently reliable stage, one can immediately
foresee the possibility of changing all the password and ID card based security systems into
biometrics-based systems. For example, a person who needs to use the ATM machine no longer
has to key in his pin code to access his bank account, but instead, he can just look into the camera
and allow the ATM Biometric system to identify him. Another scenario would be that of a person
being able to enter his office by just using his fingerprint instead of using his ID card. Both
examples clearly show the convenience and at the same time the security that biometrics can offer.
More importantly using multiple biometrics simultaneously makes the system more robust
against spoofing attacks [1]

Biometric recognition has more to offer than to merely enhance current access control systems;
our PDA (Pocket PC) face recognition system has a feature that enhances the benefits that
biometric recognition provides, namely portability. Hence, we will discuss ideas for new
applications that can utilize portable biometrics recognition. In this generation, it is very common
to find many people carrying Personal Digital Assistants (PDAs) while they are on the move.

More importantly PDAs have become an integrated part of our lives where we now store crucial



information such as bank account statements, and other private information which must be made
secure in the event the PDAs are lost or stolen. Having a Biometrics authentication module on
PDA can help unlock access to such valuable data. Using the facial biometric is one of the least
intrusive methods that can be used to authenticate authorized users of the PDA.

PDA based face recognition systems can be used in a variety of applications including law
enforcement officers; who can use portable PDAs to identify suspects against a criminal watch-
list etc. PDA based face recognition systems can also be used as a way to delegate authority and
access control to physical and virtual spaces. Imagine hotels which instead of giving you key
cards, can delegate authority to your PDA to give access to your room. So when you approach
your room door, authenticating yourself on your PDA can provide authentication which the PDA
can then grant access for the electronic door to unlock. Almost all PDA’s have integrated 802.11b
and Bluetooth which is a means of communicating with various public services and applications.

These examples show that there is great potential in developing portable face recognition systems.

1.2 Challenges

One disadvantage of using biometric applications is that there is a considerable amount of
computation involved. This is especially so with regards to robust face recognition. This
typically involves a significant amount of image processing which can slow down the system
significantly if additional video processing is considered necessary as well. All these issues make
it challenging to implement a PDA based face recognition system that is reliable and can work at
real-time. Most PDAs contain CPUs that range between 100Mhz to 624Mhz which is the fastest
clock rate at the current time. More importantly, clock speed alone is not the only factor to
considered, but more importantly; all current PDAs do not contain a Floating Point Unit (FPU)
thus floating point operations must be emulated by the PDA’s CPU which can be significantly

slower up to several orders in magnitude. In addition to computational limitations, these devices



also have memory limitations, so we cannot use algorithms that utilize significant amount of

memory to run.

1.3 Goals

Our goal is to have a working face recognition system integrated on to a PDA. Although the
available processors are slow in speed, we intend to employ methods that can improve the
system’s performance and that can accommodate a PDA’s memory constraints (see Chapter 3).
We also chose to use Advanced Correlation Filter methods to solve the recognition problem in
our system since they are comparatively more accurate and less demanding then other traditional
methods. We will research on the different available filter methods to decide which filter design
is the most suitable for our system in terms of performance and computational complexity as we
plan to enroll users directly on the PDA using an online-learning algorithm that can build these

filters on-the fly and in real-time as the user is holding the camera..



Chapter 2

System and Equipment

2.1 Personal Digital Assistant (PDA)
Due to the high requirements in memory and speed for image processing, we have to look for a
mobile device that offers the most powerful processor in the market. In our search, we have come

upon the Dell Axim x50v Personal Digital Assistant (PDA).

Figure 1. Dell Axim x50v and Intel PXA270 chip

It contains an Intel processor chip, PXA270, which can achieve a maximum clock rate of 624
MHz. This is currently the fastest clock rate CPU that can be found in handheld devices. However,
the PXA270 does not contain a Floating Point Unit (FPU) [2]. An FPU is a chip specially
designed for processing floating points, commonly found embedded in most microprocessors. In

the PXA270, all floating point computations are emulated instead; and this can consume several



hundred of cycles to obtain a result. This serves to be a major challenge in our system, since
image processing involves an immense amount of floating point computation which we take for
granted on desktop image processing applications.

With regards to memory, the Axim only provides 128 MB Flash ROM and 64 MB RAM. Hence,
we are limited to working with face recognition algorithms that do not require too much memory
as well (more memory is typically required during the enrollment period for training the pattern

recognition algorithm).

Figure 2. VEO Camera: CF version and SD version

2.2 Camera

Ideally, we want to have a solution which is universal to all PDA brands, so built-in cameras are
quickly dismissed as not all PDA’s have built-in cameras and we would have to develop PDA
specific code for those PDAs. Instead, we looked for attachable cameras (compact flash or secure
digital) that we can use on the Dell Axim as well as other PDA models. The two we found are
VEO’s Compact Flash Photo Traveler and VEO’s SD Photo Traveler 130S. We chose to use the
SD version since it is smaller and it has a swivel lens so that the user can change the direction the
camera is facing, away or towards him. It was also the only camera brand that provided a bare-
bone SDK. Due to the lack of technical support and SDK documentation from the company, it

has proven to be a challenge to decipher and utilize the code used in each call function in the
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camera SDK. Eventually, after significant experimentation we managed to learn how to utilize it

to suit our needs for quick image capture and display.

2.3 Programming Platform

We used Microsoft’s Embedded Visual C++ to code and design the face recognition application
for the Pocket PC. It provides the ability to code in C++ the same way as Microsoft’s Visual C++,
which is popularly used in PC application development. However, it has limited functionalities,
similar to the Intel PXA270 processor. Certain libraries that are available for the PC version, such
as the complex class template, cannot be found in the embedded version. Complex arithmetic is
essential for performing certain image processing algorithms such as Fast Fourier Transforms, so
this could be a huge hindrance. In the end, we created our own complex class with override
methods that can handle both real and imaginary numbers as well as perform simple complex

arithmetic such as conjugation and computing absolute values.
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Chapter 3

Face Recognition Algorithms

3.1 Which recognition method to use?

Given the hardware constraints and the real-time nature of the desired PDA face recognition
system, our goal is to implement a face recognition algorithm that requires the least computation
and has to be able to return results at a fast frame rate. In addition, its classification results have
to be accurate to recognize authentics and deny access to impostors. Image variability such
illumination, pose and expression are challenging in reliable face recognition for user
authentication. However, pose and expression can be controlled; as a co-operative user will
provide a suitable pose and expression but will not have control of the surrounding illumination
(consider outdoor scenario). Hence, we will firstly present the existing pattern recognition
algorithms that can be used for face recognition, and then discuss their performance under
variable illumination to see which is the most suitable for our needs. We use the CMU-PIE

database to examine tolerance to illumination variations.

3.2 Principal Component Analysis tPCA)

Principal Component Analysis (PCA) [3], also known as Karhunen Loeve Transform or Hotelling
Transform, is a very popular recognition tool. We apply PCA to a set of face images to compute a
lower dimensional subspace which are the principal directions of variations of these face images.
These principal directions of variation are identified by the covariance matrix X of the training

face data as follows:

>=Xxx" | (1
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Where X is a matrix of size MxN (where M 1s the number of pixels in each face image and N is
the number of training images) containing the training data (with the global mean subtracted)
along the columns. Hence, PCA involves solving the following eigenvectors/eigenvalue problem:
XX'v=3v=Av 2)
Since the covariance matrix is symmetric, the eigenvectors computed in Eq. (2) form an
orthogonal basis that best represents the variability in the training data in the minimum squared
error sense. Typically in image based pattern recognition problems such as face recognition we

have more dimensions (pixels) than training data, in such cases it is computationally (and
memory) inefficient to compute the eigenvectors/eigenvalues of XX T | instead we use the Gram
Matrix trick to reformulate Eq. (2) as:

X"XxX"v=AX"v
X" xv= 1

(3)

Where

vi=XTy 4)
Hence, after solving for v’, we find the desired eigenvectors v by v=Xv'. Once all the
eigenvectors v are computed we project a test face, ¢, into this lower-dimensional subspace. We

then use this lower dimensional representation of the data for pattern matching.

3.3 Individual Principal Component Analysis (IPCA)

Individual PCA (IPCA) [4] is a variant of PCA where the difference is that we build a subspace
for each class; using images from that class instead from all the images from all the classes. Once
all the eigenvectors v are computed from a particular person we project a test face, 7, into this
subspace and reconstruct it and compute the residual error between the reconstructed face and the

original test face. The person whose eigen-space produces the reconstructed image with the

13



smallest residual error is classified as the person in the test image. The reconstructed image, 7, is

computed as :

]

=) pv,+m (5)
i=]
Where

Ty \
p;=v, (t—m) (6)

The reconstruction error is:
2 .
Error = Ht — x” )

3.4 Fisher Linear Discriminant Analysis (FLDA)
Fisher Linear Discriminant Analysis (FLDA) [5] attempts to find the optimal projection vectors w

such that the projected samples have a small within-class scatter S, and large between-class

scatter .S, . This is done by maximizing the Fisher ratio defined as

Jw) )wTSBW| @
w) = )
IwTSwwl
Where
S ZZ(m,. —m)(m, —m)" 9)
=]
c N ) )
S = Z:()c,'< —m)x, —m,)’ (10)

i=l k=

N, is the number of training images in the ith class and the superscript on x indicates its class.

Maximizing the Fisher ratio leads to solving the generalized eigenvalue problem

S,w=AS w (11)
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If S, is non-singular then Eq.(11) can be turned into a normal eigenvalue problem by inverting
the within-class scatter matrix. However, in face recognition due to the larger dimensionality of
images compared to the training data, the within-class scatter matrix is singular which is a
problem in the optimization in Eq.(8) where the denominator becomes 0. Thus Fisherfaces uses
PCA to reduce the dimensionality to N-c such that the within-class scatter is non-singular and
then apply LDA to get c-1 projection vectors. So we can cascade the PCA projections and the

LDA projections into one transformation for convenience:

w

fisherface

=WocaWin (12)

Hence, all the training faces are projected into the Fisherface subspace in Eq. (12) and a simple

nearest neighbor classifier is used to classify the test face based in this projected space.

3.5 3D Linear Subspace Method
In this method, we assume that faces can be modeled as Lambertian surfaces. The intensity of a

pixel in an image illuminated by a point light source at infinity can be expressed as follows:

p=an’s (13)
Where pixel intensity is denoted by p, a is the albedo of the surface, n is the surface normal and s
is the direction vector of the light source. So the whole face image can be formulated as follows:

[ =Bs (14)

Where [ is a dx! matrix denoting the face image (d pixels), B is a dx3 matrix where each row
contains an’ vector. We can estimate a 3D illumination subspace using 3 or more linearly
independent face images / with different lighting variations. Denoting /, to be the nth image in a
set of N training images, we can form a 3D linear subspace by finding 3 eigenvectors

corresponding to the largest eigenvalues of the following correlation matrix:

N
> 1,10 =HH' (15)

n=l
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