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CHAPTER |

INTRODUCTION

Obtaining authenticated values from devices in ways that are easily understandable by
non-expert users is currently an open problem. This is best exempli ed by the problem
a user faces when she wants to securely connect her wireless device to that other device
(e.g., anetwork printer, an 802.11 base station, or another wireless device). In generdl, it is
exceedingly dif cult to determine which device is at the other end of awireless connection
without out-of-band knowledge. Balfanz et a. describe this as the problem of achieving
demonstrative identi cation of communicating devices [4]. We approach this problem with

the premise that, in many situations, a user can visually identify the desired device.

As camera-equipped mobile phones rapidly approach ubiquity, these devices become
anaturally convenient platform for security applications that can be deployed quickly and
easily to millions of users. Today’s mobile phones increasingly feature Internet access and
come equipped with cameras, high-quality displays, and short-range Bluetooth wireless
radios. They are powerful enough to perform secure public key cryptographic operationsin

under one second.

We propose to use the camera on a mobile phone as a new visual channd to achieve
demongtrative identi cation of communicating devices formerly unattainable in an intuitive
way. We term this approach Seeing-Is-Believing (SiB). In SiB, one device uses its camera
to take a snapshot of abarcode encoding cryptographic material identifying, e.g., the public
key of another device. We term this avisual channel. Barcodes can be pre-con gured and

printed on labels attached to devices, or they can be generated on-demand and shown on a



device's display.

We apply this visual channel to several problemsin computer security. SiB can be used
to bootstrap authenticated key exchange between devices that share no prior context, in-
cluding such devices as maobile phones, wireless access points, and public printers. We use
SiB to aid in the establishment of a trusted path for con guration of a TCG-compliant®
computing platform, and to provide the user with assurance in the integrity of an applica-
tion running on a TCG-compliant computing platform. We aso use SiB to secure device

con guration in the context of a smart home.

Outline We survey related work in Section 2 and provide an overview of SiB in Sec-
tion 3. Section 4 presents the use of SIB for authenticated key exchange between mobile
devices. Section 5 explains how to use SiB to achieve demonstrative identi cation of, and
secure connection to, a particular wireless device, with establishment of atrusted path from
the user to a TCG-compliant computing platform as a special case. Leveraging a TCG-
compliant computing platform, Section 6 shows how SiB can help verify that a particular
application currently owns the computing platform’s display, and provide high assurance
that the integrity of that application is maintained. We also show in Section 7 how thistech-
nology can be used to achieve slightly weaker  but still quite valuable  security properties
in the context of, e.g., a smart home. Our implementation is detailed in Section 8, with a

security analysisin Section 9. Section 10 concludes.

1The Trusted Computing Group (TCG) is an organization that promotes open standards to strengthen com-
puting platforms against software-based attacks 2, 3].



CHAPTER I

RELATED WORK

SiB is closaly related to work on authentication involving maobile devices, barcode scan-

ning with camera phones, and using mobile phones as trusted intermediaries.

2.1 Authentication

In this section, we study authentication between two co-located entities with no prior
trust relationships. Since using a public key infrastructure relies on the existence of trusted
certi ers (e.g., hierarchical certi cation [23] or unstructured certi cation [52]), we do not
consider these approaches here. Similarly, trusted third party approaches, such as Ker-

beros [31, 42], assume an online trusted authority which may not exist in our setting.

A common mechanism to establish a secure channel between two entities is to use
Dif e-Hellman key establishment [12]. Unfortunately, aman-in-the-middle (MITM) attack
is possible if the two entities do not share any established trusted information. Bellovin
and Merrit propose the encrypted key exchange (EKE) protocol, which prevents the MITM
attack if both parties share a secret password [6]. Several researchers have re ned this
approach [6, 7, 8, 28, 51], but they all require a shared secret password between the two

entities, which may be cumbersome to establish in many mobile settings.

Ancther approach to defeat the MITM attack isto use asecondary channd to verify that
the same key is shared by two parties. An approach that several researchers have considered
isthat a human can manually verify that the generated keys are identical. Since comparing

the hashes of the two keys is cumbersome, researchers have devised visual metaphors that



represent the hash to make it easier for people to perform the comparison: Levien and Gold-
berg devise the Snow ake mechanism [16, 27], Perrig and Song propose to use Random Art
asavisua hash [32], and Dohrmann and Ellison propose acolorful  ag representing a hash
of the key [13]. Though these schemes make key comparison easier for the user, they till
rely on the user to diligently compare the resulting visual key representations. With SiB,
visual deviceidenti cation isanintegral part of establishing a connection between devices,

though in afar less overt way.

To defend against MITM attacks, Stajano and Anderson propose to set up keys through
alink that is created through physical contact [41]. However, in many settings, devices may
not have interfaces that connect for this purpose, or they may be too bulky to carry around.
Balfanz et a. extend this approach to use short-range wireless infrared communication [ 4].
Of al these approaches, theirs is the most closely related to SiB, and we discuss it in more
detail in Section 3.3. Capkun, Hubaux, and Buttyan have further extended this research
direction [48]. They make use of one-hop transitive trust to enable two nodes that have

never met to establish akey. SiB could leverage this technique equally well.

Researchers have studied the problem where a user wants assurance that what she sees
on the screen of acomputer isreally the content sent from atrusted provider or displayed by
atrusted application. Tygar and Whitten consider Trojan horse web applications that may
be able to monitor keystrokes and steal private information [46]. They combat this problem
using window personalization. This is best described as a heuristic and does not provide
cryptographic security guarantees. Ye and Smith propose trusted paths from web browsers
to users. Their solution is based on window bordersthat ash in a particular way, such that
malicious content or a malicious application is unable to easily match the correct pattern.
This solution provides no cryptographic guarantees, and we believe it requires substantial

user diligence. We discuss the use of SiB to address these problems in Section 6.



2.2 Barcode Recognition with Camera Phones

SiB depends on a camera phone having the ability to use its camera to recognize two-
dimensional (2D) barcodes. Several projects exist that seek to allow camera-equipped mo-
bile phones to interact with physical objects through the use of 2D barcodes. Rohs and
Gféller develop their own 2D code explicitly for use with mobile phones, emphasizing
their ability to be read from electronic screens and printed paper [ 34]. Woodside develops
semacodes, which is an implementation of the Data Matrix barcode standard for mobile
phones [36, 49]. Woodside considers the primary application of semacodes as containers
for a URL which contains information about the physical location where the barcode was
installed. Madhavapeddy et a. use SpotCodes to enhance human-computer interaction by
using a camera-phone as a pointing and selection device [29]. Researchers working on the
Cool Town project at HP Labs propose tagging e ectronics around the house with barcodes
to be read by camera phones or PDASs so that additional data about the tagged device can
be easily retrieved [1].

Hanna considers devices with barcodes af xed to aid in the establishment of security
parameters [18]. His work considers a smart home, where a user may want to establish a
security context for controlling appliances or other devices in a smart-home. In Hanna's
work, the barcode contains a secret which is also stored inside the device. Hanna proposes
using this secret to enable the secure transmission of commands to the device from a master
controller over an untrusted network. We refer to the security property discussed by Hanna
as presence, whereit is desirable that only users or devices close to some device are able to

control it. We discuss the notion of presence further in Section 7.



2.3 Mobile Phonesas Trusted I ntermediaries

Burnside et a. explore the possibility of using cameras to authenticate screen contents
on an untrusted computer so that a user can securely interact with a remote trusted com-
puter [9]. They require the user to position a camera such that it does not move relative
to the screen being authenticated and then perform a pixel-mapping calibration step. Upon
completion of setup, the camera-equipped verifying device must constantly process the
screen contents on the untrusted device. They aso require the camera-equipped verifying
device to communicate with auser-speci ¢ proxy. In contrast, SiB isalightweight solution,

capable of running on mobile phones.

Wu et a. propose the use of mobile phones to enable secure web authentication from
an untrusted termina [50]. They utilize a trusted proxy to manage user passwords and
authentication data, preventing long-term authenticators (e.g., cookies) from ever touching
the untrusted terminal. Gieseke and McLaughlin extend this work, improving communica-
tion speed and using a keyed hash to authenticate the security proxy server and the mobile
client [15].

Ross et a. develop rule-driven transformation functions that enable access to Internet
services from multiple kinds of devices, including mobile phones [35]. They consider rules
that enhance security when working from an untrusted kiosk, making it unnecessary for
the user to enter sensitive information (such as credit card numbers and mailing addresses).

This scheme requires manual con guration for each Internet service and user device type.

SiB enhances security for the user interacting with the computer in front of her, and is

complementary to the techniques of Wu et a. and Ross et al.



CHAPTER |1

SEEING-IS-BELIEVING (SIB)

With SiB, a mobile phone's integrated camera serves as a visual channel to provide
demongtrative identi cation of the communicating devices to the user. By demonstrative
identi cation, we mean the property that the user is sure her device is communicating with
that other device. In SIB, the user identi es that other device visually. This serves to
strongly authenticate one or both devices since the user knows precisely which devices
are communicating. Thus, SiB bootstraps secure communication, provides demonstrative
identi cation of the device from which data originates, and captures user intentionsin anin-
tuitive way. What better way for auser to tell device A that it should communicate securely
with device B than to take a picture of device B using device A’sintegrated camera?

In the remainder of this section, we detail the physical realization of the visual channel
with 2D barcodes. Discussion of the visual channel’s resilience against active attacks fol-
lows. The use of the visual channel to bootstrap secure communication is then illustrated
with aspeci ¢ example. We end this section with a discussion on using SiB with devices
that may be lacking a display or a camera, or both. Sections 4, 5, and 6 then provide de-
tailed usage scenarios for the demonstrative identi cation provided by SiB. In Section 7,
we move on to discuss aweaker though still valuable property that can be provided by

the visual channel, which we term presence.

3.1 2D Barcodesasa Visual Channdl

Weimplement the visual channel with a2D barcode (e.g., DataMatrix [ 36], PDF417 [43],

or MaxiCode [47]), displayed on or af xed to one device and captured by another with its



digital camera. When a user executes the SiB protocol, she must aim the camera of her
mobile device at a barcode on another device (either displayed electronically or af xed to
the device's housing). The act of aiming the camera at the desired device results in demon-

strative identi  cation of the targeted device.

We now present a more detailed example of the use of SIB. Suppose Alice and Bob
want to set up a secure channel between their camera phones. Alice's phone generates a 2D
barcode encoding appropriate public cryptographic material and displays it on its screen,
while Bob uses his phone's digital camera to take a snapshot of Alice's screen displaying
the barcode. Bob must watch his phone’'s LCD, acting as view nder, updating in real time
in response to his positioning of his camera-phone. A barcode recognition agorithm pro-
cesses each image in the view nder in real time and overlays a colored rectangle around
successfully recognized barcodes. When Baob presses the shutter button, the view nding
process stops and the barcode recognition algorithm returns the data represented by the

barcode. Section 8 presents further details of our implementation.

3.2 Attacking the Visual Channel

Active attacks are extremely dif cult to perform against the visual channel without be-
ing detected by the user. The user hasin mind the device at which sheisaiming her camera,
and will be conscious of a mistake if she takes a snapshot of anything else. We believe the
act of taking a picture of that device the one with which the user wants to communicate
securely is intuitive, and should therefore enjoy a low rate of operator error. Thus, the
visual channel has the property of being resilient against active attacks (such as a man-in-
the-middle attack), and the property that active attacks are easily detected by the user, who
can then terminate wireless communication. It isideal for authentication, providing the
user with demonstrative identi cation of the communicating devices without burdening the

user with device names or certi cate management. We compare SiB to aternative means



for authenticating devices in Section 9.2.

3.3 Pre-Authentication and the Visual Channe€l

We build on work by Balfanz et a. [4], and Stajano and Anderson [41], to secure wire-
less communication by leveraging the visual channel for authentication. We adopt the term
pre-authentication, as Balfanz et al. suggest [4], to describe the data exchanged on the visual
channel. Pre-authentication datais later used to authenticate one or both of the communi-
cating parties in amost any standard public-key communication protocol over the wireless
link. Eavesdropping on the visual channel gives no advantage to an attacker, provided that
the underlying cryptographic primitives are secure, and that the mobile devices themselves

have not been compromised.

Balfanz et al. discuss the use of infrared communication asa secure side-channel  for
pre-authentication between mobile devices[4]. They focus on the property that infrared isa
location-limited channel, emphasizing thedif culty an attacker facesin trying to interfere
with the channel, because he must be in close physical proximity to the communicating
devices. The primary advantage of SiB isthat it usesavisua channel instead of aninvisible
channel, thus adding a direct human factor. We acknowledge that attacks against infrared
are dif cult to perform, but we believe that the inability of the user to actually see which

devices are communicating provides dangerous opportunities to an attacker.

Figure 1 shows the pre-authentication phase of SiB, carried out over the visual channel.
Provided that the mobile phone has not been compromised, and that the visua channel and
relevant cryptographic primitives are secure against active adversaries (Section 9 presents a
detailed security analysis), authentication in SiB requires merely that the user con rm her

camerais pointed at the intended device.



3.4 DeviceCon gurations

The concepts of SIB can be applied in different ways to devices with different capa
bilities, each equipped with either a camera and display, a camera only, a display only, or
neither. In some cases, these device con gurations impose some limitations on the strength

of the achievable security properties. Figure 2 contains a summary of these properties.

Themost exible con guration for SiB is when both devices have both acameraand a
display these haveaCD intheir column or row heading in Figure 2. These devices can be
mutually authenticated, since both possess cameras. Further, each device can make use of
either along-term public key or an ephemeral public key in each exchange, since barcodes
containing keys are displayed on an electronic screen (as opposed to paper or some other

xed medium).

Werefer to devices equipped withno display  devices which have no D in their column
or row heading in Figure 2 as displayless devices. These devices can be authenticated
with a long-term public key. A barcode encoding a commitment to the key, or multiple
barcodes encoding the key itsalf, must be af xed to the device's housing (e.g., in the form
of a sticker). The issue of whether to use a commitment to a key, or the key itsdf, is

addressed in Section 5.

Entries in Figure 2 marked presence indicate that demonstrative identi cation of com-
municating devicesis unattainable, but a property weterm presenceisstill achievable. Pres-
ence refers to the ability to demonstrate that a device isin view of someone. We describe

this property in more detail in Section 7.

10
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Figure 1: Pre-authentication over the visual channel. K 4 is A’s public key, which can be
either long-term or ephemeral, depending on the protocol.

Y
CD C D N
CD v Ve v
X|c v e v
D presence presence x X
N X X X X
L egend
v Strong authentication possible
Ve Barcode label required on housing
presence  Confi rm presence only
X No authentication possible

Figure 2: Can adevice of type X authenticate a device of type Y? We consider devices
with cameras and displays (CD), cameras only (C), displays only (D), and neither (N).

11



CHAPTER IV

BIDIRECTIONAL AUTHENTICATION

Providing mutual authentication between mobile devices that share no prior context is
adif cult problem. In this section, we show how SiB can be used to intuitively capture
user intentions and establish a mutually authenticated security context between precisely
the devices the user wants, without atrusted authority. Examples of the established security
context include authenticated exchange of public keys, and authenticated Dif e-Hellman
key exchange to establish a shared secret. The device combinations we consider in this

section are those where both devices have cameras.

We now walk through the use of SiB, beginning with device discovery and barcode gen-
eration. Next, we describe pre-authentication and bootstrapping a well-known public key
protocol. Then, we describe options to satisfy different security requirements and project

the likely performance of SiIB on emerging mobile phones.

The SiB protocol begins when Alice and Bob decide they want to communicate se-
curely. Alice'sdevice rst discovers nearby devices using its wirgless interface. Alice then
selects the device she believes to be Bab's (this is easily achieved with friendly names
common to, e.g., Bluetooth [17]). Bob's device islistening when Alice makes a connection

attempt.

Each user computes a commitment to their public key material and generates a barcode
encoding this commitment. This key material can take the form of auser’s long-term public

key, or it can be an ephemeral key for usein only one key exchange. One practical example

12



of thiskey material isaself-signed public key certi cate extended with additional informa:
tion about the key owner (e.g., name, email address, etc., similar to avCard [ 10, 20]). The
decision regarding what form of public key material to use is orthogonal to the authentica-
tion provided by SiB.

The pre-authentication phase now begins. The users take turns displaying and taking
snapshots of their respective barcodes. The order is not important, but it is necessary that
Alice capture the barcode commitment to Bob's public key, and that Bob capture the bar-
code commitment to Alice’s public key. This pre-authentication protocol is secure as long
as an attacker cannot nd a second preimage for the commitment function, and is unable to

perform an active attack on the visual channel.

After pre-authentication is complete, both devices now hold commitments to the other
device's public key, and the devices can exchange public keys over the wireless link. The
devices then perform the same commitment function over the other device's public key,
ensuring that the result matches the commitment that was received over the visual channdl.
At this point, the devices have mutually authenticated one another’s public keys, and Alice
and Bob have demonstrative identi cation that the devices in their hands are the ones that
are communicating. These authenticated public keys can then be used appropriately in any
well-known public key protocol on the wirelesslink (e.g., IKE [19], SSL/TLS[11, 14]). It
is imperative that the chosen established protocol veri es that each party does in fact hold

the private key corresponding to their authenticated public keys.

The main contribution of SiB is the authentication provided by having demonstrative
identi cation of the communicating devices. The selection of the well-known public key
protocol is exible. If a user desires to avoid transmitting a public key on the wireless
network so that eavesdroppers cannot ascertain which devices are communicating the

public key material can be encoded in a sequence of barcodes. The key is thereby obtained

13



without transmitting it on the wireless medium, while retaining the demonstrative identi -
cation property with respect to the device originating the key. It is then advisable that the

standard public key protocol that is used with SiB authentication is key-private [5].

As the processing and display capabilities of mobile phones improve, visual channel
bandwidth will improve suf ciently for data transmitted over the visual channel to include
network addresses for the relevant wireless interfaces (e.g., Bluetooth, 802.11) in addition
to authentication data. This is more convenient for the user, since she never has to wait for
discovery of neighboring devices or select a device from alist. Madhavapeddy et al. use

barcodes on camera phones to improve the Bluetooth device discovery process [ 30].

14



CHAPTERYV

UNIDIRECTIONAL AUTHENTICATION

We now discuss entries from Figure 2 where the device of type X (the authenticator) is
equipped with a camera, and the device of type Y (the device being authenticated) lacks
adisplay and a camera. It is this presence of a camera on the authenticator, and lack of a
display and a camera on the device being authenticated, that are responsible for the security
properties of this particular device combination. We refer to a device of type X as camera

equipped, and a device of type Y as displayless.

Displayless devices do not have the ability to display newly generated values. Still, a
camera-equipped device can authenticate displayless devices and establish secure commu-
nication channels. The displayless device must be equipped with a public/private keypair,
and a sticker containing a barcode of a commitment to its public key must be af xed to its
housing. Since the displayless device is constrained to the use of a single public/private
key pair for its entire lifetime, the option to generate per-interaction public keys no longer
applies. Of course, devices can be reprogrammed and new stickers af xed, but we consider
that to be a signi cant maintenance task. As in Section 4, there are privacy issues with
using xed public keys that might be of concern.

We now introduce several practical examples where unidirectiona authentication with
SiB is useful. We rst discuss connection to a wireless access point, and then describe
securing the use of a printer in a public place. Findly, establishment of a trusted path

for con guration of the Trusted Platform Module (TPM) in a TCG-compliant computing

15



platform is considered. A full discussion of the TCG speci cation is beyond the scope

of this paper, though we summarize relevant concepts here as necessary.

5.1 Practical Applications

An 802.11 access point (AP) is one example of aclass of deviceswhere sticker-based
authentication may be desirable. Camera-enabled devices can authenticate the AP, enabling
the establishment of a secure link-level connection from the camera-enabled device to the
AP. This solution enables deployment of wireless connectivity in environments where se-
curity policies require physical presence for network access. Figure 3 shows the SiB appli-

cation on a mobile phone scanning a barcode installed on awireless access point.

Anacther commonly considered application where demonstrative identi cation of com-
municating devices is desirable is when using a printer in a public place. Similar to the
wireless access point, the printer can have a barcode af xed to its housing so that a user
can use SiB to authenticate wireless communication with the printer/print server and boot-
strap establishment of a secure connection. Secure communication is important here not
only to ensure the secrecy of the printed document, but to protect the user’s computer from

malicious software that masquerades as a printer driver.

5.2 Establishing a Trusted Path for Con guration of a TPM

In this section we motivate the establishment of atrusted path to con gure the TPM in
a TCG-compliant computing platform and then describe how SiB can be used to establish
the trusted path. Today many computing platforms are plagued by spyware that may

capture users’ actions, including keystrokes, potentially exposing sensitive information like

1The TCG specifi esaTrusted Platform Module (TPM) that can be used to enhance the security of computing
platforms against software attacks[2, 3]. The TPM isachip connected to a computer’s processor, with no other
1/O capabilities.

16



Figure 3: PhonerunningSiB scanningabarcodeonan802.11accesgoint.
passwrdsandcreditcardnumberqd 39]. Sofar, we have assumedhat users'devicesare
uncompromised.In this section,we relax this assumptiorwith respectto the software
runningon a TCG-compliantcomputingplatform,anddiscussvaysthatSiB canaidin the

establishmentf atrustedpathto con gurea TPM.

Onechallengen designingsystemswvhich incorporatea TPM is how a usercancom-
municatesecurelywith the TPM; theuserhasonly akeyboardanddisplayto communicate
with the TPM, with untrustedperatingsystemandwindon managesoftwarein between.
A TPM s con gured—typicallyby a useror vendor—with asecretthe OwnerAuthoriza-
tion Data(OAD), which canbe usedto exercisecontrol over the TPM. A maliciousparty
thatcaptureghe OAD (using,e.g.,spyware)canchangethe OAD, delete(andin somein-
stanceghangeppplicationsecretsn securestorageanddisableor enableTPM featuresat
undesirabléimes.Unfortunatelyin a TCG-complianicomputingplatform,if certainTPM
featuresaredisabled,a userhasno way of knowing if malicioussoftwareis runningand,
e.g.,loggingall keystrokes. Thisis aseriougproblemif theusertypesthe OAD while trying

to con gure the TPM—themalicioussoftwarehasjust capturedhe OAD.
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