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Abstract

Modern distributed, object-based systems support nested method invocations, whereby one object

can invoke methods on another. In this thesis we present a framework that supports nested method

invocations among Byzantine fault-tolerant, replicated objects that are accessed via quorum systems. A

challenge in this context is that client object replicas can induce unwanted method invocations on server

object replicas, due either to redundant invocations by client replicas or Byzantine failures within the

client replicas. At the core of our framework are a new quorum-based authorization technique and a

novel method invocation protocol that ensure the linearizability and failure atomicity of nested method

invocations despite Byzantine client and server replica failures. We detail the implementation of these

techniques in a system called Fleet, and give preliminary performance results for them.
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1 Introduction

In this thesis we present the design and implementation of a framework to support Byzantine fault-tolerance [14]

in a distributed, object-based system. In modem object-based systems, it is commonplace that objects are

passed as arguments to and can invoke methods on other objects. A goal of our framework is to support

these natural models of object interaction seamlessly from the programmer’s perspective, while utilizing ob-

ject replication and Byzantine fault-tolerant method invocation protocols to mask the Byzantine (arbitrary)

failure of a limited number of replicas of each object.

The model of object interaction that our framework supports is motivated by that of Java remote objects.

A Java remote object is one that can be invoked from outside the Java Virtual Machine (JVM) in which 
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Figure 1: Distributed objects

resides, via a protocol called Remote Method Invocation (RMI). The client JVM of a remote object holds

a proxy for the remote object, called a stub, that implements the same interface as the remote object. The

client program can invoke methods on the remote object by invoking them on the stub, and can pass the stub

as a parameter to other, possibly remote, objects. Those objects that then hold the stub can invoke methods

on the remote object, as well. This mechanism thus provides location transparency for calls to the remote

object.

In this work, we consider a system we are implementing whereby a serializable Java object can be dynam-

ically exported outside the JVM in which it was created, and replicated to a number of other server JVMs,

yielding a distributed object. After this operation, the client JVM is left with a handle (conceptually similar

to a stub, but functionally different), again that implements the same interface as the original object; see

Figure l(a). Method invocations on the handle are translated to method invocations on a set (quorum [15])

of replicas for the distributed object. Like RMI stubs, handles can be passed as parameters to method invo-

cations, potentially on other objects that have been distributed int this way, resulting in object nesting; see

Figure l(b). Those JVMs that hold a handle for the distributed object are called clients; however, clients of

one distributed object can be servers for other distributed objects, so when we refer to a client or a server, it

indicates the role in which it is participating at that time.

With nested objects, it is no longer desirable to allow unfettered access to a distributed object by any client

that possesses a handle for that object. In particular, we cannot allow a single client replica to perform

arbitrary operations on another distributed object: doing so conld result in duplicate method invocations
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when other client replicas perform the same method invocation, and Byzantine-faulty client replicas could

corrupt the embedded object, from the application perspective, by revoking incorrect methods on it. Instead,

the central goals of our framework are to ensure that (i) only those method invocations endorsed by correct

replicas of the calling object are performed, and that (ii) the method invocation protocol itself is robust to 

limited number of Byzantine faulty client replicas and server replicas.

For (i), we propose an authorization framework for nested method invocations. This framework authorizes

method invocations on distributed objects from single trusted clients as well as from quorums of individually

untrusted clients. When object ol is passed to 02, authorization for quorums of o2’s replicas to invoke ol is

transparently delegated witla the use of delegation kelys and certificates. For (ii), we develop a new quorum

based method invocation protocol that ensures lineadzable [10] object invocations and failure atomicity of

method invocations at arbitrary depths, again despite Byzantine failures of a limited number of replicas

of each distributed object. This protocol makes no assumptions on message transmission times, i.e., it is

designed to function safely in an asynchronous environment.

We have implemented our framework within a significant restructuring of the Fleet system [16]. The initial

Fleet system from which we began this implementation did not support nested objects seamlessly, provided

no tolerance for Byzantine client invocations, and did not implement an authorization scheme. As such, our

framework is a significant advance in this context.

2 Related Work

To our knowledge, the only prior system to support linearizable access to nested objects in the face of

Byzantine faults is Immune [21]. Immune takes a different appro.ach in that it implements every distributed

object using state machine replication [23] with majority voting, in which every method invocation is ex-

ecuted by every object replica. Nested method invocations are performed with relative simplicity in the

Immune system, as its use of Byzantine fault-tolerant atomic broadcast (specifically [11]) ensures that all

client and server replicas receive every communication in the same order. In contrast, our approach imple-

ments quorum-based access: each method invocation involves accessing only a randomly selected quorum

of replicas, which can be relatively small, e.g., O(x/~) replicas for a distributed object with n replicas and

tolerating b Byzantine replica failures [17]. While offering improved scalability and load dispersion, the


