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Abstract

Modern distributed, object-based systems support nested method invocations, whereby one object

can invoke methods on another. In this thesis we present a framework that supports nested method

invocations among Byzantine fault-tolerant, replicated objects that are accessed via quorum systems. A

challenge in this context is that client object replicas can induce unwanted method invocations on server

object replicas, due either to redundant invocations by client replicas or Byzantine failures within the

client replicas. At the core of our framework are a new quorum-based authorization technique and a

novel method invocation protocol that ensure the linearizability and failure atomicity of nested method

invocations despite Byzantine client and server replica failures. We detail the implementation of these

techniques in a system called Fleet, and give preliminary performance results for them.

Keywords: Distributed systems, Quorum systems, Byzantine failures, Replication, Fault tolerance

1 Introduction

In this thesis we present the design and implementation of a framework to support Byzantine fault-tolerance [14]

in a distributed, object-based system. In modem object-based systems, it is commonplace that objects are

passed as arguments to and can invoke methods on other objects. A goal of our framework is to support

these natural models of object interaction seamlessly from the programmer’s perspective, while utilizing ob-

ject replication and Byzantine fault-tolerant method invocation protocols to mask the Byzantine (arbitrary)

failure of a limited number of replicas of each object.

The model of object interaction that our framework supports is motivated by that of Java remote objects.

A Java remote object is one that can be invoked from outside the Java Virtual Machine (JVM) in which 
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Figure 1: Distributed objects

resides, via a protocol called Remote Method Invocation (RMI). The client JVM of a remote object holds

a proxy for the remote object, called a stub, that implements the same interface as the remote object. The

client program can invoke methods on the remote object by invoking them on the stub, and can pass the stub

as a parameter to other, possibly remote, objects. Those objects that then hold the stub can invoke methods

on the remote object, as well. This mechanism thus provides location transparency for calls to the remote

object.

In this work, we consider a system we are implementing whereby a serializable Java object can be dynam-

ically exported outside the JVM in which it was created, and replicated to a number of other server JVMs,

yielding a distributed object. After this operation, the client JVM is left with a handle (conceptually similar

to a stub, but functionally different), again that implements the same interface as the original object; see

Figure l(a). Method invocations on the handle are translated to method invocations on a set (quorum [15])

of replicas for the distributed object. Like RMI stubs, handles can be passed as parameters to method invo-

cations, potentially on other objects that have been distributed int this way, resulting in object nesting; see

Figure l(b). Those JVMs that hold a handle for the distributed object are called clients; however, clients of

one distributed object can be servers for other distributed objects, so when we refer to a client or a server, it

indicates the role in which it is participating at that time.

With nested objects, it is no longer desirable to allow unfettered access to a distributed object by any client

that possesses a handle for that object. In particular, we cannot allow a single client replica to perform

arbitrary operations on another distributed object: doing so conld result in duplicate method invocations
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when other client replicas perform the same method invocation, and Byzantine-faulty client replicas could

corrupt the embedded object, from the application perspective, by revoking incorrect methods on it. Instead,

the central goals of our framework are to ensure that (i) only those method invocations endorsed by correct

replicas of the calling object are performed, and that (ii) the method invocation protocol itself is robust to 

limited number of Byzantine faulty client replicas and server replicas.

For (i), we propose an authorization framework for nested method invocations. This framework authorizes

method invocations on distributed objects from single trusted clients as well as from quorums of individually

untrusted clients. When object ol is passed to 02, authorization for quorums of o2’s replicas to invoke ol is

transparently delegated witla the use of delegation kelys and certificates. For (ii), we develop a new quorum

based method invocation protocol that ensures lineadzable [10] object invocations and failure atomicity of

method invocations at arbitrary depths, again despite Byzantine failures of a limited number of replicas

of each distributed object. This protocol makes no assumptions on message transmission times, i.e., it is

designed to function safely in an asynchronous environment.

We have implemented our framework within a significant restructuring of the Fleet system [16]. The initial

Fleet system from which we began this implementation did not support nested objects seamlessly, provided

no tolerance for Byzantine client invocations, and did not implement an authorization scheme. As such, our

framework is a significant advance in this context.

2 Related Work

To our knowledge, the only prior system to support linearizable access to nested objects in the face of

Byzantine faults is Immune [21]. Immune takes a different appro.ach in that it implements every distributed

object using state machine replication [23] with majority voting, in which every method invocation is ex-

ecuted by every object replica. Nested method invocations are performed with relative simplicity in the

Immune system, as its use of Byzantine fault-tolerant atomic broadcast (specifically [11]) ensures that all

client and server replicas receive every communication in the same order. In contrast, our approach imple-

ments quorum-based access: each method invocation involves accessing only a randomly selected quorum

of replicas, which can be relatively small, e.g., O(x/~) replicas for a distributed object with n replicas and

tolerating b Byzantine replica failures [17]. While offering improved scalability and load dispersion, the



quorum approach introduces challenges not present in the state machine approach, notably the absence of

atomic multicast among all client and server replicas to coordinate invocations. Finally, our authorization

framework has no analog in Immune, which permits any replicated object to invoke arbitrary methods on

another replicated object.

Benign fault-tolerant nesting of transactions has previously been a topic of study in the context of database

systems [18]. Nested transactions achieve concurrency atomicity in the form of serializability [19]. While

necessary for transactional systems that must apply multiple operations on potentially many objects, se-

rializability is both non-local and blocking, thus requiring global coordination and locking to enforce it.

Serializability was recently studied in the context of JavaSpace transactions [20]; however, while there can

be nested transactions in JavaSpaces, there is no analog to our nested method invocations as JavaSpaces

contain passive objects that can only be read and written, rather than remote objects on which methods can

be invoked.

Linearizability, the form of concurrency atomicity that we pursue in this work, provides concurrency atom-

icity of single operations performed on a single object only [10]. Though weaker than serializability, we

have opted for linearizability for two reasons. First, returning to the object sharing model that motivates our

work, linearizability is the concurrency atomicity property that is achieved by Java RMI (though not in 

fault-tolerant way), provided that the remote object processes requests sequentially. As such, our system will

be suited to applications already utilizing that model. Second, linearizability can be enforced locally, and

avoids locking, which is problematic when a node responsible for unlocking an object fails. Nevertheless,

we intend to explore serializability in future work.

Failure atomicity is a second property that is often considered in. conjunction with concurrency atomicity,

especially in transactional systems such as databases, although it is normally limited to benign failures. Our

approach achieves failure atomicity in the face of Byzantine failures, as detailed in Section 4.

3 Authorization Framework

As discussed in Section 1, object nesting in combination with Byzantine failures requires that we depart

from a model in which simply possessing a handle for a distributed object is sufficient to invoke methods on

it. Otherwise, a faulty object replica which was given a handle for another object through servicing a met]hod
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invocation would then be able to invoke arbitrary methods on that object. Our goal is to allow the creator

of a distributed object to invoke methods on that object, and to delegate that authority to another client

object, which itself may be replicated in order to withstand the Byzantine failure of some of its replicas.

We anticipate that this delegation will most commonly occur automatically when a handle to one distributed

object is passed as a parameter to a method invocation on a second distributed object.

3.1 Assumptions

As discussed previously, the environment that we consider executes methods on a distributed object at a

quorum of its replicas, and the set of allowable quorums constitutes a quorum system for the distributed

object. For the purposes of the present section, we are not concerned with the structure of the quorum

system, except for one assumption: the quorum system is formed based on an assumed maximum number

b of its replicas that will suffer Byzantine failures. For example, it is necessary that each quorum be larger

than b, lest operations be performed at a quorum of only faulty servers, and it is also necessary that any b

failures leaves a quorum available, so that operations can be completed. Such quorum constructions can be

found in, e.g., [15, 17]. We assume that communications to and from servers are protected using standard

cryptographic techniques,

At a high level, our strategy will be to permit only a number of replicas of size bl + 1 or greater of a

distributed object ol to invoke methods on another ,distributed object 02. Here, bl denotes the number of

replica failures that the quorum system for ol was designed to survive. In this way, any invocation by any

replica of o~ that the correct replicas of o2 accept is corroborated by a correct replica of ol. For the purposes

of this section, we treat trusted individual clients that are permitted to invoke methods on a distributed object,

e.g., the creator of the object or another client to which it explicitly passes the handle through an out-of-band

mechanism, as a special case of a distributed object ol with n~ = 1 replicas and bl = 0 faults.

3.2 Delegation

The starting point for method invocation authorizatiion is the principal that originally creates a distributed

object, i.e., the client that exports the object from its JVM to make a new distributed object. When the

distributed object is created, its creator generates a new private digital signing key S and corresponding



public verification key V (e.g., [22, 12, 1]) and deploys V with each replica, as the "root" key for the

distributed object. The creator can optionally deploy additional root public keys with each replica, though

here we restrict our attention to a single root key.

The correct replicas of this distributed object will henceforth only permit method invocations bearing digital

signatures that can be verified with V, or for which the root key has delegated authority (perhaps tran-

sitively). This delegation can occur in two ways. The most straightforward is explicit delegation by the

application, in which the object creator certifies a public key provided by another potential client as being

authorized to access the distributed object. This form of delegation closely follows that of, e.g., Gasser and

McDermott [9], and will not be detailed here.

The second and more complex form of delegation occurs implicitly, when objects are nested. To support

this form of delegation, each handle contains a private signature key called the handle key--the handle key

for the initial handle is the private root key of the handle--plus a set of statements (certificates) regarding

the keys for which that handle key bears authority. To fully describe how delegation works, we need to

consider two cases: one in which a handle for one distributed object is passed as a parameter into a method

call on another distributed object, and one in which a method call on one distributed object returns a handle

of another distributed object.

Consider an object o0 with n0 replicas, each replica r~ of which holds handles hi and h~ for distributed

objects Ol and 02, respectively. Figure 2(a) shows an instance in which n0 = 1, as would be the case if 

were a non-replicated client. Let S~ denote the private handle key for h~. If r~ passes h~ in a method call

parameter to h~, then h~ makes a copy h~j of itself for replica r{ (i.e., the j-th replica of o~), except h/2j is

equipped with a newly generated public/private key pair (V£~, SI~) before being sent to r~. The results of

this delegation in the case of Figure 2(a) are shown in Figure 2(b).

After generating a new public/private key pair for each replica of o~, a new statement must be constructed

authorizing a non-faulty set of o~’s replicas to invoke methods on 02. Let F~ denote the set {V~~, ..., V~TM }

of public keys created for o~’s replicas, where n~ is the number of replicas of o~, and let b~ be the number

of faults the quorum construction of Ol is designed to mask. Then for each replica r~ of o~, the statement

set of h~j is augmented with a statement of the form

(~)
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Figure 2: Nested objects

i.e., a certificate signed by S~ stating that any subset of bl+ 1 keys in V~ is authorized with the same privileges

as V~. ("Says" and "speaks for" (3) are common formalisms for expressing credentials, e.g., [13, 8, 2, 4, 3].)

Verifying a "signature" cr on a message rn with (b~ + 1 of V~) means verifying that at least bl -k 1 of the

public keys in {V~,..., V2/nl } can be used to verify signatures in cr (a set) for m..

Finally, once at least b0 + 1 of handles h~j, h~j, " " ¯, hn°J2 have been deployed at r{, r{ can coalesce these

handles into a single handle ~z~ by generating a new public/private, key pair (1)~, ~J) and the certificate~

(2)

In this way, requests issued by ~ to o2 replicas will need only sign with ~, versus each of S~J,..., S~°j.

^"
... hnOjOf course, the statement set of h~ contains both (2) and the union of the statement sets of h~j, , 2 ,

which includes (1).

Safety Consider a method invocation m executed by only faulty handles {~{}, i.e., by at most bl replicas

{r{}. Each such invocation is signed by ~, and so each replica r~ that sees this invocation can determine

that ~ says m and thus that

~The handles ~,~ h2~ .., t~:~°~ need not all be deployed to. r{, and some may not be due to failures. Thus, at any point in time
this certificate will concern only the keys S~~ that r~ has received so far, and can be updated when another handle is received.
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by (2). However, since there are at most b~ j’s for which this holds true, it is not possible to infer that

(b~ + 1 of V~) says m, or thus that V~ says rn for any correct r~. Consequently, if any invocation rn’ to 

by Oo requires bo ÷ 1 replicas of oo to submit rn~, then any invocation rn to o2 by ol will not succeed if only

b~ replicas of Ol submit m, and safety follows by induction.

Cost The latency of the above delegation is dominated by the costs of (i) generating the r~l private key pairs
¯

" ~J r~; and (iii) generating the(S~1, V~I),..., (S~TM, V~TM) at r~; (ii) generating the private key pair ( 2, j) at

digital signatures for (1) and (2) at r~ and r~, respectively. For digital signature schemes for which 

generation is costly, notably RSA [22], it would be necessary to l?re-generate these keys in the background

and store them for use when needed. For this reason, it would be preferable to use a digital signature scheme,

such as DSA [12] or ECDSA [1], for which key generation is very efficient [24].~

A method invocation following this delegation, i.e., in which object ol invokes a method on object o2, re-

quires each invoking replica r~ to digitally sign its request with ~{. Replica rk2, upon receiving such a

request, must verify not only its signature but also the signatures of the statement sets forwarded with the

request. This cost is particularly important since as n~esting depth increases, the size of generated statement

sets grows. While r~ will incur this cost on the first method invocation, caching the verification status of

statements (certificates) should significantly decrease the cost of subsequent method invocations. Nonethe-

less, nested method invocations performed after one object has been nested in another will be dominated

by the cost of signature verification, and would thus benefit from a digital signature scheme, such as RSA,

where verification was very efficient [24]. As keys can be pre-generated, but not pre-verified, the cost of

signature verification is the determining factor in selecting a signature algorithm for use in a practical system.

Returning Handles Our framework accommodates returning a handle from a method invocation on a

distributed object in a very similar way. For this, we continue from the above example, and consider that

after the above has transpired, replicas of oo invoke a method on their corresponding handles for ol, and

in doing so should obtain handles for 02 that should permit the oo replicas to invoke methods on 02 in the

future. (00 need not be the same object as in the preceding example, though to simplify notation we consider

it to be.) Note that for r~ to perform the invocation, it must be invoked by bo + 1 replicas of o0, and it will

2Key generation in DSA is efficient once certain global parameters are fixed, i.e., primes typically denoted by p and q, and a
generator 9 of a subgroup of order q in the integers modulo p. Similarly, ECDSA is typically defined over a fixed curve, which then
allows efficient key generation.
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return a copy ~J of its handle h~ to the handle hi in r~. Again, however, r~ will replace 5)~ in h~j with a

newly generated handle key S2 , and add

says (b0 + 1 of (3)

to the statement set of h2, where ])~ = { Q213, ., V~°j} and b0 is the number of failures the quorum system

for o0 is designed to mask. Just as r~ did in the previous case, when handle hi (in replica r~) receives 

least b~ + 1 handles hg~, it coalesces these handles ~:o build a handle h~ with a new handle key S~ and a

statement set including

(~ ~J) says (~ ~ j ) (4)

hi then returns h) from the method invocation, to r~.. As before, if only b0 replicas of o0 now attempt to

peffo~ a method invocation m on o~, then no co~ect replica of o~ will infer (b0 + 1 of ~) says m, and 

method m will not be invoked. The cost analysis of t~his case is silnil~ to that above.

Revocation Distributed objects are typically intended to be long-lasting, and in particular, to outlive the

clients that create them. As a result, it is not practical for the certificates created during delegation (i.e.,

(1)-(4)) to expire; doing so would leave distributed objects stranded with no clients able to access 

As a result, we opt for a different form of revocation, conceptually similar to the approach in Gasser and

McDermott [9]: when a JVM no longer requires a reference to a handle and so the handle is garbage

collected, its private handle key is deleted. This implies that once the correct replicas of a distributed object

o~ have deleted their handles for another distributed object o~, the delegation that permits o~ to invoke

methods on o~ can no longer be exercised.

4 Failure Atomicity

Because they span multiple operations, nested method invocations introduce the possibility that one opera-

tion succeeds while the operations it induces fail. Failure atomicity in this context involves ensuring that all

nested method invocations are successfully performed. To ensure that each nested operation is consistently

performed by a full quorum of correct server replicas, it is necessary that each server replica in such a quo-



rum receives a copy of the method invocation request from at least bc ÷ 1 client replicas, where bc denotes

the number of faults that the client object is configured to tolerate.. A first step toward attaining this goal is

for every client replica to send its method invocation request to the same quorum of server replicas. This

is done by using a unique method identifier 3 as input to a public uniform hash function that maps method

identifiers to quorums.

Unfortunately, selection of the same quorum by every client replica is not sufficient to guarantee failure

atomicity, as malicious server replicas could respond selectively to requesting client replicas, allowing some

of them to succeed with their selected quorum, whille forcing others to select a new quorum. This could

prevent any quorum of correct server replicas from receiving the same request from be ÷ 1 client replicas.

In addition to selecting the same initial quorum to contact, each calling client replica also needs to ensure

that even after any failures that may occur on any of the initial server replicas contacted, including failure

to respond to requests, a fifll quorum of correct server replicas will receive at least be + 1 requests. We

accomplish this using non-blocking Byzantine quorum systems [5], which guarantee that even when bs server

replicas fail, a response will still be received from a set of server replicas constituting a standard Byzantine

quorum [15]. Because of this strong availability guarantee, none of the calling client replicas will ever need

to select another quorum to contact due to failures in the first selected quorum. This in turn ensures that a

standard quorum of server replicas will all receive requests from and send replies to at least be ÷ 1 client

replicas.

Byzantine quorum systems and non-blocking Byzantine quorum systems are similar in that both require a

response from a standard Byzantine quorum. They differ in that the former seeks this response by accessing

a standard Byzantine quorum, and will thus be prone to the failure of any selected server, while the latter

accesses a non-blocking Byzantine quorum, ensuring that even after the failure of some of those servers,

the required response will still be received. We distinguish between the two types of quorums involved in

non-blocking Byzantine quorum systems as access quorums, to whom requests are sent, and underlying

quorums, from which responses are received.

Previous uses of non-blocldng quorum systems allow access quorum members to be contacted incremen-

tally [5]. Once a response is received from an underlying quorum, the client need not contact any remaining

3This method identifier is constructed not only by encoding the method name and argument values, but also by appending a
counter value to the method identifier of the method call that "contains" it.
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