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Abstract

This paper demonstrates how ClusterSim can be used for e-commerce cluster performance

analysis. The simulation tool models a three-tier e-commerce cluster and supports boot-time

adjustment of many relevant parameters. The different elements of the system are modeled

statistically.

Three cluster architectures are analyzed: rigid, in which no machines are shared between

tasks; flexible, in which all machines are shared; and hybrid, in which some machines are shared.

Each architecture’s performance space is mapped and trade-offs are discussed. Steady-state and

temporary transient overload conditions are simulated. Simulation indicates that the hybrid

architecture’s steady-state performance is better than the rigid architecture and within three

percent of the flexible architecture in the likely operating region, and that during transient

overload the hybrid architecture drops fewer order messages than the flexible architecture.



1 Introduction

Since its introduction in April 1993, the World Wide Web has grown from a system used primarily

by academics and hobbyists to a platform hosting billions of dollars in economic activity every

year. As the popularity of e-commerce web sites like Amazon.corn and eBay.com has exploded, the

feasibility of hosting such large-scale operations on monolithic computer systems has evaporated.

Instead, groups of smaller PC-class machines are networked[ together to present remote users with

the appearance of a single system; this is known as a cluster. For certain applications, the clustered

machines are organized into tiers which share a software installation and a designated workload.

The configuration of a cluster is defined as a description of each machine’s assigned tier and assigned

task.

One architecture commonly used to support internet services uses three tiers. This three-tier

cluster model is described in [33] and [8] and specialized for e-commerce in [36]. Vendors like

and BEA Systems[8] provide commercial systems based on three-tier clusters. In the model, all

input traffic to the cluster arrives at one or more front-end load balancers. The load balancer is

then responsible for directing the request stream to the machines in the cluster. A first tier of

machines, the web servers, are responsible for servicing the HTTP connections and returning static

content. They run standard web servers like Apache and Microsoft IIS. Unlike standard web traffic,

however, a very large percentage of the requests in an e-COlnmerce cluster are for dynamic content,

so almost all requests get forwarded by the first-tier web servers to the middle-tier application

servers. The application servers are typically responsible for the order entry, catalog search, and

financial transaction functions; JBoss is one example of an Enterprise JavaBeans application server

that may be used in the application tier. To generate this dynamic content, the application servers

rely on a third tier of back-end databases such as PostgreSQL, Oracle, or IBM DB2. Depending

on the performance requirements of the system, there may be multiple database machines hosting

different data sets.

This architecture has several advantages over a simple single-tier cluster[8]. Like the flat cluster,

it uses load balancing to distribute incoming requests among multiple machines. With three tiers,

however, the load balancing also benefits the application servers. If the web servers and application
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servers were colocated on t]Se same machines, each web server would only be able to contact

the local application server, potentially causing a bottleneck. Additionally, partitioning the web

and application servers allows for finer tuning of the cluster configuration to match the expected

operating environment. Finally, providing a distinct .application tier can facilitate enhanced security

measures. If the network is partitioned between each tier, the application tier can be placed behind

a firewall, leaving only the web servers exposed to external traffc. This simplifies the task of

securing and auditing the system to prevent unwanted intrusions.

Like any system involving personal data, user privacy an.d security are critical in an e-commerce

environment. In a Business to Consumer (B2C) web site, financial transactions are encrypted using

the Secure Socket Layer (SSL)[18]. In contrast, a Business to Business (B2B) web site typically

encrypts all of its customer traffic. Using SSL unavoidably increases the computational overhead

of these transactions and reduces the overall system throughput.

Dependability is also an essential consideration in e-commerce since prolonged system outages

can be financially devastating. One forty minute outage during the holiday shopping season in

2000 cost Amazon.corn an estimated $500,000 i[n lost sales[30]. As these operations grow in size,

the costs of downtime spiral upwards; conversely, a small operation may lack the financial resources

to overcome even a temporary system outage. Dependability is therefore a critical requirement for

all e-com~nerce systems. Clustering is ideally suited to help fulfill this requirement because of its

built-in redundancy.

However, the cost, scalability, and dependability advantages of clusters have come with new

challenges in system design, modeling, and management. One approach to easing the burden on

cluster system designers is to create off-line simulation tools. This allows the designer to experiment

with different machine configurations, network topologies, .and performance requirements without

costly equipment purchases or repetitive system configuration tasks.

ClusterSim is an e-commerce cluster simulation tool targeted at aiding analysis and automated

design synthesis. It forms a toolchain with TrafJ~cGen, ClusterTirne, and ClusterStat to allow rapid

analysis and run-time modification of any B2C three-tier cluster configuration. While CIusterSirn

implements the B2C model of SSL security, it could be easily reconfigured to resemble a B2B



Table 1: Related work by topic
General E- Commerce

Traffic Characterization Squillante [35], Arlitt [41], Vallamsetty [36], Menasc~ [23],
Padmanabhan [27], Cao [11] Kant [lS]

Traffic Generation Banga [6], Barford [7] Kant [17]
Cluster Architecture Fox [13], Pal [2S], Pacifici [26], Boutilier [10],

Saito [31], Shen [34] Bigus [9], Diao [12]
Cluster Management Massie [22] Abbondanzio [1]

system. The simulation too~s are described in Section 3. Example simulations are presented in

Section 3.7.

Multiple cluster configurations can be implemen~ed in ClusterSim. A description of three basic

types--rigid, flexible, and hybrid--is presented in Section 4. Section 5 contains examples of their

performance at different operating points. The insights gained through this exploration are used

to justify the recommendation of the hybrid configuration for e-commerce clusters:

Related work is discussed in Section 2. Conclusions and directions for future research are

discussed in Section 6.

2 Related Work

Table 1 lists some of the work described here; both generalized internet research and specialized

e-commerce studies are of interest.

The World Wide Web has been studied extensively. Researchers have used traces from the

Winter Olympics[35], the World Cup[4], and MSNBC[27] to examine the effect of millions of geo-

graphically dispersed clients on a centralized server system. Rigorous statistical analysis of internet

traffic can be daunting; the complexity of the models in [11.] illustrates the multilayered nature of

a typical offered load.

Reproducing a multilayered workload to enable testing in a laboratory environment has been a

priority. Banga and Druschel propose the use of multithreaded S-Clients[6] to overcome the lock-

step phenomenon created by typical network socket architectures. Barford and Crovella create

SURGE[7] to leverage an ON-OFF process to model the bursts present in real web traffic. Green’s
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thesis on multiported network interfaces[15] demonstrates the application of synthetic traffic gen-

eration to solve performance analysis problems.

Many projects have addressed the design and management of computing clusters. Fox et al. [13]

describe a system in which one or more Front Ends distribute processing blocks among a Worker

Pool. Aron et al.[5] focus on eliminating the bottleneck introduced by the load balancer; they

divide it into a single simplified dispatcher and multiple distributors. Pai et a1.[28] use ]Locality

Aware Request Distribution (LARD) to target types of requests to certain machines in the cluster,

improving cache hit rates dramatically. Porcupine[31] illustrates the use of cluster computing for

hosting a larg~scale e-mail service. Neptune[34] is a generalized processing environment in which

a cluster splits up a processing task into chunks with a heavy emphasis on providing quality of

service guarantees.

The Ganglia project[22] tackles the problem of performing health monitoring for a large cluster.

It leverages daemons running on each machine to broadcast status updates on a multicast channel;

each machine collects all of the messages it hears, so any machine can be used to provide a graphical

overview of the whole system.

In contrast, little published work exists in the specialized area of e-commerce systems research.

By their nature, e-commerce systems tend to be built by for-profit organizations who are under-

standably reluctant to divulge the trade-secret techniques they develop. A few exceptional papers

[36, 23, 18] exist because their authors were able to sign non-disclosure agreements to get actual

system details, but many cluster owners are unwilling to offer even that level of access. Vallamsetty

focuses on the aggregate characteristics of the traffic and the overall performance of the cluster,

Menasc~ breaks the traffic down into types and sessions, and Kant develops a Markov model of a

typical user session. With GEIST[I?], Kant extends the work on SURGE and S-Clients to build

an aggregate traffic generator customized for e-commerce applications by including a mix of secure

and insecure traffic.

Commercial research and development groups are beginning to fill the e-commerce research

vacuum. Most significant is the IBM Autonomic Computing Project[19], a business-oriented at-

tempt to solve the "grand challenge" of building self-configuring, self-optimizing, self-healing, and



self-protecting network systems. Pacifici et a1.[26] describe a cluster management system that

uses resource allocation, load balancing, and overload protection to provide service response-time

guarantees. Boutilier et al.[10] tackle the problem of optimizing resource allocation in a clus-

ter with unknown performance characteristics. Bigus et al.[9] introduce the Agent Building and

Learning Environment (ABLE), a JavaBeans framework that simplifies the process of building

self-reconfiguring systems. Diao et ai.[12] use an ABLE-based AutoTune agent to dynamically op-

timize an Apache server’s NaxCl±ents and Keep/~l~.ve parameters. Autonomic Computing’s first

announced product, a tool called the Raquarium[1], can provide dynamic load balancing, fault

detection, and reconfiguration advice to cluster administrators.

Additionally, Intel and Hewlett-Packard have co:mpeting research groups working in this area.

3 Simulation Environment

This section will describe the simulation toolchain developed, by this research. TrafficGen generates

traffic trace files based on user-supplied parameters. The request types, arrival times, and request

and response message sizes are modeled by probability distributions. TrafficGen will be discussed

in Section 3.2.

ClusterS#n, discussed in Section 3.3, implements the three-tier cluster model and supports boot-

time adjustment of multiple parameters. The user can modify a configuration file to specify the

population and characteristics of each cluster tier. The performance characteristics of the different

elements of the system are modeled statistically based on ,distribution files provided by the user;

these distribution files will be discussed in Section 3.1. An example configuration file is included in

the Appendix.

ClusterTirne is a MATLAB visualization tool that facilitates analysis of the simulation’s output

trace . time file. It can be used to graph message timing information and will be discussed in Section

3.4. Its counterpart, ClusterStat, is a MATLAB tool that facilitates analysis of the simulation’s

output statistics . star file. lit can be used to graph cluster performance data and will be discussed

in Section 3.5.

The system is capable of simulating both the standard operation of a cluster and the more



interesting cases of traffic bursts, overload, machine failure, and cluster reorganization. A compar-

ison of the output performance statistics with the input traffic and processing-time distributions is

provided for two example cluster configurations under both light and heavy workloads in Section

3.7.

3.1 Probability Distributions

The CIusterSim environment is driven by the random outcomes encapsulated in its underlying

probability distributions. Service times, message sizes, and arrival rates are all modeled with

distributions. To minimize the computational overhead of the various distribution types, a single,

pre-computed data file format was selected. Its main benefits are its simplicity and its flexibility.

Each distribution file may begin with a comment describing the distribution. Next, it contains

a pound sign (#) followed by the number of possible output values of the random variable. That 

followed by a list of all of the values; any non-negative integer can be used. By repeating a value,

its relative probability can be increased. The filename can end with any extension; . art and . type

are commonly used in place of . dist. Figure 1 shows an example of a distribution file.

Uniform distribution between 5 and i0
#6

5678910

Figure I: A simple probability distribution file, uniform, dist

Once the file has been loaded into a ProbDist object, the standard random() function, a uniform

random variable, is used to index into it. This occurs every time the RollDice () member function

is called. Individual values can be accessed with the Lookup () member function, which is used 

the overload modeling facility discussed in Section 3.3.6.

The same model can be used for distributions as simple as the uniform variable in Figure i and

as complex as the Pareto distributions described in Section 3.2.1. The use of MATLAB to generate

large or complicated distributions is highly recommended, but there is no automated facility to

perform this task. Even complex distributions can. typically be modeled in only a few hundred

entries.



TrafficGen, version 1.0

Configuring traffic file...

Times [default/default.arr]: example.art

Types [default/default.type]: example.type

Using default request and response sizes

Simulation length (s) [i]: 

Simulation start time (us) [0]: 

Number of messages [500]: 500
Starting message ID [0]: 0

0utput file [default/default.tr]: example.tr

Generating traffic file [example.tr]..o Done.

Figure 2: Example console output from TrafficGen

, Web Application Database
’ Tier Tier TierStatic Request ~

Response ~ -~ ........

Browse- -Request ~
Response ~

Order Request ~ ’ ’

Figure 3: Diagram of simulated message flow

3.2 Input Traffic: The TrafficGen Tool

TrafficGen is a command-line tool written in C++. It takes as input a set of distribution files and

generates an output . tr trace file to be fed into Cl’usterSirn. The user is prompted to provide the

output file name, the time duration of the simu][ation, the number of request messages to generate,

and the distributions describing the arrivals, request types, and message sizes. The console interface

is shown in Figure 2.

The input request messages generated by TrafficGen can be of three different types: static

requests, whose responses are generated only by the first-tier web servers; and browse and order

requests, whose responses require the cooperation of all three tiers of the cluster. Static requests are

for objects like images which only need to be retrieved from disk and sent back to the client. Browse

requests are for catalog lookups, product comparisons, and search operations. Order requests are
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for shopping cart operations and financial transactions. ]Figure 3 illustrates the paths of the different

messages.

3.2.1 Baseline Models

Four types of probability distributions are used by Traffi’,cGen: the message types, the request sizes,

the response sizes, and the arrival times.

The message type distribution is the simplest. Accol~ding to Vallamsetty[36], "in most e-

commerce sites almost all requests are handled as dynamic requests." The more recent analysis in

Menasc~[23] had similar findings; they measured the request breakdown for an online bookstore to

be ten percent static, eighty percent browse, and ten, percent order. This is the default distribution

for TrafficGen and is achieved in type_generic, dist by one zero (Static), eight ones (Browse)

and one two (Order).

The request sizes and response sizes are closely related, and they are both modeled by Pareto

distributions:

PDF(z) - z~+lab~ , CDF(z) = 1 - 

An a value of 2 makes this similar to the exponential distribution; a < 2 indicates a heavy tail, and

a > 2 indicates a light tail. The weight of the tail refers to the probability density of the largest

outcomes of the random variable relative to the exponential. Vallamsetty[36] concludes that neither

size distribution is heavy-tailed, refuting the standard assumption about general web traffic.

By inverting the CDF of the standard Pareto, the fbllowing function is obtained:

b

As derived in [36], the request size distribution over time is well fit by the parameters b -- 320 and

(~ = 4.12. The parameters derived for the response size distribution are not included in the paper,

but a rough estimate of b = 3200 and a = 2.1 can be made based on the graphs provided.

The final and most treacherous model is the arrival time distribution. Real e-commerce cluster

systems experience heavy bursts of traffic and seasonal variations due to sale events and time-of-day
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Figure 4: Diagrain of simulated cluster

and day-of-week transitions. The current baseline model is overly simplistic, since it only presents a

uniform distribution between a specified upper and lower bound. To simplify the process of creating

variations in the input traffic, Traj~cGen prompts the user for a starting time and a starting

message ID. By running the program repeatedly, traces with different arrival time distributions

can be appended to form more complicated workloa,ds. This is also an area for future research, as

discussed in Section 6.2.

3.3 Simulation: The ClusterSim Tool

The main component of the toolchain presented here is ClusterSim, a command-line tool written in

C++. It takes a configuration . cfg file, a traffic: trace . tr file, and a set of probability distribution

files as input, using them to produce a human-readable log .log file, a timing .time file, and

a statistics . star file. It performs discrete-event simulatkm with event registration to skip over

uneventful timesteps. Simulation run time is heavily dependent on the number of machines in the

duster and the intensity of the input traffic.

3.3.1 Configuration

The layout of the simulated cluster is shown in Figure 4. Assumptions about the configuration of the

cluster are based largely on information obtained from deployed systems[36, 29]. A homogenous set
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of machines is connected to a load balancer, which distributes incoming requests, and a monitor,

which tracks the state of each part of the cluster. In this system the monitor is modeled as a

separate entity, but in a deployed system it may be located on the load balancer.

Two switched ethernets connect the machines. The primary data network is used to pass

requests and responses back and forth among the machines. The monitoring network is only used

to communicate with the monitor, so it can be of a much lower bandwidth than the primary

network. The use of an inexpensive side channel is implemented since some e-commerce systems

devote up to 20% of their transactional capacity to periodic system health checks[18].

The format of the configuration .cfg file is documented in Appendix A. The number and

distribution of machines, the timeout values for each component, and the names of the input and

output files are defined by the designer.

An optional random seed can be included in the configuration file. If it is included, it will

ensure that repeated runs of the simulation will have exactly the same results. Another optional

parameter selects the reconfiguration policy that the simulation will implement. This feature will

be used in future research to compare the performance of different policies.

The three tiers of the cluster have different :internal arrangements. In the web and application

tiers, there are three possible tasks for each machine: Bro~se only, Order only, and Shared. As

discussed in Section 3.2.1, Static request traffic is present; only in the web tier, so it is grouped

with the Bro~zse traffic. In the application tier, only Brouse and Order traffic is present. The use of

shared machines allows a cluster designer to perform finer-grained resource allocation than would

otherwise be possible; this will be discussed further in Section 4. Finally, in the database tier, only

Browse and Order traffic is present, but sharing a machine between the two tasks is impractical.

Therefore each database machine is classified als Brouse only or Order only. The tier and task of

a machine are referred to as its assignment.

Replicating a transactional system like a database is an extremely complicated proposition.

The database tier in an e-commerce cluster could be a single machine, a sub-cluster presenting a

unified interface, or a set of machines serving different databases. In the final case, a transaction

could potentially require communication with each of the databases. Cluster~iru can simulate two
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