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Abstract

Today’s Internet hosts are threatened by large scale Distributed Denial-of-Service (DDoS) attacks. The Path Iden-
tification (Pi) DDoS defense scheme has been recently proposed as a deterministic packet marking scheme that allows
a DDoS victim to filter out attack packets on a per packet basis with high accuracy after only a few attack packets are
received [39].

In this paper, we propose the StackPi marking, a new packet marking scheme based on Pi, and new filtering
mechanisms. The StackPi marking scheme consists of two new marking methods that substantially improve Pi’s
incremental deployment performance: Stack based marking and Write-ahead marking. Our scheme almost completely
eliminates the effect of legacy routers in small quantities and performs 2-4 times better than the original Pi scheme with
large quantities. For the filtering mechanism, we derive an optimal threshold strategy for filtering with the Pi marking.
We also develop a new filter, the PilP filter, which can be used to detect IP spoofing attacks with just a single attack

packet.
Finally, we discuss in detail StackPi’s compatibility with IP Fragmentation, applicability in an IPv6 environment,

and several other important issues relating to potential deployment of StackPi.

Index Terms

Security, system design, distributed denial of service defense, DDoS.

I. Introduction
A. IP Spoofing and DDoS Attacks

NTERNET security is of critical importance in our society today, as the government and economy increasingly rely
I on the Internet to conduct its business, and everyday citizens use the Internet as a convenient vehicle for simplifying
a wide range of tasks, from banking to shopping. Unfortunately, the current Internet infrastructure is vulnerable to a
technically simple attack whose frequency and severity will only increase with time — the Distributed Denial of

Service (DDoS) attack. Because DDoS attacks typically rely on compromising a large number of hosts to generate



]

traffic to a single destination, the severity of DDoS attacks will likely increase as greater numbers of poorly secured
computers are connected to high bandwidth Internet connections. For example, an attacker who could compromise the
popular SETI@Home [30] distributed computation software, would be able to harness several hundreds of thousands
of hosts to generate traffic for an attack.!

The weakness of the current Internet infrastructure that facilitates DDoS attacks is the inability for a packet recipient
to authenticate that packet’s claimed source IP address. In other words, an attacker can intentionally modify, or spoof,
the source address of the packets it sends from a compromised host. Two examples of DDoS attacks that rely on IP
address spoofing are:

o TCP SYN Flooding: In this attack, an attacker sends TCP SYN packets as if to initiate a TCP connection with its

victim. These SYN packets contain spoofed source IP addresses, which cause the victim to waste resources that
are allocated to half-open TCP connections which will never be completed by the attacker [7].

« Reflector Attack: In this attack described by Paxson [27], the attacker attempts to overwhelm the victim with
traffic, by using intermediate servers to amplify the attacker’s bandwidth and/or hide the attacker’s origin. The
attacker simply sends requests to the intermediate server with a spoofed source IP address matching the victim’s
IP address. The intermediate server only sees that a number of requests are supposedly coming from the victim,
and so sends its responses to the victim. When properly coordinated. a group of attackers can cause a flood of
packets to hit the victim, without sending any packets directly to the victim. To amplify the traffic, the attacker
selects intermediate servers whose responses to the spoofed requests are longer than the requests themselves. For
example, in DNS server based reflector attacks, attackers send short DNS lookup requests (50 bytes each), whose
replies can be over a thousand bytes long, thus giving the attacker a 20 time traffic amplification. Other popular
reflectors are Internet game servers, where attackers can use similar methods to gain two orders of magnitude of
traffic amplification [20].

These types of DDoS attacks, which use large amounts of traffic to disable a victim server, are the focus of this paper.
However, source IP address spoofing is also used in many other attacks. An attacker who wants to evade source IP
address based packet filtering will use source IP spoofing. Finally, some DDoS attacks do not rely on source IP address
spoofing, because the attacker simply does not care whether or not the machine that it has compromised is implicated in
the attack, so long as the attacker itself remains unknown. However, as source IP address filtering mechanisms become
widely deployed (e.g., the Pushback framework [17], [22]), it is likely that attackers will have to resort to source IP

address spoofing to increase the effectiveness of their attacks.

1 As of 30 June 2003, SETI@home has roughly 4.5 million users signed up.



B. Desired Properties of Defense Mechanisms against DDoS Attacks

Because the current Internet infrastructure has few capabilities to defend against DDoS attacks, we need to design
a new network level defense mechanism against these attacks. In particular, a good solution to defend against these
attacks should satisfy the following properties:

» Fast response: The solution should be able to rapidly respond to and defend against attacks. Every second of
Internet service disruption causes economic damage. We would like to immediately block the attack.

« Scalable: Some attacks, such as TCP SYN flooding, involve a relatively small number of packets. However, many
DDoS attacks are large scale and involve thousands of distributed attackers and an even larger number of attack
packets. A good defense mechanism must be effective against low packet count attacks but scalable to handle
much larger ones.

« Victim filtering: Almost all DDoS defense schemes in the literature assume that once the attack path is revealed,
upstream routers will install filters in the network to drop attack traffic. This is a weak assumption because such a
procedure may be slow, since the upstream ISPs have no incentive to offer this service to non-customer networks
and hosts. We observe that because large Internet servers are processing, not bandwidth, constrained, the servers
themselves should be responsible for filtering out attack traffic that reaches them.

« Efficient: The solution should have very low processing and state overhead for both the routers in the Internet
and, to a lesser degree, the victims of the attacks.

« Support incremental deployment: The solution is only useful and practical if it provides a benefit when only a
subset of routers in the network implement it. As an increasing number of routers deploy the scheme, there should
be a corresponding increase in performance.

Many of the current DDoS defense schemes address only a few of these properties. We review these schemes in

detail in Section VII. The Pi scheme is the first that satisfies all of the above properties.

C. Our Contributions

This paper makes the following contributions. In this paper, we propose the StackPi marking, a new packet marking
scheme based on Pi, and new filtering mechanisms. The StackPi marking scheme consists of two mew marking
methods that substantially improve Pi’s incremental deployment performance: Stack based marking and Write-ahead
marking. Our scheme almost completely eliminates the effect of legacy routers when they constitute less than 20%
of the topology, and performs 2-4 times better than the original Pi scheme at higher percentages. For the filtering
mechanism, we derive an optimal threshold strategy for filtering based on the Pi marking. We also develop a new filter,
the PilP filter, which can be used to detect IP spoofing attacks with just a simple attack packet. We also examine the

conflicts between IPv4 fragmentation and Pi marking and Pi deployment in an IPv6 environment.



The remainder of this paper is organized as follows: In Section II we review the essential elements of the Pi scheme.
In Section III we introduce our improvements to the Pi scheme, and evaluate them in Section IV. In Section V,
we describe the PilP filter, and in Section VI we discuss 1P Fragmentation, IPv6 deployment and other issues. In

Section VII we describe related work in the DDoS defense literature. Finally, we conclude the paper in Section VIIL

II. Overview of Pi

In this section, we present the key design elements of the Path Identification (Pi) scheme. More details on Pi are in our

earlier paper [39].

A. Pi Properties

The Pi DDoS defense scheme is composed of a packet marking algorithm that encodes a complete path identification
marking in each packet; and a packet filtering algorithm, that determines how a DDoS victim will use the markings
of the packets it receives to identify and filter attack packets. The uniqueness of Pi lies in the fact that the Pi marking
scheme is deterministic at the path level: all packets traversing the same path carry the same marking. Because each
packet contains the complete path marking, and the marking for a path is constant, the victim needs only to identify
a single attack packet or flow (through some high level algorithm based on packet contents or flow behavior) in order
to block all subsequent packets arriving from the same path, and presumably, from the same attacker. The next two

sections describe Pi marking and filtering in more detail.

B. The Pi Marking Scheme

The Pi marking scheme defines how the Pi-marks are generated as a packet traverses the routers along its path to its
destination. Each Pi enabled router marks n bits into the IP Identification field of every packet it forwards — where n is
a global constant equal to either 1 or 2. The IP Identification field is broken into | 16/n | sections, and each router marks
its n bits into the section indexed by the packet’s current TTL, modulo [16/n]|. Because the IP Identification field is
16 bits in length, each Pi-mark can hold markings from the last 8 or 16 routers away from the packet’s destination —
a new router marking simply overwrites the marking of a previous router.

Our research on Pi shows that the markings of the last 8 or 16 routers suffice for filtering out the majority of DDoS
traffic, even though many different paths carry the same marking. Our analysis of the Internet map [5] and the Skitter
traceroute maps [6] indicates that the average Internet path length is roughly 15, which is almost double the number
of hops that the n = 2 bit scheme can hold. Thus, the victim receives the markings from only the last 8 routers in the
n = 2 bit scheme. We find that the filtering power of Pi improves if we prevent the local domain routers from marking,

thus keeping the markings from routers further away. For example, if the last 3 hops are routers within our domain, we



assume that we can configure them not to mark packets destined for our domain. Internet packets would thus carry the
markings from routers 4 to 11 hops away.

It is critically important that the individual router’s markings have as high an entropy as possible, so that the proba-
bility of two distinct paths sharing — or, colliding at — the same Pi marking is as small as possible. For this reason, the
router’s marking bits are computed as the last n bits of the MDS5 hash of the current router’s IP address concatenated
with the last-hop router’s IP address. A Pi enabled router would cache its marking bits for each interface to avoid
recalculating the hash for each forwarded packet.

The original Pi mark works well in a network where all routers implement Pi marking. Unfortunately, performance
degrades substantially if legacy routers are present, as they decrement the TTL but do not mark the packet. In this
paper, we introduce two new techniques that greatly enhance the performance of Pi in the presence of legacy routers:

the Stack marking and the Write Ahead improvement, which we describe in Section III.

C. The Pi Filtering Scheme

The Pi filtering scheme defines how a DDoS victim uses the Pi-marks of the packets it receives to accept the least
amount of attack traffic while accepting the most amount of legitimate traffic. The simplest Pi filtering scheme is as
follows: upon identifying a particular Pi-mark as belonging to an attacker (by observing malicious behavior in a packet
or flow of packets sharing a Pi mark), the victim drops all subsequent packets bearing the same Pi-mark. Unfortunately,
because there are a constant number of Pi marks (2!6), as the number of attackers increases it is more and more likely
that any given Pi mark will receive some attack packets, hence causing all legitimate user traffic to be dropped as well.
This effect is called marking saturation.

To cope with marking saturation, the victim needs to have more flexibility in deciding whether or not to reject all
packets with a particular Pi-mark. This flexibility can be defined in terms of a threshold: a value measured as the
maximum allowable ratio of attack packets bearing a particular Pi mark to the total number of packets arriving with
that Pi mark. In a threshold filter, the victim will only drop all packets with a particular Pi-mark if the ratio of attack to

total traffic on that Pi-mark equals or exceeds the threshold value.

ITI. StackPi: A New Marking Scheme for Pi

The Pi marking scheme presented in the previous section performs well under the idealistic assumption that all routers
in the Internet implement it. However, one of the criterion for a DDoS defense presented in Section I-B was that the
scheme support incremental deployment; where not all routers in the Internet participate in the marking algorithm.
In this section, we first explain the weakness of the original Pi marking algorithm (referred to as the TTL marking
algorithm), and then present two new schemes, Stack marking and router write-ahead, which both dramatically improve

Pi’s incremental deployment performance.
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Fig. 1. The basic Stack Marking Scheme. This figure shows how the Pi mark cvolves as the packet traverses routers R1 through R9. Initially,

the marking field contains arbitrary data. In this example, each router marks with n = 2 bits and the field has space for four router markings.

A. Incremental Deployment Issues

An important property in the Pi marking scheme is that all packets traversing the same path produce a single marking.
This property rests on there being enough routers in a given path to completely overwrite the IP Identification field with
their markings. Because the IP Identification field is initialized by the end-hosts (the attackers in our DDoS attack),
any bits that are not overwritten by the routers in the path can be used by an attacker to change between different
markings. In the ideal scenario of 100% deployment of the marking scheme, this effect is limited only to short paths.
However, as the percentage of non- marking (legacy) routers increases, the likelihood of completely overwriting the IP
Identification field correspondingly diminishes. In fact, TTL marking is particularly vulnerable to this effect, because
of the fact that legacy routers decrement the TTLs of the packets that they forward. Thus, a single legacy router
can cause a section of the IP Identification field to go unmarked, at least until the TTL pointer wraps around again.
However, with an n = 2 bit scheme, this requires 8§ more hops to be present in the path, the 8th of which must not be
a legacy router. These unmarked sections are called marking holes because they often go unfilled and leave attacker

initialized bits in the Pi marking. We show the impact of legacy routers on TTL marking in Section IV.

B. Stack Marking

The intuition behind Stack marking is the same as that for TTL marking: in order to generate a path identifier that is
representative of a particular path from a source to destination in the Internet, each router along the path must contribute
some small amount of information whose aggregate among the routers of the path will be the Pi1 marking. However,
instead of using the packet’s TTL to aggregate the markings from different routers, each router instead treats the IP
Identification field as though it were a stack. Upon receipt of a packet, a router shifts the IP Identification field of the
packet to the left by n bits and writes its marking bits (calculated in the same way as in TTL marking) into the least
significant bits that were cleared by the shifting (as shown in Figure 1). In other words, the router simply pushes its
marking onto the stack. Because of the finite size of the Identification field, the n most significant bits, which represent

the oldest mark in the packet, are lost in this process; just as in TTL marking. In fact, Stack marking and TTL marking
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Fig. 2. The stack marking scheme with write-ahead. The new scheme allows the inclusion of markings from router R3, despite the fact that it

is a Jegacy router. Each router along the path first (a) checks the topmost marking in the stack to see if it equals the router’s incoming link, and

if it doesn’t, the router adds its incoming link to the marking; and then (b) adds the incoming link of the next-hop router to the stack.

are equivalent in the case of 100% deployment.

The differences between TTL and Stack marking become evident when legacy routers are introduced into the topol-
ogy. Unlike TTL marking, which interacts poorly with legacy routers because of its reliance on the packets TTL which
is modified by legacy routers, Stack marking does not rely on the TTL, and hence, has no interaction with legacy
routers at all. There are no longer any marking holes because each marking router places its mark adjacent to the last
marking router’s mark, in the least significant bits of the IP Identification field. Completely marking the whole field

using Stack marking requires only that there be {16/n | non-legacy routers anywhere in the path.

C. Router Write-Ahead

Stack marking eliminates the interaction between Pi-enabled routers and legacy routers that is present in TTL marking.
However, Stack marking is still limited in that a path which has too few marking routers will still result in end-host
initialized bits arriving at the victim; which allows attackers to shift between different Pi markings. We can add an
extra step to our marking scheme to improve this situation slightly. We already assume that each router knows the IP
address of the last-hop routers or hosts from which it receives packets (this knowledge is necessary for generating the
marking bits of each router, as explained in Section 1I-B). If we also assume that each router knows the IP address of
the next-hop routers or hosts to which it is forwarding packets, then the router is capable of marking the packets on
their behalf. All the router needs to do is substitute its own IP address for the last-hop IP address and the next-hop
IP address for its IP address when calculating the bits to mark (of course, the results of this calculation should also
be cached so that they need not be repeated for each forwarded packet). This second marking is called Write-ahead
marking.

The benefits of Write-ahead marking are immediately evident when considering a Pi-enabled router followed by a

legacy router in a path. In this case, the Pi-enabled router will mark not only for itself but also for the next-hop router,



the legacy router, so that its marks will be included as well.

There is, however, a slight complication with the Write-ahead scheme: what happens when two Pi-enabled routers
are adjacent to each other in a path? It would be a waste of space for the second Pi enabled router to add its own mark
to the packet, since the first Pi-enabled router would have added that mark already. Therefore, we are forced to change
our scheme slightly to accommodate this situation. Upon receipt of a packet, a router peeks (the process of looking
at the item in the top of the stack without modifying the stack itself) at the least significant n bits and compares the
marking it finds there to what its own marking would be. If the markings are identical, then the router will assume
that the last hop router is Pi-enabled and has already marked the field on the current router’s behalf. In this case, the
current router will skip pushing its own marking and will only push the next-hop router’s marking onto the stack. If
the topmost marking is different from what the router’s marking would be, then the router will assume that the last-hop
router was a legacy router and will push its own marking as well as the next-hop router’s marking onto the stack. There
is a chance that a legacy router placed between two Pi-enabled routers will go undetected if it has the same marking
as the Pi-enabled router after it; this probability is equal to 51; where n is the number of bits in each router’s marking.
Figure 2 shows an example of the stack based scheme with write ahead.

It is important to note that we could build a mechanism that would allow a router to detect that its predecessor 1s a
legacy router. Then, that router could simply push its own markings onto the stack without performing any comparison.
Such a mechanism could be as simple as noting a variation, between packets, in the least-significant bits of the incoming
Pi mark (because a non-legacy router would always mark the incoming link of the next-hop router). With this detection
mechanism, there is no longer a % probability of missing a legacy router. However, even without this mechanism,
when a legacy router is missed in the Write-ahead scheme, there is no wasted space in the IP Identification field; it is
simply as though the Write-ahead scheme were not used at all. Therefore, the Stack marking scheme with Write-ahead

is a strict improvement over the stack marking scheme alone.

IV. Analysis and Evaluation of the StackPi Improvements

In this section, we evaluate the performance of the Pi scheme under a simulated DDoS attack. We first review the DDoS
attack model that we use in our simulations. We then derive an equation for the optimal value of the Pi threshold filter
under attacks of varying severity and evaluate its performance. Finally, we evaluate the effect of the StackP1 marking

improvements on Pi’s incremental deployment performance.

A. DDoS Attack Model

In order to model Pi’s performance under a DDoS$ attack, we must have some way for the DDoS victim to identify attack

packets, so that it can bootstrap the Pi filter. Unfortunately, this requires the simulation of a higher-level algorithm that






