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Abstract

Many host-based anomaly detection systems monitor a process ostensibly running a known program

by observing the system calls made by the process. Numerous improvements to the precision of

this approach have been proposed, such as tracking system call sequences, and various "gray-box"

extensions such as examining the program counter or return addresses on the execution stack when

system calls are made. In this dissertation, we perform the first systematic study of a wide spectrum

of such methods. We show that previous approaches can be organized along three axes, and such an

organization reveals new possibilities for system-call-based program tracking. Through an empirical

analysis of this design space, we shed light on the benefits and costs of the various points in the space

and identify new regions that appear to outperform prior approaches. In separate contributions,

we demonstrate novel mimicry attacks on a recent proposal using return addresses for system-call-

based program tracking, and then suggest randomization techniques to make such attacks more

difficult.
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Chapter 1

Introduction

A server program with buffer overflow or format string vulnerabilities might permit an attacker to

commandeer a process running that program, effectively causing it to run the attacker’s program,

instead. In order to detect when this occurs, anomaly detectors have been proposed to monitor the

system calls made by a process, in an effort to detect deviation from a known profile of system calls

for the program it is ostensibly running. Such anomaly detectors have been proposed and used in

many settings, including host-based intrusion detection systems (e.g., [6, 23, 24, 14]) and related

sandboxing and confinement systems (e.g., [26, 15]).

Given the importance of system-call-based anomaly detection, numerous approaches have been

proposed to improve their precision. Many of these approaches are seemingly orthogonal to one

another, and while each has been demonstrated to improve precision (and often, increase cost)

in isolation, how best to use these enhancements in combination is unclear. This is the primary

question we address in this dissertation. In our analysis, we identify axes that are motivated

by proposed enhancements and then empirically analyze the design space these axes define. Our

analysis covers many regions not previously explored in prior work, including some that outperform

previous approaches in our analysis. To our knowledge, our study is the first such systematic study

of the design space for system-call anomaly detection.

As an initial study of this design space, we limit our attention to "gray-box" program monitoring

techniques. In order to characterize whether a system call is anomalous, an anomaly detector builds

a model of the normal system-call behavior of the program. We use "black box", "gray box" and



"white box" to refer to the type of information the anomaly detector uses to build this model and to

monitor the running process. Black-box detectors do not acquire any additional information other

than the system call number and arguments that pass through the system call interface when system

calls are made (e.g., [6, 21]). In contrast, white-box detectors examine all available information

including the program being monitored, by statically analyzing (and potentially modifying) the

source code or binary (e.g., [24, 7, 8]). Gray-box approaches lie in between: the anomaly detector

does not utilize static analysis of the program, but does extract additional runtime information

from the process being monitored when a system call is made, e.g., by looking into the program’s

memory (e.g., [19, 5]). Here we focus on gray-box approaches (and a few black-box approaches 

degenerate cases), again as an initial study, but also because white-box approaches are platform

dependent and less universally applicable; see Chapter 2.

A consequence of limiting our attention to gray-box approaches is that any gray-box model of

normal behavior depends on being trained with execution traces that contain all normal behaviors

of the monitored program. It is not our goal here to determine how to acquire adequate training

data for a program. Rather, we simply assume we have adequate training data in our study; if this

is not true, our techniques might yield false detections, i.e., they may detect anomalies that are

not, in fact, intrusions.

In this context, this dissertation makes the following contributions:

i. We organize the design space of gray-box program tracking along three axes, that infor-

mally capture (i) the information extracted from the process on each system call; (ii) 

granularity of the atomic units utilized in anomaly detection (only single system calls or

variable-length system call sequences); and (iii) the history of such atomic units remembered

by the anomaly detector during monitoring. This framework enables us to categorize most

previous approaches and to pinpoint new approaches that were not explored before.

2. We systematically study this design space and examine the cost and benefits of the various

(including new) gray-box program tracking approaches. Exploiting richer information along

each axis improves detector accuracy but also induces additional costs, by increasing both

the size of the automaton and the cost of gleaning additional information from the running

process. Through systematic study, we compare the benefits (resilience against mimicry



attacks) and costs (performance and storage overhead) of growing these parameters, 

develop recommendations for setting them in practice.

In a nutshell, our analysis suggests that by examining return addresses, grouping system

calls into variable-length subsequences, and remembering a "window" of the two most recent

program states permits an anomaly detector to track the program with good accuracy at

reasonable runtime and storage overhead, and to prevent certain mimicry attacks that cannot

be stopped in previous approaches.

3. We generalize prior work on mimicry attacks [25, 22] to demonstrate a previously unreported

mimicry attack on systems that employ return address information as an input to anomaly

detection. Specifically, prior work introducing the use of return address information largely

disregarded the possibility that this information could be forged by the attacker. 1 While doing

so is indeed nontrivial, we demonstrate how the attacker can forge this information. Despite

this observation, we demonstrate that utilizing this information continues to have benefits in

substantially increasing the attack code size. This, in turn, can render some vulnerabilities

impossible to exploit, e.g., due to the limited buffer space within which an attacker can insert

attack code.

4. Finally, we suggest how to use (admittedly white-box) randomization techniques to render

the mimicry attacks mentioned above more challenging.

The rest of the dissertation is organized as follows. Chapter 2 introduces our proposed frame-

work for gray-box program tracking, which covers most of the previous works in this area and

our new proposals. Chapter 3 provides a detailed quantitative study of the space of gray-box

program tracking. Chapter 4 presents our attack on a previously proposed anomaly detector to

forge information and evade detection. In Chapter 5 we describe the aforementioned randomization

technique to make such attacks more difficult. Finally, we present our conclusion and future work

in Chapter 6.

1Prior work [5] states only that "... the intruder could possibly craft an overflow string that makes the call stack
look not corrupted while it really is, and thus evade detection. Using our method, the same attack would probably
still generate a virtual path anomaly because the call stack is altered." Our attack demonstrates that this trust in
detection is misplaced.

3



Chapter 2

Framework for Gray-box Program

Tracking and New Spaces

In system-call-based anomaly detection, the anomaly detector maintains state per process moni-

tored, and upon receiving a system call from that process (and possibly deriving other information),

updates this state or detects an anomaly. Similar to previous works (e.g., [19, 24]), we abstract

this process as implementing a nondeterministic finite automaton (Q, E, 5, q0, q±), where Q is a set

of states including the initial state q0 and a distinguished state q_~ indicating that an anomaly has

been discovered; E is the space of inputs that can be received (or derived) from the running process;

and 5 C_ Q x E × Q is a transition relation. We reiterate that we define 5 as a relation, with the

meaning that if state q E Q is active and the monitor receives input ~ E E, then subsequently all

states q~ such that (q, cr, q~) E 5 are active. If the set of active states is empty, we treat this as 

transition to the distinguished state q±.

Below we describe how to instantiate Q and E along three axes, thereby deriving a space of

different approaches for gray-box program tracking. We further show that this space with three

axes provides a unified framework for gray-box program tracking that not only covers most of the

previous relevant proposals, but also enables us to identify new approaches.

i. The first axis is the runtime information the anomaly detector uses to check for anomalies.

In black-box approaches, the runtime information that an anomaly detector uses is restricted

to whatever information is passed through the system call interface, such as the system call



number and arguments (though recall from Chapter 1 that we do not consider arguments

here). In a gray-box approach, the anomaly detector can look into the process’s address

space and collect runtime information, such as the program counter and the set of return

addresses on the function call stack. Let S represent the set of system call numbers, P

represent the set of possible program counter values, R represent the set of possible return

addresses on the call stack. The runtime information an anomaly detector could use upon a

system call could be S, P x S, or R+ x P x S where R+ = Lid>_1 Rd.

The second and third axes are about how an anomaly detector remembers execution history in the

time domain.

2. The second axis represents whether the atomic unit that the detector monitors is a single

system call (and whatever information is extracted during that system call) or a variable-

length sequence of system calls [27, 28] that, intuitively, should conform to a basic block of

the monitored program. That is, in the latter case, system calls in an atomic unit always

occur together in a fixed sequence.

3. The third axis represents the number of atomic units that the anomaly detector remembers,

in order to determine the next permissible atomic units.

The decomposition of execution history in the time domain into axes 2 and 3 matches program

behavior well: an atomic unit ideally corresponds to a basic block in the program in which there

is no branching; the sequence of atomic units an anomaly detector remembers captures the control

flow and transitions among the basic blocks.

According to the three axes, we parameterize our automaton to represent different points in

the space of gray-box program tracking. In particular, the set of states Q is defined as Q =

{q0, q±} U (LJl<m<n y],m) ,1 and E E {S, P, R, S+, P+, +} where

S=S

P=PxS

R=R+xPxS

S+ = S+

P+ = (P x s)+

R+ = (R+ x P x S)+

lrn ranges from 1 to n because the number of atomic units the anomaly detector remembers is less than n in the
first n states of program execution.



By this definition, the value of ~ captures two axes, including the runtime information acquired by

the anomaly detector (axis i) and the grouping of system call subsequences in forming an atomic

unit (axis 2), while the value of n captures axis 3, i.e., the number of atomic units the anomaly

detector remembers. Intuitively, growing each of these axes will make the automaton more sensitive

to input sequences. (In fact, it can be proven that the language accepted by an automaton A1 is

a subset of the language accepted by automaton A2, if A1 has a "larger" value on axis 1 or axis 3

than A2 and the same value as A2 on the other two axes.)

Below we first describe how a variety of prior works fit into our unified framework:

In one of the original works in monitoring system calls, Forrest et al. [6] implement (an

anomaly detection system equivalent to) an automaton where E = S and n _> 1 is a fixed

parameter that was empirically chosen as n = 5. (For clarification on this choice, see [21].2)

The transition function ~ is trained by observing the sequence of system calls emitted by the

program in a protected environment and on a variety of inputs. Specifically, if during training,

the automaton is in state q = (81,..., 8m) and input s is received, then (q, s, (81,..., 8rn, 8))

is added to g if rn < n and (q, s, (s2,..., sin, s)) is added otherwise.

Sekar et al. [19] propose coupling the system call number with the program counter of the

process when the system call is made. (Sekar et al. modify the usual definition of the program

counter, however, as described in Chapter 4.1.) That is, E = P. This effort considered only

~z -- I. As in [6], the transition function is trained as follows: if during training, the automaton

is in state q and input ~ E ~ is received, then (q, ~, q~) is added to d where q~ = (~).

¯ Feng et al. [5] propose additionally co.nsidering the call stack of the process when a system call

is made. When a system call is made, all return addresses from the call stack are extracted;

i.e., P~ = R. Again, this work considered only r~ = I. If during training, the automaton is in

state q and input cr E ~ is received, then (q, or, q~) is added to d where qt 

¯ Wespi et al. [27, 28] suggest an anomaly detection approach in which training is used to

identify a set of system call subsequences using a pattern discovery algorithm [16]. The result

of the training is a set of variable-length system call sequences E = S+. They then define an

Sin [21], n is recommended to be 6, which corresponds to rt = 5 in our parlance.



anomaly detection system in which n = 0 (in our parlance); i.e., for each (~ E E, (q0, or, q0) 

added to ~.

Of the approaches above, only that of Wespi et al. [27, 28] utilizes nondeterminism (i.e., permits

multiple active states simultaneously). All others above could be expressed using a (deterministic)

transition function, instead.

o
1 [6] v/ [19]

_>2 [6],/ ,/

Table 2.1: Scope of this dissertation (~/) and prior work

Table 2.1 summarizes the prior work described above and identifies the new approaches we

explore in this dissertation. We emphasize that this is not necessarily a complete list of prior

work, and that we have not captured all aspects of these prior works but rather only those of

interest here. To our knowledge, however, our analysis is the first that covers many of the regions

in Table 2.1. Moreover, in certain regions that have received attention in prior work, the analysis

has been incomplete. Notably, the analysis of Wespi et al. [27, 28] was performed on audit log

records, not system calls, though they conjectured the technique could be applied to system call

monitoring, as well. In such cases, our analysis here provides new insight into the effectiveness of

these techniques when applied to system call monitoring.

Finally, we remind the reader that by restricting our analysis to approaches captured in the

above model, we do not address various "white-box" approaches to system-call-based anomaly

detection. Though we intend to incorporate these white-box approaches into our future analysis, our

reason for precluding them from this initial study is that they are generally more platform sensitive

or require stronger assumptions, and thus are generally less applicable than gray-box approaches.

For example, some require source code (e.g., [24]) and those that do not are platform specific.

Most notably, the complexity of performing static analysis on x86 binaries is well documented.

This complexity stems from difficulties in code discovery and module discovery [17], with numerous



contributing factors, including: variable instruction size~3 hand-coded assembly routines, e.g., due

to statically linked libraries, that may not follow familiar source-level conventions (e.g., that 

function has a single entry point) or use recognizable compiler idioms [18]; and indirect branch

instructions such as call/jmp reg32 that make it difficult or impossible to identify the target

location [13, 17]. Due to these issues and others, binary analysis/rewrite tools for the x86 platform

have strict restrictions on their applicable targets [13, 18, 17, II]. As such, we have deferred

consideration of these techniques in our framework for the time being.

Other omissions from our present study are system call arguments (a topic of ongoing work)

and other paradigms that have been proposed for detecting when a process has been commandeered

via the insertion of foreign code into the process address space (e.g., program shepherding [i0]).

3prasad and Chiueh claim that this renders the problem of distinguishing code from data undecidable [13].



Chapter 3

Empirical Study of Gray-box Program

Tracking

The parameters E and n are central to the effectiveness of an anomaly detection system. Together

these parameters determine the states of the automaton, and thus the history information on

which the automaton "decides" that a new input ~ E E is anomalous. Intuitively, increasing the

information in each element of E or n increases the number of states of the automaton, and thus the

granularity and accuracy of anomaly detection. In this dissertation we view this greater sensitivity

as a benefit, even though it comes with the risk of detecting more anomalies that are not, in fact,

intrusions. However, since we restrict our attention to techniques that ensure that any transition

(triggered by system call sequences) in the training data will never result in a transition to q±, 

simply assume that our detectors are adequately trained and consider this risk no further. As such,

the primary costs we consider for increasing each of these parameters are the additional overhead

for collecting information and the size of the transition relation 5.

Our goal in this chapter is to provide a systematic analysis of the costs and benefits of enhancing

these parameters. Specifically, we study the following question: For given costs, what combination

of E and n is most beneficial for anomaly detection? We reiterate that as shown in Table 2.1, this

study introduces several new possibilities for anomaly detection that, to our knowledge, have not

yet been studied.



3.1 Mimicry Attacks

To understand the benefits of growing E or n, it is necessary to first understand the principles

behind mimicry attacks [25, 22]. An attack that injects code into the address space of a running

process, and then causes the process to jump to the injected code, results in a sequence of system

calls issued by the injected code. In a mimicry attack, the injected code is crafted so that the

"attack" system calls are embedded within a longer sequence that the anomaly detection system

cannot distinguish from the program that should be running in the process. In our model of

Chapter 2, this simply means that the attack issues system calls that avoid sending the automaton

to state

There are many challenges to achieving mimicry attacks. First, it is necessary for the injected

code to forge all information that is inspected by the anomaly detector. This seems particularly

difficult when the anomaly detector inspects the program counter and all return addresses in the

process call stack, since the mechanics of program execution would seem to force even the injected

code to conform to the program counter and stack it forges in order to make a system call (which

must be the same as the correct process to avoid detection). Nevertheless, we demonstrate in

Chapter 4 that it remains possible. While we are not concerned with the mechanics of doing so for

the present chapter, we do wish to analyze the impact of monitoring program counter and return

address information on these attacks. Specifically, in order to forge this information, the injected

attack code must incorporate the address information to forge (possibly compressed), and so this

necessarily increases the size of the attack code. As such, a goal of our analysis is to quantify the

increase in size of the attack code that results from the burden of carrying this extra information,

We comment that this size increase can impose upon the viability of the attack, since the area in

which the injected code is written is typically bounded and relatively small.

A second challenge to achieving a mimicry attack is that a step of the attack may drive the

automaton to a state that requires a long sequence of intervening system calls to reach the next

system call in the attack, or that even makes reaching the next system call (undetected) impossible.

In general, enhancing E or growing n increases this challenge for the attacker, as it increases the

granularity of the state space. This must be weighed against the increased size of the automaton,

however, as well as the additional run-time costs to extract the information dictated by E. A second

10


