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Abstract

Ambient Intelligent Systems provide an unexplored hardware platform for

executing distributed applications under strict energy constraints. As is common with

most real-time distributed systems [1], these applications must be able to respond in a

timely manner to serve user demands and respond to environmental conditions. The

systems must achieve high availability and be tolerant to various classes of exceptional

conditions. One way to provide such tolerance is to employ the use of architectural

redundancy. Hundreds of computational devices will be available in networked

ambient intelligent systems of the future, providing opportunities to exploit node

redundancy to increase application availability, reliability, and improve quality of

results. Pre-copying with remote execution (PCRE) is proposed as a novel, alternative

technique of application code migration to enhance system lifetime for ambient

intelligent distributed applications. Cycle-accurate simulations are used in the

experiments which compare PCRE with other commonly used application remapping

techniques and the resulting energy efficiencies and system availabilities are compared

and explained. PCRE can be part of an efficient design methodology aimed at

prolonging the lifetime of a wide range of applications susceptible to various types of

faults despite scarce energy resources. Self-management of the system is realized

through code migration as well as on-the-fly handling of faulty conditions in two

different scenarios: applications that tolerate graceful quality degradation and applications

with single-point failures. For a wide variety of applications, the ambient intelligent

system can thus be designed in such a way that it allows continued functionality despite

depleting energy resources and failing computational nodes and communication links.
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Chapter 1. Introduction

Ambient intelligent systems are seen as future electronic systems that will bring

truly ubiquitous smart environments into users’ lives by adapting and responding to

human actions and environmental conditions. Fields of research such as networks of

sensors [2, 3] and wearable computing such as the work in [4] have focused on the

design of hardware and software systems with the primary intent of providing

accessibility, security, communication and intelligence while keeping the technology

mostly transparent to the users. As technology advances, devices become smaller and

cheaper thus making it possible to envision and even build highly distributed ambient

intelligent systems. Many of these ambient intelligent systems will be energy

constrained and will make use of batteries to supply the required energy. These

platforms will take advantage of the possibility of employing large numbers of

physically minute devices and permit their true embedding into everyday

environments.

Instead of today’s rigid programming paradigm - design, build, compile, and run

- intelligent ambients [5, 6] offer a defect-tolerant programming paradigm - design,

build, compile, run, and monitor. In future smart spaces, computational elements are

inconspicuous in their environments and offer a wide area network for increased defect

tolerant computational power. As specific examples, audio-visual remote controls can

be incorporated into cushions. Interior environmental conditions can be changed by

touching curtains or wall coverings, while sensors can be used for adaptive thermal

management of rooms.

Given an environment consisting of large numbers of failure-prone devices,

many challenges exist in designing reliable systems to perform useful tasks. These

challenges include programming large networks of energy constrained, error-prone
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devices, reprogramming devices after deployment and exploiting redundancy to

improve system lifetime and provide fault-tolerance. Some characteristics of these and

other emerging platforms include:

¯ Large Numbers of Devices per Application: Applications can utilize hundreds of

computational nodes, sensors, actuators, and communication links. Numerous

nodes imply that most applications will utilize multiple processing units, and

these applications must be partitioned to make effective use of available

hardware resources. Although some applications can run on a single node,

nodes may still be coordinated in a larger scope [2]. This characteristic contrasts

sharply with wearable computing where there is typically a single central

computing device [4].

¯ Energy Constraints and Self-Management: Given a system with limited energy

resources, it will be imperative to design applications in such a way as to allow

their continued functionality despite scarce energy resources. This goal depends

on employing code migration in distributed applications. This code remapping

to prolong application lifetime as well as handling various hardware and

communication faults must be self-managed during runtime. The system should

be designed in such a way to allow continued functionality despite depleting

energy resources and failing computational nodes and communication links.

¯ Synchronized and Coordinated Behavior: Each node will need to participate in a

coordinated effort to successfully realize the distributed application. This

requires carefully designed control logic to keep this coordination deterministic

and effective.

In summary, mobile ambient intelligent embedded systems will be energy

constrained and will require fault-tolerance which can be achieved through self

management and code mobility.



1.1. Related Work

The use of code migration has been successfully applied in the field of mobile

agents [7, 8, 9]. Mobile agents are an evolution of the general ideas of process migration

[10]. They can be thought of as autonomous entities that determine their traversal

through the network, moving their code as well as state as they traverse. Process

migration has traditionally been employed in distributed systems of servers and

workstations, primarily for load distribution and fault-tolerance [10]. Unlike the

traditional implementations of process migration, the soon to be introduced technique

employed in this work is of significantly lighter weight, taking into consideration the

special properties of the target application class.

The use of remote execution to reduce the power consumption in mobile systems

has previously been investigated in [11, 12]. The goal in both of these efforts was to

reduce power consumption by offioading tasks from an energy constrained system to a

server without constraints in energy consumption. The tradeoff involved determining

when it was worthwhile to transfer data to the remote server. Both approaches involve

the use of remote execution, but not code migration. The systems investigated were

mobile computers and PDAs operating with a fast, reliable wireless network. Such an

environment is in strict contrast to the ultra low power, unreliable network of sensors with

possibly faulty communication and computation which are of interest in this thesis.

1.2. Contributions of the Thesis

This thesis introduces techniques for the robust execution of applications in

distributed, embedded failure prone environments such as ambient intelligent systems. The

proposed techniques, based on the idea of code migration, enable the remapping of

failing applications in environments with redundantly deployed hardware.
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With large numbers of devices per application, it will be possible to take

advantage of the multiplicity of identical elements to adapt to the constraints imposed

by high failure rates and limited energy resources. It thus becomes necessary to efficiently

map applications onto hardware by partitioning them to match the underlying

architecture. This mapping might further be iterated over the lifetime of a system to

match changing system constraints.

Arbitrary Application FooBandC

~ Partitioning
for a

particular
architecture

: ¯
¯ (Re)mapping .:
i ° Topology discovery ,.,:~:
i (Rend~pping must

~i~ circumvent defective ’
: nodes and links) Execution .
! ¯ Monitor’mg battery levds .’."
: ~

: Arbitrary Architecture and Network Topology ~

: IActuatorl~tPH I,K~I~L~J "-"1 ~

Figure 1: Mapping and remapping applications under energy, performance, and
fault-tolerance constraints.

The proposed paradigm to be used during the lifetime of an ambient intelligent

system is shown in Figure 1. As it can be seen, the application (represented in the top

layer) is partitioned so as to match closely the available underlying computing substrate

(shown as the bottom layer in Figure 1). The computing substrate can be a set of deeply

networked embedded systems, which are usually characterized by drastic energy

constraints and thus may affect the overall quality of the system by their finite battery
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capacity. The application is initially mapped onto the computing substrate, or

remapped depending on the application needs or changes in the operating conditions

(e.g., local energy sources running low, too many failures, etc.). Such services are in fact

provided by the middle layer that, in addition to mapping and remapping the

application, provides support for battery level monitoring, routing around faulty

interconnects or on-the-fly repartitioning or remapping the application under a

dynamically changing topology.

To the best of our knowledge, the problem of providing self-management

support for ambient intelligent systems has not been addressed before. This thesis

opens a new venue of research in this area by addressing the problem of using

redundancy during the application remapping process for increasing availability and

fault-tolerance of ambient intelligent systems.

The applications employed in evaluating the proposed techniques are

beamforming and software radio. These applications were partitioned for use on

distributed ambient intelligent systems and their executions simulated using a cycle-

accurate simulator. Beamforming is a highly symmetric application, simple to partition

for execution on multiple processing units. Software radio, on the other hand, is highly

asymmetric and slightly more challenging to partition in the way needed to match a

given architecture.

The remainder of the thesis is organized as follows. A brief overview of the

known techniques for performing code remapping is given in Chapter 2. PCRE as a

scheduling technique is described in Chapter 3. Chapter 4 gives a theoretical framework

for PCRE slot scheduling for a given set of nodes connected through a shared

communication bus. Chapter 5 explains the beamforming and software radio driver

applications. Chapter 6 describes the simulation infrastructure and details the setup

employed in the investigations. Chapter 7 presents the experimental results and

analysis. Chapter 8 concludes the thesis with a summary of the contributions of this

work. Chapter 9 lists the references incorporated throughout the thesis.
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Chapter 2. Application Remapping

In the presence of exceptional conditions, such as critically low levels of energy

resources or increasingly rampant intermittent failures, it is desirable to remap

application execution from one device (or set of devices) to another. Deciding if and

when to perform remapping involves tradeoffs. For example, with low energy resources,

remapping should occur early enough so as to have sufficient energy to complete. This

might seem obvious, but the naive code migration solution does nothing to address this

problem and often fails resulting from acting too late.

This naive solution is termed baseline code migration, which remaps executing

code to available nodes only when the battery depletes past a predetermined threshold.

This energy resource threshold must be set conservatively so as to ensure migration

even in the presence of intermittent link and node failures. To provide more flexibility

over this baseline code migration scheme, a new mechanism for performing migration is

proposed herein, which permits the staging of the migration process so that effectively

lower thresholds may be used which still guarantee migration.

2.1. Code Migration

The code migration scheme employed in this work is a compromise between

implementation complexity and flexibility. In the ideal case, migrating an executing

application will mean the application itself can be unaware of this move, and can

continue execution on the destination host without any change in behavior. This

transparent migration requires that the entire state of the executing application (code,

data, machine state and state pertinent to any underlying system software) must be

migrated faithfully. However, such migration is often too cosily in terms of data that

must be transmitted to the target host and in terms of implementation complexity.
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Figure 2: Lightweight migration of application code and state. Only program code,
data, and uninitialized data are transferred during migration.

A desirable compromise is to implement applications in a manner in which they

can be asynchronously restarted while maintaining persistence for important state. Figure 2

illustrates such a solution. The sensor node consists of a processor and memory. The

memory space is partitioned between that used for the application and memory

dedicated to the device’s firmware. The memory region in which the application runs is

occupied by the different parts of the running application: program code (text),

initialized data (data), uninitialized data (bs s), stack (grows downwards from the 

of the memory region) and heap (grows upwards from bss), as illustrated by the blow-

up in Figure 2. By placing information that must be persistent across restarts in the

data and bss segments of the application, it is possible to maintain state across

migration while only transferring the ~ext, data, and bss segments.
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Figure 3: Message exchange during migration of application between a dying node
and a redundantly deployed one.

Each node has preloaded into it firmware referred to as the monitor. This

firmware is responsible for receiving applications and loading them into memory. Each

application can transmit its text, data, and bs s segments, and when these are loaded

by a remote monitor, the migration is complete. The sequence of messages that are

exchanged between a node attempting to migrate and a redundant one that receives it is

illustrated in Figure 3.

Each node attempts to migrate its application code when the available energy left

falls below a certain threshold B~ow. This threshold must be chosen conservatively so as

to ensure that each node can successfully migrate in the presence of bus collisions and

link errors before they completely deplete their energy resource and die.

2.2. Remote Execution

Remote execution is an alternative to code migration. In a system employing

remote execution, each application that will be run on any node in the system must be

duplicated on every node in the system. Using remote execution, applications simply
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need to transfer their application state and subsequently transfer control of execution to

the destination node at a desired point in time to complete migration. Transfer of state

is inexpensive compared to full application copying, as the text segment need not be

transmitted. This is particularly useful when communication is prohibitively expensive,

as is the case in wireless networks. The disadvantage is the requirement of ample

memory on each device to store every application. Remote execution does not scale well

as the number of executing applications and the number of available processing nodes

in the system increase, so explicit code migration techniques must be employed in future

distributed, real-time, low-power systems.
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Chapter 3. Pre-Copying with Remote
Execution

Pre-Copying with Remote Execution (PCRE) is proposed in this work as a means 

improving on code migration and remote execution borrowing ideas from both. The

primary goal is to distribute the time at which migration of application code occurs

without actually transferring execution of applications until energy resources fall to a

critical threshold. At this point, a final message is sent to the destination where the

application code was previously pre-copied, and execution is transferred. This enables

the threshold for migration to be set much lower, resulting in more complete usage of

the energy resource. The remainder of this chapter describes details of the proposed

PCRE scheme in a simplified scenario that finds a feasible schedule for migration slots.

The lifetime of a system is defined as the amount of time that the system remains

functioning. Assume that N is the minimum number of nodes required to keep the

system alive. For example, a system might be considered alive only if at least 5 or more

of its nodes are functional whereas in other applications every node might be needed to

keep the system alive. Assume also P processing nodes with the capability to perform

sensing are available in the architecture. If each node in the system contains an equal

amount of limited battery energy, the system lifetime can be increased by, at most, P/N

times compared to the case of not utilizing code remapping. When the number of all

available processing nodes P is large, this potential increase in system lifetime can be

considerable and is worthwhile for investigation. Assume a processing node has an

average time to live TSL and that the cost of copying the application code (i.e. migration

cost) is TM assuming no communication link collisions or errors. Each of the N active

nodes has associated with it an identification number, i, ranging between 0 and N-1. A
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