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Abstract

As CMOS technology scales down into the deep-submicron (DSM) domain, the Systems-On-

Chip (SoCs) are becoming increasingly complex and the costs of design and verification are rap-

idly increasing due to the inefficiency of traditional CAD tools. Relaxing the requirement of

"100% correctness" for devices and interconnects drastically reduces the costs of design but, at the

same time, requires that SoCs be designed with some degree of system-level fault-tolerance. This

thesis introduces a novel communication paradigm for SoCs, called stochastic communication.

The newly proposed scheme not only separates communication from computation, but also pro-

vides the required built-in fault-tolerance to DSM failures, is scalable and cheap to implement. For

a generic network-on-chip (NoC) architecture, we show how a ubiquitous multimedia application

(an MP3 encoder) can be implemented using stochastic communication in an efficient and robust

manner. More precisely, by using this communication scheme, up to 70% data upsets, 80% packet

losses because of buffer overflow, and severe levels of synchronization failures can be tolerated,

while providing a much lower latency than a traditional, bus-based implementation.

The present thesis also introduces a new concept, called on-chip diversity, which means mix-

ing different architectures and/or technologies in a multiple voltage/frequency island setup in

order to achieve the highest levels of performance, fault-tolerance, and the needed flexibility

in SoC design. We outline how stochastic communication can enable the overall integration

of such systems, and how it can become the base for several hybrid communication architec-

tures. We believe that the ideas and the results presented here will open up a whole new area of

research with deep implications for on-chip network design and the future generations of SoCs.

Keywords: System-on-Chip, Network-on-Chip, Fault-Tolerant Communication, High Perfor-

mance Architectures, Multimedia Systems, Stochastic Communication, On-Chip Diversity
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1 Introduction and Objectives

As the modern VLSI chips are becoming increasingly complex and as the manufacturing tech-

nologies are scaling down into the deep-submicron (DSM) domain, the designers are facing several

new challenges. Nowadays, application-specific integrated circuits (ASICs) have evolved into com-

plicated systems-on-chip (SoCs), where dozens, and soon hundreds, of predesigned IP cores are

assembled together to form large chips with complex functionality. Extensive research on how to

integrate and connect these IPs is currently being conducted, but there remain many open issues that

are difficult to address within the framework of existing CAD tools.

Indeed, shrinking transistor dimensions, smaller interconnect features and higher operating fre-

quencies lead to a higher sensitivity of DSM circuits to neutron and alpha radiation, significantly

higher soft-error rates, and an increasing number of timing violations [7]. These new types of fail-

ures are impossible to characterize using deterministic measurements and, thus, probabilistic met-

rics, such as average values and variances, are likely to be needed to quantify the critical design

objectives, such as performance and power [2, 25]. It has become clear that, in order reduce the cost

of design and verification, the "100% correctness" requirement for VLSI circuits has to be relaxed

[34, 37]; this means that, in the future, circuits will have to be designed with some degree of archi-

tectural and system-level fault-tolerance embedded in their structure [3, 10, 40, 13].

Furthermore, it is emphasized in the ITRS (International Technology Roadmap for Semicon-

ductors) 2001 [37] that it is very important, especially at the system level, to separate the computa-

tion from communication, as they are orthogonal and unrelated issues which should remain

separate, whenever possible. A novel communication paradigm has to be developed in order to



enable the separation between the design of the on-chip communication architecture and the design

of the SoC’s main functionality.

Traditionally, the IP cores that form a SoC are connected with an on-chip shared bus or a hier-

archy of buses. Because a bus is a shared communication channel, it requires arbitration in order to

ensure the mutual exclusion between the components accessing the channel. One problem arises

when a bus needs to connect a large number of modules, as performance decreases drastically

because of the contention for access to the shared medium. Therefore, this communication archi-

tecture is not well suited to the SoCs of the future which will incorporate hundreds of communicat-

ing IPs. On-chip buses will have to be supplemented or even replaced with a more scalable on-chip

communication infrastructure [28].

A recently proposed platform for the on-chip interconnects is the network-on-chip (NoC) archi-

tecture [9, 22], where the IPs are placed on a rectangular grid of tiles (see Figure 1-1) and the com-

munication between the tiles is implemented by a stack of networking protocols. These regular

structures are very attractive because they can offer well-controlled electrical parameters, which

enable high-performance circuits by reducing the latency and increasing the bandwidth. It has been

predicted that, henceforth, SoC design will resemble more the creation of large-scale communica-

tion networks than traditional IC design practice [37].

Figure 1-1. Network-on-Chip (NoC)

IPs



However, defining communication protocols for these NoCs does not seem to be an easy mat-

ter, as mitigating the effects of on-chip failures on the network communication remains largely an

open question. Furthermore, the resources used in traditional networks in order to achieve fault-tol-

erance are not easily available at the level of VLSI chips. A static routing approach involving the

transmission of messages along a fixed path from source to destination, would fail if even a single

tile or a link on the path is faulty. Generally, the deterministic algorithms do not behave very well

in the presence of random failures [17, 30]. On the other hand, the cost of implementing adaptive

dynamic routing for the on-chip networks is prohibitive because of the need for very large buffers,

lookup tables and complex shortest-path algorithms [35]. Classic networking protocols, such as the

Internet Protocol or the ATM Layer [31 ], require acknowledgements and retransmissions in order

to deal with incorrect data and, therefore, cannot meet the strict requirements of low latency that are

characteristic of modem SoCs.

1.1 Contributions of this thesis
The research presented in this thesis addresses the problem of on-chip fault-tolerant communi-

cation. In order to achieve this goal, the present thesis introduces a novel communication paradigm,

called on-chip stochastic communication. More precisely, in a NoC such as the one in Figure 1-1,

the IPs communicate using a probabilistic broadcast scheme, very similar to the randomized gossip

protocols [11]. If a tile has a message that needs to be transmitted, this will be forwarded to a ran-

domly chosen subset of the tiles in the neighborhood. This way, the messages are diffused through

the network to all the tiles. Every IP then selects, from the set of received messages, only those mes-

sages whose destination field equals the ID of the tile. The behavior of this communication scheme

is Similar, but not identical, to the proliferation of an epidemic in a large population1 [1].

I. This analogy explains intuitively the high performance and robustness of this protocol in the
presence of failures.



This simple algorithm achieves many of the desired features of future NoCs. As shown in the

following chapters, the algorithm provides:

¯ Separation between computation and communication, as the communication scheme is imple-

mented in the network logic and is transparent to the IPs;

¯ Fault-tolerance since a message can still reach its destination despite severe levels of DSM

failures on the chip;

¯ Extremely low latency since this communication scheme does not require retransmissions in

order to deal with incorrect data;

¯ Low production costs because the fault-tolerant nature of the algorithm eliminates the need for

detailed testing/verification;

¯ Design flexibility since it provides a mechanism to tune the trade-off between performance and

energy consumption.

1.2 Related Work
Gossip protocols [4] have been used in computer networks and distributed databases. They are

very attractive for applications that require localized communication, which is exactly the case for

the architecture in Figure 1-1.

A distant ancestor is the USENET news protocol, NNTP [23], developed in the early 1980’s. In

this case, the news servers running the NNTP protocol exchange updates with their neighboring

servers without knowing the entire set of hosts that are running NNTP worldwide. This way, a new

message that has been sent to a newsgroup will propagate from server to server until it is known by

all of them. One of the most interesting properties of this protocol is that the servers are not required

to know about all of the other servers, and yet are able to broadcast the updates to the entire group.

This reduces drastically the bandwidth required for the broadcast, which makes this protocol more

scalable that most traditional distributed algorithms.

9



Demers et al. [11] proposed the use of randomized gossip protocols for the lazy update of data

objects in a database replicated at many sites. In that paper, the authors have shown how gossip

communication is related to the mathematics underlying the propagation of epidemics [1], and

developed a family of gossip-based multicast protocols. In such an approach, every site periodically

chooses another site randomly and sends only the recent updates that it is aware of. It can be proved

that, in this manner, the updates spread exponentially fast among the replicated instances of the

database, and that the broadcast is accomplished with only a few retransmission rounds.

Several networking protocols, such as the Internet Muse protocol [32], the Scalable Reliable

Multicast [16], and the XPress Transfer Protocol [41], were based on the same principles. Birman

et al. [4] have shown how to interpret the reliability guarantees offered by the gossip-based multi-

cast protocols; there is a high probability that almost all or almost none of the players will receive

the broadcast, as opposed to the stronger "all or none" guarantee of the classical distributed algo-

rithms. Therefore, these protocols are best suited for applications that can tolerate a small percent-

age of message losses, but need to be scalable and have a steady throughput.

More recently, these types of algorithms have been applied to the networks of sensors [15].

Their ability to limit the communication to local regions and to support light-weight protocols,

while still accomplishing their task is appealing to applications where power, complexity and size

constraints are very critical. We argue that this communication paradigm can be successfully

applied to the SoC design as well, especially in a network-on-chip type architecture like the one in

Figure 1-1.

From a design perspective, in order to deal with node failures, Valtonen et al. [40] proposed an

architecture based on autonomous, error-tolerant cells. In their approach, all cells can be tested at

any time for errors and, if needed, disconnected from the network by the other non-faulty cells.

However, the authors do not adequately specify a protocol that would ensure the desired fault-tol-

erance on such architectures. Furthermore, the problem of data upsets (see Chapter 2) and their

10



impact on NoC communication has not been addressed yet, so the research in this thesis fills an

important gap in the area of on-chip networks.

1.3 Structure of this thesis
The remainder of this thesis is organized as follows: Chapter 2 introduces a novel failure model

for NoCs, which captures the typical errors that may appear in a DSM circuit. Chapter 3 presents a

novel communication paradigm, that is specially engineered to work in a failure-prone NoC envi-

ronment. Chapter 4 presents the experimental results that we have obtained with two case studies

and a complex multimedia application (an MP3 encoder), while Chapter 5 outlines a vision for the

future of SoC design, which enables the creation of very complex, heterogeneous systems, sup-

ported by our communication paradigm. We then conclude by summarizing our main contributions.

11



A Failure Model for NoCs

Several fault models have been identified in the traditional networking literature [19, 29]. Crash

failures are permanent faults which occur when a tile halts prematurely or a link disconnects, after

having behaved correctly until the failure. Transient faults can be either omission failures, when

links lose some messages and tiles intermittently omit to send or receive, or arbitrary failures (also

called Byzantine or malicious), when links and tiles deviate arbitrarily from their specification, cor-

rupting or even generating spurious messages.

However, some of these models are not very relevant to the on-chip networks. In the DSM

realm, the problems that are most likely to occur are fluxes of neutron and alpha particles, power

supply and interconnect noise, electromagnetic interference, or electrostatic discharge, which cause

soft errors, also known as data upsets [7]. The rate of occurrence of these errors increases as tech-

nology scales down into the deep submicron domain. Permanent failures occur infrequenly [33] and

do not pose a serious threat to the mass production of VLSI chips. Furthermore, improvements of

the semiconductor design and manufacturing techniques have led to a significant decrease of the

permanent error rates during the past decade [7]. These trends emphasize the need for accurate fail-

ure models that are easy to manipulate and that realistically reflect the behavior of the circuits, in

order to develop tools and methodologies for efficient system-level communication synthesis.

In the future, crosstalk and electromagnetic interference in DSM circuits will cause high levels

of data transmission errors (data upsets) [37]. Simply stated, if noise in the interconnect causes 

message to be scrambled, a data upset error will occur; these errors are subsequently characterized

12



by a probabilitypupset. Another common situation is when a message is lost because of buffer over-

flow; this is modeled by the probability PoveryTow.

In the context of very complex SoCs, there are additional, more subtle error modes that can

appear (see Figure 2-1). The high coupling capacities of the interconnect and the tighter integration

favor the Miller effect which significantly affects on-chip delays [38]. As a consequence, it

becomes very difficult to achieve predictable delays. Furthermore, as modem circuits span multiple

clock domains (as in GALS architectures [5]), and can function at different voltages and frequencies

(as in the "voltage and frequency island"-based architectures advocated by IBM [27]), the commu-

nication between domains has to be done through a special interface, which supports mixed clocks

[6]. Because of the special handshake needed before the process of transferring data, the latency in

communication may increase and synchronization errors are very hard to avoid. In our experiments,

we have adopted a tile-based architecture in which every tile has its own clock domain. In this archi-

tecture, synchronization errors are normally distributed with a standard deviation O-synchr.

Figure 2-1. A fault model for NoCs

/Synchronization error’

Dead link Data upset

Dead tile

Summarizing, the fault model we have developed depends on the following parameters:

Ptiles and Plinks: probability that a tile/link is affected by a crash failure;

Pupset: probability that a packet is scrambled because of a data upset;

Poverflow: probability that a packet is dropped because of buffer overflow;

13



¯
~synchr: standard deviation error of the duration of a round (TR) (see Section 3.3.1) which indi-

cates the magnitude of synchronization errors.

If links are experiencing arbitrary failures, we must also consider how the transmitted informa-

tion is altered [31]. If a message contains n bits, the error vector is defined as: _e = (eI, e2 ..... en),

where ei = 1 if an error occurs in the ith transmitted bit and ei = 0 otherwise. If all 2n - 1 non-null

error vectors are equally likely to occur, we have the random error vector model. In this model, the

probability ofe does not depend on the number of bit errors it contains, therefore:

Pupset = Z P[_e] = (2n- 1)pv = 2nPv ~ Pv ~_Pupset,
2n

e_SO

where Pv is the probability of an error vector e. In contrast, in the random bit error model,e 1 ... en

are independent, so:

Pupset

Pupset = 1-~ P[_e] = 1-(1-Pb)n~--nPb ~Pb= ,

_e=0

where Pb is the probability of a bit error occuring.

We believe that establishing this stochastic failure model is a decisive step towards solving the

fault-tolerant communication problem, as it emphasizes the nondeterministic nature of DSM faults.

This suggests that a stochastic approach (described in Chapter 3) is best suited to deal with these

realities.
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Stochastic Communication

Traditionally, data networks have dealt with fault-tolerance by using complex algorithms, like

the Intemet Protocol or the ATM Layer [31 ]. However, these algorithms require many resources

that are not available on chip they are not always able to guarantee a constant low latency, which is

vital for SoCs. For example, in these protocols, the packets are protected by a cyclic redundancy

code (CRC), which is able to detect ifa packet contains correct or upset data. If an error is detected,

the receiver will ask for the retransmission of the scrambled messages. This method is known as the

automatic retransmission request (ARQ) paradigm, and it has the disadvantage that it increases the

communication latency. Another approach is the forward error correction (FEC), where the errors

are corrected directly by the receiver by using an error correction scheme, like the Reed-Solomon

code. FEC is appropriate when a return channel is not available, as in deep-space communications

or in audio CD recordings. FEC, however, is less reliable than ARQ and incurs significant addi-

tional processing complexity [31 ].

In light of these considerations, we propose a fast and computationally lightweight paradigm

for the on-chip communication, based on an error-detection / multiple-transmissions scheme. The

key observation behind our strategy is that, at the chip level, the bandwidth is less expensive than

in traditional networks, because of existing high-speed buses and interconnection fabrics which can

be used for the implementation of a NoC. Therefore, we can afford to have more packet transmis-

sions than in the previous protocols in order to simplify the communication scheme and to guarantee

low latencies. This chapter describes a technique called on-chip stochastic communication, which

is built on this principle.
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