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Abstract

Storage-based intrusion detection allows storage systems to watch for data modifications characteristic
of system intrusions. This enables storage systems to spot several common intruder actions, such as adding
backdoors, inserting Trojan horses, and tampering with audit logs. Further, an intrusion detection system
(IDS) embedded in a storage device continues to operate even after client systems are compromised. This
paper describes a number of specific warning signs visible at the storage interface. Examination of 18 real
intrusion tools reveals that most (15) can be detected based on their changes to stored files. We describe
and evaluate a prototype storage IDS, embedded in an NFS server, to demonstrate both feasibility and
efficiency of storage-based intrusion detection. In particular, both the performance overhead and memory

required (152 KB for 4730 rules) are minimal.

1 Introduction

Many intrusion detection systems (IDSs) have been developed over the years [1, 23, 29], with most falling into
one of two categories: network-based or host-based. Network IDSs (NIDS) are usually embedded in sniffers
or firewalls, scanning traffic to, from, and within a network environment for attack signatures and suspicious
traffic [5, 25]. Host-based IDSs (HIDS) are fully or partially embedded within each host’s OS. They examine
local information (such as system calls [10]) for signs of intrusion or suspicious behavior. Many environments

employ multiple IDSs, each watching activity from its own vantage point.

The storage system is another interesting vantage point for intrusion detection. Several common intruder
actions {7, p. 218][34, pp. 363-365] are quite visible at the storage interface. Examples include manipulating
system utilities (e.g., to add backdoors or Trojan horses), tampering with audit log contents (e.g., to eliminate
evidence), and resetting attributes (e.g., to hide changes). By design, a storage server sees all changes to per-

sistent data, allowing it to transparently watch for suspicious changes and issue alerts about the corresponding






