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Abstract

Storage-based intrusion detection allows storage systems to watch for data modifications characteristic

of system intrusions. This enables storage systems to spot several common intruder actions, such as adding

backdoors, inserting Trojan horses, and tampering with audit logs. Further, an intrusion detection system

(IDS) embedded in a storage device continues to operate even after client systems are compromised. This

paper describes a number of specific warning signs visible at the storage interface. Examination of 18 real

intrusion tools reveals that most (15) can be detected based on their changes to stored files. We describe

and evaluate a prototype storage IDS, embedded in an NFS server, to demonstrate both feasibility and

efficiency of storage-based intrusion detection. In particular, both the performance overhead and memory

required (152 KB for 4730 rules) are minimal.

1 Introduction

Many intrusion detection systems (IDSs) have been developed over the years [1, 23, 29], with most falling into

one of two categories: network-based or host-based. Network IDSs (NIDS) are usually embedded in sniffers

or firewalls, scanning traffic to, from, and within a network environment for attack signatures and suspicious

traffic [5, 25]. Host-based IDSs (HIDS) are fully or partially embedded within each host’s OS. They examine

local information (such as system calls [10]) for signs of intrusion or suspicious behavior. Many environments

employ multiple IDSs, each watching activity from its own vantage point.

The storage system is another interesting vantage point for intrusion detection. Several common intruder

actions [7, p. 218][34, pp. 363-365] are quite visible at the storage interface. Examples include manipulating

system utilities (e.g., to add backdoors or Trojan horses), tampering with audit log contents (e.g., to eliminate

evidence), and resetting attributes (e.g., to hide changes). By design, a storage server sees all changes to per-

sistent data, allowing it to transparently watch for suspicious changes and issue alerts about the corresponding



client systems. Also, like a NIDS, a storage IDS must be compromise-independent of the host OS, meaning

that it cannot be disabled by an intruder who only successfully gets past a host’s OS-level protection.

This paper motivates and describes storage-based intrusion detection. It presents several kinds of suspi-

cious behavior that can be spotted by a storage IDS. Using sixteen "rootkits" and two worms as examples,

we describe how fifteen of them would be exposed rapidly by our storage IDS. (The other three do not mod-

ify stored files.) Most of them are exposed by modifying system binaries, adding files to system directories,

scrubbing the audit log, or using suspicious file names. Of the fifteen detected, three modify the kernel to

hide their presence from host-based detection including FS integrity checkers like Tfipwire [18]. In general,

compromises cannot hide their changes from the storage device if they wish to persist across reboots; to be

re-installed upon reboot, the tools must manipulate stored files.

A storage IDS could be embedded in many kinds of storage systems. The extra processing power and

memory space required should be feasible for file servers, disk array controllers, and perhaps augmented disk

drives. Most detection rules will also require FS-level understanding of the stored data. Such understanding

exists trivially for a file server, and may be explicitly provided to block-based storage devices. This under-

standing of a file system is analogous to the understanding of application protocols used by a NIDS [27], but

with fewer varieties and structural changes over time.

As a concrete example with which to experiment, we have augmented an NFS server with a storage IDS

that supports online, rule-based detection of suspicious modifications. This storage 1DS supports the detection

of four categories of suspicious activities. First, it can detect unexpected changes to important system files

and binaries, using a rule-set very similar to Tripwire’s. Second, it can detect patterns of changes like non-

append modification (e.g., of system log files) and reversing of inode times. Third, it can detect specifically

proscribed content changes to critical files (e.g., illegal shells inserted into/etc/passwd). Fourth, it can detect

the appearance of specific file names (e.g., hidden "dot" files) or content (e.g., known viruses or attack tools).

An administrative interface supplies the detection rules, which are checked during the processing of each NFS

request. When a detection rule triggers, the server sends the administrator an alert containing the full pathname

of the modified file, the violated rule, and the offending NFS operation. Experiments show that the runtime

cost of such intrusion detection is minimal. Further analysis indicates that little memory capacity is needed for

reasonable rulesets (e.g., only 152 KB for an example containing 4730 rules).

The remainder of this paper is organized as follows. Section 2 introduces storage-based intrusion detec-

tion. Section 3 evaluates the potential of storage-based intrusion detection by examining real intrusion tools.

Section 4 discusses storage IDS design issues. Section 5 describes a prototype storage IDS embedded in an


