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Abstract

Biometrics can be used for identification and authentication to offer a higher level of security
than conventional methods. Fingerprints are a good choice among the biometrics as they are
unique to a person. This report considers correlation filters for fingerprint verification because of
their shift invariance, ability to accommodate in-class image variability and closed form
expressions. In certain applications. it would be advantageous to do verification and/or enrollment
in a chip inside the fingerprint sensor to prevent tampering. For such applications, memory and
computation become important issues. This report focuses on exploring various ways of reducing
complexity, while ensuring good verification performance. These methods are tested on two
databases, a subset of the plastic distortion set of the NIST special database 24 and a fingerprint
database collected at CMU. The images in the NIST database have been obtained from an optical
sensor with resolution 500 dpi. The images in the CMU database have been collected from a
capacitive sensor and have a resolution of 350 dpi. The MACE and the OTSDF filters were
evaluated on the NIST database, as we believe they offer the right combination of verification
performance potential and computational simplicity. Also, the constrained and unconstrained
MACE and OTSDF filters are able to reject impostor images without actually needing impostor
training images. Due to privacy reasons, we may not be able to use images of impostors and so
these are good choices of filters. The unconstrained OTSDF filter was chosen due to its good
performance and ability to accommodate incremental updating. Incremental updating of filters,
reduced size images and quantization in the frequency domain are investigated on both databases.
An equal error rate (EER) of 0.07% and false rejection rate (FRR) of 0.47% at zero false
acceptance (FAR) was achieved on the NIST database when downsampled images of size
128x128 were used to build UOTSDF filters which were quantized to 9 levels in the frequency
domain (complex ternary quantization). On the CMU database, an EER of 0.6% and FRR of
1.6% at zero FAR was achieved when the same quantization in the frequency domain was
performed on UOTSDF filters built from original resolution images. The results show that
correlation filters demonstrate a good potential towards complexity reduction while retaining
good performance on fingerprint verification. Although the report discusses only verification,

these techniques can also be extended to identification.
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Chapter 1

Introduction

These days, due to heightened security concerns, biometric access techniques are being
increasingly considered. Passwords can be forgotten, keys and cards may be lost or stolen, but
biometrics like face, finger, voice, iris, retina, hand-geometry, etc. are more difficult to
compromise. Fingerprints are unique to a person and have a long history of usage in criminal
identification. Early fingerprint recognition was based on inked fingerprints whereas the current
interest is in identifying the fingerprints acquired via digital live-scan devices. Most existing
fingerprint algorithms use ridge endings and bifurcations, i.e., minutiae, [1], [2], [3] for
fingerprint verification/identification. In this report, we investigate the applicability of correlation
filters for fingerprint verification. Correlation filters have several attractive features such as shift-
invariance, ability to accommodate in-class image variability, and closed-form expressions [4],
(51, [6], [71, [8], [9], [10].

These algorithms have two scenarios of use — identification and verification. In identification, the
test fingerprint has to be labeled as belonging to one of N enrolled persons. In verification, the
test fingerprint is claimed to belong to a person and has to be checked if it actually does belong to
that person or not. This report only considers the verification application. However, many of our
conclusions about the applicability of correlation filters for biometric verification can be extended

to identification.

In practical applications, fingerprint sensors have to be used to capture images that can be
processed digitally. In certain applications, it would be prudent to have the verification done in a
chip inside the sensor in order to prevent tampering. There are two application scenarios — one
where enrollment is done on a PC and verification is done on a chip, and another where both
enrollment and verification are both done on a chip. In both cases, verification needs to be done
with a reduced complexity algorithm. In the first case, as there is a PC available during
enrollment. memory and computation need not be constrained while building the template.
Storage and computational complexity during enrollment will be important issues when
enrollment is done on a chip. This report explores ways to reduce complexity, like incremental
updating of filters, quantization in the frequency domain, and reducing the size of the images
while keeping an eye on the verification performance. Incremental updating of filters exhibits
superior performance while reducing the storage requirement. Quantization in the frequency

domain reduces the memory requirement without degrading the performance much.

In applications requiring very high security, the probability of false acceptance (an impostor

being authenticated) should be very low whereas in some other application with more focus on



customer convenience, it may be more important to have a small probability of false rejection
(i.e., an authentic user being rejected). One way to characterize the performance of a verification
system is by the equal error rate (EER), the setting where false acceptance rate (FAR) and false
rejection rate (FRR) are equal.

The rest of this report is organized as follows. In Chapter 2, background on correlation filters is
provided and the three filters used in Chapter 3 are outlined. In Chapter 3, verification results on
NIST special database 24 are given and a stepwise procedure for choosing training images,
correlation filters which allow for reduction in complexity, and various methods to reduce
complexity like incremental updating, quantization of Fourier transforms, downsampling, and
using a smaller central part of the image are given. Based on the knowledge and intuition
obtained from the results in Chapter 3, a smaller set of parameters are chosen and tested on the
CMU fingerprint database. The results on this database are given in Chapter 4. In Chapter 5,
general trends are noted from the results in Chapters 3 and 4 on different methods of reducing

complexity. Future avenues for research are also mentioned.



Chapter 2

Correlation Filter Background

Correlation filters are atiractive for object recognition due to their shift invariance and distortion
tolerance. The basic idea of fingerprint verification using correlation filters is illustrated
schematically in Figure 2.1. A person’s finger is enrolled by designing a correlation filier from
the training images of that finger. A correlation filter is usually designed in the frequency domain,
i.e., the Fourier transforms of the training images are taken and the correlation filter is desigoed
using these. In the verification stage, when a test image comes in, its Fourier transform (F1) is
taken and multiplied with the correlation filter corresponding 1o the finger of the claimed person.
The inverse FT of the product is taken to obtain the correlation output. Computing image
correlations via the frequency domain is much more efficient than performing correlation in the
image domain because of the efficiency of the fast Fourier transforin (FET) algorithm. The
correlation output is analyzed for a sharp peak and a decision is made as to whether the (est
fingerprint image corresponds to an authentic person or O an impostor.

Training Images

Decision

IFFT

Test Image

Correlation output

Figure 2.1: Schematic of the correlation filter approach to veritication/identification
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