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Abstract

Self-securing storage prevents intruders from undetectably tampering with or permanently
deleting stored data. By keeping all versions of all data for a window of time and separating the
storage system from the host operating system, self securing storage can protect its data from
corruption. This paper describes a versioning file system that combines log-structuring with
novel metadata journaling and data replication techniques to minimize the performance costs
of comprehensive versioning. Experiments show that self-securing storage devices can deliver
performance that is comparable with conventional storage. Further, analyses indicate that
several weeks worth of all versions can reasonably be kept on state-of-the-art disks, especially
when differencing and compression technologies are employed.

1 Introduction

Security problems continue to plague computer systems, despite the best efforts of their designers
and implementors. As more users and organizations connect to the Internet, the number of people
effected by these security holes increases dramatically. Attacks on computer systems can destroy
or corrupt data, install back doors or Trojan horses, and compromise secrets. A clever intruder can
scrub the system logs to hide his actions, making it impossible to determine how much damage an
intrusion caused and which files were effected. Some attackers do not even bother gaining access
to a system, they simply email viruses to unsuspecting users.

Self-securing storage [22] offers a partial solution to these problems by separating the control of
data storage from the host operating system and making all data updates recoverable for a window
of time. This prevents intruders from undetectably tampering with or permanently deleting stored
data. Since intruders can take the identity of real users and even the host OS, any resource

controlled by the operating system is vulnerable, including the raw storage. Rather than acting as



slaves to host OSes, self-securing storage devices view them, and their users, as questionable entities
for which they work. Also, no change made by the host is non-reversible within the protection
window. A change simply creates a new version of the data object. The critiéal difference between
this type of versioning and host-controlled versioning (e.g. Elephant [17]) is that intruders can
no longer bypass the versioning software by compromising complex OSes or their poorly-protected
user accounts. Instead, intruders must compromise a single-purpose device, separated from the
host, that exports only a simple storage interface, and in some configurations, they may have to
compromise both.

This paper describes an implementation of the storage management system for a self securing
storage device. The storage management system must keep every change made to its data without
a significant performance loss. It must internally version all data and audit all requests for a
guaranteed amount of time (e.g., a week) to give system administrators time to detect intrusions.
The storage management system differs from a regular file system because it is implemented on
an object-based disk [5, 15]. It exports an object interface, and there is no support for directories.
While this simplifies some aspects of the systems design, it also makes harder to perform file system
optimizations involving directory locality.

The storage management system uses a log-structured object system for data versions, a novel
journal-based structure for metadata versions, and an opportunistic on-disk anti-entropy cache for
restoring sequentiality to version-scrambled objects. In addition to reducing space utilization, the
metadata journaling simplifies background compaction and reorganization for blocks shared across
many versions. Experiments with the storage management system show that the security and data
survivability benefits of self-securing storage can be realized with reasonable performance. Specifi-
cally, the performance of NFS running over the self-securing storage system (S4) is comparable to
FreeBSD’s NFS for both microbenchmarks and application benchmarks.

The remainder of this paper is organized as follows. Section 2 describes how the object system
was designed and presents some of the challenges inherent to doing this type of versioning storage.
Section 3 describes the implementation of storage system. Section 4 evaluates the implementation.
Section 5 discusses related work. Section 6 describes some of the changes that could be made to

enhance the object system. Section 7 summarizes this paper’s contributions.



2 Design Considerations

To provide the level of security promised, the object system must record every change made to
an object. A file system like Elephant [17] can restrict their versioning by only recording changes
when a file closes, but the object system must be able to capture every change to an object. A
self-securing storage device cannot rely on the client operating system to be honest about file opens
and closes. If it depended on the client to tell it when to make new versions, it would be possible
for a compromised client to report false closes (or never report closes) and render the versioning
useless. Unfortunately, this high granularity versioning is difficult to support in a conventional file
system structure without significant performance loss; a different configuration must be sought.
The source of the performance problem is the copying that must occur to preserve distinct
versions of the object. The object’s data cannot be overwritten, so every update must allocate
space for new data. Some amount of metadata must also be copied so that the old data can be
recovered. Both of these copies are unnecessary in a system like the FF'S. The methods used by

the object system to counter these excess copies will be discussed in the following sections.

2.1 Versioning

The first prototype of the object system was quite similar to the Elephant [17] file system. It kept
track of different versions of objects by keeping a log of the onodes (an onode serves the same
function as an inode for the objyect system). Every time the file was changed, a new onode was
added to the log. An object structure in a fixed disk location kept track of the onode log. A
background cleaning process removed expired versions of objects.

When an object is updated, space must be allocated for each new byte of data. A similar series
of events occurs in a regular file system when it must increase the size of a file: new data blocks
must be allocated, bitmaps updated, and indirect blocks set. Unfortunately, S4 must perform this
series of operations on every update; a regular file system need only do this when extending the size
of a file. This copy of data and continual allocation of new space hurts performance. The only way
to perform like a regular file system is to combine the metadata updates with the data updates.

One way to combine the two operations is to use a log structure [16]. Metadata and object
data are written out to the log together in one large operation. This virtually eliminates the
performance differences for updating a variety of object sizes. The data copying still exists, but

now the metadata needed to mark an allocation is updated at the same time. Log structured file



systems lend themselves well to the store-all policy of the object system. In a log-structured file

system, the data is already there, it just needs additional metadata to allow for version recovery.

2.2 Recreating old versions

Recreating old versions means that meta data must be copied on each operation. While it is not
necessary to copy each piece of metadata, enough must be copied to recover a distinct version from
each update. This metadata copying can greatly reduce performance. A regular file system only
needs to create new metadata on a create operation, all other updates are done in place.

In our first implementation, a new onode and possibly three indirect blocks were allocated
whenever an object was changed. This problem comes from having to preserve the indirect blocks
for every version of the object. If any block an indirect block referred to was changed, the indirect
block could not be overwritten; instead, a new indirect had to be created. This caused the change
to a data block to cascade to the indirect block that referred to it, to the indirect block’s parent,
and all the way back to the onode. So, changing a data block pointed to by the triple indirect
blocks forced the creation of three new indirect blocks. This created a great deal of unnecessary
overhead; the problem could be alleviated by using a different method to store object versions.

The second approach we took was to use journaling to indicate changes to an object. Instead
of writing out all of the object’s metadata for each change, a small journal entry could be written
to the disk instead. This reduces the amount of meta data needed to indicate an object’s change.
It also allows us to write out less data for an in-core object. For example, it is not necessary to
continually write the indirect blocks to disk, because the journal entries indicate any changes. The
object’s metadata only has to be written when it is flushed from core. Not having to update the

indirect blocks on every write saves a great deal of performance overhead and space.

2.3 Pruning versions

Maintaining a pool of old versions necessitates some kind of background cleaning process to prune
the expired versions from the history pool and reclaim the space. This process is much like cleaning
in LFS, except that only versions beyond the history window can be reclaimed The cleaner can

also be used to relocate data, compress old versions, and prune the tree. The hope is that it can

do all of these operations while the drive is idle.



3 Implementation of the Object System

S4 is a self-securing storage device, that maintains an efficient object-versioning system transpar-
ently for its clients. It aims to perform comparably with current systems, while providing the

benefits of self-securing storage and minimizing the corresponding space explosion.

3.1 Object store

Considerable research has gone into providing a useful abstraction above the standard block-level
interface to mass storage devices. This work resulted in several proposals and prototypes for object-
based disks [5, 15]. It has also shown that the object abstraction simplifies access control by treating
an arbitrary collection of bytes as a management unit, as compared to a standard block device.
Since the S4 drive is responsible for enforcing and managing its own access control decisions, we
have chosen an object-based interface.

In S4, objects exist in a flat namespace managed by the drive. When objects are created, they
are given a unique identifier (ObjectID) by the drive, which is used by the client for all future
references to that object. Each object has an access control structure to determine which entities
(users and client machines) have permission to access the object. Objects also have metadata, file
data, and an opaque attribute storage space (for use by client file systems) associated with them.

The S4 object system is layered above two separate subsystems: the infrastructure [6] and the
front end [21] (see Figure 1). The infrastructure contains the drive’s RPC and disk interface, and
exports all of the drive’s interfaces to clients through a set of RPCs (see Table 1) layered over the
network. The front end acts as a communication layer between the RPC and the object store, and
enforces security.

To support persistent mount points, an S4 drive provides “named objects.” The object names
are an association of an arbitrary ASCII string with a particular ObjectID. The table of named
objects is implemented as a special S4 object accessed through dedicated partition manipulation
RPC calls. Since this table is implemented as an object, it is versioned in the same manner as all

objects on the S4 drive.

3.2 On-disk data organization

The main goals for the S4 object system are to avoid performance overhead and to minimize wasted

space, while keeping all versions of all objects for a given period of time. Achieving these goals
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Figure 1: S4 Drive Overview.

required a combination of known and novel techniques for organizing on-disk data.

Since data within the history pool cannot be overwritten, the object system uses a log structure
similar to LF'S [16]. This structure allows multiple data and metadata updates to be clustered
into fewer, larger writes and obviates any need to move previous versions before writing. With
additional metadata, the old versions can be retrieved. To do this efficiently, we use a variation of
journaling to track object changes. Marking changes with journal entries saves space, and simplifies
the process of recreating old object versions. A segment cleaner, similar to LFS’s cleaner, removes
expired versions from the history pool. |

Several studies have examined log-structured file systems’ performance problems and ways to
alleviate them [12, 18]. One of the bigger problems is the loss of data locality for frequently changing
files. We have created a new data structure called an anti-entropy cache to help solve this problem.
An anti-entropy cache opportunistically keeps an additional read-optimized copy of the object on

the disk. If the drive is low on space, this copy can be reclaimed to allow for further log growth.

3.2.1 Object Structure

An S4 disk object consists of two basic parts, an onode and an ACL table. The onode holds standard

inode metadata along with an opaque space for file system specific attributes. S4-specific metadata



RPC Type ]TDescription

Create Create an object

Delete Delete an object

Sync Sync entire cache to disk

SyncO Sync object to disk

Flush Removes all versions of all objects before a specified time
FlushO Removes all versions of an object before a specified time
Truncate Truncate an object

Read Read data from an object

Write Write data to an object

Append Append data to end of an object

GetAttr Get attributes of an object

SetAttr Set attributes of an object

GetACLByUser Gets an ACL associated with a UID for an object
GetACLByIndex Gets an ACL by its index in the ACL table

SetACL Set the ACL of an object

PCreate Create a partition

PDelete Delete a partition

PList List partitions

PMount Mount a partition

Table 1: S4 Remote Procedure Call List. Note that all modifications create new versions without effecting the

previous version.

includes the size, create and modification times, and the direct and indirect block pointers. The
additional attribute space makes it possible to implement a variety of file systems on top of S4’s
object interface. An onode has 30 direct block pointers and one single, one double, and one triple
indirect block pointer which provides a maximum object size of just over 32GB.

The ACL table holds the access control list for the object. The table contains 64 {user, access
rights} pairs, which can be expanded to a special ACL object if the table grows beyond this limit.
Pairing the onode and ACL table together on the disk allows for efficient ACL access in the average

case, without eliminating the possibility of large access control lists.

3.2.2 Overall Disk Layout

The S4 Object system divides the disk into fixed size log segments. LFS used a segment size of 1MB,
but based on recent research results [12], we chose a segment size of 64KB. We group these segments
into 4GB allocation groups, which contain a summary segment marking each 4GB boundary (see

Figure 2). This summary segment contains a copy of the superblock, the free segment bitmap for
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Figure 2: Disk layout overview. Shows the allocation group summary segment and the object map.

that allocation group, and indirect blocks used for an object map, similar to LFS’s inode map. S4
uses the object map to track the location of the most current copy of an object’s metadata within
the log, and potentially, its anti-entropy cache. This flexible structure gives us the ability to have
a large number of objects in the system without having to pre-allocate space for them.

S4 does all of its log writes to data segments (see Figure 3). Each data segment has one block
for summary information and 31 blocks available for journal entries and data. The summary block
keeps track of the layout and allocation of space within the segment. Specifically, it has a free
count and bitmap to track available space, and a mapping of objects to their metadata within the

segment.

3.2.3 Journaling

S4 stores the history of metadata changes in a journal. Because clients are not trusted to notify S4

when objects are closed, every update requires a new version and thus a new onode. Further, when



data pointed to by indirect blocks are modified, the indirect blocks must be versioned as well. For
triple-indirect blocks, a single-block update could require 4 new blocks and a new onode. Early
experiments with such a simple versioning system showed that writing a large file could cause up
to a 4x growth in disk usage. Conventional versioning file systems avoid this performance problem
by only creating new versions when a file is closed.

S4’s journaling significantly reduces these problems. By persistently keeping journal entries of
all metadata changes, metadata writes can be safely delayed, since onodes and indirect blocks can
be recreated in the event of a failure. To avoid rebuilding an object’s current state from the journal
during normal operation, an object’s onode and ACL table are committed to the log before the
object is evicted from the cache. For the same reasons, indirect block writes can also be delayed
until this time, since the journal entries contain sufficient data to recreate them.

S4 uses six kinds of journal entries: attribute, ACL, delete, truncate, write, and checkpoint.
Each of these entries represent a specific metadata change with the exception of checkpoint.
Checkpointing denotes writing a consistent copy of the onode, ACL table, and indirect blocks of
an object into the log. Also, all entries can serve to either undo or redo the specified operation.
The undo operation is necessary to allow in-time access of objects, while the redo is helpful for the
cleaner, allowing it to efficiently roll changes forward as it deletes expired versions.

Storing an object’s changes within the log is done using journal sectors. Each journal sector
contains the packed journal entries that refer to a single object’s changes made within that data
segment (see Figure 4). The sectors are tracked within a data segment using the metadata mapping
found in the summary information. Journal sectors are chained together backward in time to allow
for version reconstruction.

Journal entries also allow efficient differencing between versions. Since the exact changes be-
tween writes are noted within the entry, it is easy to find the blocks that should be compared. Once
the differencing is complete, the old blocks can be discarded, and the difference left in its place.
For subsequent reads of old versions, the data for each block must be recreated as the entries are
traversed. Still, cross-version differencing of old data will often be effective in reducing the amount

of space used by old versions [1].

3.2.4 Anti Entropy Cache

The anti-entropy cache keeps a sequential copy of an object’s direct blocks (up to 60KB) along

with the object’s onode and ACL table in a special segment. When a read request is made, the






