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Abstract

We describe a methodology for verifying system-on-chip designs. In our methodology, the problem
of verifying system-on-chip designs is decomposed into three tasks. First, we verify, once and
for all, the standard bus interconnecting IP Cores in the system . The next task is to verify the
glue logic, which connects the IP Cores to the buses. Finally, using the verified bus protocols and
the IP core desiguns, temporal properties about the complete system are deduced. To illustrate our
methodology, we verify the PCI Local Bus, a widely used bus protocol in system-on-chip designs.
We demonstrate various modeling and verification techniques for buses by modeling the PCI Local
Bus with the symbolic model checker SMV. We have found two potential bugs in the PCI bus
specification that await confirmation of the PCI Special Interest Group(PCI-SIG).
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0.1 Introduction

Hardware designs have reached a mammoth scale today, with over ten million transistors integrated
on a single chip. This breakthrough in technology has, in fact, reached the point, where it is hard
to design a complete system from scratch. Industry has already started designing ASICs from a
large repertoire of Intellectual Property Components or IP Cores sold by many vendors. System-
on-chip designs usually involve the integration of heterogeneous components on a standard bus.
These components may require different protocols or have different timing requirements. Moreover,
designers often do not have complete knowledge of the implementation details of each component.
For example, vendors may want to protect their IP Cores by only providing interface specifications.
Consequently, the validation of such designs is becoming more and more challenging. This report
outlines a new methodology for formally verifying IP Core based, system-on-chip designs.

An IP Core based system can be viewed as a collection of various IP cores, with interconnecting
buses running among them (see Figure 0-1). Since the cores are obtained from different vendors,
there is a need for standard buses to connect them. We also envision some kind of interface logic,
which we call glue, to connect IP Cores to the standard buses. In some cases IP Cores are designed
to be compliant to a standard bus protocol and can be connected directly to the bus without glue.
Bridges are used to extend such systems in a hierarchical fashion by connecting buses.

IP Cores are often pre-validated. This increases the confidence of system designer in third party
IP Cores. The validation of IP Cores must be part of the IP Core design itself. So in this scenario,
where we have a) pre-verified IP Cores with certain guarantees and confidence, b) a standard bus
protocol, and c¢) IP Core specific glue to connect cores to the bus, we can decompose the task of

verifying system-on-chip designs into three parts as follows.

1. Verify the interconnecting buses and bus bridges based on the abstract models developed



IP Core IP Core

C Glue D ( Glue )

Interconnecting Buses Bridge

— -

( Glue )

IP Core

IP Core

Figure 0-1: A typical IP Core based System

according to the bus specifications;

2. Verify the IP Core specific glue logic with respect to the pre-verified abstract glue models;

3. Given the verification guarantees of interconnecting buses and IP Cores, deduce properties

about the actual system.

Since the bus protocol is standard, it needs to be verified once and for all. One of the major
task in this process is the development of bus specific abstract models including master and target
state machines, and master and target back-end models. These models should be general enough
to incorporate all the behaviors of the interesting verification-related bus transactions. Temporal
properties verified in this stage should be focused on the subsets that can be preserved by the second
stage[15, 13, 11]. Glue logic is IP Core specific. If we have a collection of protocols for IP Cores,

then we can design an abstraction of the glue between the standard bus and each IP Core protocol.



This abstract model is designed once. Then, we intend to check if the actual glue implementation
refines the abstract model of the glue [12]. Thus, we have reduced the complexity of verifying
the glue to checking refinement. There is efficient algorithm that is both linear in the sizes of
the state spaces of both implementation and specification machines[10]. Compositional reasoning
techniques can be used to check refinement and provide abstract environments when checking part
of the design[15]. When this is completed for all IP Cores and their glues, we can proceed to the
third step, where temporal properties about the whole system can be easily deduced. The verified
complete system should be free of deadlocks and livelocks[9]. We envision the following design
language which forcilitate the application of our verification methdology:

Experience in industry with IP Core based ASIC designs shows that most of the bugs are found
in the bus or glue logic. To our knowledge, there is still no agreement on a standard bus protocol for
system-on-chip designs. However, the PCI Local Bus protocol [18, 19, 20] is widely accepted by
many microprocessor based systems (eg. Pentium and Alpha) and IP Core companies. Therefore,
the report focuses on verifying system-on-chip designs using the PCI Local Bus. This will provide
insight into questions like, what basic functionality is required of the buses, what kind of standard
interfaces are needed for IP Core based designs, and how glue logic may be designed and verified
for heterogeneous IP Cores. We have formally verified the correctness of the PCI bus protocol using
symbolic model checking [6].

In many cases, bus protocols can be verified with current formal verification techniques as
demonstrated by [5] and [8]. We concentrate more on the functional properties of the PCI local
bus and bridges rather than performance issues. A formal treatment of PCI bus performance is
given by Campos, et al. in [5]. In a recent paper [17], theorem proving techniques have been
used to validate a proposed solution for a bug in the PCI bus protocol, but this approach requires

considerable expertise in modeling the bus and is not easily automated.



0.2 Symbolic Model Checking

Model Checking[6] is an automatic technique to check an implementation described as a state tran-
sition system satisfies the specification expressed in temporal logic formulas or another state tran-
sition system. Symbolic Model Checking uses ROBDD[1] as the underlying representation, which

makes it practical for many applications.

0.2.1 Binary Decision Diagram

Ordered binary decision diagrams (BDDs) are a canonical representation form for boolean formu-
las [1]. They are often substantially more compact than conjunctive normal form and disjunctive
normal form, and they can be manipulated very efficiently. BDD is a directed acyclic graph which

can be obtained from the ordered decision tree by the following two steps:
e Combine any isomorphic subtrees into a single tree.
e Eliminate any nodes whose left and right children are isomorphic.

An efficient BDD package[2] normally include a unique table, an operation cache. Boolean
operations can be implemented based on ITE operator. Suppose z is a boolean variable, then
ITE(I,LT,E)=a ANITE(I;,Te, Ex) V&' NITE(Ip, Ty, Ey)

The time complexity is O(|I|.|T’|.| E|).

OBDDs are used for obtaining concise representations of relations over finite domains. If
R is n-ary relation over 0,1 then R can be represented by the OBDD of its characteristic func-
tion fr(z1,...z2) = 1,if fR(z1,...,2,). The transition relation of a FSM can be represented by
flv,z, v’), where v is the current state variables, z is the input variables, v' is the next state vari-
ables. Image and Pre-image computation can be computed efficiently using BDDs. [14] gave an

AndFzists algorithm to efficiently compute 3V”.(pV¢q). By reducing 3SAT problem to AndEzists



BDD computation, it is shown AndE'zists is at least NP_hard.

0.2.2 Temporal Logic Model Checking

The model of computation in temporal logic model checking is called Kripke structure M =<

S,Sg, AP, R, L, H >, where

S is the set of states, Sg 1s the initial state,

e AP is the set of atomic propositions,

R € § x S is the transition relation, and

o [: S — P(AP) gives the set of atomic propositions true in each state.

o H = hq,..., h, is a set of fairness constraints, where 7; C S.

Models such as Moore machine[13], Mealy machine commonly used in hardware description can
be easily translated into Kripke structure.

In temporal logic, there are two branching time operators: A which stands for all execution
paths from a given state and E which stands for some execution path. There are mainly four linear
time operators(F, G, X or U):

1. Fo (“p holds sometime in the future”) is true of a path if there exists a state on the path for

which the formula ¢ is true.
2. G ¢ (“p holds globally”’) means that ¢ is true at every state on the path.
3. X ¢ (“¢ holds in the next state”) means that ¢ is true in the second state on the path.
4. U (“p holds until ¢ holds™) means that there exists some state on the path for which ¢ is

true, and for all states preceding this one, ¢ is true.



computation tree logic(CTL) and linear temporal logic(LTL) are two kinds of temporal logic
widely used as specification languages in model checking. In CTL each of the usual linear time

operators must be directly preceded by a path quantifier. Examples of CTL formulas are:

1. AG(Req — AF Ack): itis always the case that if the signal Req is true, then eventually Ack
will also be true.

2. AG AF DeviceEnabled: Device Enabled holds infinitely often on every computation path.

3. AGEF Restart: from any state, it is possible to get to the Restart state.
4. AG(Send — A(Send U Recv)): if Send holds, then eventually Recv is true, and until that

time, Send remains true.

Since AG, AU and AX can be rewritten in terms of EG, EU and EX, it is sufficient to only
consider EX f, E(f U g) and EG f in CTL model checking. The procedure to return the BDD

representation of the states where the formula is true is called C'heck [4]:
1. CheckEX (f(v)) = 30'[f(¥) A R(T,7")].
2. CheckEU(f(3), ¢(%)) = UpZ(3)[g(®) V (£(7) A Check EX (Z(D)))]-
3. CheckEG(f(%)) = gfpZ(T)[f(T) A Check EX (Z(T))].

Fairness constraints are needed for reactive concurrent systems. A path is said to be fair with
respect to a set of faimess constraints if each constraint holds infinitely often along the path. CTL

model checking with fairness can be described as:

1. EGuir f = gfpS | A A EXE(FUSA k)|
k=1

2. EXtqir f = EX(f A EGyqiyr true)

3. Efoir (f Ug) = E(f U (g A EGyqir true))



Linear temporal logic(LTL) consists of formulas that have the form A f where there is no branch-
ing time operators in f. [7] gave a LTL modeling checking algorithm based on CTL model checker
SMV [14]. LTL formula Af is converted to ~E~f. A tableau T' = (S7, R, LT) with AP; as
its set of atomic propositions is constructed which has all the possible paths that satisfy f. Each
state in the tableau is a set of elementary formulas el( f) obtained from f. New state variables are
introduced for each occurrence of a temporal operator in f to encode the transition relation in 7. A
function sat(g) is defined for each subformula g of f to return a set of states in 7" where g is true.
The following theorem establishes the conversion of LTL model checking to CTL model checking:
Theorem [7]: M, ¢’ |= Ef if and only if there is a state o in T such that (o, 0’) € sat(f) and

P, (0,0") = EG true under fairness constraints {sat(=(gUh) V h)|gUh occurs in f}.

0.2.3 Implementation Relation between Models

In Model checking, both specification and implementation can be state transition systems, which
describe behaviors at different level of abstraction. Typically, specification machine can be used
as part of implementation machine when checking more abstract specifications. Model checking
in this framework consists of checking the implementation relation between models, denoted by
P < (), where P is the implementation machine and () is the specification machine. There are two
definitions of implementation[11], the first one is trace-based implementation or refinement, where
every computation of the implementation is correlated to some computation of the specification. The
second one is tree-based implementation or simulation, where every computation tree embodied in
the implementation is correlated to some computation tree embodied in the specification. Simulation
is a sufficient condition for refinement.

As far as temporal logic is concerned, refinement preserves LTL; while simulation preserves

ACTL*[13]. Refinement-checking problem is PSPACE-hard in the size of the implementation de-



scription and in the state space of the specification[10]. By adding witness module to make all the
local variables of ) appear in P, the refinement checking problem can be reduced to transition-
invariant checking, which is linear on the state spaces of both P and (). Although simulation can be
reduced to the problem of finding a simulation relation, with complexity linear in the state spaces
of both P and ), the simulation with fairness defined in [13] can not be checked efficiently(it is

complete for PSPACE).

0.3 PCI Local Bus

The PCI Local Bus [18, 19, 20] is a high performance, synchronous bus architecture that can transfer
32-bit or 64-bit data. Its primary goal is to establish an industry standard and optimize for direct
silicon (component) interconnection with minimum glue logic required. It supports most processor

designs and connects various types of devices on a chip. Bridges are used to extend the PCI bus

based systems.

0.3.1 PCI Signals and Transactions

PCI bus signals(Figure 0-2)can be divided into the following categories according to their func-
tionality. Address and Data lines are multiplexed and can be either 32 bit or 64 bit wide, and they
also have a parity line for error correction. Command lines carry four bit commands at the start of
each transaction, identifying the transaction type. Interface Control lines are used for handshaking
between devices, device signalling, exclusive access and transaction termination. Arbitration lines
are traditional request- and-grant type point-to-point lines between each device and an arbiter. PCI
bus also supports four Interrupt lines and IEEE JTAG lines. Error indicator lines and system wide
lines clock and reset are also required.

The following pins are important signals in PCI [21]:
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Figure 0-2: PCI signals

e FRAME# (Frame): This active-low signal identifies the beginning of a valid bus cycle. It
identifies the address phase of the transfer and indicates that the AD and C/BE# signal lines
contain valid address and command information. Once deasserted, the cycle is in the final
data phase and completes when TRDY# and IRDY# are asserted in the same clock cycle to

latch the final data transfer.

e TRDY# (Target Rdy): This active-low signal indicates that the accessed PCI resource (target)
is ready to complete the bus cycle. This signal is used in conjunction with IRDY# such that

when both are deasserted, the data phase is complete. For a read cycle, it indicates that valid



data is present on the bus. During a write cycle, it indicates that the target is ready to accept

data.

IRDY# (Initiator Rdy): This active-low signal indicates that, for write cycles, active data is
valid on the bus driven by the bus master. During a read, it signifies that the master is ready

to accept data.

STOP# (Stop): This active-low signal indicates that the accessed PCI resource (target) wants
to end the bus cycle without the bus master completing any or all accesses. The signal can be
used if the target cannot accept or return more data or in the event of an error. Refer to the

discussion on RETRY, DISCONNECT and TARGET ABORT.

DEVSEL# (Device Select): This active-low signal indicates that a PCI resource (target) has
decoded the address on the AD signal lines and claims the bus cycle. It is also used by other

PCI resources to indicate another device has claimed ownership of the current transaction.

AD[31::00] (Address/Data): These are 32-bit (AD31 is MSB) multiplexed lines used to con-
vey address and data. They are valid on the rising edge of clock and are active-high lines. A
typical bus cycle consists of one address phase and one or more data phases for burst reads

and writes.

C/BE[3::01# (Command/Byte Enable): These active-low lines contain the command type for
the bus cycle as well as the valid byte lanes of the AD signal lines. These lines are always

valid.

REQx# (Request): Each bus master has an individual and unique request line to the system
arbiter. The master uses this line for output only, although the line is defined as bidirectional,

to take advantage of a standard PCI buffer that has attributes of being in the 3-state mode. It

10






