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Robustness Testing of A Distributed Simulation Backplane

Abstract

Creating robust software requires quantitative measurement in addition to careful specification and

implementation. The Ballista software robustness testing service provides exception handling measure-

ments for a variety of application domains. This thesis describes Ballista testing of the High Level Archi-

tecture Run-Time Infrastructure (HLA RTI), a general-purpose distributed simulation backplane developed

by the Defense Modeling and Simulation Office that has been specifically designed for robust exception

handling. While more robust than off-the-shelf POSIX operating systems, the RTI had normalized robust-

ness failure rates as high as 10.2%. Non-robust testing responses included exception handling errors, hard-

ware segmentation violations, "unknown" exceptions, and task hangs. Additionally, testing repeatedly

crashed one version of the RTI client through an RTI service function call. Results obtained from testing

the same version of the RTI on two different Unix operating system platforms demonstrate some difficul-

ties in providing comparable exception handling coverage across platforms, suggesting that the underlying

OS can have a significant effect on the way robustness failures manifest. Results obtained from testing the

same RTI interface specification produced by two different development teams illustrate common robust-

ness failures that programmers can overlook. Testing the RTI led to scalable extensions of the Ballista

architecture for handling exception-based error reporting models, testing object-oriented software struc-

tures (including callbacks, pass by reference, and constructors), and operating in a state-rich, distributed

system environment. Robustness testing has been demonstrated to be a useful adjunct to high-quality soft-

ware development processes, and is being considered for adoption by the HLA RTI verification facility.

The results of this testing yield insights into the types of robustness problems that can occur with an appli-

cation specifically designed to be highly robust.
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1. Introduction

Robustness in software is becoming essential as critical computer systems increasingly pervade our

daily lives. It is not uncommon (and although annoying, usually not catastrophic) for desktop computing

applications to crash on occasion. However, as more and more software applications become essential to

the everyday functioning of our society, we are entering an era in which software crashes are becoming

unacceptable in an increasing number of application areas.

Careful specification and implementation are required to create robust software (i.e., software that

responds gracefully to overload and exception conditions [IEEE90]). In particular, it is thought by some

that exception handling is a significant source of operational software failures [Cristian95]. However, cost,

time, and staffing constraints often limit software testing to the important area of functional correctness,

while leaving few resources to determine a software system’s robustness in the face of exceptional condi-

tions.

The Ballista software robustness testing service provides a way for software modules to be automati-

cally tested and characterized for robustness failures due to exception handling failures. This service pro-

vides a direct, repeatable, quantitative method to evaluate a software system’s robustness. Ballista works

by performing tests on the software based on traditional "black box" testing techniques (i. e., behavioral

rather than structural testing) to measure a system’s responses when encountering exceptional parameter

values (overload/stress testing is planned as future work). Previously the focus of Ballista was on testing

the robustness of several implementations of the POSIX [IEEE93] operating system C language Applica-

tion Programming Interface (API), and found a variety of robustness failures that included repeatable,

complete system crashes that could be caused by a single line of source code [Kropp98].

This paper explores whether the Ballista testing approach works on an application area that is signifi-

cantly different than an operating system API, testing the hypothesis that Ballista is a general-purpose test-

ing approach that is scalable across multiple domains. The new application area selected for testing is the

Department of Defense’s High Level Architecture Run-Time Infrastructure (HLA RTI). The RTI is a gen-
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