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Abstract

Embedded networks will increasingly be used in safety-critical applications such as drive-by-wire
automobiles. Because of potentially high network noise in such systems, reliably detecting bit errors
could become vital to preventing the dissemination of corrupted data. Unfortunately, an interaction
between bit stuffing and use of a cyclic redundancy code (CRC) can create a vulnerability 1o undetected

multi-bit errors. Simulations of the widely used Controller Area Network (CAN) protocol indicate that

this problem can cause a double-bit error to result in a 1.3 x 107 probability of undetected corruption.
This number, although small, becomes an issue when magnified by a fleet size of hundreds of millions of
vehicles. This vulnerability and related CAN specification problems can be fixed, albeit at a cost. A
generalized lesson is that transmission encoding can undermine the effectiveness of error detection codes

to the point that a system might not provide a required level of robustness.

I. Introduction

Embedded communication networks are becoming prevalent in distributed embedded systems, and are
poised for widespread use in safety-critical applications. In these days of increasing electronic content in
many products, embedded networks provide greater design flexibility, reduce wiring complexity, and
potentially reduce system cost compared to discrete wiring approaches. These advantages make it
desirable to use embedded networks even for safety critical applications, but also require careful
consideration of system safety issues. For example, the objective of the X-by-Wire project [Dilger 98] is
to perform safety-critical vehicle control using redundant electronics connected by a reliable (and dual

redundant) real-time embedded network, but dispensing with mechanical backup devices.

Unfortunately, traditional fault tolerant system design experience is not entirely applicable to mass-

produced consumer applications. Techniques for constructing dependable networks have been generally
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developed in traditional critical application areas such as aerospace, nuclear, and military systems. In
particular, the massive scale of deployment for consumer products means even very improbable events
(from a single unit point of view) are likely to happen on a regular basis somewhere in a large deployed
fleet. For example, the U.S. automotive fleet logs approximately four orders of magnitude more operating

hours annually than the U.S. commercial aviation fleet. Thus, a failure that is extremely improbable in an

aviation setting (a failure rate of 107 per hour) can be expected to happen approximately once in the fleet
every 73 years; yet that same failure rate will result in a failure every 4.5 days in the automotive fleet.
[Koopman 98] Thus, small, acceptable failure rates in traditional fault tolerance applications may not be

small enough to ensure safety in consumer applications.

A particular source of potential problems is undetected network errors. The operating environment under
the hood of a car is notoriously harsh and electronically noisy. Farthermore, the tight cost constraints on
consumer products dictates that the bare minimum possible shielding and noise suppression hardware be
used. Normally, error detecting codes can identify messages corrupted with modest numbers of bit errors,
so current designers do not worry about this issue. But what if the assumption of effective error detection
is incorrect? Designs could be produced in which corrupted data is mistaken for valid control information
in a safety-critical system. Clearly, it is important to design systems so that the chance of corrupted data

being mistaken for valid data is vanishingly small, even in the context of a large automotive fleet.

Unfortunately, the controller area network (CAN) protocol, which is specifically designed for automotive
control applications, has a vulnerability to undetected multi-bit transmission errors. Despite the use of a
Cyclic Redundancy Code (CRC), the CAN protocol can be expected to accept a small fraction of
messages with double-bit errors (and, in general, any multi-bit error) as valid under realistic operating
conditions. In this paper, we will demonstrate that CAN’s use of bit stuffing (a typical bit-level encoding

mechanism) actually undermines the effectiveness of the CRC error detection mechanism. While the
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effect is too small to be seen in most typical laboratory tests or small-scale field trials, it is possible that it

could cause system failures when employed in a safety-critical role on a full-size automobile fleet.

The remainder of the paper describes the details of the vulnerability found in CAN, how frequently it can
be expected to occur, and several potential solutions for systems using the existing protocol and any
potential next-generation CAN protocol design. Section 2 presents a summary of the CAN protocol and
previous work in CAN robustness and vehicle network failure rates. Section 3 shows how bit stuffing
undermines CRC effectiveness. Section 4 describes an experimental methodology for predicting failure
rates from the problem. Section 5 compares the simulation results to analytical results from previous
research. Section 6 contains simulation results and analytic verification. Section 7 suggests potential
improvements for current systems and future CAN protocols. Finally, Section 8 presents conclusions and

opportunities for future research.

I1. Background and Prior Work

A. Controller Area Network

The Controller Area Network is a low-level serial data communications protocol for embedded real-time
applications. [Bosch CAN 91] [SAE CAN 90] [web CAN 98] It was originally developed by the German
company Robert Bosch GmbH for use in cars as an alternative to expensive and cumbersome wiring
hamesses. The transmission medium is usually a pair of copper wires. Although fiber optic
implementations exist, they are too expensive for general automotive use. CAN operates at speeds of
100K to 1M bits/second. Data bits are sent in two states: dominant (a logic 0) and recessive (logic 1).
Transmission hardware is designed in such a way that if two transmitters attempt to assert data
simultaneously, any transmitter asserting a dominant bit will prevail over transmitters attempting to send

a recessive bit.
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CAN data is transmitted and received using formatted message frames. There are two protocol versions in
widespread use: 2.0A which supports 11-bit message identifiers and 2.0B which supports both 11-bit and

29-bit identifiers. Without loss of generality, the work presented in this paper uses the 2.0A protocol with

a frame format as shown in Figure 1. [Bosch CAN 91]

Message Frame
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Slot

Figure 1: CAN message format [web CAN 98]

Bus Idl

Below the message frame level, CAN performs bit stuffing. If the transmitter logic detects five
consecutive bits of the same level, it will insert a sixth complementary bit into the transmitted bit stream
to help the phase-locked bit timing loop maintain synchronization with the message bit stream. Thus if a
CAN device receives five identical consecutive bits in the bit stream, the receiver logic will automatically
delete the next incoming bit in a process called bit destuffing. Bit stuffing is performed on message frame
bits from Start of Frame (SOF) through the CRC, and is done invisibly to the application. Therefore,
while a CAN message may appear from Figure 1 to have a fixed number of bits given a fixed data field
size, the number of bits actually transmitted on the physical network medium varies depending on data

values and the associated need for stuff bits.

Even though CAN was specifically designed for safe operation in automobiles, previous studies have
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uncovered some design problems having to do with specific CAN features. Bit errors in the last two bits

of the end-of-frame delimiter can cause inconsistent message delivery and generation of duplicate
messages. For example, at a bit error rate (ber) of 10 and node failure rate of 10‘3, 2840 inconsistent

message omissions will occur per hour and 3.94 x 107 inconsistent message duplicates will occur per

hour. {Rufino 98]

A previous study was performed to analyze the possibility of undetected errors in CAN networks. [Unruh
90] That study classifies falsified messages that escape error detection into three types. Normal bit errors
are errors that are due to the finite coverage of the CRC. Encoding related errors are bit errors that cause
information bits to be interpreted as stuff bits and vice versa. Message length modifying errors either
change the data length code of the message, generate end of frame marks, or change end of frame marks
into stuffed sequences. That study concluded that encoding related errors were the most significant source
of problems. An assumption made in their analysis was that bit errors in the identifier would cause
application software to detect and reject messages based on improper data field lengths; however in our
current work we have found that this assumption does not cover all likely failure scenarios and thus is
unduly optimistic about the effectiveness of CAN error detection capabilities. In addition, their results

were based purely on analysis and was not verified with simulation.

B. Electromagnetic Compatibility

The preceding studies have partially investigated what happens on a CAN network in the presence of bit
errors. Of course the importance of these results depend on the ber that will actually be experienced.
While it is generally acknowledged that bit error rates will be substantial, it seems to be difficult to find
hard data on the subject of ElectroMagnetic Compatibility (EMC) inside vehicles. Nonetheless, at least
two such studies have been published; one on a one-shot case study of a single vehicle, and another on

general electromagnetic compatibility issues.
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A one-shot case study of EMC for CAN demonstrated that for one vehicle, CAN seemed to remain robust
in a harsh, real-world vehicle environment that had significant electromagnetic activity. In particular they
state that when errors occur, the bus was able to recover rapidly so that there was no loss or significant
delay of data. [McLaughlin 93] In addition, even though some of the systems that were controlled by
CAN distributed information had failed, the information on the CAN bus was error free. Unfortunately,
the amount of data that could be collected was limited by the realities of constrained resources and time
available for testing. Thus, this report should be considered an indication that CAN will typically operate

in a harsh EMC environment rather than a statement about any absence of low-probability events.

It seems likely that electric vehicles will provide a platform in which networks such as CAN be used in
safety-critical control systems. However, the large drive motors in electric vehicles produce large
amounts of electrical noise, making EMC problems an even greater concern than on current vehicles. For
example, an EMC study of an electric vehicle revealed voltage spike levels up to 20V on the SAE J1850
serial communications bus (a low-speed bus that is otherwise generally CAN-like in nature). To reduce
the spike levels down to 0.4V or less, EMC control features had to be installed, increasing vehicle cost.
[Gaul 97] While adding cost is acceptable in a prototype, the harsh reality of the automotive industry is
that even pennies count. Thus, in a production vehicle design it is almost a certainty that only enough
shielding and similar features would be added to make the vehicle adequately operational, and in general

this would not be enough to completely eliminate EMC problems.

From the previous research results, it can be seen that the CAN protocol is not perfect, but would appear
to be reasonably robust to moderate bit error rates based on some simplifying assumptions that are not
made in the analysis presented in this paper. There seems to be only limited data characterizing the bit

error rate in current vehicles. However, it is clear that as electric vehicles (and, presumably hybrid
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combustion/electric vehicles) become more prevalent, electrical noise problems are likely to lead to

significant bit error rates.

The results presented below describe a mechanism for failure rates worse than those discovered
previously. (Unruh et al. report a subset of these failures, but did not discover the entire scope of the
problem.) Given industry practice of studying network noise problems on a prototype basis as
exemplified by the EMC studies above, it is important to have a tool that can project bit error rate to
predict safety-critical failures without the need for full-scale fleet failure data. The results below provide

such a predictive technique for multi-bit CAN errors using simulated fault injection.

II1. Bit Encoding Undermines Error Detection Code Effectiveness

The CAN specification [Bosch CAN 91] states that the CRC field in each message will detect all burst
errors up to 15 bits, and all errors with 5 or fewer disturbed bits. That specification also states that other

multi-bit errors (with at least 6 disturbed bits or burst errors of more than 15 bits) will slip through

undetected with a probability of 3 x 107, These specifications seem adequate in environments with
moderately infrequent individual bit error rates (because having a large number of bit errors quickly
becomes improbable for any given message) and burst errors that are not longer than a few bits. And, in
fact, if CAN simply used a CRC with no bit stuffing the specifications would fully be met by the CAN

implementation.

Unfortunately, the CAN implementation does not meet the CAN specification. In particular, multi-bit
errors may cause a cascading effect in which stuffing bits cause effective shifting of data patterns. This
shifting leads to large numbers of bit errors being fed to the CRC. Thus, as few as two bit errors in the
transmitted bit stream can appear as more than 6 disturbed bits to the CRC, causing false acceptance of a

corrupted message.
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Original message
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All bits will Corrupted message
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in position
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bit bit

Figure 2: Example of bit stuffing problem

Figure 2 shows an example of the problem occurring in a message that has suffered two bit errors (2
flipped bit values). In this example a bit error breaks up a sequence of five ones in the data stream.
Because of this, the following stuff bit is improperly interpreted as a data bit (a zero). For a single bit
error this would eventually be caught as an illegal message length. However, in this example a second bit
error occurs which creates a run of five zeros. This causes what was originally a data bit (the 1 at the end
of the five zeros) to be interpreted as a stuff bit, subtracting a bit from the effective message length and
therefore balancing the length problem created by the first bit error. Similarly, an apparent stuff bit might
be created early in the message and a genuine stuff bit deleted later in the message (and, also, there is no

reason that a message with more than two bit errors cannot suffer a similar problem).

The effect of the creation and deletion of balancing stuff bits in this failure mode goes beyond simply
corrupting two data bits. In fact, this failure mechanism magnifies a pair of bit errors into creating a
sequence of data and stuff bits that are shifted one bit position earlier or later in the data bit stream. This
causes any place in the shifted bit pattern that transitions from a zero to one or a one to zero to experience

an effective bit error. It should be noted that in general the result is not a burst error, because in places
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where the original data stream has multiple zeros or multiple ones in a row, effective bit errors only occur
at the beginning and end of the shifted bit stream. Thus, the result of this failure mode is the random

injection of a cluster of essentially independent bit errors in a region of the message.

IV. Experimental Methodology

An analytic approach to determining how often this problem would occur turned out to be extremely
difficult. This is due to the variable length of a CAN message frame and the complex nature of a CAN
frame when taking bit stuffing into consideration. Therefore, a simulation was developed to
experimentally determine the likely occurrence of the problem. (Partial analytic results are described in

the results and analysis section of the paper as a way to double-check simulation results.)

A program was developed that simulates sending CAN messages which are corrupted during network
transmission (i.e., corrupted at the physical message level including stuff bits). Two kinds of corrupted
messages were simulated: randomly flipped bits and burst errors (where a burst error is defined as an
injected stream of dominant or recessive bits). For comparative purposes, simulations can also be run with
bit stuffing turned off (although a real CAN network could not be operated this way in practice). The
simulator works by generating a message with random ID and data fields. A CRC is computed using the
standard CAN CRC algorithm, and bit stuffing is then performed to create a transmitted bit stream. The
message is then corrupted with an appropriate number and type of bit errors. The bit errors can be either
randomly flipped bits or burst errors. For randomly flipped bits, the simulation user chooses the number
of bit flips, and the simulator randomly generates the unique positions of the bit flips in the CAN
message. For burst errors, the simulation user chooses the length of the burst error and the simulator

randomly generates the starting position of the burst error.

After the message is corrupted, the stuffed message goes through a destuffing process. A number of
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different scenarios can happen during the destuffing process. There are certain bits in a CAN message that
define the message format and length. If any of these bits are flipped, the message format and/or length
will be changed. The first bit in a CAN message, the SOF, must be a logic 0. If this bit is corrupted, the
CAN receiver will continue to look for a logic O until it is found. This will alter the values of all. future
fields in the message. The RTR bit is used to differentiate between a transmitted data frame and a request
for data from a remote frame. If the RTR bit is 1, then the receiver will accept a regular data frame. If the
RTR bit is flipped to 0, the receiver will accept a remote frame and look for the request for data from a
remote node. This means that the message received will be interpreted as not containing any data bytes.
The IDE bit identifies whether the message is standard format or extended format. If the IDE bit is O, the
message is standard format. If the IDE bit is flipped to 1, the received message will be interpreted as an
extended format message. The DLC field defines the length of the data field in the message. The
corruption of any bits in the DLC field will alter the message length and the receiver interpretation of all

fields after the data field.

Any of these potential bit changes makes the receiver interpret a very different message from the one that
was originally sent by the transmitter. The receiving algorithm checks for illegal stuffing patterns (i.e., six
or more zeros or ones in a row) and other message format violations (called form errors in CAN;
requiring correctly formatted bit values in the end-of-frame, INT, ACK and CRC delimiter bits). In the
majority of the cases, the corrupted message will be dropped due to either stuff or form errors. But in a

small number of cases, the message may still pass both the stuff and form error checks.

If a stuff error or form error occurs, the error is considered successfully detected. If no error is detected at
that stage, a new CRC is calculated from the corrupted unstuffed message. If that new CRC does not
exactly match the information recovered from the CRC field of the corrupted message, then the

corruption is considered to be successfully detected by the CRC check. If the computed and transmitted
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