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Abstract

This paper presents an experimental framework consisting of three software tools for implementing.
characterizing, and evaluating concurrent error detection and recovery techniques for gencral-purpose pro-
cessors. The first tool analyzes compiled assembly programs (currently MIPS R200(/R3000). and can per-
form a number of code transformations, including the embedding of instructions for profiling and
integrated monitoring for both error detection and recovery. The second tool facilitates error injection
experiments. It can inject permanent or transient faults, manage the execution ot the corrupted code, record
the error handling behavior, and perform repeated experiments. The third tool analyzes the recorded exper-
imental data, classities the error types and determines the effectiveness of the tcchniques. This frumework
has been implemented and initially applied to the analysis of intrinsic error detection mechanisms in con-
temporary pipelined processors, and the detection of and recovery from control flow errors via signature

monitoring.

Keywords: Concurrent error detection and recovery, signature monitoring of contol low, Lault injection

experiments, code transformation, pipelined processors.
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1. Introduction

Size, cost, weight and power restrictions limit the addition of massive hardware error detection and
recovery mechanisms to tany computers. New designs are limited by onc or more ol these factors, while
retrofitting existing computers 1s expensive. Software-based concurrent error detection (CED) and recov-
ery techniques combined with existing processor mechanisims provide an inexpenstve alternative o add-on
hardware mechanisms. Rather than adding dedicated hardware, the application software can be modilied o
create a robust program o run on an existing system, with the capability 1o detect and recover from crror
occurrences.

Many modern general-purpose microprocessors indirectly provide concurrent error detection mecha-
nisms as an itegral part of the processor’s capabilities. Word-addressed memory interfaces ideatily
unaligned accesses, virtual memory systems detect out of range accesses, and so forth. Such mechanisms
provide an inexpensive and already existing base of CED, which can be further ecnhanced by software CED
techniques.

Recent research has proposed sottware CED techniques such as signature monitoring |Wilken 90},
{Schuette 86], which monitors the control flow of a program using additional hardware. Integrated moni-
toring has been proposed as well, in which error detection instructions are inserted directy into the appli-
cation program [Schuette Y1), rather than adding a dedicated hardware monitor.

This paper presents a new framework tor implementation and evaluating CED and recovery tech-
niques. The tools facilitate implementing, characterizing and evaluating soltware-based CED techniques.
In addition, the tools can analyze intrinsic hardware based mechanisms in existing processors, The tools of
this framework automate most of the tasks involved in implementing and evaluating concurrent error
detection and recovery techniques. A program modification tool incorporates CED and recovery code, a
fault injection tool facilitales automatic injection experiments, and a data analysis tool that classities
batches of injected fault/symptom pairs. Each of these tools is extensible, forming a versatile customizable
framework. Future work will use the framework tools to characterize a varicty ol CED and recovery tech-
niques, as well as expand the framework to support superscalar processors.

Sectdon 2 presents an overview of the tools and the context for this work. Sections 3, 4 and 5
describe the tools Transform, Corrupt and Analyze, respectively. Section 6 provides conclusions and luture

directions.
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2. Experimental Framework
2.1 Background

The tools presented in this framework implement and empirically characterize integrated monitoring
techniques, which embed CED and recovery instructions within the application program. In addition 1o
such software-based detection techniques, the tols can charactlerize intrinsic mechanisis relying on exist-
ing hardware in the processor. Most general purpose microprocessors have virtual memory support hard-
ware, an instruction decoder and an address bus interface, providing a broad base ol support tor the
hardware-based techniques. These mechanisms work together to provide an incxpensive foundation for
concurrent error detection.

There are many approaches to fault injection; some require the addition of hardware, simulation ol
the system in software, a physical means of injection, or some combination of these methods. These meth-
ods vary in the types of faults that can be injected, fault duration, fault location, injection rate and control.
execution speed, monitoring information and software and hardware overhead. Each technique is targeted
for a certain type of application, but in general most fault injection techniques require a substantial over-
head.

Fault injection hardware can be added, as in [Schuette 86], but this requires physical modification of
the system under test. The only signals available for corruption are those which run off-chip, and fault trig-
gering and logging circuitry may be complex. However, the system runs at [ull speed, the faults are uscr-
defined and many signals are corruptible. The system under test may be simulated entirely in software:
[Ohlsson 92] presents fault injection into the simulation of a RISC system, consisting of a VHDL descrip-
tion of the processor and memory. Fault simulation involves corrupting state bits in the processur and
observing the effects on the test programs. Though the system behavior is accurate, and there is complete
control over the injected faults, simulation speed is very stow. Actual physical experiments may be used:
[Miremadi 92] presents a system which injects faults into a microprocessor by using heavy ions fron a
radioactive source. This system requires a vacuum chamber to hold the ion source and the microprocessor.
greatly increasing system complexity. Faults are injected slowly (less than one per minute), but they are

potentially more representative of real-world faults.
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The fault injection technique presented here requires no additional hardware, has negligible exceu-
tion time overhead, offers precise control over fault location and duration. and is quickty and casily imple-
mented. The faults can be repeated, and their results can be observed instruction by instruction with a
common debugger such as dbx. In this paper the Stanford and SPEC benchmark suites are used. Library
routines (e.g., fread) are not tested here, though these tools are capable of such an analysis. The work pre-
sented here limits the injection of faults to application code, though these faults may be passed to C library
routines through corrupted arguments,

A basic automated checkpoint-based recovery technique |Siewiorek 92] is implemented in our initial
experiments. [t provides substantial restartability when coupled with a low-latency concurrent error detee
tion scheme. The recovery scheme is limited in that it requires reasonably fast error detection. as only a

limited amount of memory in addition to registers can be restored.

2.2 Framework
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Figure 1: Use of Framework Tools to Evaluate Program
Three tools comprise the tramework: Transform, Corrupt, and Analyze. The tools can implement
and evaluate an integrated monitoring technique using the tollowing steps. Figure 1 shows how the touls

are used Lo characterize a program’s performance with a given monitoring technique. First, the user targets
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Transform 1o insert the appropriate CED code 1n the control flow graph (CFG), then Transform enhances
the test program by automatically incorporating detection and recovery instructions. Corrnpt then repeat-
edly corrupts and executes the modified test program. Finally, an execution profile ol the good program is
generated using Transform. and Analyze uses this information in conjunction with the corruption test
resuits to gather CED performance statistics.

Transform reads an assembly file (currently MIPS R2000/R3000) and creates a CFG [Aho 86] with
register liveness information. The CFG can be moditied to be self-profiling or self-tracing (o generale exe-
cution information for later use. The CFG can be enhanced with the insertion of tracking functions and
checkpoints to implement software integrated monitoring. A tracking function captures a program’s con-
trol flow history, while a checkpoint verifies that it is correct. In addition, code o attempt recovery can be

inserted.

0x40079¢

old Oxlcfc021 addu 124, r14.r15
new  0x34fc021 addu 124, r26.115
Segmentation fault (core dumped)

Figure 2: Example Error Log Entry

Corrupt inserts one or more transient or permanent bit faults in the code section of an executable file.
Transient faults are specified by duration n; the given word is corrupt the first n tries and restored to fault-
free after that. Certain address ranges may be excluded from the corruption process, and library routines
are automatically excluded. As an instruction is corrupted, Corrupt disassembles that instruction’s orginal

and corrupt versions for use in later analysis, as shown in Figure 2.
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Table 1: Sample OQutput from Analyze

Mot | S| e | i | Bt |
No Modification 0.00% 0.00% 0.00% 3.03% 0.00% 3.053%
{(count (M (0 () (3 (m )
Source Register 0.00% 0.00% 12.12% 5.05% 3.03% 20.20%
(count) (0 (M (12) (5 (?) 2Mm
Destination Register | 0 00% 0.00% 7.07% [.O1% 3.03% T %
(count) (0 (0) (7 n (3) (1n
Address Offset 0.00% 0.00% 10.10% 7.07% 3.03% 20.20%
(count) (©) (M (10) (7 (3) (20)
Immediate Data 0.00% 0.00% 4.04% 0.00% 1.O1% 5.05%
(count) () (0) 4) (0 (1) (5
Operation 0.00% 0.00% 14.14% 24 .24% 0.00% 38.3&9%
(count) ) 0 (14 (24) (0) (3¥)
Address 0.00% 0.00% 2.02% 0.00% 0.00% 2.029
(count) (0) ) (2) (O (9 (2)
Total 0.00% 0.00% 49.49Y 40.40% 10.10% 100.00%
(count) () ) 49 (40) (1M (99)

Analyze reads the list of injected faults and resulting errors generated by Corrupt and categorizes
them according to the type of corruption and the type of result, as illustrated in Table 1. The progeam’s
execution profile determines which injected faults are actually encountered during program execution.
Analyze can generate statistics of error recovery attempts in addition (10 detection performance, siniplitying

analysis of both mechanisms.

3. Code Modification

The first of the tols, Transform is a general purpose code modification program. 1t loads a prograin

into a form which facilitates code transformations and analysis.
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3.1 Analysis of Original Code

The code moditication tool Transform begins by building a control flow graph (CFG) [Aho 86] from
a MIPS R2000/R3000 assembly language program |Kane 92}. Transform then identilics the CFGs loop
back edges and determines register liveness. After completing these tasks. the CFG is ready for insertion of
generic or technique-specitic code, further elaborated in subsequent subsections.

Transform generates the CFG by parsing the input file procedure by procedure and partitioning the
code into basic blocks using labels and control transfer instructions as delimiters. Each CFG node denotes
a basic block. The order in which the basic blocks appear in the program listing is preserved by including
link pointers in each node; by using these pointers the nodes can be accessed as elements ol a linked hst.
These links are maintained to allow generation of the output assembty file.

Transform identities computed jumps, such as those resulting from switch statements, by searching
for a jump register instruction which is not a subroutine return. The jump table label immediately precedes
the jump instruction. Each entry in the jump table is processed and used to define an additional successor
to the basic block in question.

After all edges have been added to the CFG, a loop identifier marks loop back edges using a recur-
sive algorithm. The loop back edge markers are used in most other operations on the CFG. The process of
adding the loop identification support revealed that in some compiled C code computed jumps contained
back edges.

The tinal step in the annotation of the CFG is the register liveness determination. which simplifies
code transformation. Liveness is found only for general purpose registers, as the CED and recovery lech-
niques initially investigated do not need to use floating-point registers, although it is straightforward to
support them. Register liveness can be automatically indicated in the output assembly program listing 1o
aid in planning a tracking tunction or debugging. When subroutine cntries, exits and calls are Tound. the
liveness determination tool follows guidelines concerning register use presented in [Kane 92]. System reg-
isters such as the stack pointer, the return address register, the kernel registers and the global pointer are
assumed to be always live. Argument registers a0)-a3 and callee-saved registers s0-s9 are assumed to be

live at procedure entry. All other registers are assumed to be dead.
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Figure 3: Sample Application Code, DAG File for CFG and Diagram of CFG

Transform can also generate PostScript [Adobe 85] diagrams of the control tlow graphs. This allows
the user to rapidly determine the control structure of a program without decoding lengthy assembly list-
ings. Figure 3 shows a procedure as it is translated into a CFG diagram. Each basic block is represented as
a node tagged with the basic block’s label. Solid lines represent regular control flow edges, while dashed

lines show loop back edges. The PostScript files are generated by DAG [Gansner &9}, a program which

draws directed acyclic graphs from a list of edges and node labels.

3.2 Insertion of Generic Support Code

Three types of generic support code can be inserted by Transform: profile gencration code, trace
generation code, and error handler code. In the course of implementing and characterizing a CED tech-

nique, one or two of these code moditications would typically be made to a program. The exccution profile

is used by Analyze to determine which corrupted instructions are executed.
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Figure 4: Grouping Basic Blocks into Sequences

When run, self-profiling code provides an execution count for each basic block. while self-tracing
code generates a sequence of basic blocks executed. In order to minimize overhead, trace and prolile oper-
ations deal with sequences of basic blocks. This reduces the number of tracing or profiling instructions
which must be inserted and executed, as well as the trace size. A sequence is a contiguous control-equiva-
lent set of code, formed from instructions as a basic block is, except subroutine calls and returns are
ignored. If the first instruction in a sequence is executed, then all following instructions are executed, as all
instructions in a sequence are control equivalent. Figure 4 shows an example of a procedure’s basic blocks
grouped as sequences, and how Transform presents this information in its output files. Transformn assigns
an identifier number to each sequence and stores these numbers in the TracelD file. The sequence numbers
are used in all subsequent trace and profile operations, as shown in the Profile and Trace file fragments.

Analyze uses the profile or trace information o determine which laults are encountered during pro-
gram execution. The profile and trace information can steer more sophisticated CED techniques to concen-
trate error detection resources on heavily executed code sections, or 10 minimize execution time overhead.

An error handler is invoked after a checkpoint detects an error. A checkpoint is a short sequence ol
instructions which detects errors. Transform provides three types of error handlers: Terminate, Identify and
Terminate, and Restart. Terminate merely attempts (o end the program gracefully by restoring the stack

pointer to the value from program entry and then exiting from the program. Ideniify and Terminate prints



the label of the failed checkpoint and then attempts to terminate gracetully. Restart tries to continue the

program by reloading registers and restarting the procedure or section of the procedure.

3.3 Insertion of Technique-Specific Code

Transform currently implements checkpoint-based recovery o demonstrate the framework’s tools
and to characterize the recovery eftectiveness. Future work will include other types of error detection and
recovery, as well as support for superscalar processors.

If an error is detected within a short time, it may be possible o recover from the error and continue
correct program execution. One form of error recovery is checkpoint recovery. in which progran informa-
tion is saved periodically for use in a possible recovery attetupt. This is backward crror recovery. in thad
when an error is detected the error handier backs up the program state to the last good checkpoint (roll-
back) and then starts the program running after that checkpoint (restart). By using checkpoints many pro-

cedures can be successfully restarted, leading to correct program completion,

Frame Size
Saved Register N
Saved Register N-1

Saved Register 1
Saved Register 0
Procedure Zone
Procedure Code
Saved Register M

— Shadow Stack Pointer

Figure 5: Shadow Stack Organization

Checkpoint recovery consists of saving program information on a stack. Shown in Figure 5, this
stack is called the shadow stack and is separate from the procedure-call stack. Transform can implement
checkpoint recovery by automatically adding shadow stack code to the application program. It is not possi-
ble to restart from all errors, but the technique presented provides recovery frowm a significant fraction of

non-memory corrupting errors. The shadow stack holds all registers which are live upon procedure entry.
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