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Abstract

This work describes the first implementation of system-level diagnosis for a real-time distributed
system. An existing algorithm for system-level diagnosis, Adaptive_DSD (ADSD), is converted 
a real-time framework, and a real-time deadline is established for the end-to-end diagnosis latency.
A systematic procedure is used to convert ADSD into periodic and aperiodic tasks, where each
task has a hard deadline, allowing ADSD’s real-time behavior to be analyzed by fixed priority
scheduling theory. The algorithm is implemented in a real-time environment, where both the pro-
cessors and the network support fixed priority scheduling.

The key result of this paper is the specification of the Real-Time Adaptive Distributed System-
Level Diagnosis (RT-ADSD) algorithm. In addition, the behavior of aperiodic tasks with hard
deadlines and variable execution times are examined, and solutions are proposed that ensure
schedulability while accounting fo:r sporadic service, critical sections, network I/O and task jitter.

1 Introduction

As distributed systems proliferate, there is a need to increase their reliability. One approach is to have the net-

work perform self-diagnosis at the system level. In system-level diagnosis, a network is modeled as a collec-

tion of nodes and edges, such that nodes may be faulty or fault-free. At Carnegie Mellon University, ongoing

research in system-level diagnosis has resulted in the Adaptive DSD (ADSD) algorithm for performing on-line

distributed system-level diagnosis in fully connected networks. The ADSD algorithm allows every fault-free

node to diagnose the fault state of every other node in the system [ 1]. The ADSD algorithm is useful in adding

fault tolerance to networks by diagnosing node failures.

Real-time systems are also increasing in importance. These systems are subject to the same fault tolerance

requirements as non-real-time systems. The goal of this thesis is the specification of the Real-Time Adaptive

System-Level Diagnosis (RT-ADSD) algorithm, an implementation of the ADSD algorithm suitable for execu-

tion in a real-time environment. The RT-ADSD algorithm provides a hard deadline for the diagnosis latency -

the time from a node failure or recovery until all nodes are aware of the event. The algorithm is distributed and

is executed at all fault-free nodes. To achieve an end-to-end deadline in a network, both the nodes and the net-

work must provide real-time deadlines. The overall deadline on diagnosis latency is then a function of the

deadlines achieved at each node and across the communication network.

The design of RT-ADSD differs greatly from the normal procedure for designing a real-time system. In most

real-time systems, the program being designed already has some fixed periodic requirements and deadlines that

must be met. For example, [16] describes a robotic system where a sensor collecting data must be serviced

every interval. In contrast, RT-ADSD is formed by coercing the ADSD algorithm into a real-time model for the

sole purpose of establishing a real-lime deadline. No a priori deadline is given. Fixed priority preemptive

scheduling is used as the basis for establishing real-time deadlines [5, 15, 3]. It is hoped that the techniques


