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‘Abstract

This work describes the first implementation of system-level diagnosis for a real-time distributed
system. An existing algorithm for system-level diagnosis, Adaptive_DSD (ADSD), is converted to
areal-time framework, and a real-time deadline is established for the end-to-end diagnosis latency.
A systematic procedure is used to convert ADSD into periodic and aperiodic tasks, where each
task has a hard deadline, allowing ADSD’s real-time behavior to be analyzed by fixed priority
scheduling theory. The algorithm is implemented in a real-time environment, where both the pro-
cessors and the network support fixed priority scheduling.

The key result of this paper is the specification of the Real-Time Adaptive Distributed System-
Level Diagnosis (RT-ADSD) algorithm. In addition, the behavior of aperiodic tasks with hard
deadlines and variable execution times are examined, and solutions are proposed that ensure
schedulability while accounting for sporadic service, critical sections, network /O and task jitter.

1 Introduction

As distributed systems proliferate, there is a need to increase their reliability. One approach is to have the net-
work perform self-diagnosis at the system level. In system-level diagnosis, a network is modeled as a collec-
tion of nodes and edges, such that nodes may be faulty or fault-free. At Carnegie Mellon University, ongoing
research in system-level diagnosis has resulted in the Adaptive DSD (ADSD) algorithm for performing on-line
distributed system-level diagnosis in fully connected networks. The ADSD algorithm allows every fault-free
node to diagnose the fault state of every other node in the system {1]. The ADSD algorithm is useful in adding
fault tolerance to networks by diagnosing node failures.

Real-time systems are also increasing in importance. These systems are subject to the same fault tolerance
requirements as non-real-time systems. The goal of this thesis is the specification of the Real-Time Adaptive
System-Level Diagnosis (RT-ADSD) algorithm, an implementation of the ADSD algorithm suitable for execu-
tion in a real-time environment. The RT-ADSD algorithm provides a hard deadline for the diagnosis latency -
the time from a node failure or recovery until all nodes are aware of the event. The algorithm is distributed and
is executed at all fault-free nodes. To achieve an end-to-end deadline in a network, both the nodes and the net-
work must provide real-time deadlines. The overall deadline on diagnosis latency is then a function of the

deadlines achieved at each node and across the communication network.

The design of RT-ADSD differs greatly from the normal procedure for designing a real-time system. In most
real-time systems, the program being designed already has some fixed periodic requirements and deadlines that
must be met. For example, [16] describes a robotic system where a sensor collecting data must be serviced
every interval. In contrast, RT-ADSD is formed by coercing the ADSD algorithm into a real-time model for the
sole purpose of establishing a real-time deadline. No a priori deadline is given. Fixed priority preemptive
scheduling is used as the basis for establishing real-time deadlines (5, 15, 3]. It is hoped that the techniques
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used to create RT-ADSD will suggest methods for translating other non-real-time algorithms into a real-time
framework.

This thesis is organized as follows. Section 2 describes the ADSD algorithm. Section 3 reviews fixed priority
scheduling theory and explains extensions necessary for RT-ADSD. Section 4 analyzes the implementation of
RT-ADSD, and an example specification is given in Section 5. An event-driven version is discussed in Section
6 and its effects on real-time schedulability are analyzed. Future work in this topic is presented in Section 7,

and conclusions are presented in Section 8.

2 System-Level Diagnosis

To perform system-level diagnosis, a network is modeled as a collection of nodes and links.! Nodes can be
either faulty or fault-free, and are capable of performing tests of each other. Links represent communication
paths between nodes, and are assumed to be fault-free. A testing assignment determines internode testing, and
can be either static or dynamic. Diagnosis is the process of mapping the set of test results to the fault state of
the system nodes. For distributed diagnosis, each fault-free node must be capable of diagnosing the fault state
of all other nodes.

Preparata, Metze, and Chien initiated the study of system-level diagnosis in 1967 by presenting necessary con-
ditions for system-level diagnosability {12]. Testing assignments for diagnosable systems were characterized
in 1974 by Hakimi and Amin [13]. Since those pioneering works, a large body of literature in system-level
diagnosis has been generatéd. Distributed diagnosis algorithms [14] and adaptive testing assignments [17]
have proven useful in developing implementable system-level diagnosis algorithms in distributed systems. In
1991, Bianchini and Buskens presented and implemented the first adaptive distributed diagnosis algorithm,
Adaptive DSD (ADSD) [1]. This thesis describes the first implementation of system-level diagnosis for distrib-
uted real-time systems, and uses the ADSD algorithm as its foundation. For completeness, ADSD is summa-
rized below.

2.1 The ADSD Algorithm

The ADSD algorithm performs system-level diagnosis in fully connected networks. Diagnosis is distributed, in
that each fault-free node can determine the state of all other nodes in the system. ADSD assumes accurate tests
between nodes, commonly known as the PMC fault model [12], in which tests performed by a fault-free node
are always correct.

1. Throughout this paper, standard graph theory terminology is used. See [11].
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The algorithm operates by adapting the test assignment at each node to maintain a Hamiltonian cycle of fault-
free nodes. To achieve this, all nodes in the system are ordered in a cycle. Periodically, each node tests consec-
utive nodes in the cycle until a single fault-free node is found. For example, in Figure 1, nodes ny, ng and ns are
faulty, and all others are fault-free. Note that the resulting testing assignment represents a Hamiltonian cycle of
the fault-free nodes. Each node n; stores the result of its test in a local data structure, the Tested_Up; array.
When node n; tests node n; as fault-free, it sets Tested_Up;[i] = j. For example, in Figure 1, Tested_Up;[0] = 2
indicates that node ny tests n, as fault-free. Node n, is implied faulty by omission.

Tested_Up; [0] =
Tested_Up; [1] =
Tested_Up; [2] =
Tested_Up; [3] =
Tested_Up; [4] =
Tested_Up; [5] =
Tested_Up; [6] =
Tested_Upi [7] =

EINRRNRN

Figure 1. Testing Graph and Associated Tested Up Array.

Each node maintains a local copy of the Tested_Up array, permitting independent diagnosis. Before diagnosis
can be performed, each node must receive the results of the tests performed by all other nodes. To accomplish
this, a node sends a copy of its Tested_Up array along with its test result, resulting in diagnosis information
flowing in the reverse direction of tests. A benefit of circulating the information in the reverse direction is that
the forward test provides validation of diagnosis data, ensuring that information from fault-free nodes is
accepted while information from faulty nodes is discarded. After a finite number of test periods, every fault-
free node receives the diagnosis information generated at all other nodes. Diagnosis is performed at a node by

using the Tested_Up array to determine which nodes are contained in the Hamiltonian cycle, and therefore
fault-free.

Diagnosis latency is the time from the occurrence of a fault event until all nodes are aware of the event, and
must be characterized in terms of real-time tasks before a deadline can be established. The diagnosis latency of
ADSD is a function of the message forwarding protocol. Since nodes are not synchronized with respect to peri-
odic tests, information about a new fault event can be delayed for a full test period before it is requested by pre-
vious nodes in the cycle. The resulting end-to-end delay is O(T, p™N), where T}, is the test period and N is the
number of nodes in the system.

A summary of the ADSD algorithm is given in Figure 2. The ADSD algorithm has many desirable features,
useful in a real-time implementation, including a provably minimum number of tests and a highly periodic
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structure easily adapted to real-time scheduling. For these reasons it was selected as the basis for the first real-
time system-level diagnosis implementation.

/* ADAPTIVE_DSD */
/* Executed at each node ny,0 s x < N-1 */
/* at predefined testing intervals. */
1. y=X;
2. repeat {
2.1. y = (y+1) mod N; ]
22, request ny to forward Tcsted_Upy to ny;
23, } until (n, tests ny as “fault-free”);

3. Tested_Upylxl=y;

4, for i=0to N-1
4.1. ifi=x)
4.1.1. Tested_Up,[i] = Tested_Upy[i];

Figure 2. The Basic ADSD Algorithm.

In addition to the original algorithm given in Figure 2, Bianchini and Buskens describe an event-driven version
of ADSD in [1] that shortens the diagnosis latency. In the new algorithm, a copy of the Tested_Up array is no
Jonger returned with the periodic test result. Instead, a node immediately sends a new Tested_Up message to its
tester whenever a fault event is detected. Diagnosis latency is reduced since the node no longer waits for a peri-
odic test before sending a Tested_Up message to his tester. In addition, average message overhead is reduced
by forwarding a Tested_Up entry only when it differs from the entry contained in the local Tested_Up array.

To ensure correct operation of the event-driven algorithm, a node must only accept information from fault-free
nodes. The event-driven algorithm uses a message validation scheme presented by Hosseini, Kuhl and Reddy,
whereby a message is accepted only if it arrives between two fault-free tests [14]. Event-Driven ADSD mini-
mizes validation time by having a node immediately issue an additional test whenever a message is received.
When the result of that additional test is received, the information is considered valid, and may be forwarded to
the next node in sequence. The end-to-end diagnosis latency in the event-driven case is a function of the worst
case message validation time, which can be considerably shorter than the test period.

While Event-Driven ADSD reduces diagnosis latency, a real-time implementation is more complicated than
the original algorithm. Task arrivals in Event-Driven RT-ADSD are driven by the occurrence of fault events,
which is clearly an aperiodic process. The periodic structure found in the original algorithm is destroyed. In
addition, system resources needed to perform message validation are a significant increase over those required

when no faults are present. To maintain system-wide schedulability, network and processor resources must be

reserved for the worst case, resulting in under-utilization in the average case.
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This thesis addresses the implementation of the non-event-driven algorithm. A generalized framework is pre-
sented for converting ADSD to real-time. In addition, the event-driven algorithm is analyzed to verify the tech-
niques used in developing the basic algorithm. |

22 Real-Time Challenges

Creating a real-time version of the ADSD algorithm poses several challenges. First, the algorithm must be
expressed in a real-time framework. The framework selected for this analysis is that of fixed priority schedul-
ing [S, 15] which requires that ADSD be converted to a set of independent tasks. In reality, some tasks are
sequential in nature, in that the completion of one task signals the arrival of the next. By treating these tasks as
independent, the model allows tasks to arrive simultaneously, resulting in overly pessimistic completion times.
However, this assumption simplifies later analysis and, most iinportantly, allows RT-ADSD to be smoothly
integrated with other real-time tasks that use the fixed priority scheduling paradigm. In this way the system-
level diagnosis algorithm can be included as part of a distributed real-time system. To satisfy the task indepen-
dence assumption, task arrivals at each node and link must be periodic. However, tasks that are sequential in
nature suffer from jitter, or variance in their arrival times. Section 3.4 discusses techniques for addressing the
jitter problem of sequential tasks.

RT-ADSD is implemented as a distributed algorithm, with an end-to-end deadline placed on the diagnosis
latency. To achieve an end-to-end deadline in a distributed environment, a set of real-time tasks are created that
execute at each node and link in the system. The overall end-to-end deadline is then the sum of the deadlines of
tasks running on each interrﬁcdiate node and link. Thus, RT-ADSD is defined by two task sets: the CPU task
set Scpy, consisting of tasks that execute at each node, and the Comm task set Scopm, consisting of packets
that traverse the network. All tasks are characterized by a period, execution time (or transmission time), and
deadline.

The ADSD algorithm, especially the event-driven version, has widely varying resource utilization which is
dependent on the occurrence of faults. To make the analysis of RT-ADSD tractable, a limit is placed on
resource requirements. This is accomplished by placing a limit on the occurrence of faults, both in the total
number of allowed fault events and the rate at which such events occur. Once these limits are imposed, RT-
ADSD must be prevented from requesting additional resources whenever the limits are exceeded, as this might
negatively impact the schedulability of other tasks. This implies that some form of aperiodic server is used for
each RT-ADSD task. The RT-ADSD algorithm utilizes sporadic servers to service all tasks. The capacity of
these servers is chosen to allow RT-ADSD to meet hard deadlines provided the fault limits are not exceeded.
During periods of transient overload, the presence of sporadic servers prevents RT-ADSD tasks from affecting
the schedulability of lower priority tasks. When overloaded, the algorithm still operates correctly, but the diag-
nosis latency is no longer guaranteed to meet its deadline.






