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Abstract

This repoert outlines a methodology for validaiing a reliable multiprocessor system. This validation
methodology is being used, in part, on the Fault Tolerant Multi-Processor (FTMP) at NASA/Langley’s
AIRLAB facility. Experiments discussed in this paper were designed to evaluate the fault-free

performance of the system.

The report describes a validation methodology and some performance metrics that were used in
measuring the FTMP system. Both the methodology and the metrics are apy iicable to systems other

than FTMP.

This is a simplified description of the test sequence used:

1. Measure the global clock to see that it counts reliably and that the time to access the
clock is predictable.

2. Measure basic primitives of the system such as instruction execution times and operating
system calls.

3. Measure the interaction of the system primitives by using a synthetic workload.
The synthetic workload model developed in this report should be applicable to any multiprocessor
controller computer system. It is hoped that this work can be used to guide the evaluation of other

computer systems. If there is enough similarity in the methodology, comparisons between several

different systems can be made.



1. Introduction

Aircraft of the 1990’s will have computer systems that must function correctly for the aircraft to fly.
Many studies have been performed on fault tolerant avionics computers. One such study by NASA, in
its Aircraft Energy Efficiency (ACEE) program, requires that an aircraft computer failure probability
should be less than 1010 per hour. Systems have been built with this goal in mind (SiFT and FTMP

[3, 4, 11]), but techniques must be developed for measuring the performance and reliability.

Since a probability of failure of 10710 per hour translates to less than one failure per million years of
operation, it is not feasible to wait for enough accumulated operational hours to demonstrate
compliance with the goal prior to the release of the aircraft computer. A comprehensive validation
methodology should greatly reduce the amount of time required to determine if a system meets its
design goals. An overall validation methodology has many components including: theorem proving,
mathematical modeling, and physical expzrimentation. NASA has held several workshops to develop
a system validation procedure. One workshop in particular [6] produced a detailed list of validation

tasks to verify a system in an orderly manner.

Theorem proving and mathematical moceling are often based on a simplification and abstraction of
the physical system. These simplifications are required to reduce the complexity of the mathematics
to a tractable levei. Experimentation is a key element in a validation methodology since it serves to
validate the model and abstractions assumed in the mathematical treatments as well as to discover

unanticipated phenomena.

The foundations for an experimental validation methodology have been developed and are being
tested at the Avionics Integrated Research Laboratory (AIRLAB) at the NASA Langley Research
Center. AIRLAB is a facility for developing technologies and methodologies to evaluate and integrate
avionics and contro! functions of future aircraft and to establish a store of performance evaluation

and reliability evaluation statistics.

At the same time, Carnegie-Mellon University has developed several multiprocessor systems
including C.mmp, a system with 16 processors communicating with 16 memories through a crossbar
switch [12], and Cm*, a 50 processor system with a hierarchical processor-memory switch [10]. Over
the past decade researchers at CMU have evolved experimental methodologies for evaluating these
multiprocessor systems. AIRLAB provides an opportunity to apply and extend the experimental
methodologies to real time fault tolerant multiprocessor systems. The generality of the experimental
methodology can be demonstrated by its application to four diverse multiprocessor systems while

producing actual measurements which compare and contrast these architectures.



Section 2 gives background information needed to motivate the work described in later sections.
Included are descriptions of the experimental validation methodology, experiment environments,
performance measures, and the Fault Tolerant Multi-Processor (FTMP). Section 3 describes the
initial set of baseline experiments used to measure some of the characteristics of the processor and
operating system of FTMP. In Section 4, the experimental results are presented and conclusions
drawn. The next sections deal with a more advanced experiment environment for FTMP. Section

5 describes a workload model and Secticn 6 explains its application to a specific system (FTMP).



2. Background

This section contains material necessary to understanding the experiments and workload that will
be discussed in later sections. First. a description of the experimental validation methodology in its
broadest terms is described. Then, a subset of the methodology devoted to fault free performance of
multiprocessors is discussed in more depth. A general discussion of experiment environments is
presented followed by a description of the environments used in the experiments. A discussion of
nerformance measures is in the next section. The FTMP system is described in Section 2.5. Finally,

the present state of system validation is described.

2.1 Proposed Methodology

NASA held several workshops to determine system validation procedures. One in particular [6],
produced a detailed list of validation tasks to verify a system in an orderly manner. The methodology
was based on a building block approach in that confidence would be built up in an incremental
manner through the understanding and measurement of primitive activities. Once these primitive
activities were characterized, more complex experiments would be devised to explore the interaction
of primitive activities as well as more complex activities constructed from these primitive activities.
This orderly progression insures uniform coverage and makes it easier to locate the cause of an
unexpected phenomenon such as extremely slow execution of an instruction. Steps in the proposed

methodology include:

. Initial Checkout and Diagnostics

. Programmer’s Manual Verification

. Executive Routine Verification

. Multiprocessor Interconnect Verification

. Multiprocessor Executive Routine Verification

. Application Program Verification and Performance Baseline
. Simulation of Inaccessible Physical Failures

. Single Processor Fault Insertion

. Multiprocessor Fault Insertion

10. Single Processor Executive Failure Response Characterization
11. Multiprocessor System Executive Fault Handling Capabilities
12. Application Program Verification on Multiprocessor

13. Multiple Application Program Verification on Multiprocessor
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The first six tasks verify the fault free functionality of the system while the next seven verify fault
handling capabilities. The reader is referred to [6] for a more deta’ied explanation of the above listed

tasks. This paper specifically deals with the fault free performance (tasks 2 through 6).

The fault free validation methodologyv also follows a building block approach. First "baseline"



experiments are conducted. Baseline experiments are designed to measure a single phenomenon.
All other interactions are held constant while the single phenomenon is being explored. Once the
individual phenomena have been thoroughly characterized, more advanced experiments can be
conducted which explore the interaction between basic phenomena. The baseline experiments are -
designed to validate the basic assumptions used in the mathematical models as well as those used by
the programmers which developed application software. Examples of these baseline experiments will
be given in Section 2.6. But first we must present a framework for the experimental environment

since baseline experiments can occur at any level of a system as well as at any stage in a system'’s life.

2.2 Overview of Experiment Environments

Multiprocessor systems are enormously complex. In order to make them eacier to comprehend, it is
necessary to divide the system into several levels. One can then proceed from the most primitive level
upwards to the highest conceptual level by introducing a series of abstractions. Each abstraction
contains only information important to its particular level, and suppresses unnecessary information
2bout lower levels. The levels in a digital system frequently coincide with the system’s physical
boundaries since the concept of levels was utilized by the system’s designers to managye complexity.
Once details at one level are comprehencied, only the functionality provided for the next higher level

need be considered. Figure 2-1 depicts one possible set of levels of abstractions.

Level Sublevel Typical Components

Multiprocessor Processor, inemory,
switches

Program Application Software Display, navigation,

flight control

Executive Software Message system, task
scheduler, memory
allocator

Instruction Set Memory state,
processor state,
effective address
calculation,
instruction execution

Hardware Logic Gates, flip-flops,
registers, sequential
machines

rFigure 2-1: Levels of Abstraction in Multiprocessor Systems



Our experience at CMU indicates multiprocessors go through a series of evolutionary stages. A
stage is defined by the amount of functionality available to the user. This functionality, in turn,
determines the complexity and sophistication of experiments that can be conducted, and can usually
be defined in terms of the activities in the life of an experiment. First, the code has to be designed and
written. Next, the code must be compiled, followed by loading, debugying, measurement, and
analysis. Consequently, a view of the stages of a system’s life is the number of these activities that are
directly supported by the system for the user. The following are three representative stages in the

evolution of a typical multiprocessor system.

2.2.1 Stage 1 - Standalone

In this stage, the system is completed through the instruction set level of abstraction. That is, the
instruction set has been defined and the hardware has been implemented. There is virtually no
software to support user applications. The only software utility would be a loader whereby programs
cocmpiled on another machine can be loaded into the system under test. Experiments are limited to
simple, regular, compute bound algorithms. Only a limited number of parameters may be varied, and
this variation requires rewriting the source code of the experiment. There are several attributes to
Stage 1 experiments. The programmer must be a hardware expert since there is little software to
provide a higher level virtual (abstract) machine. Hence the program is tied closely to the hardware.
The user must specify where code is placed, define the memory map, and write code to initialize the

memory, create processes, manage resources, and collect data.

Typical baseline experiments in Stage 1 include:

e Hardware Saturation. Programs consist of two or three instruction loops with variation
in placement of code and data. The capacities of various system hardware resources are
determined as well as the impact of contention for those resources.

e Speedup due to Algorithm/Data Variation. Experiments seek the impact of
synchronization for data, as well as variation due to data dependencies and size of data.

e Errors. Diagnostic programs can be continuously run and monitored on the system.
Distribution of diagnostic detected errors can be studied.

2.2.2 Stage 2 - Operating System (0S)

The user is presented the abstraction provided by the executive software. This software provides
basic functions such as resource management and scheduling. In programming experiments, the
user employs operating system primitives. Hence, the user needs substantial operating system
expertise. Characteristic of this phase is the discrete incremental nature of the experimentation

process; each experiment represents one point in the design space.



The attributes of Stage 2 applications can be s:ated as follows:

e very regular, data bound with limited variation of parameters

e the general program organization has a Master process controlling a collection of Slave
processes doing the actual computation

e code is replicated

» heavy use of OS mechanisms

Typical baseline experiments in Stage 2 include:

e Measurements of the cost-per-feature of the operating system’s functions.
Experiments statically exercise each OS function on a one by one basis. Examples
include: memory management, communication primitives, synchronization, scheduling
and exception handling.

e Measurements of different implementation of parallel algcrithms. The impact of
using various strategies in parallel program organization, data structure and resource
allocation is studied.

2.2.3 Stage 3 - Integrated Instrumerntation Environment

At this stage hardware and software have been provided for generating experimental stimulus,
dynamically observing hardware and software activities, and analyzing results [9]. With this
enhanced support, the user can experiment at the application level of abstraction with full variation of
parameters. A major characteristic of this stage is the nrovision of stimulus generation, monitoring,
data collection and analysis grouped under a unique user interface. The OS, the support software
and the user application are uniformly instrumented enabling improved behavior visibility. Only with
this capability does the interaction between OS, support software and user application become
measurable with acceptable effort. Hence, the programmer could be a relative system novice.
Furthermaore, the effort to conduct advanced experiments becomes manageable. Experiments at this

stage have the following attributes:

e Measurements of dynamic behavior of OS and applications.

¢ Measurements are continuous. Program could be monitored on-line and sometlmes in
real-time.

¢ Studies of different virtual machines.

o Studies of different logical intercommunication structures.

¢ Scaling application performance with respect to different virtual machines.

Examples of advanced experiments that can be conducted in Stage 3 include:

e Comparison of various OS policies as reflected by classes of applications.

e Tuning a virtual machine for a specific application.

¢ Designing application oriented architectures.

o Study of multiprocessor intercommunication strategies.

o Study of the architectural effectiveness and efficiency.

e The handling of faults represents additional load for the avionics system. The fauit
capabilities represent another aspect of system functionality. Whereas a system without



faults may be able to meet all of its deadlines, the addition of fault handling workload may
cause schedule slippage and/or violations of realtime constraints.

A key part of the Stage 3 methodology is the specification and generaticn of a controlled paralle!
workioad [9]. Such a workload for avionics applications is given in [1]. The workload is represented
as a special purpose parallel data-flow graph. A run-time experimentation environment provides
capability of controlling, varying and measuring the workload without having to recompile or re-debug

the parallel program.

2.3 Present and Future Experiment Environment

A significant amount of work was required by AIRLAB personnel to bring the system environment up
to Stage 2. At present, each experiment generally requires some code compilation, followed by
linkage and downloading of the whole FTMP binary file. Experiments can be designed with
modifiable variables so that some variation can be made by changing valuas in memory without
having to go through the entire code development cycle. An example of a modifiable variable is the
number of iterations in a loop. The experiments described in this paper used the modifiable variable

approach.

An environment planned for FTMP will use a more specialized workload generation mechanism.
With this mechanism in place, experiments can be run in an environment somewhere between Stage

2 and Stage 3.

A workload is a set of tasks that exercise a computer. |f a workload accomplishes some useful work,
it is called a 'natural workload’. If no useful work is done, it is called a 'synthetic workload’. The goal
of a synthetic workload is to exercise a computer system in the same way as a natural workload that it
is attempting to model. That is, if measurements were taken of the operation of the system, there
should be no way to tell the difference between the synthetic and natural workload. Ideally, a
synthetic workload should take substantially less effort to develop than a corresponding natural
workload. It is extremely difficult to establish a representative workload. No standards have been
widely accepted as measures of a system and comparison of workloads. However, workloads are still

a major performance evaluation tool.

A synthetic workload has several advantages over a natural workload. Since the instructions are
usually very simple and repetitive, debugging is not difficult. Synthetic workloads can be controlled
with parameters. This means that changes can be made in the workload very readily and a single

basic structure can be used to model a wide range of workloads. Finally, if a synthetic workload is



parameterized, it can be used on different systems and architectures much more easily than a natural

workload. A specific workload model will be discussed in Section 5.

Before presenting specific baseline experiments or a synthetic workload definition, the guiding list
of performance measures and a description of the experimental vehicle will he presented so that the

reader can observe how a specific architectural design effects the implementation of experiments.

2.4 Measuring Performance

Many views have been advanced on what should be measured to determine system performance.

Examples are Ferrari [2] and Siewiorek et. al. [8]. This discussion is based primarily on Ferrari.

Ferrari listed three parameters for measuring performance: Productivity (e.g. Throughput),
Responsiveness (e.g. Response Time) and Utilization (e.g. frequency of module use). To these
indices another dimension can be added to describe the various levels of a system. The levels are

Hardware, Operating System and Application Software.

The resulting matrix, shown in Figure 2-2, serves as a guide in devising methods of measuring
parformance on a specific system. Specifically, the matrix will be used in developing a synthetic

workload model and instrumenting it. This will be discussed in more detail in Section 5.

Apoi | Subtask | Idle | Mrite, |
| Execution | Time | Read Delay |
| Times | | & Variation |
R e |

0s | 0S | 0S Primitive | Primitive |
| Primitive | Freq. of | Variation, |
| Times | Use | Contention |
ey |

Hdw | Instr. & | Resource ‘| resource |
| resource | Freq. of | variation, |
| Access Times | Use | contention |

Throughput Utilization Delay

Figure 2-2: Performance Evaluation Matrix

In more detail, the measurements are:
e Throughput:

o Hardware: Measure the time to access limited resources (e.g. memory, ciock) and
execute instructions on a single processor configuration

o Operating System: Measure the execution times of the operating system primitives
and tasks






