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Wireless Ad-hoc
Networks

A common threat in many wireless ad-hoc
networks is the capture of network devices by
an adversary. Stajano's "big stick principle,"
which state that whoever has physical control
of a device is allowed to take it over, suggests
that such an adversary is substantially more
powerful that the traditional Dolev-Yao and
Byzantine adversaries, and hence difficult
to counter. Protecting device secrets (e.g.,
cryptographic  keys) via physical security
mechanisms, which currently range from those
employed by smartcards (very little tamper
resistance), to IBM 4764 crypto co-processors
(highest FIPS 140 evaluation), and to
Physically  Unclonable  Functions  (very
good but not perfect physical security) will
continue to require network security measures.
| argue that "good-enough™ measures in the
face of node capture by adversaries can be
obtained by using emergent properties.
Intuitively, these are properties that cannot be
provided by individual network nodes -- no
matter how well-endowed nodes might be --
but instead result from interaction and
collaboration among multiple nodes. Such
properties can beused to detect, often
probabilistically, the presence of an adversary
withina network and to pinpoint with
reasonable accuracy the affected network area
(e.g., identify a specific captured node, a
particular property of captured nodes). |
illustrate a new simple probabilistic protocol
that avoids the effects of node capture by
detecting adversaries attempts to access
anode's internal state. | will also present
several research directions that could lead to
better network protection against a variety of
new attacks such as those launched by an
insider.
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